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(57) ABSTRACT 

Methods, systems and computer program products are pro 
vided for selectively allowing a user of a multi-user system 
access to a plurality of resources in a network. Pursuant to 

these methods, systems and computer program products, a 
request, originated by a user of the multi-user system, may 
be received to transmit a message over the network to one 
of the plurality of resources in the network. A security Zone 
associated with this resource may then be identi?ed. Pursu 
ant to the operations of the present invention, if it is 
determined that the user is authorized access to the identi?ed 
security Zone, the message may be forwarded over the 
network to the resource. 

RACF 
RACF Database 

IF’ Network '“ L; 

03/390 
E 

1 Security Data 
Structure TC PAP Stack 

E 

5m 

Workstation 
m 



Patent Application Publication Aug. 1, 2002 Sheet 1 0f 6 US 2002/0103903 A1 

IP Network 
Mainframe 

Mainframe 



Patent Application Publication Aug. 1, 2002 Sheet 2 0f 6 US 2002/0103903 Al 

N 2:9“ 



Patent Application Publication Aug. 1, 2002 Sheet 3 0f 6 US 2002/0103903 A1 

m 
V 

a 22026 Ema 3:30am 

m 252m 
N2. 

a 8050 



Patent Application Publication Aug. 1, 2002 Sheet 4 0f 6 US 2002/0103903 A1 

m m..:mE 

w $.59" 

225: $600: “233%? 0502 r0 :ooor Fo 21:00 Low 6P0 *iiofo 

m LmwD 6 L33 M 5m: 0 @ L33 .@ BwD .m $53 0 
v 5m: .r LmmD m 

w Em: 6 $63 é EwD < 

Em: wmcoN btsoow 

wcoN 313mm 

96.. wEuhsommm 







US 2002/0103903 A1 

METHODS, SYSTEMS AND COMPUTER 
PROGRAM PRODUCTS FOR SELECTIVELY 

ALLOWING USERS OF A MULTI-USER SYSTEM 
ACCESS TO NETWORK RESOURCES 

FIELD OF THE INVENTION 

[0001] The present invention relates to multi-user com 
puter systems and, more particularly, to operations for 
controlling access by users of a multi-user system to 
resources Within a netWork. 

BACKGROUND OF THE INVENTION 

[0002] NetWorks in Which a plurality of computers and 
other electronic devices are inter-connected by Wired or 
Wireless communications links to facilitate communications 
betWeen users and/or the sharing of resources, (e.g., hard 
Ware, softWare, data sets, etc.) are knoWn in the art. One Well 
knoWn type of netWork is an internet protocol or “IP” 
netWork Which operates under the IP protocol that has been 
developed to control communications sent over the Internet. 
NetWorks operating under the IP protocol typically include 
large numbers of geographically dispersed devices that are 
interconnected by a plurality of communications links and 
netWork routing and control resources. A Wide variety of 
different devices may be included in the netWork, including, 
for example, mainframe computers, ?le servers, personal 
computers, printers, Work stations, scanners, personal data 
assistants, cellular telephones, etc. Data processing devices 
such as, for eXample, mainframe computers that are part of 
the netWork may often be accessed by a plurality of users in 
the netWork. 

[0003] Each device in the IP netWork is typically assigned 
an IP address. Communications packets sent over the IP 
netWork typically include headers that provide various infor 
mation regarding the source and intended destination of the 
packet. This information may include, for example, the IP 
addresses of the source and/or destination devices, protocol 
and port information, and various other information Which is 
Well knoWn to those of skill in the art. 

[0004] In many instances, access to certain devices (e.g., 
computers, routers, printers, etc.) in an IP netWork may be 
restricted such that certain users are not permitted to access 
these resources. To provide such controlled access, an IP 
netWork may include “?rewalls” Which use packet level 
?ltering to control access to devices in the IP netWork. 
FireWalls may be implemented at host devices and eXamine 
the IP source address, protocol, port and/or other informa 
tion included in each received packet to determine if the 
packet Will be processed by the host device. FireWalls may 
also be implemented at points of entry to speci?c sub 
netWorks that have different security requirements than the 
IP netWork as a Whole. Thus, for example, a ?reWall may be 
placed at a local area netWork server to restrict the access of 
those outside the local area netWork to devices Within the 
local area netWork. 

[0005] FireWalls, hoWever, may not provide an effective 
method of controlling access to netWork devices in all 
situations. Accordingly, there is a need for improved meth 
ods and systems of controlling user access to devices in an 
IP netWork. 

SUMMARY OF THE INVENTION 

[0006] Embodiments of the present invention include 
methods, systems and computer program products for selec 
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tively alloWing a user of a multi-user system access to a 
plurality of resources in a netWork. Pursuant to these meth 
ods, systems and computer program products, a request, 
originated by a user of the multi-user system, may be 
received to transmit a message over the netWork to one of 
the plurality of resources in the netWork. A security Zone 
associated With this resource may then be identi?ed. Pursu 
ant to the operations of the present invention, if it is 
determined that the user is authoriZed access to the identi?ed 
security Zone, the message may be forWarded over the 
netWork to the resource. 

[0007] In embodiments of the present invention, a security 
Zone may be associated With each of the plurality of 
resources in the netWork. Operations may also be provided 
for specifying the security Zones to Which particular users of 
the multi-user system are authoriZed access. The operations 
for identifying the security Zone associated With the resource 
may comprise accessing a data structure that speci?es the 
security Zone associated With each resource in the plurality 
of resources. 

[0008] In further embodiments of the present invention, at 
least one entry in the data structure may specify the security 
Zone associated With a group of the resources in the plurality 
of resources. In these embodiments, the step of identifying 
the security Zone associated With the one of the plurality of 
resources may comprise identifying the security Zone asso 
ciated With the most speci?c entry in the data structure that 
includes the resource. The multi-user system may perform 
the operations for identifying the security Zone associated 
With a resource in the netWork and determining Whether a 
particular user is authoriZed access to the identi?ed security 
Zone. 

[0009] Methods, systems and computer program products 
are also provided for determining Whether to alloW an 
operation associated With a user identi?cation corresponding 
to a user of a multi-user system that involves access to a 

resource in a netWork. Pursuant to these methods, systems 
and computer program products the resources in the 
netWork may each be classi?ed as being associated With a 
particular security Zone, and (ii) the security Zones to Which 
each user identi?cation may have access may be speci?ed. 
An operation may then only be alloWed if the user identi 
?cation is speci?ed as having access to the security Zone 
associated With the netWork resource Which is to be accessed 
in the operation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a block diagram of a netWork environ 
ment in Which the present invention may be implemented; 

[0011] FIG. 2 illustrates the netWork environment of FIG. 
1 Wherein the netWork has been divided into a plurality of 
security Zones; 

[0012] FIG. 3 is a block diagram of aspects of an S/390 
computer system Which may be used to implement the 
operations of embodiments of the present invention; 

[0013] FIG. 4 is a block diagram of an implementation of 
the netWork access data structure according to embodiments 
of the present invention; and 

[0014] FIG. 5 is a block diagram of an implementation of 
the security database according to embodiments of the 
present invention; 
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[0015] FIG. 6 is a ?owchart illustrating operations accord 
ing to embodiments of the present invention; and 

[0016] FIG. 7 is a ?owchart illustrating operations accord 
ing to further embodiments the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0017] The present invention now will be described more 
fully hereinafter with reference to the accompanying draw 
ings, in which preferred embodiments of the invention are 
shown. This invention may, however, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein; rather, these embodiments are 
provided so that this disclosure will be thorough and com 
plete, and will fully convey the scope of the invention to 
those skilled in the art. 

[0018] As will be appreciated by one of skill in the art, the 
present invention may be embodied as a method, data 
processing system, and/or computer program product. 
Accordingly, the present invention may take the form of an 
entirely hardware embodiment, an entirely software embodi 
ment or an embodiment combining software and hardware 
aspects. Furthermore, the present invention may take the 
form of a computer program product on a computer-usable 
storage medium having computer-usable program code 
means embodied in the medium. Any suitable computer 
readable medium may be utiliZed including hard disks, 
CD-ROMs, optical storage devices, a transmission media 
such as those supporting the Internet or an intranet, or 
magnetic storage devices. 

[0019] Computer program code for carrying out opera 
tions of the present invention may be written in conventional 
procedural programming languages, such as, for example, 
the “C” programming language or PL/X. However, the 
computer program code for carrying out operations of the 
present invention may also be written in an object oriented 
programming language such as Java®, Smalltalk or C++. 
The program code may execute entirely on a single com 
puter, or be distributed so as to execute on a plurality of 

computers and/or other data processing devices. 

[0020] The present invention is described below with 
reference to ?owchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the ?owchart illustrations 
and/or block diagrams, and combinations of blocks in the 
?owchart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or 
other programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data 
processing apparatus, create means for implementing the 
functions speci?ed in the ?owchart and/or block diagram 
block or blocks. 

[0021] These computer program instructions may also be 
stored in a computer-readable memory that can direct a 
computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory produce an article 
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of manufacture including instruction means which imple 
ment the function speci?ed in the ?owchart and/or block 
diagram block or blocks. 

[0022] The computer program instructions may also be 
loaded onto a computer or other programmable data pro 
cessing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable appara 
tus to produce a computer implemented process such that the 
instructions which execute on the computer or other pro 
grammable apparatus provide steps for implementing the 
functions speci?ed in the ?owchart and/or block diagram 
block or blocks. 

[0023] The present invention relates to methods, systems 
and computer program products for controlling user access 
to “resources” in a computer network such as an internet 
protocol (“IP”) network. In particular, the present invention 
provides mechanisms for limiting the access of “users” of a 
“multi-user system” to resources in the network in situations 
where some, but not others, of the users of the multi-user 
system should be allowed access to the network resources 
that are to be protected. 

[0024] As will be appreciated by those of skill in the art, 
typically a number of different persons and/or devices access 
and use the mainframe computer or other data processing 
device associated with a multi-user system. Each such 
person or device will normally have its own (or a shared) 
“user identi?cation.” The persons/devices accessing the data 
processing device may be resident at the data processing 
device, connected by a hard-wired connection, connected 
via a network connection, or connected via a variety of other 
connections. 

[0025] Typically, a user identi?cation is associated with 
each application being executed at any given time on the 
data processing device. As noted above, such a user identi 
?cation could be associated with a person resident at the data 
processing device or, alternatively, with a person accessing 
the data processing device from thousands of miles away 
over a network connection. Likewise, the user identi?cation 
may be associated with a person or group of persons or, 
alternatively, may be associated with a device or group of 
devices. As used herein, the term “user” refers to the 
person(s) and/or device(s) associated with a particular user 
identi?cation, and the term “multi-user system” refers to a 
computer or other data processing device which more than 
one user may use to execute applications. However, since 
each application executing on a multi-user system is gener 
ally associated with some user identi?cation, the term “user” 
may likewise be viewed as referring to a piece of work 
executing on the multi-user system (since it is understood 
that there is a user identi?cation that is associated with that 

piece of work). 
[0026] As will be appreciated by those of skill in the art, 
a wide variety of different computers, printers, ?le servers, 
web servers, data processing devices, etc. can be intercon 
nected in a network, and that these devices may further 
include, or be connected to, additional devices such as disk 
drives, modems, printers, etc. It will be understood that as 
used herein, the term “resource” refers to any separately 
addressable entity in the network. Thus, for example, in an 
IP network, a resource refers to any device in the network 
having its own IP address. 

[0027] Embodiments of the present invention will now be 
described with reference to an IP network. However, it will 
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be appreciated that the methods, systems and computer 
program products of the present invention are equally appli 
cable to other types of networks, such as, for example, local 
area netWorks or netWorks operating under the Systems 
Network Architecture (“SN ”) protocol. 

[0028] As noted above, in conventional IP netWorks, ?re 
Walls that implement host-based packet ?ltering are typi 
cally provided to control access to resources Within the IP 
netWork. These ?reWalls examine parameters such as the 
source IP address, port number, protocol, etc. speci?ed in 
individual data packets to evaluate Whether or not the packet 
should be forWarded beyond the ?reWall. HoWever, When a 
data packet is originated and transmitted over the netWork 
by a multi-user system, the source IP address, port number, 
protocol and other potential identi?cation parameters may 
be the same for all packets sent by the multi-user system, 
regardless of Which particular user of the multi-user system 
originated the packet. Consequently, traditional ?reWalls 
may not be an effective mechanism for selectively alloWing 
the users of such multi-user systems access to resources in 
the IP netWork. 

[0029] An example of a multi-user system is an IBM 
S/390 mainframe computer that serves as a portal to an IP 
netWork for a plurality of user Workstations and applica 
tions. Each Workstation may be accessed by one or more 
different users, and additional users in the netWork may 
access and execute softWare applications on the S/390 
mainframe computer via a netWork, Telnet or other connec 
tion. It Will be understood that numerous other multi-user 
systems are commonly connected to IP netWorks, such as 
various server platforms manufactured by HeWlett Packard 
and Sun, local area netWorks operating under WindoWs NT, 
etc. When such multi-user systems are included in, or have 
access to, the IP netWork, conventional host-based ?reWalls 
may not provide a mechanism for selectively alloWing and 
restricting access by users of the multi-user system to 
resources in the IP netWork. 

[0030] Pursuant to the teachings of the present invention, 
methods, systems and computer program products for con 
trolling user access to the IP netWork at the multi-user 
system are provided. The approach of the present invention 
for controlling user access to IP netWork resources may be 
combined With conventional IP netWork security mecha 
nisms, such as packet ?ltering ?reWalls, to provide a fully 
secure netWorking environment. Thus, the methods, systems 
and computer program products of the present invention 
may be used locally, at the multi-user system, to restrict user 
access to resources in the IP netWork, While the ?reWalls can 
be used Within the IP netWork to globally restrict access to 
netWork resources based on criteria such as source IP 
address. 

[0031] Referring ?rst to FIG. 1, an IP netWork environ 
ment in Which embodiments of the present invention may be 
implemented Will be generally described. The IP netWork 10 
of FIG. 1 is provided for illustrative purposes only, and 
those of skill in the art Will appreciate that a typical IP 
netWork may include thousands of users, and include a Wide 
variety of netWork resources and devices. As illustrated in 
FIG. 1, the IP netWork 10 includes a plurality of mainframe 
computers 20, 21, 22, routers 30, 31, 32, 33 and Workstations 
40, 41, 42, 43, 44, 45, 46, 47, 48, 49 interconnected by 
netWork communications links. As shoWn in FIG. 1, the 
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Workstations 40-49 may either have direct access to the IP 
netWork 10, or may access other resources in the IP netWork 
10 via one or more of the mainframe computers 20-22. 

[0032] As noted above, a “multi-user system” refers to a 
computer or other data processing device Which may 
execute applications associated With more than one user. In 
FIG. 1, each of the mainframe computers 20-22 comprise 
such a multi-user system, as might additional of the Work 
stations 40-49 depicted in FIG. 1 to the extent they likeWise 
execute applications associated With more than one user. 
Thus, it Will be appreciated that virtually any device may act 
as a “multi-user system” and that the present invention is 
applicable to all types of multi-user systems, and not just 
systems With mainframe computers. To simplify the folloW 
ing discussion, mainframe computers 20-22 Will be treated 
as the only multi-user systems in FIG. 1. 

[0033] In the IP netWork 10 of FIG. 1, a softWare appli 
cation or other piece of Work executing on one of the 
mainframe computers 20 may generate a request to access 
another resource (e.g., mainframe computer 22) in the IP 
netWork. While the softWare application running on the 
mainframe computer 20 Will be associated With a particular 
user in the netWork (Who might be resident at mainframe 
computer 20, one of the attached Workstations 40-42, or at 
some other device in the netWork), typically, the connect call 
originated by the mainframe computer 20 to establish the 
connection With mainframe computer 22 Will not specify the 
user identi?cation associated With the application that 
caused the connect call to be originated. As a result, main 
frame computer 22 (and other devices in netWork 10) 
generally Will not have knoWledge as to Which user caused 
the connect call to be generated, but instead Will just knoW 
that the connect call Was transmitted by mainframe com 
puter 20. In this situation, conventional ?reWalls may not be 
capable of alloWing some of the users of mainframe com 
puter 20 access to a resource in the netWork having height 
ened security requirements (i.e., a resource Which not every 
user or potential user of IP netWork 10 may access) While 
preventing other users of mainframe computer 20 access to 
such a restricted access resources. 

[0034] Pursuant to the teachings of the present invention, 
the IP netWork 10 may be classi?ed into “security Zones” to 
facilitate alloWing only selected users of a multi-user system 
such as mainframe computer 20 access to the restricted 
access netWork resources. A different security Zone may be 
de?ned for each distinct level of security sensitivity required 
by the resources in IP netWork 10. While a particular 
resource may be classi?ed as belonging to multiple security 
Zones, in embodiments of the present invention each net 
Work resource is classi?ed as belonging to a single security 
Zone. NetWork resources Which are not classi?ed as belong 

ing to a security Zone may be assigned to a default security 
Zone. 

[0035] FIG. 2 illustrates one possible classi?cation of 
security Zones for the IP netWork 10 of FIG. 1. In the 
example of FIG. 2, each resource in the IP netWork 10 
belongs to one of four different security Zones, Which are 
labeled as Zones A-D in FIG. 2. As indicated in FIG. 2, a 
particular security Zone need not be contiguous, as typically 
netWork resources are assigned to security Zones based on 
their security sensitivity and/or based on Which users are 
alloWed access to the resource. 
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[0036] In embodiments of the present invention, the clas 
si?cation of the IP network 10 into security Zones may be 
performed by the security administrator for the IP netWork 
10. HoWever, this function could also be carried out by other 
individuals and/or resources in the network, including the 
system administrator for one of the multi-user systems, such 
as the system administrator for one of the mainframe com 
puters 20-22. Moreover, in embodiments of the present 
invention, the multi-user system may perform the security 
Zone classi?cation of netWork resources for the purpose of 
limiting certain users of that particular multi-user system 
access to resources in the IP netWork 10. In such embodi 
ments, no one outside the multi-user system may even be 
aWare of the security Zone classi?cation. 

[0037] The security Zone classi?cation may be used to 
determine Which users of one or more of the multi-user 
systems may access Which resources in the IP netWork 10. 
This determination may be made, for example, by the 
security system, if provided, of a multi-user system such as 
mainframe computer 20. By Way of example, one knoWn 
multi-user system is the 5/390 mainframe computer manu 
factured by International Business Machines, Inc. of 
Armonk, NY. The operating system softWare, namely the 
O5/390, that is part of the 5/390 system includes a security 
manager that has a Resource Access Control Facility or 
“RACF.” The RACF is designed to control access of users 
of the 5/390 system to hardWare and softWare Within the 
5/390 system, and occasionally may also be used to control 
user access to external devices such as a printer. The RACF 
includes a database 132 that speci?es the hardWare and 
softWare each user of the 5/390 may access. This database 
is typically generated at installation, and updated as neces 
sary thereafter. As described beloW, the RACF may be used 
according to embodiments of the present invention to con 
trol the access that users of 5/390 system are provided to 
resources external to the 5/390 in the IP netWork 10. 

[0038] FIG. 3 is a block diagram of portions of an 5/390 
system 100 in Which an application 150 is being run. In the 
example of FIG. 3, the application 150 is being run at the 
request of a user that is accessing the 5/390 system 100 via 
the Workstation 110. The application 150 is generating 
communications that are to be transmitted over an IP net 
Work 180. As shoWn in FIG. 3, the 5/390 system includes 
an O5/390 operating system 120, Which includes a RACF 
130. In the example of FIG. 3, the application 150 is 
communicating over the IP netWork 180 using a TCP/IP 
protocol. Thus, a communications process such as the TCP/ 
IP kernel 140 is shoWn as being included in the operating 
system kernel of the 5/390 system 100. It Will be understood 
that other kernel elements are typically also found on the 
5/390 system 100, Which other kernel elements may further 
support communications With applications over the IP net 
Work 180 using other layered protocols. Similarly, the 
communications process may be a communications protocol 
stack, such as a TCP/IP communications protocol stack, or 
such other process Which may be provided separate from the 
operating system kernel but Which may also provide for 
controlling data transmission transaction requests received 
from the application 150. 

[0039] During initialiZation of the TCP/IP kernel 140, a 
data structure 190 may be accessed that contains information 
regarding the security Zone to Which each resource in the 
TCP/IP netWork 180 belongs. By Way of example, this data 
structure 190 might contain the IP address of each resource 
and/or group of resources in the TCP/IP netWork 180, along 
With the name (herein “Zonename”) of the security Zone to 
Which the resource or group of resources belongs. 
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[0040] In embodiments of the present invention, the data 
structure 190 may comprise a netWork resource-to-security 
Zone mapping table 200 that similarly contains the IP 
address of each resource or group of resources in the TCP/IP 
netWork 180, along With the Zonename of the security Zone 
to Which the resource/group of resources belongs. FIG. 4 
depicts such a mapping table 200. As shoWn in FIG. 4, the 
mapping table comprises an association betWeen resources 
and groups of resources in the lefthand column With security 
Zone classi?cations in the righthand column. In the example 
of FIG. 4, the resources and groups of resources are speci 
?ed using their IP address (Which for ease of illustration are 
depicted as 8-bit addresses instead of as 32-bit addresses). In 
the data structure of FIG. 4, entries in the mapping table 
speci?ed by their full 8-bit address refer to a speci?c 
resource in the netWork. On the other hand, entries speci?ed 
by less than 8-bits refer to all the resources Which have the 
speci?ed bits as the beginning portion of their IP address. To 
shoW this, the remaining bits are designated as “stars” to 
indicate that they may be either a Zero or a one. As an 
example, the ?rst entry in the data structure of FIG. 4 is 
01011* * *. This entry refers to each of the eight resources (to 
the extent the resources are part of the IP netWork 180) 
having an IP address beginning With the bits 01011. As 
shoWn in FIG. 4, these eight resources are speci?ed as 
belonging to security Zone B. 

[0041] As is also shoWn in FIG. 4, a particular resource 
may appear to be speci?ed as belonging to more than one 
security Zone. For instance, the second entry in the data 
structure is 0101101*, Which is indicated as belonging to 
security Zone A. Since the ?rst ?ve bits of this entry 
correspond to the ?ve bits speci?ed in the ?rst entry in the 
data structure, it may appear that the resources 01011010 
and 01011011 belong to both security Zones A and B. 
HoWever, in situations Where a resource (or group of 
resources) appears to be assigned to tWo or more different 
security Zones, it may be treated as belonging to the security 
Zone speci?ed for the “most speci?c” entry in the mapping 
table 200. The “most speci?c” entry refers to the entry Which 
refers to the smallest number of resources (i.e., the entry in 
Which the most bits of the IP address are not speci?ed using 
Wild card characters). Thus, in the data structure of FIG. 4, 
the second entry is the most speci?c entry for the resources 
01011010 and 01011011, and hence they are classi?ed as 
being part of security Zone A. 

[0042] The use of a mapping table such as the mapping 
table 200 depicted in FIG. 4 may provide for more ef?cient 
queries by the TCP/IP kernel 140 than conventional look-up 
tables or other data structures. In particular, use of a mapping 
table such as the mapping table 200 depicted in FIG. 4 may 
alloW for specifying the security Zone associated With thou 
sands of resources in the IP netWork With a relatively small 
number of entries, but still provide complete ?exibility as to 
Which security Zone a particular resource is assigned. The 
mapping table 200 may typically be accessed faster than a 
conventional look-up table Which does not group resources, 
and also typically requires less memory to store. 

[0043] Referring back to FIG. 3, in operation, When the 
application 150 transfers data to the TCP/IP kernel 140 for 
communications over the TCP/IP netWork 180, the TCP/IP 
kernel 140 may look at the destination IP address designated 
for the data that is to be transmitted. The mapping table 200 
may then be consulted by the TCP/IP kernel 140 to deter 
mine a Zonename of the security Zone that is associated With 
the most speci?c entry in the table that includes the resource 
corresponding to the designated destination address for the 
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data. The TCP/IP kernel 140 may then access the data 
structure 132 in the RACF 130 to determine if the user 
associated With the application 150 is permitted access to the 
speci?ed security Zone. If access is permitted, the TCP/IP 
kernel 140 Will alloW the operation to proceed. If not, the 
TCP/IP kernel 140 Will deny the requested operation. Thus, 
in this manner the TCP/IP kernel 140 may, in conjunction 
With the RACF 130, serve to control the access of users of 
a multi-user system at the source of the potential security 
breach. Typically, the use of such an access control system 
Would be added as an eXtra layer of protection, and thus 
Would be used to augment, rather than replace, conventional 
security safeguards such as ?reWalls. 

[0044] FIG. 5 depicts an exemplary embodiment of the 
data structure 132 that speci?es the resources each user of 
the S/390 may access. As shoWn in FIG. 5, the data structure 
may be implemented as a simple look-up table that speci?es 
the users (in the righthand column) that are permitted access 
to each security Zone (Which are listed in the lefthand 
column). It Will be appreciated that a Wide variety of 
different data structures may be used to store this informa 
tion. 

[0045] Pursuant to particular teachings of the present 
invention, operations for determining hoW often resource 
access checks are performed are also provided. For instance, 
as is understood by those of skill in the art, IP netWorks 
operating under a TCP transport layer protocol build a 
connection each time a resource communicates With another 
resource over the IP netWork. As this connection carries all 
traf?c betWeen the resources until termination of the con 
nection, it may not be necessary to perform a resource access 
check on every packet that is to be forWarded across the 
netWork over the connection. Instead, a resource access 
check may be performed for an outbound connection during 
the connect call. Resource access checks may or may not 
then be performed on packets Which are later sent over the 
netWork via the connection. As Will be understood by those 
of skill in the art, one situation Where it may be desirable to 
re-perform a resource access check on packets that are being 
transmitted over a TCP/IP connection is Where a user(s) 
associated With an application changes While the application 
is still running. If this occurs, it Will typically be desirable to 
re-perform the resource access check even though a neW 
connection has not been established. 

[0046] Other transport layer protocols, hoWever, such as 
UDP and RAW, are connectionless protocols. With these 
protocols, resource access checking may be performed for 
every outbound packet that is to be transmitted. HoWever, 
even With these transport layer protocols it Will typically not 
be necessary to perform a resource access check With respect 
to every packet, as a cache memory often is available With 
information regarding prior transmissions, and thus the 
cache may be checked and the resource access check 
skipped in situations Where a packet speci?es the same 
source, destination and user identities as previous packets 
that Were subject to a resource access check. 

[0047] Typically, embodiments of the present invention 
only perform resource access checks on packets that origi 
nate Within the multi-user system that are to be transmitted 
over the IP netWork, as packets that are merely being 
forWarded through the TCP/IP kernel 140 have no associated 
user. Moreover, the security systems of the present invention 
may be established so that the IP layer does not require 
knoWledge of the resource access check operations, as such 
operations may all be carried out at the transport layer. 
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[0048] Operations according to various embodiments of 
the present invention Will noW be described further With 
reference to the ?oWchart illustrations of FIGS. 6-7. Opera 
tions begin With reference to FIG. 6 at block 400 With an 
application that is running on the multi-user system gener 
ating a request to transmit a packet over the IP netWork. 
While typically the softWare application that is running on 
the multi-user system generates this request, it Will be 
understood that a user is associated With the application, and 
thus the request may be vieWed as having been “originated” 
by the particular user that is associated With the application. 
Once this request to transmit a packet is generated, as noted 
above, it is typically sent to a transport layer process such as 
TCP, UDP or RAW. In response to the request, a netWork 
access data structure may be consulted to determine the 
security Zone associated With the netWork resource to Which 
the data is to be transmitted (block 402). A user access 
database or other data structure may then be queried to 
ascertain Whether the user of the multi-user system associ 
ated With the application that forWarded the transmission 
request is alloWed access to the security Zone associated 
With the netWork resource With Which it is attempting to 
communicate (block 404). If the user is alloWed access, the 
operation is alloWed and the packet forWarded over the IP 
netWork (block 406). If the user is not permitted access, the 
operation is denied (block 408). 

[0049] FIG. 7 is a How chart depicting operations accord 
ing to additional embodiments of the present invention. As 
shoWn in FIG. 7, each of a plurality of resources in an IP 
netWork may be classi?ed as being associated With one of a 
plurality of security Zones (block 500). As discussed above, 
the classi?cations may be done on a resource-to-resource 
basis or may be done With respect to groups of resources or 
some combination thereof. Resources in the IP netWork need 
not be contiguous to be assigned to the same security Zone. 
The security Zone to Which one or more of the users of the 
multi-user system may have access likeWise may be speci 
?ed (block 502). This speci?cation may be performed either 
before or after the resources in the IP netWork are classi?ed 
as being associated With particular security Zones. Once the 
above-mentioned operations have been completed, each 
time an application or other operation being run by a user of 
the multi-user system seeks to access or communicate With 
a resource in the IP netWork (block 504), a determination 
may be made as to Whether the resource Which the user is 
seeking to access is associated With a security Zone to Which 
the user is speci?ed as having access (block 506). If it is, the 
operation is alloWed (block 508). If, on the other hand, it is 
not, the operation is denied, and the user is not permitted to 
access or communicate With the resource (block 510). If the 
resource is not speci?ed as being in any security Zone 
(including the default security Zone, if any), the operation is 
alloWed. 

[0050] It Will be appreciated that resources in the IP 
netWork may be classi?ed into speci?c security “levels” or 
“Zones” With respect to each different multi-user system that 
is part of the IP netWork. Thus, a particular netWork resource 
may, in certain embodiments of the present invention, be 
part of a ?rst security Zone that applies With respect to access 
requests by users of a ?rst multi-user system, and may be 
part of a second security Zone With respect to access requests 
by users that are part of a second multi-user system. This 
may, in certain circumstances, simplify the classi?cation 
process and limit the number of different security Zones 
Which must be speci?ed. HoWever, in other embodiments of 
the present invention, the IP netWork resources may be given 
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a global security Zone classi?cation Which is used With 
respect to the users of all multi-user systems that are part of 
the IP network. 

[0051] As noted above, in certain embodiments of the 
present invention, a security manager associated With the 
multi-user system may be used to implement the access 
control operations of the present invention. One advantage 
of using such a security manager to implement these opera 
tions is that little or no softWare changes may be required to 
the security manager. For example, by expanding the data 
base associated With the RACF on an OS/390 system to 
include information regarding security Zones as RACF 
resources and Which users of the multi-user system are 
permitted access to such resources, the RACF may be used 
to implement the access control operations of the present 
invention. Moreover, in many instances, the security man 
ager of the multi-user system may provide information (e.g., 
a log of access requests that Were denied) that may be 
bene?cial from an auditing vieWpoint. 

[0052] The ?oWcharts and block diagrams of FIGS. 3 and 
6-7 illustrate the architecture, functionality, and operation of 
possible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the How 
charts or block diagrams may represent a module, segment, 
or portion of code, Which comprises one or more executable 
instructions for implementing the speci?ed logical func 
tion(s). It should also be noted that, in some alternative 
implementations, the functions noted in the blocks may 
occur out of the order noted in the ?gures. For example, tWo 
blocks shoWn in succession may, in fact, be executed sub 
stantially concurrently, or the blocks may sometimes be 
executed in the reverse order, depending upon the function 
ality involved. 

[0053] While the present invention has primarily been 
described With respect to access control operations that are 
performed on outbound data packets, it Will be appreciated 
that the operations speci?ed herein may also be modi?ed to 
alloW for access control checks on inbound packets. By Way 
of example (and With reference to FIG. 3), a data packet that 
is being forWarded over the IP netWork to an application or 
process running on the multi-user system may be received 
by the TCP/IP kernel 140. The TCP/IP kernel 140 may 
examine the data packet to determine the resource in the IP 
netWork that originally forWarded the packet, and may use 
this information and a mapping table such as mapping table 
200 to identify the security Zone associated With that 
resource. The TCP/IP kernel 140 may then access the data 
structure 132 in the RACF 130 to determine if the user 
associated With the application running on the multi-user 
system to Which the data packet is being sent is authoriZed 
access to the security Zone associated With the resource that 
transmitted the packet. If it is, the data packet is forWarded 
to the local process or application; if it is not, the data packet 
is rejected. 

[0054] In the draWings and speci?cation, there have been 
disclosed typical preferred embodiments of the invention 
and, although speci?c terms are employed, they are used in 
a generic and descriptive sense only and not for purposes of 
limitation, the scope of the invention being set forth in the 
folloWing claims. 

That Which is claimed: 
1. Amethod for selectively alloWing a user of a multi-user 

system access to a plurality of resources in a netWork, the 
method comprising: 
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receiving a request originated from the user to transmit a 
message over the netWork to one of the plurality of 

resources; 

identifying, from a plurality of security Zones, a security 
Zone associated With the one of the plurality of 
resources; 

determining if the user is authoriZed access to the iden 
ti?ed security Zone; and 

forWarding the message over the netWork to the one of the 
plurality of resources only if it is determined that the 
user is authoriZed access to the identi?ed security Zone. 

2. The method of claim 1, further comprising the step of 
associating a security Zone With each of the plurality of 
resources. 

3. The method of claim 2, further comprising the step of 
specifying the security Zones to Which users of the multi 
user system are authoriZed access. 

4. The method of claim 1, Wherein the step of identifying 
the security Zone associated With the one of the plurality of 
resources comprises accessing a data structure that speci?es 
the security Zone associated With each resource in the 
plurality of resources. 

5. The method of claim 4, Wherein at least one entry in the 
data structure speci?es the security Zone associated With a 
group of the resources in the plurality of resources, and 
Wherein identifying the security Zone associated With the 
one of the plurality of resources comprises identifying the 
security Zone associated With the most speci?c entry in the 
data structure that includes the resource. 

6. The method of claim 1, Wherein the identifying and 
determining steps are performed Within the multi-user sys 
tem. 

7. The method of claim 1, Wherein the step of determining 
if the user is authoriZed access to the identi?ed security Zone 
comprises querying a security manager of the multi-user 
system to determine if the user is authoriZed access to the 
security Zone associated With the one of the plurality of 
resources. 

8. The method of claim 7, Wherein the request to transmit 
a message is denied if it is determined that the user is not 
authoriZed access to the security Zone associated With the 
one of the plurality of resources before any data packets 
associated With the message are forWarded over the netWork. 

9. The method of claim 1, Wherein the netWork is an 
internet protocol netWork. 

10. A method for determining Whether to alloW an opera 
tion associated With a user identi?cation corresponding to a 
user of a multi-user system that involves access to a resource 

in a netWork, the method comprising: 

classifying the resource as being associated With a secu 
rity Zone from a plurality of security Zones; 

specifying the security Zones from the plurality of security 
Zones to Which the user identi?cation may have access; 
and 

alloWing the operation only if the user identi?cation is 
speci?ed as having access to the security Zone associ 
ated With the resource. 

11. The method of claim 10, Wherein alloWing the opera 
tion only if the user identi?cation is speci?ed as having 
access to the security Zone associated With the resource 
comprises: 
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identifying the security Zone associated With the resource; 

determining if the user identi?cation is speci?ed as having 
access to the identi?ed security Zone; and 

allowing the operation only if the user identi?cation is 
speci?ed as having access to the security Zone associ 
ated With the resource. 

12. The method of claim 11, Wherein the identifying step 
comprises the steps of: 

receiving a request originated from the user identi?cation 
to transmit a message over the netWork to the resource; 
and 

accessing a data structure to identify the security Zone 
associated With the resource. 

13. The method of claim 12, Wherein the data structure 
speci?es the security Zone that applies to at least one group 
of resources. 

14. A system for selectively alloWing a user of a multi 
user system access to a plurality of resources in a network, 
comprising: 

means for receiving a request originated from the user to 
transmit a message over the netWork to one of the 

plurality of resources; 

means for identifying, from a plurality of security Zones, 
a security Zone associated With the one of the plurality 
of resources; 

means for determining if the user is authoriZed access to 
the identi?ed security Zone; and 

means for forWarding the message over the netWork to the 
one of the plurality of resources only if it is determined 
that the user is authoriZed access to the identi?ed 
security Zone. 

15. The system of claim 14, further comprising means for 
associating a security Zone With each of the plurality of 
resources. 

16. The system of claim 15, further comprising means for 
specifying the security Zones to Which users of the multi 
user system are authoriZed access. 

17. The system of claim 14, Wherein the means for 
identifying the security Zone associated With the one of the 
plurality of resources comprises means for accessing a data 
structure that speci?es the security Zone associated With 
each resource in the plurality of resources. 

18. The system of claim 17, Wherein at least one entry in 
the data structure speci?es the security Zone associated With 
a group of the resources in the plurality of resources, and 
Wherein the means for identifying the security Zone associ 
ated With the one of the plurality of resources comprises 
means for identifying the security Zone associated With the 
most speci?c entry in the data structure that includes the 
resource. 

19. A computer program product for selectively alloWing 
a user of a multi-user system access to a plurality of 

resources in a netWork, comprising: 

a computer-readable storage medium having computer 
readable program code embodied in said medium, said 
computer-readable program code comprising: 
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computer program product means for receiving a 
request originated from the user to transmit a mes 
sage over the netWork to one of the plurality of 

resources; 

computer program product means for identifying, from 
a plurality of security Zones, a security Zone associ 
ated With the one of the plurality of resources; 

computer program product means for determining if the 
user is authoriZed access to the identi?ed security 

Zone; and 

computer program product means for forWarding the 
message over the netWork to the one of the plurality 
of resources only if it is determined that the user is 
authoriZed access to the identi?ed security Zone. 

20. The computer program product of claim 19, further 
comprising computer program product means for associat 
ing a security Zone With each of the plurality of resources. 

21. The computer program product of claim 20, further 
comprising computer program product means for specifying 
the security Zones to Which users of the multi-user system 
are authoriZed access. 

22. The computer program product of claim 19, Wherein 
the computer program product means for identifying the 
security Zone associated With the one of the plurality of 
resources comprise computer program product means for 
accessing a data structure that speci?es the security Zone 
associated With each resource in the plurality of resources. 

23. The computer program product of claim 22, Wherein 
at least one entry in the data structure speci?es the security 
Zone associated With a group of the resources in the plurality 
of resources, and Wherein the computer program product 
means for identifying the security Zone associated With the 
one of the plurality of resources comprises computer pro 
gram product means for identifying the security Zone asso 
ciated With the most speci?c entry in the data structure that 
includes the resource. 

24. A method for selectively alloWing a user of a multi 
user system access to a plurality of resources in a netWork, 
the method comprising: 

receiving a message over the netWork from one of the 
plurality of resources that is addressed to a process 
running on the multi-user system that is associated With 
the user; 

identifying, from a plurality of security Zones, a security 
Zone associated With the one of the plurality of 

resources; 

determining if the user is authoriZed access to the iden 
ti?ed security Zone; and 

forWarding the message to the process only if it is 
determined that the user is authoriZed access to the 
identi?ed security Zone. 


