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(57) ABSTRACT 

Acornputationally ef?cient multiplication method and appa 
ratus for modular eXponentiation. The apparatus uses a 
preload register, coupled to a multiplier at a second input 
port via a KN bit bus to load the value of the “a” multipli 
cand in the multiplier in a single clock pulse. The “b” 
multiplicand (Which is also KN bits long) is supplied to the 
multiplier N bits at a time from a memory output port via an 
N bit bus coupled to a multiplier ?rst input port. The 
multiplier multiplies the N bits of the “b” multiplicand by 
the KN bits of the “a” multiplicand and provides that product 
at a multiplier output N bits at a time, Where it can be 
supplied to the memory via a memory input port. 
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COMPUTATIONALLY EFFICIENT MODULAR 
MULTIPLICATION METHOD AND APPARATUS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to co-pending and com 
monly assigned application Ser. No. 08/828,368, entitled 
“High-Speed Modular Exponentiator,” by Gregory A. PoW 
ell, Mark W. Wilson, Kevin Q. Truong, and Christopher P. 
Curren, ?led Mar. 28, 1997, Which application is hereby 
incorporated by reference herein. 

[0002] This application is also related to co-pending and 
commonly assigned application Ser. No. , entitled 
“High Speed Montgomery Value Calculation,” by MattheW 
S. McGregor, ?led on same date hereWith, Which application 
is also hereby incorporated by reference herein. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] The present invention relates to cryptographic sys 
tems, and more particularly, to a highly ef?cient multiplier 
for performing modular reduction operations integral to 
cryptographic key calculations. 

[0005] 2. Description of Related Art 

[0006] Cryptographic systems are commonly used to 
restrict unauthoriZed access to messages communicated over 
otherWise insecure channels. In general, cryptographic sys 
tems use a unique key, such as a series of numbers, to control 
an algorithm used to encrypt a message before it is trans 
mitted over an insecure communication channel to a 

receiver. The receiver must have access to the same key in 
order to decode the encrypted message. Thus, it is essential 
that the key be communicated in advance by the sender to 
the receiver over a secure channel in order to maintain the 

security of the cryptographic system; hoWever, secure com 
munication of the key is hampered by the unavailability and 
expense of secure communication channels. Moreover, the 
spontaneity of most business communications is impeded by 
the need to communicate the key in advance. 

[0007] In vieW of the dif?culty and inconvenience of 
communicating the key over a secure channel, so-called 
public key cryptographic systems are proposed in Which a 
key may be communicated over an insecure channel Without 
jeopardizing the security of the system. A public key cryp 
tographic system utiliZes a pair of keys in Which one is 
publicly communicated, i.e., the public key, and the other is 
kept secret by the receiver, i.e., the private key. While the 
private key is mathematically related to the public key, it is 
practically impossible to derive the private key from the 
public key alone. In this Way, the public key is used to 
encrypt a message, and the private key is used to decrypt the 
message. 

[0008] Such cryptographic systems often require compu 
tation of modular exponentiations of the form y=be mod n, 
in Which the base b, exponent e and modulus n are extremely 
large numbers, e.g., having a length of 1,024 binary digits or 
bits. If, for example, the exponent e Were transmitted as a 
public key, and the base b and modulus n Were knoWn to the 
receiver in advance, a private key y could be derived by 
computing the modular exponentiation. It Would require 
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such a extremely large amount of computing poWer and time 
to factor the private key y from the exponent e Without 
knoWledge of the base b and modulus n, that unauthoriZed 
access to the decrypted message is virtually precluded as a 
practical matter. 

[0009] A draWback of such cryptographic systems is that 
calculation of the modular exponentiation remains a daunt 
ing mathematical task even to an authoriZed receiver using 
a high speed computer. With the prevalence of public 
computer netWorks used to transmit con?dential data for 
personal, business and governmental purposes, it is antici 
pated that most computer users Will Want cryptographic 
systems to control access to their data. Despite the increased 
security, the dif?culty of the modular exponentiation calcu 
lation Will substantially drain computer resources and 
degrade data throughput rates, and thus represents a major 
impediment to the Widespread adoption of commercial cryp 
tographic systems. 

[0010] Accordingly, a critical need exists for a high speed 
modular exponentiation method and apparatus to provide a 
suf?cient level of communication security While minimiZing 
the impact to computer system performance and data 
throughput rates. 

SUMMARY OF THE INVENTION 

[0011] In accordance With the teachings of the present 
invention, a highly ef?cient method and apparatus is dis 
closed for performing operations required for modular expo 
nentiation. The apparatus is especially Well suited for imple 
menting multiplications using the Montgomery algorithm. 

[0012] The ef?cient multiplier architecture uses a preload 
register, coupled to a multiplier at a second input port via a 
KN bit bus to load the value of the “a” multiplicand in the 
multiplier in a single clock pulse. The “b” multiplicand 
(Which is also KN bits long) is supplied to the multiplier N 
bits at a time from a memory via an N bit bus coupled to a 
multiplier. The multiplier multiplies the N bits of the “b” 
multiplicand by the KN bits of the “a” multiplicand and 
provides that product at a multiplier output N bits at a time, 
Where it can be supplied to the memory. 

[0013] The ef?cient multiplication method using the fore 
going architecture is also described. The method begins by 
providing KN bits of the multiplicand “a” from a preload 
register to a second multiplier input port in a single clock 
pulse. Then, N bits of the multiplicand “b” are provided to 
a ?rst multiplier input port, also in a single clock pulse. The 
KN bits of the number “a” are multiplied by the K bits of the 
number “b” until all of the KN bits of the “b” multiplicand 
are provided to the ?rst multiplier input port and multiplied 
by the KN bits of the “a” multiplicand. When completed, 
these operations result in an output number, Which is then 
transmitted to the memory, Where it can be made available 
for further processing. 

[0014] In accordance With the deterministic behavior of 
the Montgomery algorithm, one embodiment of the present 
invention loads a predicted (future) value for multiplicand 
“a” into the preload register While multiplication operations 
on the current “a” and “b” multiplicands are being per 
formed. This technique further reduces the clock cycles 
necessary to load and multiply the parameters. 

[0015] A more complete understanding of the computa 
tionally ef?cient multiplier Will be afforded to those skilled 
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in the art, as Well as a realization of additional advantages 
and objects thereof, by a consideration of the following 
detailed description of the preferred embodiment. Reference 
Will be made to the appended sheets of draWings Which Will 
?rst be described brie?y. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 is a block diagram of an exemplary appli 
cation of a modular exponentiator Within a cryptographic 
system; 

[0017] FIG. 2 is a block diagram of the modular expo 
nentiator; 
[0018] FIG. 3 is a system level How diagram of the 
functions performed by the modular exponentiator; 

[0019] FIG. 4 is a How chart shoWing an exponent bit 
scanning operation performed by the modular exponentia 
tor; 

[0020] FIGS. 5a-c are block diagrams of an exponent 
register Within various stages of the exponent bit scanning 
operation of FIG. 4; 

[0021] FIG. 6 is a How chart shoWing a multiplication 
operation performed by the modular exponentiator; 

[0022] FIG. 7 is a How chart shoWing a squaring operation 
performed in conjunction With the multiplication operation 
of FIG. 6; 

[0023] FIG. 8 is a chart shoWing an exemplary exponent 
bit scanning operation in accordance With the flow chart of 
FIG. 4; 

[0024] FIG. 9 is a chart shoWing an exemplary multipli 
cation and squaring operation in accordance With the How 
charts of FIGS. 6 and 7; 

[0025] FIG. 10 is a block diagram shoWing a system 
architecture Which can be employed to practice the present 
invention; 
[0026] FIG. 11 is a block diagram shoWing one embodi 
ment of the multiplier and associated modules; 

[0027] FIG. 12 is a timing diagram shoWing the pre 
loading of predictive multiplicands; and 

[0028] FIGS. 13 and 14 are How charts depicting the 
multiplication operations. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0029] The present invention satis?es the need for a high 
speed modular exponentiation method and apparatus Which 
provides a suf?cient level of communication security While 
minimiZing the impact to computer system performance and 
data throughput rates. In the detailed description that fol 
loWs, like element numerals are used to describe like ele 
ments in one or more of the ?gures. 

[0030] Referring ?rst to FIG. 1, a block diagram of an 
application of a modular exponentiator 20 Within an exem 
plary cryptographic system 10 is illustrated. The exemplary 
cryptographic system 10 includes a central processing unit 
(CPU) 12, a random access memory (RAM) 14, a read only 
memory (ROM) 16, and modular exponentiator 20. Each of 
the elements of the cryptographic system 10 are coupled 
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together by a bi-directional data and control bus 18, over 
Which data and control messages are transmitted. The CPU 
12 controls the operation of the cryptographic system 10, 
and may be provided by a conventional microprocessor or 
digital signal processor circuit. The RAM 14 provides 
temporary data storage for operation of the CPU 12, and the 
ROM 16 provides for non-volatile storage of an instruction 
set, i.e., softWare, that is executed in a sequential manner by 
the CPU 12 to control the overall operation of the crypto 
graphic system 10. The modular exponentiator 20 may 
comprise a special function device, such as an application 
speci?c integrated circuit (ASIC) or ?eld programmable 
gate array (FPGA), that is accessed by the CPU 12 to 
perform modular exponentiation operations. Alternatively, 
the elements of the cryptographic system 10 may all be 
contained Within a single ASIC or FPGA in Which the 
modular exponentiator 20 is provided as an embedded core 
process. 

[0031] As knoWn in the art, the cryptographic system 
provides an interface betWeen a non-secure communication 
channel and a data user. The cryptographic system receives 
encrypted data from an external source, such as a remote 
transmitter (not shoWn) Which is communicating With the 
cryptographic system over the communication channel. The 
encrypted data is decrypted by the cryptographic system, 
and the decrypted data is provided to the data user. Con 
versely, the data user provides decrypted data to the cryp 
tographic system for encryption and subsequent transmis 
sion across the communication channel. The cryptographic 
system also receives and transmits various non-encrypted 
messages, such as control data and the public key informa 
tion. It should be apparent that all communications With the 
cryptographic system occur via the data and control bus 18. 

[0032] The modular exponentiator 20 is illustrated in 
greater detail in FIG. 2. The modular exponentiator 20 
comprises an interface logic unit 22, a pair of parallel 
processing units 24a, 24b, and a RAM 25, Which all com 
municate internally over a data and control bus 27. The 
interface logic unit 22 controls communications betWeen the 
modular exponentiator 20 and the data and control bus 18 of 
the cryptographic system 10 described above. The process 
ing units 24a, 24b comprise respective control units 26a, 
26b and multiplier units 28a, 28b, Which further comprise 
internal circuit elements that execute a modular exponen 
tiation process, as Will be further described beloW. The RAM 
25 provides for temporary storage of data values generated 
by the control units 26a, 26b and multiplier units 28a, 28b 
While executing a modular exponentiation operation. 

[0033] Referring noW to FIG. 3 in conjunction With FIG. 
2 described above, a system level How diagram of the 
functions performed by the modular exponentiator 20 is 
illustrated. As shoWn at step 101, the modular exponentiator 
20 Will compute a modular exponentiation of the form y=be 
mod n, in Which the modulus n, base b and exponent e are 
each k bits long. In a preferred embodiment of the present 
invention, k is 1,024 bits. Using conventional methods, 
solving such a modular exponentiation Would require a 
tremendous amount of computing poWer due to the large 
number and siZe of the multiplications and modular reduc 
tions that must be performed. In the present invention, the 
modular exponentiation is solved in a highly ef?cient man 
ner by reducing the siZe of the problem and by reducing the 
number of multiplications that are performed. 
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[0034] As a ?rst step in solving the modular exponentia 
tion, the original exponentiation is split into components, as 
follows: 

p)*q)+bfqmod q 

[0035] in Which p and q are large prime numbers Whereby 
n=p * q. For maximum security, p and q should be roughly 
the same siZe. The term q'1 mod p is a special value called 
an inverse Which is derived from the Chinese remainder 
theorem, as knoWn in the art. In particular, q'1 mod p is the 
inverse of q mod p. Since the inverse represents a modular 
exponentiation of the same order as bep mod p, the inverse 
may be pre-calculated in advance, and stored in the RAM 25 
at step 108. The values ep and eq are k/2 bit values equal to 
e mod (p-l) and e mod (q-l), respectively. A reduced base 
term bI for each of bfq mod p and bfq mod q is provided by 
taking a modular reduction of b With respect to p and q, 
respectively. The reduced base terms bI thus have a k/2 bit 
length as Well. 

[0036] Splitting the modular exponentiation permits its 
solution in tWo parallel paths, as illustrated in FIG. 3, Which 
are processed separately by the respective processing units 
24a, 24b of FIG. 2. At steps 104, 105, the modular expo 
nentiations bf!’ mod p and bfq mod q are calculated sepa 
rately using techniques that Will be further described beloW. 
The bI terms of each of the tWo modular exponentiations 
may be pre-calculated in advance, and stored in the RAM 25 
at steps 102, 103. 

[0037] Since p and q are each respectively k/2 bits in 
length, the magnitude of the respective problems is thus 
reduced substantially from its original form. Moreover, the 
parallel calculation of tWo reduced-siZe modular exponen 
tiations requires substantially less computer processing time 
than a corresponding calculation of the original modular 
exponentiation Within a single processing unit. The reduc 
tion in processing time results from the fact that the number 
of multiplies needed to perform an exponentiation With an 
ef?cient algorithm (such as described beloW) is proportional 
to 2s2+s, Where s is equal to k divided by the multiplication 
operand siZe in bits. If an s Word problem Was treated as tWo 
separate s/2 Word problems, the number of multiply opera 
tions per exponentiation is reduced to a value proportional to 

S25 

[0038] For example, if k Were 1,024 bits and the multi 
plication operand Were 128 bits, s Would be equal to 8. 
Accordingly, an s Word problem Would require a number of 
multiply operations proportional to 136, While the tWo 
separate s/2 Word problems Would respectively require a 
number of multiply operations proportional to 36. Thus, the 
number of multiply operations is reduced by 3.778 times. 

[0039] FolloWing the calculations of steps 104, 105, the 
brep mod q term is subtracted from bf!’ mod p and the result 
is added to p at step 106. At step 107, the resulting sum is 
multiplied by the inverse q'1 mod p Which Was pre-calcu 
lated at step 108. This step may be performed by one of the 
multipliers 28a, 28b, Which are optimiZed for modular 
operations as Will be further described beloW. The resulting 
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product is modularly reduced With respect to p at step 109, 
and further multiplied by q at step 110 to produce a k-bit 
value. Lastly, the product of that ?nal multiplication is added 
to bfq mod q at step 111, Which Was previously calculated at 
step 105. It should be appreciated that the modular reduction 
that occurs at step 109 is much easier than the original 
modular exponentiation in vieW of the substantial reduction 
in siZe of the original be term. This ?nal solution to the 
modular exponentiation is provided to the data and control 
bus 18 for further use by the CPU 12. 

[0040] Referring noW to FIGS. 4 and 5a-c, the modular 
exponentiations of bf!’ mod p and bfq mod q from steps 104, 
105 of FIG. 3 are shoWn in greater detail. Speci?cally, FIG. 
4 illustrates a How chart describing a routine referred to 
herein as exponent bit-scanning, Which is used to reduce the 
number of multiplications necessary to perform an expo 
nentiation. In general, the exponent bit-scanning routine 
factors the exponentials bf!’ and bfq into a product of pre 
computed poWers of the reduced base bI modularly reduced 
With respect to p or q. The routine may be coded in ?rmWare 
and executed sequentially by the respective processing units 
24a, 24b described above in the form of a softWare program. 
Alternatively, the routine may be hardWired as discrete logic 
circuits that are optimiZed to perform the various functions 
of the exponent bit-scanning routine. For convenience, the 
description that folloWs Will refer only to the operation of the 
exponent bit scanning routine With respect to the exponential 
bfP, but it should be appreciated that a similar operation 
must be performed With respect to the exponential bfq. 

[0041] The exponent bit-scanning routine is called at step 
200, and a running total is initialiZed to one at step 201. An 
exponent ep to be bit-scanned is loaded into a register at step 
202. FIGS. 5a-c illustrate a k-bit exponent e (i.e., ek_l—eo) 
loaded into a register 32. The register 32 may comprise a 
prede?ned memory space Within the RAM 25. First, a 
WindoW 34 is de?ned through Which a limited number of bits 
of the exponent e are accessed. A WindoW siZe of three bits 
is used in an exemplary embodiment of the present inven 
tion, though it should be appreciated that a different number 
could also be advantageously utiliZed. The WindoW 34 is 
shifted from the left of the register 32 until a one appears in 
the most signi?cant bit (MSB) of the 3-bit WindoW, as shoWn 
by a loop de?ned at steps 203 and 204. In step 203, the MSB 
is checked for presence of a one, and if a one is not detected, 
the WindoW 34 is shifted by one bit to the right at step 204. 
FIG. 5b illustrates the WindoW 34 shifted one bit to the right. 
It should be apparent that steps 203 and 204 Will be repeated 
until a one is detected. 

[0042] At step 205, a one has been detected a the MSB, 
and the value of the three-bit binary number in the WindoW 
34 is a read. The number is necessarily a 4, 5, 6 or 7 (i.e., 
binary 100, 101, 110 or 111, respectively) since the MSB is 
one. At step 206, a pre-computed value for the reduced base 
bI raised to the number read from the WindoW 34 (i.e., by“, 
bf, bf or bi, respectively) is fetched from memory. This 
pre-computed value is multiplied by a running total of the 
exponentiation at step 207. It should be appreciated that in 
the ?rst pass through the routine the running total is set to 
one as a default. 

[0043] Thereafter, a loop begins at step 209 in Which the 
register 32 is checked to see if the least signi?cant bit (LSB) 
of the exponent ep has entered the WindoW 34. Signi?cantly, 
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step 209 checks for the LSB of the entire exponent ep, in 
contrast With step 203 Which reads the MSB of the WindoW 
34. If the LSB has not yet entered the WindoW 34, the loop 
continues to step 212 at Which the WindoW 34 is successively 
shifted to the right, and step 213 in Which the running total 
is modular squared With each such shift. The loop is repeated 
three times until the previous three bits are no longer in the 
WindoW 34, i.e., three shifts of the WindoW. Once three shifts 
have occurred, the routing determines at step 216 Whether 
the MSB is one. If so, the routine returns to step 205, and the 
value in the WindoW 34 is read once again. Alternatively, if 
the MSB is Zero, then the register 32 is again checked at step 
217 to see if the LSB of the exponent ep has entered the 
WindoW 34. If the LSB is not in the WindoW 34, the loop 
including steps 212 and 213 is again repeated With the 
WindoW again shifted one bit to the right and the running 
total modular squared With the shift. 

[0044] If, at step 217, the LSB has entered the WindoW 34, 
this indicates that the end of the exponent ep has been 
reached and the exponent bit-scanning routine is almost 
completed. At step 222, the last tWo bits in the WindoW 34 
are read, and at step 223 the running total is multiplied by 
the reduced base bI the number of times the value read in the 
WindoW. For example, if the value of the loWer toW bits is 
a one, tWo, or three (i.e., binary 01, 10 or 11, respectively), 
then the previous running total is multiplied by the reduced 
base bI one, tWo or three times, respectively. If the value of 
the loWer tWo bits is a 0, then the running total is not 
changed (i.e., multiplied by one). Then, the exponent bit 
scanning routine ends at step 224. 

[0045] Returning to step 209 discussed above, before the 
loop begins, the register 32 is checked to see if the LSB of 
the exponent ep has entered the WindoW 34. If the LSB has 
entered the WindoW 34, a series of step are performed in 
Which the count value is checked. The count value keeps 
track of the number of passes through the above-described 
loop that have taken place. If the count value is three, 
indicating that all of the bits in the WindoW 34 have been 
previously scanned, then the exponent bit-scanning routine 
ends at step 224. If the count value is tWo, then all but the 
last bit in the WindoW 34 has been previously scanned, and 
at step 221, the value of the last bit is read. If the count value 
is one, then only the ?rst bit in the WindoW 34 has been 
previously scanned, and at step 222, the value of the last tWo 
bits is read (as already described above). Once again, at step 
223 the running total is multiplied by the reduced base bI the 
number of times the value read in the WindoW. Then, the 
exponent bit-scanning routine ends at step 224. 

[0046] An example of the exponent bit-scanning tech 
nique is illustrated in FIG. 8 With respect to a modular 
exponentiation of a base b raised to a ten-bit exponent e, in 
Which e=1011010011. The successive shifts reduce the 
exemplary term blOllOlOOll to ((((((((b5)2)2)2)*b5)2)2)2)2*b3. 
Since the term b Was precalculated and fetched from 
memory, processing time is saved by not having to calculate 
that term. In addition, there are additional processing time 
savings that are achieved in performing a modular reduction 
of the exemplary term With respect to n due to the distribu 
tive nature of modular reduction. Rather than a huge number 
of multiplications folloWed by an equally huge modular 
reduction, only nine multiplications and modular reductions 
are required, and the modular reductions are smaller in 
magnitude since the intermediate values are smaller. 
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[0047] It should be appreciated that the modular squaring 
step that occurs With each shift is necessary since the 
exponent bit-scanning begins at the MSB of the exponent ep 
Where the WindoW value is not really 4, 5, 6 or 7. but is 
actually 4, 5, 6 or 7 times 2k Where k is the exponent bit 
position for the WindoW’s LSB bit. Since the value of the 
exponent ep is interpreted as a poWer of the base by, a factor 
of 2k implies squaring k times. Multiplying by a precalcu 
lated value When the WindoW MSB is one is used to insure 
that all ones in the exponent ep are taken into account and to 
reduce the total number of pre-calculated values that are 
needed. 

[0048] Even though the exponent bit-scanning routine has 
reduced the number of multiplications that have to be 
performed in the respective calculations of bf!’ mod p and 
breq mod q, there still are a number of multiplications that 
need to be performed. The modular exponentiator 20 utiliZes 
an ef?cient multiplication algorithm for modular terms, 
referred to in the art as Montgomery multiplication. The 
Montgomery algorithm provides that: 

(a * b) 

2/1 

[0049] Where k is the number of bits in the modulus n, n 
is relatively prime to 2k, and n>a, n>b. In order to use the 
algorithm for repeated multiplies, the values of a and b must 
be put into Montgomery form prior to performing the 
Montgomery multiply, Where: 

x"2k mod n=xMom 

[0050] If the tWo values to the Montgomery multiplied are 
in Montgomery form, then the result Will also be in Mont 
gomery form. 

[0051] FIG. 6 illustrates a How chart describing a Mont 
gomery multiplication operation executed by the modular 
exponentiator 20. As With the exponent bit-scanning routine 
described above With respect to FIG. 4, the Montgomery 
multiplication operation may be coded in ?rmWare and 
executed sequentially Within the respective processing units 
24a, 24b by the control units 26a, 26b Which access the 
multipliers 28a, 28b for particular aspects of the operation, 
as Will be further described beloW. Alternatively, the Mont 
gomery multiplication routine may be hardWired as discrete 
logic circuits that are optimiZed to perform the various 
functions of the routine. 

[0052] As illustrated in FIG. 6, the Montgomery multi 
plication routine includes a major loop and tWo minor loops. 
In each major loop, a distinct Word of a multiplicand bi is 
multiplied by each of the Words of a multiplicand aj, Where 
j is the number of Words in multiplicand aj and i is the 
number of Words in multiplicand bi. The Montgomery 
multiplication routine is called at step 301. The tWo multi 
plicands aj and bi are loaded into respective registers at step 
302, along With a square ?ag. If the tWo multiplicands aj and 
bi are equal, the square ?ag is set to one so that a squaring 
speed-up subroutine may be called at step 400. The squaring 
speed-up subroutine Will be described in greater detail 
beloW. If the tWo multiplicands aj and bi are not equal, then 
the square ?ag is set to Zero. 

[0053] Before initiating the ?rst major loop, i is set to be 
equal to one at step 305 so that the ?rst Word of multiplicand 
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bi is accessed. The square ?ag is checked at step 306 to 
determine Whether the squaring speed-up subroutine should 
be called, and if not, j is set equal to one at step 307. The tWo 
Words aj and bi are multiplied together Within the ?rst minor 
loop at step 308, and the product added to the previous carry 
and previous cj. It should be appreciated that in the ?rst pass 
through the routine, the carry and c]- values are Zero. The 
loWer Word of the result is stored as c]- and the higher Word 
of the result is used as the next carry. The ?rst minor loop 
is repeated by incrementing j at step 310 until the last Word 
of aj is detected at step 309, Which ends the ?rst minor loop. 
Before starting the second minor loop, a special reduction 
value is calculated that produces all “0”s for the loWest Word 
of c]- When multiplied With cj, and j is set to tWo at step 311. 
Thereafter, at step 312, the special reduction value is mul 
tiplied by the modulus nj, added to the previous carry and cj. 
The loWer Word of the result is stored as c]-_1 and the higher 
Word of the result is used as the next carry. The second minor 
loop is repeated by incrementing j at step 314 until the last 
Word of c]- is detected at step 313, Which ends the second 
minor loop. Once the second minor loop ends, i is incre 
mented at step 316 and the major loop is repeated until the 
last Word of bi has passed through the major loop. Then, the 
modular reduction of the ?nal result of c]- With respect to n 
is obtained at step 317, and the Montgomery multiplication 
routine ends at step 318. An example of a Montgomery 
multiplication of aj With bi in Which both multiplicands are 
four Words long is provided at FIG. 9. In the example, the 
symbol 2 is used to denote the combination of all previous 
values. 

[0054] The Montgomery multiplication routine of FIG. 6 
can be speeded up When used to square a number by 
recogniZing that some of the partial products of the multi 
plication are equal. In particular, When multiplicand aj is 
equal to multiplicand bi, i.e., a squaring operation, then the 
partial products of various components of the multiplication 
Would ordinarily be repeated, e.g., the partial product of a2 
With b3 is equal to the partial product of a3 With b2. As 
illustrated in FIG. 9, both of these partial products occur 
during the third major loop iteration. Thus, the ?rst time the 
partial product is encountered it can be multiplied by tWo to 
account for the second occurrence, and a full multiplication 
of the second partial product can be skipped. Multiplication 
by tWo constitutes a single left shift for a binary number, and 
is signi?cantly faster than a full multiplication operation. It 
should be appreciated that a great number of squaring 
operations are performed by the modular exponentiator 20 
due to the operation of the exponent bit-scanning routing 
described above, and an increase in speed of the squaring 
operations Would have a signi?cant effect on the overall 
processing time for a particular modular exponentiation. 

[0055] FIG. 7 illustrates a How chart describing the squar 
ing speed-up subroutine, Which is called at step 401. Ini 
tially, j is set to be equal to i at step 402, Which, in the ?rst 
iteration of the major loop of FIG. 6, Will be equal to one. 
In subsequent iterations of the major loop, hoWever, it 
should be apparent that j Will begin With the latest value of 
i and Will thus skip formation of partial products that have 
already been encountered. At step 403, i is compared to j. If 
i is equal to j, then at step 405 a factor is set to one, and if 
i and j are not equal, then at step 404 the factor is set to tWo. 
Thereafter, in step 406, aj and bi and the factor are multiplied 
together the product added to the previous carry and cj. As 
in step 308 of FIG. 6, the loWer Word of the result is stored 
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as cj and the higher Word of the result is used as the next 
carry. After completing the multiplication step 406, j is 
incremented at step 408 and the loop is repeated until the last 
Word of bj has passed through the loop, at Which time the 
squaring speed-up subroutine ends at step 409. At step 410 
of FIG. 6, the Montgomery multiplication routine resumes 
just after the ?rst minor loop. It should be appreciated that 
the squaring speed-up subroutine Will operate in place of the 
?rst minor loop for every iteration of the major loop of the 
Montgomery multiplication routine When the squaring ?ag 
is set. 

[0056] In order to perform the Montgomery multiplication 
routine more ef?ciently, the multipliers 28a, 28b are tailored 
to perform speci?c operations. In particular, the multipliers 
28a, 28b include speci?c functions for multiplying by tWo 
(used by the squaring speed-up routine), executing an a*b+c 
function, and performing the mod 2n function on a 2n-bit 
result While leaving the higher n bits in a carry register. 

[0057] FIG. 10 is a chart shoWing a block diagram of a 
system architecture Which can be employed to practice the 
present invention. In this embodiment, the architecture is 
implemented on an ASIC 500. ASIC 500 comprises a CPU 
12 With a processor 502, Which performs operations required 
to implement the present invention. In one embodiment, 
processor 502 comprises a reduced instruction set (RISC) 
POWERPCTM401 core processor available from the IBMTM 
Corporation. Processor 502 provides a trace interface 504 
and a Watch interface 506, and obtains instructions via an 
external FLASH/SRAM memory interface module 520 and 
a 32 bit external memory interface 522. The trace interface 
504 and the Watch interface 506 provide for error detection 
and debugging. To enhance performance, processor 502 
interfaces With the ASIC module bus 524 via a selectable 
data cache 508 and an instruction cache 510. The ASIC 500 
interface logic 22 comprises a general I/O module 516 With 
a 4 bit external interface 518, an external memory interface 
module 520 and associated interface 522, and a PCI inter 
face module 512 and associated PCI interface 514. The PCI 
interface 514 provides a 32 bit data channel nominally 
operating at 33 MHZ. The PCI interface module 512 pro 
vides the operations necessary for compliance With the PCI 
interface I/O and command protocol, including built-in input 
and output ?rst input ?rst output (FIFO) buffers for ef?cient 
data transfer. Data transfer among other modules in the 
ASIC 500 is provided by the ASIC module bus 524. The 
ASIC 500 also optionally comprises a high speed dedicated 
random number generator 526, for key generation and 
padding. In accordance With the principles described herein, 
the ASIC 500 also comprises a modular exponentiator 20, 
Which includes pair of parallel processing units 24a 24b, 
each associated With a RAM 25. 

[0058] FIG. 11 presents a more detailed vieW of the 
processing units 24a,b, the associated RAM 25, and control 
units 26a,b. The processing unit 24a,b comprises a multi 
plier 602, a preload register 604, a memory 25, and a 
multiplexer 606. Acontrol unit 26a,b, operatively coupled to 
the multiplier 602, preload register 604, memory 25 and 
multiplexer 606 controls the operation of these respective 
devices, in accordance With a clock signal provided by clock 
608. 

[0059] It is desirable to perform 1024 bit RSA calculations 
such as modular exponentiations as quickly as possible, 
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preferably in less than 5 ms at a 33 MHZ clock speed. 
Although the 1024 bit RSA calculations can be reduced to 
512 bit calculations using the above teaching, this still leaves 
the problem of performing tWo 512 bit calculations Within 
the 5 ms interval. 

[0060] Ordinarily, multiplier 602 Would comprise a 64 bit 
bus for each input number to be multiplied. HoWever, With 
such a design, the number of clock pulses necessary to input 
both values from a 64 bit bus Would be too large to support 
a 5 ms calculation speed With a 33 MHZ clock. The present 
invention provides this high speed capability With a unique 
architecture that includes a 512 bit multiplier input port 
coupled to a preload register, and a control unit that enforces 
an ef?cient computation protocol to efficiently perform 512 
by 512 bit multiplications. Further, because of the predict 
able nature of the computations required in performing 
Montgomery multiplications, the control unit 26a,b enforces 
a computation protocol that minimizes the clock cycles to 
input a neW number into the preload register. 

[0061] In accordance With the foregoing, the multiplier 
comprises a ?rst input port 610 With N bit capacity, Where 
N is an integer greater than one, and a second input port 612 
With a K*N (hereinafter KN) bit capacity, Where K is an 
integer greater than one. The illustrated embodiment depicts 
a system Wherein N=64, and K=8, representing the situation 
Where the ?rst input port is a 64 bit parallel input port, and 
the second input port is a 512 bit parallel port. Selecting the 
capacity of the multiplier ?rst input port 610 to be less than 
that of the multiplier second port 612 minimiZes system 
resource requirements Without substantially impacting the 
throughput of the multiplier 602. That is because the mul 
tiplier 602 only operates on 64 bits of the number at the ?rst 
input port 610 (the “b” multiplicand) every four clocks as the 
multiplication is taking place. 

[0062] To control the value of multiplicand “a” at port 612 
in each successive multiplication, inputs to the preload 
register 604 (representing the multiplicand “a”) can be 
provided by the multiplier 602 (from a multiplier output port 
614) or the memory 25 (from a memory output port 616) 
under selectable control of the multiplexer 606 and the 
control unit 26a, b. For eXample, the Montgomery algorithm 
dictates that the desired value for “a” in the neXt calculation 
is often the same as the value for “a” in the preceding 
multiplication (see for example, FIG. 9). In such cases, the 
preload register 604 does not require a neW value for “a”, 
and the control unit 26a,b Will retain the previous value for 
“a” in the preload register, and provide it to the multiplier 
602 When necessary. A data path is also provided from the 
multiplier output port 614 to the preload register 604 to 
alloW immediately needed results to bypass the memory 25, 
thereby reducing memory bus traf?c. 

[0063] Presuming that there is a ?rst number (“b”) stored 
in the memory 25, and a second number (“a”) loaded into the 
preload register 604, the multiplication of a*b takes place as 
folloWs. In the ?rst clock cycle, the full 512 bit value for the 
second number (“a”) is input from the preload register 604 
to the multiplier 602. NeXt, the ?rst 64 bits of the ?rst 
number (“b”) is loaded into the multiplier 602. Then, over 
the neXt 3 clock cycles, the 64 bit ?rst number (“b”) is 
multiplied by the 512 bit second number (“a”). The neXt 64 
bits of the ?rst number (“b”) are then loaded into the 
multiplier 602, and that portion of “b” is multiplied by the 
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512 bit second number (“a”). This process is repeated until 
all bits of the “b” multiplicand are multiplied by all bits of 
the “a” multiplicand. Loading and multiplying all of the bits 
of “b” by those of “a” takes 8*4=32 clock cycles. After 4 
clock cycles of multiplier 602 internal processing, the out 
put, representing the least signi?cant 512 bits of the product 
of the ?rst number (“b”) and the second number (“a”), is 
outputted over the neXt 8 clock cycles. The most signi?cant 
512 bits of the product remain in the multiplier 602, and are 
used for further carry operations. Accordingly, 45 clock 
cycles are required to determine the product of “a” and “b.” 

[0064] Although the data channel 622 from the preload 
register 604 to the multiplier 602 is 512 bits, the bus capacity 
to all other input and output ports, including the memory 25 
is only 64 bits. Therefore, in cases Where a preload value is 
required (a neW “a” value), an additional 8 clock cycles 
Would ordinarily be required to load the value from the 
memory 25 to the preload register 604 from the 64 bit data 
channel. This Would mean that for any multiplication requir 
ing a neW “a” value, the number of required clock cycles to 
complete the operation Would be 45+8=53. To avoid this 
problem the control unit 26a,b of the present invention 
invokes a different command protocol When a neW “a” value 
is eXpected. This protocol makes use of the 64 bit input bus 
during the three clocks after each 64 bit “b” value is supplied 
to the multiplier 602. In particular, the predicted, future 
value needed for the neXt multiplication is fetched from the 
memory 25 and directed to the preload register 604 during 
the clock period folloWing the input of the “b” value to the 
multiplier 602. The predicted future value for “a” is ascer 
tainable due to the deterministic nature of the Montgomery 
multiplication routine, Which frequently uses the same “a” 
value While varying only the “b” value. 

[0065] FIG. 12 is a timing diagram illustrating the fore 
going logic. Trace 702 represents the signal from the clock 
608. Trace 704 indicates the clock cycles Where values for 
“b” are supplied to the multiplier 602 from the memory 25. 
Since the bus connecting the memory 25 output port 616 and 
the multiplier ?rst input port 610 is a 64 bit bus, values for 
the 512 bit number “b” are supplied to the multiplier 602 in 
64 bit increments. Accordingly, location 708 on trace 704 
indicates Where the ?rst 64 bits of the 512 bit number “b” are 
transferred to the multiplier 602 via the multiplier ?rst input 
port 610. At a clock pulse after the clock pulse in Which the 
?rst 64 bits of the “b” value Was transferred to the multiplier 
602, 64 bits of the “a” value for the neXt multiplication are 
transferred from the memory 25 to the preload register 604. 
This is indicated at the pulse 710 on trace 706. The foregoing 
can also be implemented With pulse 710 occurring tWo or 
more cycles after the cycle loading the “b” information as 
Well. This process is repeated until all bits representing “b” 
have been loaded into the multiplier 602 and all bits repre 
senting the neW “a” value have been pre-loaded into the 
preload register 604. 

[0066] FIGS. 13 and 14 are How charts depicting the 
multiplication operations of one embodiment of the present 
invention. First, as shoWn in block 802, KN bits of “A” are 
provided from the preload register 602 to the multiplier 602 
in the multiplier second input port 612. This is accomplished 
in a single clock pulse. NeXt, N bits of “b” are provided to 
the ?rst input port 610 of the multiplier 602 in a single clock 
pulse. This is shoWn in block 804. 
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[0067] In the Montgomery algorithm, the operand “a” is 
often used in successive calculations, and can also be 
predicted from past values. Because of this deterministic 
nature, the value for “a” for in successive calculations may 
be predicted. If a new value is predicted for “a” in following 
computations, N bits of the predicted “a” value is provided 
from the memory 25 to the preload register 604 in a single 
clock. This can be performed in a clock pulse following the 
pulse providing the N bits of “b” to the multiplier, and is 
depicted in blocks 806 and 814. By providing the predicted 
“a” value from the memory 25 at this time, a potential 
bottleneck in data ?ow for new “a” values is minimiZed, as 
described above with reference to FIG. 12. If a new value 
for “a” is not anticipated, the logic from block 806 proceeds 
to block 808, where the KN bits of “a” are multiplied by the 
N bits of “b.” 

[0068] This process is completed until all KN bits of “b” 
have been multiplied by all KN bits of “a,” as illustrated in 
block 810, resulting in the output number provided in block 
812. Then, as shown in block 814, N bits of the output 
number are provided to the multiplier output port in a single 
clock pulse. If the current output value from the multiplier 
602 is required for the next multiplication, N bits of the 
output number are provided to the preload register 604. This 
is illustrated in blocks 816 and 818. If not, logic proceeds to 
block 820, where the N bits of the output number are 
provided to the memory 25. As depicted in block 822, the 
operations performed in blocks 814 through 822 are 
repeated until all KN bits of the output number are provided 
to the memory 25. 

[0069] Using the foregoing techniques, the multiplier 602 
is capable of ef?ciently performing a number of operations 
on “a” and “b,” in addition to multiplication. These opera 
tions are described in Table 1 below: 

TABLE 1 
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CONCLUSION 

[0070] A computationally efficient multiplication appara 
tus and method especially well suited to modular exponen 
tiation has been described. The apparatus uses a preload 
register, coupled to a multiplier via a KN bit bus to load the 
value of the “a” multiplicand in the multiplier in a single 
clock pulse. The “b” multiplicand (which is also KN bits 
long) is supplied to the multiplier N bits at a time from a 
memory via an N bit bus. The multiplier multiplies the N bits 
of the “b” multiplicand by the KN bits of the “a” multipli 
cand until all KN bits of “b” are multiplied by the KN bits 
of “a.” 

[0071] The method provides KN bits of the multiplicand 
“a” from a preload register to the multiplier in a single clock 
pulse. Then, N bits of the multiplicand “b” are provided to 
the multiplier, also in a single clock pulse. Next, the KN bits 
of the number “a” are repeatedly multiplied by the N bits of 
the number b until all of the KN bits of the “b” multiplicand 
are provided to the ?rst multiplier input port and multiplied 
by the KN bits of the “a” multiplicand. When completed, 
these operations result in an output number, which is then 
transmitted N bits at a time to the memory, where it can be 
made available for further processing. 

[0072] In accordance with the deterministic behavior of 
the Montgomery algorithm, one embodiment of the present 
invention loads a predicted (future) value for multiplicand 
“a” into the preload register while multiplication operations 
on the current “a” and “b” multiplicands are being per 
formed. This technique further reduces the clock cycles 
necessary to load and multiply the parameters. 

[0073] It should also be appreciated that various modi? 
cations, adaptations, and alternative embodiments of the 
computationally efficient multiplier may be made within the 
scope and spirit of the present invention. For example, while 

Address Instruction Control Word Description 

0000 

0001 

0010 

0011 

0100 

0110 

0111 

Save acc 

Save ace and over?ow 

((a * b) * 2) + acc 

Read value “a” from the memory 25, and add it to an 

accumulator in the multiplier 602. This can be 

accomplished by performing the operation [(a * b) + 
acc] where either “a” or “b” are set to one. 

Read “a” and “b” from the memory 25 and execute a 

multiply and accumulate function. The LSB of the 

result is stored back in the memory 25. All data 

transfer between the multiplier 602 and the memory 25 

occurs with the LSBs ?rst, with the memory address 

decremented by one after each memory read or memory 

write operation. 
Use previous value of “a,” read “b” from memory 25 
and execute multiply and accumulate function. The 

LSBs of the result are stored back in the memory 25. 

Store accumulator value in the memory 25, and clear 

accumulator. 

Store accumulator and over?ow in the memory 25. 

Clear accumulator and over?ow. 

Use previous value of “a,” read “b” from the memory 

25, and execute multiply and accumulate * 2 function. 

The LSBs of the result are stored back in the memory 

25. 

Clear ace and over?ow Clear the accumulator and over?ow. 






