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(57) ABSTRACT 

A method and system for ?ltering multicast packets by a 
peripheral component. In one embodiment, the present 
invention uses a peripheral component driver to store in 
memory a selected hash values corresponding to desired 
multicast packets. In one embodiment, the peripheral com 
ponent driver operates on a host computer to Which a 
peripheral component is coupled. Next, When the peripheral 
component receives an incoming multicast packet, the 
present invention uses a hash value generator disposed on 
the peripheral component to determine a hash value for the 
received multicast packet. The present embodiment then 
compares the hash value for the received multicast packet 
With the selected hash values stored in memory. Provided the 
hash value for the received multicast packet does not match 
any of the selected hash values stored in the memory, the 
present embodiment discards the received multicast packet 
Without interrupting the host computer. In so doing, the 
present embodiment effectively ?lters multicast packets 
Without requiring constant intervention by the CPU (central 
processing unit) of the host computer. 
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METHOD AND SYSTEM FOR FILTERING 
MULTICAST PACKETS IN A PERIPHERAL 

COMPONENT ENVIRONMENT 

TECHNICAL FIELD 

[0001] The present invention generally pertains to the ?eld 
of computer networking. More particularly, the present 
invention is related to multicast packet ?ltering in a periph 
eral component environment. 

BACKGROUND ART 

[0002] Computers have become an integral tool used in a 
Wide variety of different applications, such as in ?nance and 
commercial transactions, computer-aided design and manu 
facturing, health-care, telecommunication, education, etc. 
Computers are ?nding neW applications as a result of 
advances in hardWare technology and rapid development in 
softWare technology. Furthermore, a computer system’s 
functionality is dramatically enhanced by coupling stand 
alone computers together to form a computer netWork. In a 
computer netWork, users may readily exchange ?les, share 
information stored on a common database, pool resources, 
and communicate via e-mail and via video teleconferencing. 

[0003] One popular type of computer netWork is knoWn as 
a local area netWork LANs connect multiple com 
puters together such that the users of the computers can 
access the same information and share data. Typically, in 
order to be connected to a LAN, a general purpose computer 
requires an expansion board generally knoWn as a netWork 
interface card (NIC). Essentially, the NIC Works With the 
operating system and central processing unit (CPU) of the 
host computer to control the How of information over the 
LAN. Some NICs may also be used to connect a computer 
to the Internet. 

[0004] The NIC, like other hardWare devices, requires a 
device driver Which controls the physical functions of the 
NIC and coordinates data transfers betWeen the NIC and the 
host operating system. An industry standard for interfacing 
betWeen the device driver and the host operating system is 
knoWn as the NetWork Device Interface Speci?cation, or 
NDIS, Which is developed by Microsoft Corporation of 
Redmond, Washington. The operating system layer imple 
menting the NDIS interface is generally knoWn as an NDIS 
Wrapper. Functionally, the NDIS Wrapper arbitrates the 
control of the device driver betWeen various application 
programs and provides temporary storage for the data pack 
ets. 

[0005] Multicasting of packets in Well knoWn in the ?eld 
of computer networking. A multicast packet is packet Which 
is intended for receipt by more than one recipient. HoWever, 
multicast packets, and the receipt thereof, can have a del 
eterious effect on many computer systems. Speci?cally, as 
the number of multicast packets continually increases, 
recipients (e.g. client computer systems) are forced to spend 
more and more time examining received multicast packets 
and determining Whether or not they are Wanted. That is, 
even When not requested, received multicast packets require 
intervention by the recipient. Thus, the recipient is often 
forced to store the multicast packet; examine the multicast 
packet; and the discard the multicast packet (When the 
multicast packet is unWanted) or keep the multicast packet 
(When the multicast packet is desired). Hence, considerable 
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CPU (central processing unit) utiliZation can be Wasted by 
receiving and handling unWanted multicast packets. Such 
Wasted CPU utiliZation is especially prevalent in some 
conventional peripheral component environments. More 
speci?cally, in some conventional peripheral component 
environments, the peripheral component is forced to fre 
quently interrupt the host computer to forWard received 
multicast packets. Therefore, as netWork speeds increase 
(e.g. Gigabit Ethernet and the like), peripheral component 
interruptions of the host computer, due to received multicast 
packets, become a signi?cant source CPU drain. 

[0006] In one attempt to reduce the CPU burden imposed 
by multicast packets, a ?lter is employed. In one such 
approach, referred to as a “perfect” ?lter system, the host 
computer (e. g. a driver operating thereon) constructs a list of 
desired destination addresses corresponding to respective 
multicast packets Which the host computer Wants to receive. 
Whenever a multicast packet is received, its destination 
address is compared to the previously constructed list of 
desired destination addresses. If the destination address of 
the received multicast packet is contained the list of desired 
destination addresses, the multicast packet is kept. On the 
other hand, if the destination address of the received mul 
ticast packet is not contained in the list of desired destination 
addresses, the multicast packet is discarded. Thus, by requir 
ing the host computer to list each and every desired desti 
nation address, such prior art methods require extensive host 
computer intervention. 

[0007] There are additional substantial draWbacks to con 
ventional “perfect” ?ltering methods. As one example, there 
are 247 potential destination addresses for multicast packets. 
Therefore, storing all desired multicast addresses potentially 
consumes a burdensome amount of storage space. That is, 
constructing a table containing as many as 247 desired 
destination addresses can exhaust an inordinate amount of 
valuable memory space. 

[0008] Thus, a need exists for a method and system for 
?ltering multicast packets Wherein the method and system 
does not require extensive host computer intervention. Still 
another need exists for a method and system for ?ltering 
multicast packets Wherein the method and system meets the 
above-listed need and Wherein the method and system does 
not consume burdensome amounts of storage space. Yet 
another need exists for a method and system for ?ltering 
multicast packets Wherein the method and system meets the 
above-listed needs and Wherein the method and system does 
not require extensive modi?cations to underlying peripheral 
component driver protocols. 

DISCLOSURE OF THE INVENTION 

[0009] The present invention provides a method and sys 
tem for ?ltering multicast packets Wherein the method and 
system does not require extensive host computer interven 
tion. The present invention further provides a method and 
system for ?ltering multicast packets Wherein the method 
and system achieves the above-listed accomplishment and 
Wherein the method and system does not consume burden 
some amounts of storage space. The present invention also 
provides a method and system for ?ltering multicast packets 
Wherein the method and system achieves the above-listed 
accomplishments and Wherein the method and system does 
not require extensive modi?cations to underlying peripheral 
component driver protocols. 
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[0010] Speci?cally, in one embodiment, the present inven 
tion uses a peripheral component driver to store in memory 
a selected hash values corresponding to desired multicast 
packets. In one embodiment, the peripheral component 
driver operates on a host computer to Which a peripheral 
component is coupled. Next, When the peripheral component 
receives an incoming multicast packet, the present invention 
uses a hash value generator disposed on the peripheral 
component to determine a hash value for the received 
multicast packet. The present embodiment then compares 
the hash value for the received multicast packet With the 
selected hash values stored in memory. Provided the hash 
value for the received multicast packet does not match any 
of the selected hash values stored in the memory, the present 
embodiment discards the received multicast packet Without 
interrupting the host computer. In so doing, the present 
embodiment effectively ?lters multicast packets Without 
requiring constant intervention by the CPU (central process 
ing unit) of the host computer. 

[0011] In another embodiment, the present invention 
includes the features of the above-listed embodiment and 
further recites that the hash value generator produces a 10 bit 
hash value. In so doing, the present embodiment is able to 
generate up to 1024 hash values Which, in turn, can be 
compared to 1024 selected hash values corresponding to at 
least 1024 desired multicast packets. 

[0012] These and other advantages of the present inven 
tion Will no doubt become obvious to those of ordinary skill 
in the art after having read the folloWing detailed description 
of the preferred embodiments Which are illustrated in the 
various draWing ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The accompanying draWings, Which are incorpo 
rated in and form a part of this speci?cation, illustrate 
embodiments of the invention and, together With the 
description, serve to eXplain the principles of the invention: 

[0014] FIG. 1 is a schematic diagram of an exemplary 
computer system used to perform steps of the present 
imperfect ?ltering of multicast packets method in accor 
dance With one embodiment of the present invention. 

[0015] FIG. 2 is a schematic diagram of different operat 
ing layers associated With the computer system as illustrated 
in FIG. 1 in furtherance of one embodiment of the present 
invention. 

[0016] FIG. 3 is a How chart of steps performed in one 
implementation of an imperfect ?ltering of multicast packets 
method and system in accordance With one embodiment of 
the present claimed invention. 

[0017] FIG. 4 is a schematic diagram of a cyclic redun 
dancy check system utiliZed in conjunction With an imper 
fect ?ltering of multicast packets method and system in 
accordance With one embodiment of the present claimed 
invention. 

[0018] FIG. 5 is a schematic diagram representing hash 
value storage arrangements used in an imperfect ?ltering of 
multicast packets method and system in accordance With one 
embodiment of the present claimed invention. 

[0019] The draWings referred to in this description should 
be understood as not being draWn to scale eXcept if speci? 
cally noted. 
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BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0020] Reference Will noW be made in detail to the pre 
ferred embodiments of the invention, eXamples of Which are 
illustrated in the accompanying draWings. While the inven 
tion Will be described in conjunction With the preferred 
embodiments, it Will be understood that they are not 
intended to limit the invention to these embodiments. On the 

contrary, the invention is intended to cover alternatives, 
modi?cations and equivalents, Which may be included 
Within the spirit and scope of the invention as de?ned by the 
appended claims. Furthermore, in the folloWing detailed 
description of the present invention, numerous speci?c 
details are set forth in order to provide a thorough under 

standing of the present invention. HoWever, it Will be 
obvious to one of ordinary skill in the art that the present 
invention may be practiced Without these speci?c details. In 
other instances, Well knoWn methods, procedures, compo 
nents, and circuits have not been described in detail as not 

to unnecessarily obscure aspects of the present invention. 

[0021] Some portions of the detailed descriptions Which 
folloW are presented in terms of procedures, logic blocks, 
processing, and other symbolic representations of operations 
on data bits Within a computer memory. These descriptions 
and representations are the means used by those skilled in 
the data processing arts to most effectively convey the 
substance of their Work to others skilled in the art. In the 

present application, a procedure, logic block, process, etc., is 
conceived to be a self-consistent sequence of steps or 

instructions leading to a desired result. The steps are those 
requiring physical manipulations of physical quantities. 
Usually, though not necessarily, these quantities take the 
form of electrical or magnetic signals capable of being 
stored, transferred, combined, compared, and otherWise 
manipulated in a computer system. It has proved convenient 
at times, principally for reasons of common usage, to refer 

to these signals as bits, values, elements, symbols, charac 
ters, terms, numbers, or the like. 

[0022] It should be borne in mind, hoWever, that all of 
these and similar terms are to be associated With the appro 

priate physical quantities and are merely convenient labels 
applied to these quantities. Unless speci?cally stated other 
Wise as apparent from the folloWing discussions, it is appre 
ciated that throughout the present invention, discussions 
utiliZing terms such as “storing”, “determining”, “compar 
ing”, “discarding” or the like, refer to the actions and 
processes of a computer system, or similar electronic com 

puting device. The computer system or similar electronic 
computing device manipulates and transforms data repre 
sented as physical (electronic) quantities Within the com 
puter system’s registers and memories into other data simi 
larly represented as physical quantities Within the computer 
system memories or registers or other such information 
storage, transmission, or display devices. The present inven 
tion is also Well suited to the use of other computer systems 
such as, for eXample, optical and mechanical computers. 
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Computer System Environment of the Present 
Imperfect Filtering of Multicast Packets Invention 

[0023] With reference noW to FIG. 1, portions of the 
present hardware assisted polling for softWare drivers 
method and system are comprised of computer- readable and 
computer-executable instructions Which reside, for example, 
in computer-usable media of a computer system. FIG. 1 
illustrates an exemplary computer system 100 used to per 
form the imperfect ?ltering of multicast packets method in 
accordance With one embodiment of the present invention. 
It is appreciated that system 100 of FIG. 1 is exemplary only 
and that the present invention can operate Within a number 
of different computer systems including general purpose 
netWorked computer systems, embedded computer systems, 
and stand alone computer systems. 

[0024] System 100 of FIG. 1 includes an address/data bus 
102 for communicating information, and a central processor 
unit 104 coupled to bus 102 for processing information and 
instructions. Central processor unit 104 may be an 80x86 
family microprocessor. System 100 also includes data stor 
age features such as a computer usable volatile memory 106, 
eg random access memory (RAM), coupled to bus 102 for 
storing information and instructions for central processor 
unit 104, computer usable non-volatile memory 108, eg 
read only memory (ROM), coupled to bus 102 for storing 
static information and instructions for the central processor 
unit 104, and a data storage unit 110 (e.g., a magnetic or 
optical disk and disk drive) coupled to bus 102 for storing 
information and instructions. System 100 of the present 
invention also includes an optional alphanumeric input 
device 112 including alphanumeric and function keys is 
coupled to bus 102 for communicating information and 
command selections to central processor unit 104. System 
100 also optionally includes a cursor control device 114 
coupled to bus 102 for communicating user input informa 
tion and command selections to central processor unit 104. 
System 100 of the present embodiment also includes an 
optional display device 116 coupled to bus 102 for display 
ing information. 

[0025] Referring still to FIG. 1, optional display device 
116 of FIG. 1, may be a liquid crystal device, cathode ray 
tube, or other display device suitable for creating graphic 
images and alphanumeric characters recogniZable to a user. 
Optional cursor control device 114 alloWs the computer user 
to dynamically signal the tWo dimensional movement of a 
visible symbol (cursor) on a display screen of display device 
116. Many implementations of cursor control device 114 are 
knoWn in the art including a trackball, mouse, touch pad, 
joystick or special keys on alphanumeric input device 112 
capable of signaling movement of a given direction or 
manner of displacement. Alternatively, it Will be appreciated 
that a cursor can be directed and/or activated via input from 
alphanumeric input device 112 using special keys and key 
sequence commands. The present invention is also Well 
suited to directing a cursor by other means such as, for 
example, voice commands. A more detailed discussion of 
the imperfect ?ltering of multicast packets method and 
system embodiments of the present invention are found 
beloW. 

[0026] With reference still to FIG. 1, signi?cantly, a 
netWork interface card (NIC) 118 coupled to bus 102 is 
connected to a netWork 120 and controls the How of infor 
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mation over netWork 120. Data packets, such as Ethernet 
packets, that are incoming arrive at NIC 118 via netWork 120 
and are stored in memory 140 of NIC 118 before being 
transferred to other hardWare and softWare of computer 
system 100. Memory 140 of NIC 118 is also Well suited to 
storing, for example, selected hash values (generated by host 
computer 100) corresponding to desired multicast packets. It 
Will be understood, that NIC 118 is also Well suited to 
transmitting data packets to netWork 120. NIC 118 of FIG. 
1 further includes a hash value generator 142, and a com 
parator 144. A more detailed discussion of NIC 118 in 
furtherance of the present invention is found beloW. 

[0027] Referring next to FIG. 2, a block diagram that 
represents the different layers of a host operating system 200 
operable on computer system 100 of FIG. 1 is shoWn. Host 
operating system 200 includes a netWork interface card 
driver 210 that operates NIC 118 and moves data packets 
betWeen NIC 118 and other hardWare and softWare of 
computer system 100. Implemented directly above netWork 
interface card driver 210 is a netWork device interface 
speci?cation (NDIS) Wrapper 220. FIG. 2 further includes a 
schematic representation of operating system layers 230. 
NDIS Wrapper 220 primarily arbitrates the control of net 
Work interface card driver 210 betWeen various application 
programs, typically shoWn as 260. 

General Description of the Present Imperfect 
Filtering of Multicast Packets Invention 

[0028] With reference next to FIG. 3, an ?oW chart 300 of 
exemplary steps used by the present invention is shoWn. 
FloW chart 300 includes processes of the present invention 
Which, in one embodiment, are carried out by a processor 
under the control of computer-readable and computer-ex 
ecutable instructions. The computer-readable and computer 
executable instructions reside, for example, in data storage 
features such as computer usable volatile memory 106 
and/or computer usable non-volatile memory 108 of FIG. 1. 
The computer-readable and computer-executable instruc 
tions are used to control or operate in conjunction With, for 
example, central processing unit 104 of FIG. 1, host oper 
ating system 200, and netWork device driver 210 both of 
FIG. 2. Although speci?c steps are disclosed in How chart 
300 of FIG. 3, such steps are exemplary. That is, the present 
invention is Well suited to performing various other steps or 
variations of the steps recited in FIG. 3. 

[0029] In step 302 of FIG. 3, in one embodiment, the 
present stores selected hash values in memory. In one 
embodiment peripheral component driver 210 stores the 
selected hash values in memory 140 or NIC 118. In the 
folloWing description of embodiments of the present inven 
tion, the peripheral component driver is a netWork interface 
card driver. Additionally, in the folloWing description of 
embodiments of the present invention, the peripheral com 
ponent is a netWork interface card. Although the present 
embodiments speci?cally recite a netWork interface card and 
a netWork interface card driver, the present invention is also 
Well suited to an embodiment employing various other 
peripheral components and peripheral component drivers. 
That is, the present invention is Well suited to an embodi 
ment in Which the peripheral component is, for example, a 
PCMCIA (personal computer memory card international 
association) card and the peripheral component driver is a 
corresponding PCMCIA driver. Similarly, the present inven 
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tion is Well suited to an embodiment in Which the peripheral 
component is, for example, a compact form factor I/O 
(input/output) card and the peripheral component driver is a 
corresponding compact form factor I/O driver. 

[0030] Referring again to step 302 of FIG. 3, as men 
tioned above, netWork interface card driver 210 of FIG. 2 is 
adapted, in one embodiment, to store selected hash values in 
memory 140 of NIC 118, both of FIG. 1. In one embodiment 
peripheral component driver 210 employs an IEEE (Institute 
of Electronics and Electrical Engineers, Inc.) 802.3 32-bit 
CRC (cyclic redundancy check) approach to pare the 48 bit 
destination addresses of the desired multicast packets to 32 
bits. Hence the present embodiment is able to use an existing 
CRC scheme often employed in NICs to pare the 48 bit 
destination addresses of the desired multicast packets to 32 
bits. Considering the folloWing generating polynomial: 

x4+x2x1 

[0031] Mathematically, the CRC value corresponding to a 
given destination address is de?ned by the folloWing pro 
cedure: 

[0032] a) The ?rst 32 bits of the frame are comple 
mented. 

[0033] b) The n bits of the frame are then considered 
to be the coef?cients of a polynomial M(X) of degree 
n-1. (The ?rst bit of the Destination Address ?eld 
corresponds to the X(n_1) term and the last bit of the 
data ?eld corresponds to the XO term.) 

[0034] c) M(X) is multiplied by X32 and divided by 
G(X), producing a remainder R(X) of degree<31. 

[0035] d) The coef?cients of R(X) are considered to 
be a 32-bit sequence. 

[0036] e) The bit sequence is complemented and the 
result is the CRC. 

[0037] The 32 bits of the CRC value are placed in the 
frame check sequence ?eld so that the X31 term is the left 
most bit of the ?rst octet, and the XO term is the right most 
bit of the last octet. (The bits of the CRC are thus transmitted 
in the order X31, X3O , . . . , X1, X0). Thus, the present 
embodiment does not require eXtensive modi?cations to 
eXisting protocols. Although such an approach is recited in 
the present embodiment, the present invention is also Well 
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suited to the use of various other approaches for paring the 
48 bit destination addresses to a lesser number of bits. The 
present invention is also Well suited to an embodiment in 
Which peripheral component driver 210 passes the destina 
tion addresses to NIC 118 and NIC 118 performs the CRC 
and then determines the hash values for the respective 
desired multicast addresses. In such an embodiment, CPU 
utiliZation of host computer 100 is kept to a minimum. 

[0038] Referring still to step 302, after the CRC, the 
present embodiment uses the loWer 10 bits of the 32-bit CRC 
to determine the selected hash value corresponding to the 
destination address of the desired multicast packet. By using 
10 bits of the CRC result, the present embodiment provides 
1024 unique values Which can represent corresponding 
multicast packet addresses. Thus, the present embodiment is 
Well suited to environments such as Gigabit Ethernet envi 
ronments Where a large number of multicast packets may 
need to be ?ltered. That is, the present embodiment increases 
the quantity of multicast packets Which can be designated as 
desired over conventional approaches, thereby rendering the 
method and system of the present invention Well suited for 
use in present high-speed, large-bandWidth environments. 
Furthermore, the present method and system increases the 
quantity of multicast packets Which can be designated as 
desired over conventional approaches and, by using a 1024 
entry hash table, does not consume burdensome amounts of 
storage space. Although the present embodiment recites 
using the loWer 10 bits of the 32-bit CRC to determine the 
selected hash value, the present invention is also Well suited 
to an embodiment Which uses various others of the 32-bits 
in the CRC result. 

[0039] With reference noW to FIG. 4, a schematic diagram 
400 of a cyclic redundancy check system is shoWn. More 
particularly, as shoWn in FIG. 4, an 802.3 CRC generator 
402 produces a 32-bit result. The loWer 10 bits (e.g. bits 
[4:0] and bits [9:5]) are then fed into hash value generator 
142. Hash value generator uses bits [9:5] to compute ?rst 
value, and bits [4:0] to compute a second value. The use of 
these values Will be described in detail beloW. In the present 
embodiment, has value generator 142 is implemented in 
hardWare on NIC 118. More speci?cally, in the present 
embodiment, hash value generator 142 is implemented on 
NIC 118 in hardWare as is described by the folloWing 
Verilog code: 

input [9:0] 
output 
reg [31:0] 

rgihashiindex; 
rgimulticastihash; 

rXfhashftablefregfOO, 
rxihashitableireg_0 1 , 

rXfhashftablefregfO 2, 
rXfhashftablefregfO 3, 
rxihashitableireg_0 4, 
rXfhashftablefregfO 5, 
rXfhashftablefregfO 6, 
rXfhashftablefregfO 7, 
rxihashitableireg_0 8, 
rXfhashftablefregfO 9, 
rxihashitableiregil 0, 
rxihashitableiregil 1, 
rxihashitableire g_1 2, 
rxihashitableiregil 3, 
rxihashitableiregil 4, 
rxihashitableiregil 5, 
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-c0ntinued 

rxihashitableiregil 6, 
rXihashitableiregi17, 
rXihashitableiregi18, 
rXihashitableireg_19, 
rxihashitableiregi20, 
rXihashitableiregi21, 
rxihashitableiregi22, 
rxihashitableireg_23, 
rxihashitableiregi24, 
rxihashitableiregi25, 
rxihashitableiregi26, 
rxihashitableiregi27, 
rxihashitableiregi28, 
rxihashitableiregi29, 
rxihashitableireg_30, 
rXihashitableiregi31, 
rxihashitableiregi32, 

reg rgirnulticastihash; 
reg [31:0] rxihashiresult; 
Wire [3 1:0] rgihashiresultiindex 
Wire [31:0] rxihashitable mask; 
/ / This block comb block determines if the bit speci?ed in 
/ / rg-hashfindexfrclk is set in the rnulticast hash table. 
always @ (rxihashitableirnask or 

rXihashitableiregiOO or 
rXfhashftablefregfOl or 
rxihashitableireg_02 or 
rxihashitableiregi03 or 
rxihashitableiregi04 or 
rXihashitableiregiOS or 
rxihashitableireg_06 or 
rxihashitableiregi07 or 
rxihashitableiregi08 or 
rxihashitableiregi09 or 
rxfhashftablefreg§10 or 
rxihashitableiregill or 
rXihashitableiregi12 or 
rXihashitableiregi13 or 
rXihashitableiregi14 or 
rXfhashftablefregflS or 
rXihashitableiregi16 or 
rXihashitableireg_17 or 
rXihashitableiregi18 or 
rXihashitableiregi19 or 
rxihashitableiregi20 or 
rXihashitableireg_21 or 
rxihashitableiregi22 or 
rxihashitableiregi23 or 
rxihashitableiregi24 or 
rxihashitableireg_5 or 
rxihashitableiregi26 or 
rxihashitableiregi27 or 
rxihashitableiregi28 or 
rxihashitableireg_29 or 
rxihashitableiregi30 or 
rXihashitableiregi31 

) 
begin: rgrniisirnulticastihashicornb 

rxihashiresult = 32 hffffffff; 
/ / Here We and the rxihashitableirnask (Which is the loWer ?ve bits 
// of the hash indeX decoded into 32bit) against every 32bit entry 
// of the hash table. The results of this and generates a neW 
/ / 32-bit value rxihashiresult. So this means rxihashiresult tells 
// us if the result of the and operation betWeen a particular hash 
// table entry and the mask is true of false. 
/ / if ( ( rXihashitableiregiOO & rxihashitableirnask) == 0) 

begin 
rXihashiresult [0] = 0; 
end 

if ( ( rXfhashftablefregfOl & rxihashitableinlask) == 0) 
begin 

rxihashiresult [1] = 0; 
end 

if ( ( rxihashitableiregi02 & rxihashitableinlask) == 0) 
begin 

rXihashiresult[2] = 0; 
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-continued 

end 
if ( ( rXihashitableiregiZZ & rxihashitableimask) == 0) 

begin 
rxihashiresult[22] = 0; 

end 
if ( ( rxihashitableiregi23 & rxihashitableimask) == 0) 

begin 
rxihashiresult[23] = 0; 

end 
if ( ( rxihashitableiregi24 & rxihashitableimask) == 0) 

begin 
rxihashiresult [24] = 0; 

end 
if ( ( rXihashitableiregiZS & rxihashitableimask) == 0) 

begin 
rxihashiresult [25] = 0; 

if ( ( rxihashitableiregi26 & rxihashitableimask) == 0) 
begin 

rxihashiresult[26] = 0; 
end 

if ( ( rX hashitableiregi27 & rxihashitableimask) == 0) 
begin 

rxihashiresult[27] = 0 
end 

if ( ( rxihashitableiregi28 & rxihashitableimask) == 0) 
begin 

rxihashiresult [28] = 0; 
end 

if ( ( rxihashitableiregi29 & rxihashitableimask) == 0) 
begin 

rxihashiresult(29) = 0; 
end 
if ( ( rXihashitableiregi3O & rxihashitableimask) == 0) 

begin 
rXihashiresultBO] = 0; 

end 
if ( ( rXihashitableiregi31 & rxihashitableimask) == 0) 

begin 
rXihashiresult[31] = 0; 

end 
end 

always @ (rxihashiresult or rg_hashiresultiindex) 
begin 

/ /Here We and the rxihashiresult With the decoded value of the 
/ / upper ?ve bits or rgihashiindexirclk. If the result != 0, then 

/ / the bit speci?ed by the 10 bit value of rg_hashiindexirclk 
// Was set in the multicast table. 

begin 
if ( ( rX hashiresult & rgihashiresultiindexiindex) != O) 

begin 
rgimulticastihash = 1; 

end 
else 

begin 
rgimulticastihash = 0 

end 
end 

/ /I‘his is a 5X32 decoder. The output is used as a bit mask. 
/ / Which is and With the rgiashitable regi[rg.hashiindexirclk[9:5] 
/ / to determine if the packet should be passed up. 
rgmDecoder rgmDecoder ( 

.rgiencodedidata)rg_hashiindex [4:O]), 
1 .rgidecodedidata (rxihashitableimask) 
1 ; 
1 rgmDecoder rgmHashMuX ( 
1 .rgiencoded)idata (rgihashiindex[9:5]), 
.rgidecodedidata (rgihashiresultiindex) 

); 
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[0040] Although such a hardware implementation is [0041] With reference noW to FIG. 5, a schematic diagram 
recited in the present embodiment, the present invention is representing hash value storage arrangements used in one 
Well suited to various other implementations of hash value embodiment of the imperfect ?ltering of multicast packets 
generator 142, and to having hash value generator 142 method and system of the present claimed invention is 
disposed other than on NIC 118. shoWn. As shoWn in FIG. 5, ?rst value 406 determined from 
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bits [9:5] of 802.2 CRC generator 402 of FIG. 4 is used to 
designate one of the 32 roWs in hash table 502 for received 
multicast packets, and in hash table 504 for selected desired 
multicast packets. Second value 408 determined from bits 
[4:0] of 802.2 CRC generator 402 of FIG. 4 is used to 
designate one of the 32 entries per roW of hash table 502 for 
received multicast packets, and in hash table 504 for selected 
desired multicast packets. The use of the storage arrange 
ments of FIG. 5 Will be described beloW in greater detail in 
conjunction With the steps of the present embodiment. In one 
embodiment, hash tables 502 and 504 reside, for example, in 
memory 140 of NIC 118. The present invention is hoWever, 
Well suited to an embodiment in Which hash tables 502 and 
504 reside other than in memory 140 of NIC 118. 

[0042] Referring still to step 302, in the present embodi 
ment, the destination addresses of selected multicast packets 
are ?rst subjected to a CRC. The loWer 10 bits of the CRC 
result are then fed into a hash value generator to compute the 
corresponding selected hash value. As an example, if bits 
[9:5] had a hash value of 30 (assuming base 10) and bits 
[4:0] had a hash value of 6, table 504 Would have a bit set 
(eg a one or high value) for the sixth entry of column 30. 
Thus, the present embodiment is Well suited to providing a 
hash table (e.g. hash table 504) Which stores values corre 
sponding to at least 1024 desired multicast packet destina 
tion addresses. It Will be understood that in some instances 
more than one desired multicast packet Will generate the 
same hash value, or an undesired multicast packet may have 
the same hash value as desired packet. HoWever, in such an 
instance, the present embodiment Will still have the appro 
priate bit set in hash table 504. Although the present embodi 
ment recites setting a bit high in hash table 504 for a desired 
multicast packet, the present invention is also Well suited to 
an embodiment in Which a bit is set, for example, loW in hash 
table 504 for a desired multicast packet. 

[0043] Referring noW to step 304, upon receiving an 
incoming multicast packet, the present embodiment uses 
hash value generator 142 to determine a hash value for the 
received multicast packet. More speci?cally, the present 
embodiment uses a CRC generator 402 to produce a 32-bit 
result from the 48-bit destination address of the received 
multicast packet. The loWer 10 bits (e.g. bits [4:0] and bits 
[9:5]) are then fed into hash value generator 142. Hash value 
generator uses bits [9:5] to compute ?rst value, and bits [4:0] 
to compute a second value. First value 406 determined from 
bits [9:5] of 802.2 CRC generator 402 of FIG. 4 is used to 
designate one of the 32 roWs in hash table 502. Second value 
408 determined from bits [4:0] of 802.2 CRC generator 402 
of FIG. 4 is used to designate one of the 32 entries per roW 
of hash table 502. 

[0044] At step 306, the present embodiment then com 
pares the hash value for the received multicast packet With 
the selected hash values in table 504 corresponding to 
desired multicast packets. That is, determining the hash 
value for the received multicast packet, the present embodi 
ment examines hash table 504 to see if the same hash value 
is present (i.e. is a bit set for the same entry in the same roW). 
If the received multicast packet has the same destination 
address as a desired multicast packet (i.e. the same hash 
value is present in hash table 504), the present embodiment 
proceeds to step 308. If the received multicast packet does 
not have the same destination address as a desired multicast 
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packet (i.e. the same hash value is not present in hash table 
504), the present embodiment proceeds to step 310. 

[0045] At step 308, if the received multicast packet has the 
same destination address as a desired multicast packet (i.e. 
the same hash value that Was determined for the received 
multicast packet is present in hash table 504), the present 
embodiment forWards the multicast packet from NIC 118 to 
host computer 100. 

[0046] At step 310, if the received multicast packet does 
not have the same destination address as a desired multicast 
packet (i.e. the same hash value that Was determined for the 
received multicast packet is not present in hash table 504), 
the present embodiment discards the multicast packet from 
NIC 118. That is, NIC 118 discards the received multicast 
packet Without interrupting host computer 100. Because 
NIC 118 is able to discard unWanted multicast packets 
before the multicast packets ever reach host computer 100, 
the present invention does not require the extensive host 
computer intervention associated With conventional 
approaches Wherein the host computer must evaluate its 
desire for received multicast packets. 

[0047] Thus, the present invention provides a method and 
system for ?ltering multicast packets Wherein the method 
and system does not consume burdensome amounts of 
storage space. The present invention further provides a 
method and system for ?ltering multicast packets Wherein 
the method and system achieves the above-listed accom 
plishment and Wherein the method and system does not 
require extensive host computer intervention. The present 
invention also provides a method and system for ?ltering 
multicast packets Wherein the method and system achieves 
the above-listed accomplishments and Wherein the method 
and system does not require extensive modi?cations to 
underlying peripheral component driver protocols. 

[0048] The foregoing descriptions of speci?c embodi 
ments of the present invention have been presented for 
purposes of illustration and description. They are not 
intended to be exhaustive or to limit the invention to the 
precise forms disclosed, and obviously many modi?cations 
and variations are possible in light of the above teaching. 
The embodiments Were chosen and described in order best 
to explain the principles of the invention and its practical 
application, to thereby enable others skilled in the art best to 
utiliZe the invention and various embodiments With various 
modi?cations suited to the particular use contemplated. It is 
intended that the scope of the invention be de?ned by the 
Claims appended hereto and their equivalents. 

What is claimed is: 
1. A system for ?ltering multicast packets by a peripheral 

component, said system comprising: 

a host computer, said host computer adapted to operate a 
peripheral component driver, said peripheral compo 
nent driver adapted to store in memory a selected hash 
value corresponding to a desired multicast packet; and 

a peripheral component adapted to be removably coupled 
to said host computer, said peripheral component 
including a hash value generator, said hash value 
generator adapted to determine a hash value for a 
received multicast packet, said peripheral component 
further adapted to compare said hash value for said 
received multicast packet With said selected hash value 
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stored in said memory, said peripheral component 
further adapted to discard said received multicast 
packet Without interrupting said host computer When 
said hash value for said received multicast packet does 
not match said selected hash value stored in said 
memory. 

2. The system for ?ltering multicast packets by a periph 
eral component as recited in claim 1 Wherein said peripheral 
component is a netWork interface card. 

3. The system for ?ltering multicast packets by a periph 
eral component as recited in claim 2 Wherein said peripheral 
component driver is a netWork interface card driver. 

4. The system for ?ltering multicast packets by a periph 
eral component as recited in claim 1 Wherein hash value 
generator produces a 10 bit hash value. 

5. The system for ?ltering multicast packets by a periph 
eral component as recited in claim 1 Wherein hash value 
generator is implemented in hardWare on said peripheral 
component. 

6. The system for ?ltering multicast packets by a periph 
eral component as recited in claim 1 Wherein memory is 
disposed on said peripheral component. 

7. The system for ?ltering multicast packets by a periph 
eral component as recited in claim 1 Wherein said peripheral 
component driver is adapted to store in said memory 1024 
selected hash values corresponding to at least 1024 desired 
multicast packets. 

8. A method for ?ltering multicast packets by a peripheral 
component, said method comprising the steps of: 

a) using a peripheral component driver to store in memory 
a selected hash value corresponding to a desired mul 
ticast packet; 

b) using a hash value generator disposed on a peripheral 
component to determine a hash value for a received 
multicast packet; 

c) comparing said hash value for said received multicast 
packet With said selected hash value stored in said 
memory; and 

d) provided said hash value for said received multicast 
packet does not match said selected hash value stored 
in said memory, discarding said received multicast 
packet Without interrupting a host computer to Which 
said peripheral component is adapted to be coupled. 

9. The method for ?ltering multicast packets by a periph 
eral component as recited in claim 8 Wherein step a) com 
prises using said peripheral component driver to store in 
memory located on said peripheral component said selected 
hash value corresponding to said desired multicast packet. 

10. The method for ?ltering multicast packets by a 
peripheral component as recited in claim 8 Wherein step a) 
comprises using a netWork interface card driver to store in 
said memory said selected hash value corresponding to said 
desired multicast packet. 

11. The method for ?ltering multicast packets by a periph 
eral component as recited in claim 8 Wherein step a) com 
prises using said peripheral component driver to store in said 
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memory 1024 selected hash values corresponding to at least 
1024 desired multicast packets. 

12. The method for ?ltering multicast packets by a 
peripheral component as recited in claim 10 Wherein step b) 
comprises using said hash value generator disposed on a 
netWork interface card to determine said hash value for said 
received multicast packet. 

13. The method for ?ltering multicast packets by a 
peripheral component as recited in claim 8 Wherein step b) 
comprises using said hash value generator disposed on said 
peripheral component to produce a 10 bit hash value for said 
received multicast packet. 

14. The method for ?ltering multicast packets by a 
peripheral component as recited in claim 8 Wherein step b) 
comprises using said hash value generator implemented in 
hardWare on said peripheral component to determine said 
hash value for said received multicast packet. 

15. A method for ?ltering multicast packets by a netWork 
interface card, said method comprising the steps of: 

a) using a netWork interface card driver to store in 
memory a selected hash value corresponding to a 
desired multicast packet; 

b) using a hash value generator disposed on a netWork 
interface card to determine a hash value for a received 
multicast packet; 

c) comparing said hash value for said received multicast 
packet With said selected hash value stored in said 
memory; and 

d) provided said hash value for said received multicast 
packet does not match said selected hash value stored 
in said memory, discarding said received multicast 
packet Without interrupting a host computer to Which 
said netWork interface card is adapted to be coupled. 

16. The method for ?ltering multicast packets by a 
netWork interface card as recited in claim 15 Wherein step a) 
comprises using said netWork interface card driver to store 
in memory located on said netWork interface card said 
selected hash value corresponding to said desired multicast 
packet. 

17. The method for ?ltering multicast packets by a 
netWork interface card as recited in claim 15 Wherein step a) 
comprises using said netWork interface card to store in said 
memory 1024 selected hash values corresponding to at least 
1024 desired multicast packets. 

18. The method for ?ltering multicast packets by a 
netWork interface card as recited in claim 15 Wherein step b) 
comprises using said hash value generator disposed on said 
netWork interface card to produce a 10 bit hash value for said 
received multicast packet. 

19. The method for ?ltering multicast packets by a 
peripheral component as recited in claim 15 Wherein step b) 
comprises using said hash value generator implemented in 
hardWare on said netWork interface card to determine said 
hash value for said received multicast packet. 

* * * * * 


