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(57) ABSTRACT 

A method of distributing revocation state information 
includes receiving ?rst update scheduling information from 
a ?rst party, and sending digital certi?cate revocation state 
information to the ?rst party according to a schedule that is 
based on the ?rst update scheduling information. 
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METHOD AND APPARATUS FOR ON DEMAND 
CERTIFICATE REVOCATION UPDATES 

FIELD OF THE INVENTION 

[0001] The present invention relates to digital certi?cate 
management. More particularly, embodiments of the present 
invention relate to methods and apparatus to distribute 
certi?cate revocation state information. 

BACKGROUND 

[0002] The groWth of electronic business relies on the 
ability to provide secure electronic transmissions. Public key 
infrastructure (PKI) is one system that may be used to 
provide message security. A public key infrastructure is a 
system in Which certi?cate authorities (CAs) issue signed 
digital certi?cates that may be used to verify and authenti 
cate the identity of the parties to an electronic transaction. 

[0003] A certi?cate authority is a third-party organiZation 
that issues digital certi?cates (“certi?cates”) to entities Who 
subscribe to the certi?cate authority. An eXample of a 
certi?cate authority is VeriSign, Inc., of Mountain VieW, 
Calif. An individual may subscribe to multiple certi?cate 
authorities and may obtain multiple certi?cates from a single 
certi?cate authority. When an individual subscribes to a 
certi?cate authority, the certi?cate authority veri?es the 
subscriber’s identify, generates a digital certi?cate, digitally 
signs the certi?cate, and sends it to the subscriber. The 
subscriber may transmit the certi?cate When conducting a 
transaction With an electronic service that is accessed over, 
for eXample, the Internet or an intranet. The service (“veri 
?er”) may then use the digital certi?cate to verify the 
identity of the subscriber and to obtain the subscriber’s 
public key. A veri?er may accept digital certi?cates of one 
or more certi?cate authorities. 

[0004] Veri?ers may not Wish to rely on a certi?cate if the 
certi?cate has been revoked by a certi?cate authority. Cer 
ti?cates may be revoked for any of numerous reasons such 
as, for eXample, the certi?cate authority becoming aWare 
that a subscriber’s private key Was compromised or that a 
subscriber has changed her af?liation. Each certi?cate 
authority may maintain revocation state information on the 
certi?cates it makes available to veri?ers. Before a veri?er 
relies on a certi?cate, the veri?er should check the certi?cate 
authority’s revocation state information to ensure that the 
certi?cate is still fresh (i.e., has not been revoked). One 
mechanism for distributing certi?cate revocation state infor 
mation to veri?ers and other certi?cate users is a certi?cate 
revocation list (CRL), Which may be generated and digitally 
signed by a certi?cate authority. A CRL may contain infor 
mation that identi?es all unexpired certi?cates that have 
been revoked by the certi?cate authority. CRLs may also 
contain other information, such as the time that the list Was 
generated, the name of the certi?cate authority, and the time 
of the neXt update. 

[0005] CRLs and other certi?cate revocation state infor 
mation may be distributed to veri?ers and other certi?cate 
users by a variety of methods. The veri?er may poll the 
certi?cate authority for the certi?cate revocation state infor 
mation. When using this method, a veri?er that needs to 
check the freshness of a certi?cate may access a data 
repository maintained by the certi?cate authority and poll it 
for the latest certi?cate revocation state. According to a 
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similar method, the veri?er may initiate an on-line status 
query With a certi?cate authority to determine the validity of 
the certi?cate. To ensure the validity of a certi?cate, the 
veri?er may need to make such a status query each time that 
the freshness of the certi?cate needs to be determined, Which 
may mean that a query needs to be made each time that an 
electronic transaction is initiated. According to another 
method for distributing certi?cate revocation state informa 
tion, a certi?cate authority may push revocation information 
to veri?ers each time that a certi?cate is revoked. Similarly, 
according to another method, certi?cate authorities may 
push certi?cate revocation state to all veri?ers at a given 
time interval Which is determined by the certi?cate authority. 

[0006] It Would be advantageous to have a method and 
apparatus for distributing revocation state information that 
removed the certi?cate veri?cation process from the critical 
path of the transactions and that distributed certi?cate revo 
cation state information according to the needs of the 
veri?ers. 

SUMMARY OF THE INVENTION 

[0007] The present invention provides methods and appa 
ratus to distribute certi?cate revocation state information. In 
an embodiment, update scheduling information is received 
from a party such as a certi?cate veri?er. Digital certi?cate 
revocation state information is sent to the party according to 
a schedule that is based on the received update scheduling 
information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a block diagram of a system for authen 
ticating subscribers Which includes distributing certi?cate 
revocation state information in accordance With an embodi 
ment of the present invention. 

[0009] FIG. 2 is a block diagram of a system for a 
certi?cate authority in accordance With an embodiment of 
the present invention. 

[0010] FIG. 3 is a How diagram of a method for distrib 
uting digital certi?cate revocation state information in accor 
dance With an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0011] The present invention provides methods and appa 
ratus to distribute certi?cate revocation state information. 
Embodiments of the present ef?ciently alloW veri?ers to 
determine hoW often the veri?er receives updates of certi? 
cate revocation state information. Risk among services may 
not be uniform, and some veri?ers may therefore have 
stronger timeliness requirements. Because services (veri? 
ers) may be visited frequently, there is economic motivation 
for reducing the latency of the certi?cation validation pro 
cess. According to embodiments of the present invention, 
the timeliness can be tailored to meet the differing require 
ments of many veri?ers simultaneously. In addition, using 
the publish/subscribe revocation on demand mechanism of 
the present invention, certi?cate revocation lists may be 
generated and delivered to a limited number of veri?ers With 
minimal latency. Embodiments of the present invention may 
be particularly advantageous in a system that eXhibits ref 
erence locality, such as an intranet that has a relatively small 
number of certi?cate authorities and veri?ers. 
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[0012] FIG. 1 is a block diagram of a system for authen 
ticating subscribers Which includes distributing certi?cate 
revocation state information in accordance With an embodi 
ment of the present invention. System 100 contains a plu 
rality of N subscribers (111, 117) that are coupled to both a 
plurality of N veri?ers (131, 141, 171) and to a plurality of 
N certi?cate authorities (120, 127) over a netWork 105. The 
N certi?cate authorities are also coupled to the N veri?ers 
over netWork 105. The term “coupled” encompasses a direct 
connection, an indirect connection, in indirect communica 
tion, etc. 

[0013] According to an embodiment of the present inven 
tion, the subscribers conduct transactions With veri?ers over 
netWork 105. As part of a transaction, the veri?ers may 
receive authentication information (113, 118) such as a 
digital certi?cate from subscribers With Whom the veri?er is 
conducting the transaction. The veri?er may use the digital 
certi?cate to verify the identity of the subscriber and acquire 
the subscriber’s public key. In doing so, the veri?ers may use 
certi?cate revocation state information (133, 143, 173) 
received from the relevant certi?cate authority to determine 
if the digital certi?cate received from the subscriber is fresh 
(i.e., has not been revoked). The revocation state informa 
tion may be in the form of a certi?cate revocation list. 
According to an embodiment of the present invention, 
revocation state information is transmitted by certi?cate 
authorities to the veri?ers on a schedule that is based on 

veri?er update scheduling information (132, 142, 172) that 
is provided to the certi?cate authorities by each veri?er. 

[0014] NetWork 105 may be any information systems 
netWork across Which information may be sent. Examples of 
the netWork 105 include a Wireline telephone netWork, a 
Wireless telephone netWork, the Internet, an intranet, a 
virtual private netWork, or any combination of these devices. 
In an embodiment, netWork 105 may be a plurality of 
netWorks, and the entities may be coupled to one another 
over different netWorks. For eXample, subscribers may be 
coupled to the veri?ers over a different netWork than that 
Which couples the veri?ers to the certi?cate authorities. In a 
further embodiment, individual subscribers may be coupled 
to veri?ers over different netWorks than other subscribers, 
individual veri?ers may be coupled to certi?cate authorities 
over different netWorks than other veri?ers, etc. 

[0015] FIG. 1 shoWs tWo subscribers (?rst subscriber 111 
and Nth subscriber 117) that represent a plurality of sub 
scribers. The subscribers may be devices operated by per 
sons Who subscribe to a certi?cate authority, such as ?rst 
certi?cate authority 120 and Nth certi?cate authority 127, 
and Who Wish to use services provided by a service, such as 
?rst veri?er 131, second veri?er 141, or Nth veri?er 171. 
The subscribers may be any types of devices capable of 
communicating over netWork 105. First subscriber 111 and 
Nth subscriber 117 may be personal computers that contain 
a processor and a memory Which stores broWser softWare. 
For eXample, ?rst subscriber 111 may be a personal com 
puter that broWses the World Wide Web using softWare such 
as MICROSOFT INTERNET EXPLORER or NETSCAPE 

NAVIGATOR. In another embodiment, a subscriber may be 
a dedicated netWork broWser terminal (e.g., a set-top boX). 
First subscriber 111 may be a different type of device than 
Nth subscriber 117 and may communicate over netWork 105 
using a different protocol or different type of softWare. In an 
embodiment, netWork 105 is an intranet for a corporation 
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and the subscribers are employees of the corporation Who 
have access to the intranet. In another embodiment, netWork 
105 is a virtual private netWork Which is used by, for 
eXample, an association and ?rst subscriber 111 and Nth 
subscriber 117 are members of the association. System 100 
may contain any number of subscribers, and in an embodi 
ment has over 100,000 subscribers. 

[0016] FIG. 1 shoWs three veri?ers (First veri?er 131, 
second veri?er 141, and Nth veri?er 171) that represent a 
plurality of veri?ers. The veri?ers are parties to an electronic 
transaction Who may provide services to clients (such as 
subscribers 111, 117) by conducting transactions With the 
clients over netWork 105. The veri?ers provide useful con 
tent to clients (also knoWn as principals) Within the netWork. 
Before being alloWed access to service content, the clients 
may authenticate themselves by providing the veri?er With 
authentication information (e.g., a digital certi?cate). The 
veri?ers may each be computing devices. For eXample, ?rst 
veri?er 131, second veri?er 141, and Nth veri?er 171 each 
may be netWork servers made by the HeWleft-Packard 
Company. The veri?ers may each contain multiple comput 
ers, such as a netWork server and a data base server, and may 
contain a netWork of computers. First veri?er 131, second 
veri?er 141, and Nth veri?er 171 may contain general 
purpose microprocessors and/or application speci?c inte 
grated circuits (ASIC) Which have been speci?cally 
designed to perform at least part of the processing of 
transactions and verifying of subscriber authentication in 
accordance With an embodiment of the present invention. 
The veri?ers may contain softWare that performs at least part 
of processing transactions over netWork 105 and verifying 
subscriber authentication in accordance With an embodiment 
of the present invention. First veri?er 131, second veri?er 
141, and Nth veri?er 171 may each contain the same 
components or may contain different components. In one 
embodiment, multiple veri?ers are resident on the same 
computer system. 

[0017] Using the eXample provided above, Where netWork 
105 is a corporate intranet, the veri?ers may provide services 
to employees of the corporation. For example, ?rst veri?er 
131 may provide room scheduling services, second veri?er 
141 may provide payroll services, and Nth veri?er 171 may 
provide purchasing services to employees of the corpora 
tion. Thus, if an employee (e.g., ?rst subscriber 111) Wishes 
to change the address to Which his paycheck is mailed, he 
may make these change by communicating this information 
over netWork 105 to a service (such as veri?er 141). In 
another embodiment, system 100 may be the Internet and the 
veri?ers may be electronic businesses such as AMAZON 
.COM or FOGDOGCOM. System 100 may contain any 
number of veri?ers, and in one embodiment has ten veri?ers. 

[0018] FIG. 1 shoWs tWo certi?cate authorities (?rst cer 
ti?cate authority 120 and Nth certi?cate authority 127) that 
represent a plurality of certi?cate authorities. The certi?cate 
authorities may each be computing devices that are pro 
grammed to, among other things, generate and provide 
digital certi?cates and certi?cate revocation information. 
Nth certi?cate authority 127 may use the same type of 
hardWare and/or softWare system as ?rst certi?cate authority 
120, or Nth certi?cate authority 127 may use a different type 
of hardWare and/or softWare system than ?rst certi?cate 
authority 120. First certi?cate authority 120 may be similar 
to, for eXample, the VeriSign, Inc., certi?cate authority. In a 
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further embodiment, ?rst certi?cate authority 120 is a local 
registration authority. In another embodiment, ?rst certi? 
cate authority 120 may be similar to either the TrustedCa 
system from Secure Solutions Experts of Dublin, Ireland, 
the World Registry system from International Business 
Machines Corporation of Armonk, NY, the CyberTrust 
system from GTE Corporation of Irving, Texas, the Entrust 
system from Nortel Networks Corporation of Brampton, 
Ontario, etc. In an embodiment, multiple certi?cate authori 
ties are resident on the same computer system. In another 
embodiment, a certi?cate authority may be responsible for 
issuing certi?cates (i.e., a registration authority), responsible 
for distributing certi?cates, and responsible for distributing 
revocation information (i.e., a revocation authority). In an 
embodiment, all of these functions can be carried out on one 
or more machines With potentially different authenticating 
certi?cates. An embodiment of a certi?cate authority system 
is discussed beloW With reference to FIG. 2. 

[0019] The certi?cate authorities may generate and pro 
vide digital certi?cates to subscribers (such as ?rst sub 
scriber 111 and Nth subscriber 117). According to an 
embodiment, an individual or entity that has access to 
netWork 105 and that Wishes to obtain a digital certi?cate 
may subscribe to one of the certi?cate authorities. For 
example, ?rst subscriber 111 may send a subscription 
request (not shoWn in FIG. 1) to Nth certi?cate authority 
127 over netWork 105. Certi?cate authority 127 may verify 
the subscriber’s identify, generate a digital certi?cate (not 
shoWn in FIG. 1), digitally sign the certi?cate, and send it 
to subscriber 111. The digital certi?cate may contain infor 
mation such as the name of the subscriber, the subscriber’s 
public key information, and the validity period of the 
certi?cate. The subscription process may also be referred to 
as certi?cate enrollment. 

[0020] In an embodiment, certi?cate authority 120 may 
generate and provide digital certi?cates that conform to the 
X509 standard, Which Was proposed by and is available 
from the International Telecommunication Union (ITU) as 
“Recommendation X509 (Aug. 1997)—Information tech 
nology—Open Systems Interconnection—The Directory: 
Authentication framework.” According to this embodiment, 
each digital certi?cate contains a version number, a serial 
number, a signature algorithm identi?er, an issuer name, a 
validity period, a subscriber name, subscriber public key 
information, an issuer unique identi?er, a subscriber unique 
identi?er, and may also contain one or more extension ?elds. 
In another embodiment, the digital certi?cates may use 
another standard. 

[0021] An individual or entity may subscribe to one or 
more certi?cate authorities, and may obtain one or more 
certi?cates from any single certi?cate authority. For 
example, ?rst subscriber 120 may subscribe to, and obtain a 
digital certi?cate from, ?rst certi?cate authority 120 and Nth 
certi?cate authority 127. Each certi?cate authority may have 
multiple subscribers. In one embodiment, ?rst certi?cate 
authority 120 and Nth certi?cate authority 127 each have 
over 10,000 subscribers. Asubscribe may also be referred to 
as the principal for a certi?cate or the subject of a certi?cate. 

[0022] In system 100, the veri?ers (131, 141, 171) are 
certi?cate-using entities. In particular, a veri?er uses a 
certi?cate to verify the identity of a subscriber and to obtain 
the subscriber’s public key. Such a veri?cation is particu 
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larly important if the transaction involves sensitive or valu 
able information. A veri?er should become associated With 
a particular certi?cate authority before the veri?er can use 
certi?cates from that authority. Averi?er may be associated 
With one or more certi?cate authorities. In one embodiment, 
the ?rst veri?er 131 and second veri?er 141 are associated 
only With the ?rst certi?cate authority 120, and Nth veri?er 
171 is associated only With Nth certi?cate authority 127. In 
this embodiment, a subscriber (e.g., ?rst subscriber 111 ) 
subscribes to, and obtains a certi?cate from, ?rst certi?cate 
authority 120 in order to conduct a transaction With ?rst 
veri?er 131 or second veri?er 141 if that transaction requires 
a digital certi?cate. A certi?cate authority may be associated 
With one or more veri?ers. In another embodiment, the 
veri?ers in system 100 are associated With all of the certi? 
cate authorities available in system 100. 

[0023] Using the example above, ?rst subscriber 111 may 
be an employee of a corporation Who contacts second 
veri?er 141 (a payroll services provider) in order to change 
the address to Which the subscriber’s paycheck is mailed. As 
part of this transaction, second veri?er 141 may verify the 
identity and obtain the public key of ?rst subscriber 111. To 
provide this information, ?rst subscriber 111 may send ?rst 
subscriber authentication information 113 through netWork 
105 to second veri?er 141, as shoWn in FIG. 1. First 
subscriber authentication information 113 may include the 
?rst subscriber’s digital certi?cate, Which may have been 
issued at some earlier time by the ?rst certi?cate authority 
120. Similarly, Nth subscriber 118 may Wish to purchase an 
item using Nth veri?er 171, Which provides purchasing 
services. As part of this transaction, Nth subscriber 117 may 
send Nth subscriber authentication information 117 through 
netWork 105 to Nth veri?er 171. Nth subscriber authentica 
tion information 118 may include the Nth subscriber’s 
digital certi?cate, Which may have been issued at some 
earlier time by the second certi?cate authority 127. In this 
example, before second veri?er 131 and Nth veri?er 171 
rely on digital certi?cates received, second veri?er 131 and 
Nth veri?er 171 may attempt to determine if the digital 
certi?cates have been revoked. In an embodiment, second 
veri?er 131 and Nth veri?er 171 may determine if a digital 
certi?cate Was revoked by checking revocation state infor 
mation provided by ?rst certi?cate authority 120 and Nth 
certi?cate authority 127. The revocation state information 
may be, or may include, a certi?cate revocation list. 

[0024] In an embodiment of the present invention, certi? 
cate revocation authorities send certi?cate revocation state 
information to associated veri?ers according to a schedule 
that is based on update scheduling information provided by 
each of the associated veri?ers. Update scheduling informa 
tion may be provided by the veri?er in conjunction With the 
veri?er becoming associated With the certi?cate authority 
(i.e., during the veri?er subscription process) or at some 
latter time. FIG. 1 shoWs ?rst veri?er 131 transmitting ?rst 
veri?er update scheduling information 132 to ?rst certi?cate 
authority 127 through netWork 105. In addition, FIG. 1 also 
shoWs second veri?er 141 transmitting second veri?er 
update scheduling information 142 to ?rst certi?cate author 
ity 120 through netWork 105, and Nth veri?er 171 transmit 
ting Nth veri?er update scheduling information 172 to Nth 
certi?cate authority 127 through netWork 105. 

[0025] Averi?er may provide update scheduling informa 
tion to each certi?cate authority With Which it is associated 
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so that the associated certi?cate authorities are able to 
determine the schedule by Which the veri?er Wishes to be 
updated. In the embodiment shown in FIG. 1, the ?rst 
veri?er 131 and second veri?er 141 are associated With the 
?rst certi?cate authority 120, and the Nth veri?er 171 is 
associated With the Nth certi?cate authority 127. In another 
embodiment, all of the veri?ers are associated With and 
provide update scheduling information to all of the certi? 
cate authorities. 

[0026] The update scheduling information may be trans 
mitted in any form permissible over netWork 105. For 
example, update scheduling information may be sent as part 
of an email (SMPT protocol), though a Web broWser, a ?le 
transfer protocol (FTP), an email, tftp, etc. In an embodi 
ment, the update scheduling information is sent by a separate 
netWork than subscriber authentication information and/or 
veri?er revocation information. In a further embodiment, 
update scheduling information be sent be a non-electronic 
means (e.g., paper mail). For example, the update schedul 
ing information may be speci?ed in a contract prior to 
receiving update information. In another embodiment, the 
update scheduling information is knoWn a priori and may be 
based on some characteristic of the veri?er, such as for 
example a domain name. In a further embodiment, the 
update scheduling information is adaptive and may be 
based, for example, on the available CA resources, time of 
day, or other environmental property. In other embodiments, 
these approaches could be combined. For example, in a 
broker environment, open subscriptions may be sent during 
trading hours, but some globally accepted subscription may 
be assumed for all veri?ers during non-trading hours. In 
another embodiment, a veri?er may change the update 
scheduling information by sending neW update scheduling 
information to a certi?cate authority. To make such a 
change, a veri?er may send neW update scheduling infor 
mation to all certi?cate authorities With Which it is associ 
ated. The update scheduling information may be sent to all 
associated certi?cate authorities at the same time or at 
different times. In a further embodiment, a veri?er may 
change its update scheduling information at any time, but the 
veri?er changes this information infrequently (if at all). 

[0027] Update scheduling information may include a veri 
?er identi?cation number and a update rate (e.g., every 10 
minutes, every 1 minute, every 5 seconds). The update rate 
may be expressed in units of time or in any other form from 
Which a schedule may be derived. For example, the update 
rate may be expressed as an option on a predetermined scale 
(e.g., 1=every day/2=every 12 hours/3=every hour/etc.). In 
an embodiment, the scheduling information includes an 
address to Which the veri?er Wants revocation information to 
be sent. This can be speci?ed as unicast, anycast, broadcast, 
or other address types. The update information may also 
include other data items, such as the key length of the 
signing authority and other parameters that are used. 

[0028] After a certi?cate authority receives update sched 
uling information, it may use this information to determine 
a schedule by Which it sends certi?cate revocation informa 
tion to the veri?er. For example, When ?rst certi?cate 
authority 120 receives ?rst veri?er update scheduling infor 
mation 132 (from the ?rst veri?er 131) and second veri?er 
update scheduling information 142 (from second veri?er 
141), it may store this information and may record hoW often 
revocation information is to be sent to the ?rst veri?er 131 
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and second veri?er 141. The ?rst certi?cate authority 120 
may send ?rst veri?er revocation information 133 to ?rst 
veri?er 131 according to a schedule based on the informa 
tion contained in ?rst veri?er update scheduling information 
132. For example, if the ?rst veri?er 131 requested to 
receive an update of the revocation information every 
minute, then ?rst certi?cate authority 120 may send ?rst 
veri?er revocation information 133 to ?rst veri?er 131 every 
minute. Thus, ?rst veri?er revocation information 133 may 
be sent at the end of the ?rst minute, at the end of the second 
minute, at the end of the third minute, etc. First certi?cate 
authority 120 may send second veri?er revocation informa 
tion 143 to second veri?er 141 according to a schedule based 
on the information contain in second veri?er update sched 
uling information 142. Similarly, Nth certi?cate authority 
127 may send Nth veri?er revocation information 173 to Nth 
veri?er 171 according to the schedule speci?ed in Nth 
veri?er update scheduling information 172. The schedule for 
each veri?er may be different, and tWo or more veri?ers may 
request that information be provided to it according to the 
same schedule. For example, ?rst veri?er revocation infor 
mation 133 may be sent every one minute, second veri?er 
revocation information 143 may be sent every ?fteen sec 
onds, and Nth veri?er revocation information 173 may be 
sent every ten seconds. 

[0029] Veri?er revocation information (133, 143, 173) 
may be a certi?cate revocation list. In an embodiment, 
veri?er revocation information includes a certi?cate revo 
cation list in addition to other information. The certi?cate 
revocation list may be digitally signed by the certi?cate 
authority by the same key or a different key than is used to 
sign the certi?cates issued by that authority. In an embodi 
ment, veri?er revocation information is a certi?cation revo 
cation list that has the form speci?ed in the X509 standard. 
In this embodiment, the certi?cate revocation list may 
contain: a version ?eld that speci?es Which version of the 
standard being used, a signature ?eld that speci?es an 
identi?er for the algorithm used to sign the certi?cate 
revocation list, an issuer (CA) name, the data and time that 
the certi?cate revocation list Was generated, the date and 
time that the next certi?cate revocation list Will be updated, 
a list of certi?cate serial numbers for revoked certi?cates, 
and the effective date of the revocations. In an embodiment, 
the veri?er revocation information sent in a different for 
mation by different certi?cate authorities. 

[0030] According to one embodiment, the certi?cate 
authority generates certi?cate revocation lists Whenever it 
determines that an update to any of the associated veri?ers 
is scheduled. According to another embodiment, the certi? 
cate authority generates certi?cate revocation information 
on an ongoing basis (e.g., every second) regardless of 
Whether an update is scheduled for that time. For example, 
the certi?cate authority may continuously update a certi? 
cate revocation list. In this embodiment, When the certi?cate 
authority determines that an update to any of the associated 
veri?ers is scheduled, the certi?cate authority may capture 
the state of the certi?cate revocation list and transmit the 
captured information to the relevant veri?ers. 

[0031] In an embodiment, the revocation information con 
tains a delta-certi?cate revocation list, Which includes only 
those certi?cates that have been revoked during a certain 
time period (e.g., the past Week). In this embodiment, 
infrequently generated base CRLs Which contain a more a 
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complete list are distributed, in addition to more frequently 
generated delta-CRLs that indicate only those certi?cates 
that have been revoked since the last base CRL. In this 
embodiment, the list may contain feW if any certi?cates at 
any particular time. In another embodiment, the revocation 
information contains a complete list of unexpired, revoked 
certi?cates. 

[0032] A certi?cate authority may revoke a certi?cate at 
any time. Thus, if a veri?er only receives an update every 
minute, When it performs certi?cate veri?cation using the 
last revocation information received there Will on average be 
a 30 second WindoW of time during Which the certi?cate may 
have been revoked Without notice to the veri?er. A veri?er 
may determine a desired update rate based upon the poten 
tial cost of reliance on a revoked certi?cate. The transaction 
value determines the amount of risk involved. For example, 
if the veri?er is performing the service of scheduling rooms, 
this may be considered to be a loW value transaction and the 
cost of reliance on a revoked certi?cate is loW. In this case, 
the veri?er may request revocation updates every hour. 
HoWever, if the veri?er is to transfer a vast sum of money 
or valuable assets, the cost of reliance on a revoked certi? 
cate is large and the veri?er may request frequent updates of 
the revocation information (e.g., every second). Because 
each individual veri?er is in the best position to knoW hoW 
much risk it can tolerate, each veri?er is in the best position 
to determine hoW often it should receive certi?cate revoca 
tion information. In one embodiment, the certi?cate author 
ity charges veri?ers a higher fee for more frequent updates. 

[0033] In a further embodiment, the veri?er may delay 
veri?cation until the veri?er receives the next update of the 
revocation information if the transaction is associated With 
a value that is above a predetermined threshold level. For 
example, a veri?er may handle some transactions that 
involve sensitive messages, Which therefore could be asso 
ciated With a high sensitivity value, as Well as transactions 
that do not involve sensitive messages. The certi?cate 
authority may only schedule CRL updates at a level appro 
priate for loW value transactions. If the certi?cate authority 
is involved in a transaction (e.g., the purchase of securities) 
associated With a value that is above a pre-determined 
threshold, the certi?cate authority may Wait for the next or 
later update of the certi?cate revocation state information 
before validating the certi?cate. In an embodiment, a higher 
bit-length is used for the signing keys for higher value 
transactions. 

[0034] The present invention provides scaleable certi?cate 
revocation Which may be referred to as revocation on 
demand in that the information is provided on a schedule 
requested by the veri?ers. In an embodiment, all of the 
subscribers exist Within a single administrative domain, and 
the certi?cates may be serviced by a small number of 
certi?cate authorities. In an embodiment, there are a small 
number of veri?ers and feWer certi?cate authorities. In 
certain situations, such as that discussed above, the certi? 
cates exhibit reference locality. Recent revocation state 
information for many certi?cates may be obtained simulta 
neously, and the obtained revocation state information is 
likely to be useful over many transactions. 

[0035] In another embodiment, the time period over Which 
the certi?cate is reported may be limited. In a still further 
embodiment, CRL’s may be delivered using multicasting. In 
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this embodiment, a tiered quality service approach may be 
used to provide channels delivering CRLs at several rates. 
The protocols may be con?gured to compensate for unreli 
ableness of the multicasting. 

[0036] FIG. 2 is a block diagram of a system for a 
certi?cate authority in accordance With an embodiment of 
the present invention. FIG. 2 shoWs certi?cate authority 
201, Which may be the same as ?rst certi?cate authority 120 
or Nth certi?cate authority 127 of FIG. 1. In this embodi 
ment, certi?cate authority 201 contains a netWork server 210 
coupled to a database server 220. In other embodiments, 
certi?cate authority 201 may contain a single server or more 
than tWo servers. In still other embodiments, certi?cate 
authority 120 may be any other type of computing device. 
NetWork server 210 may be coupled to database server 220 
through a netWork. 

[0037] FIG. 2 shoWs netWork server 210 as containing a 
?rst processor 211, netWork interface card 213, ?rst com 
puter readable medium 215, second computer readable 
medium 216, and an input/output device 218 each of Which 
is coupled to a bus 212. In other embodiments, netWork 
server 210 may contain a subset of these components or may 
contain additional components. In an embodiment, ?rst 
processor 211 is an Application Speci?c Integrated Circuit, 
Which has been speci?cally designed to perform at least 
some of the steps of the method in accordance With an 
embodiment of the present invention. In another embodi 
ment, processor 211 may be a general purpose micropro 
cessor, such as a PENTIUM class microprocessor manufac 
tured by the Intel Corporation of Santa Clara, Calif. First 
computer readable medium 215 and second computer read 
able medium 216 each may be memory devices such as a 
Random Access Memory (RAM), a hard disk, a ?oppy disk, 
an optical digital storage medium, or any combination 
thereof. In an embodiment, ?rst computer readable medium 
215 is a RAM and second computer readable medium 216 
is a hard drive. In a further embodiment, second computer 
readable medium 216 stores instructions adapted to be 
executed by ?rst processor 211 to receive ?rst update 
scheduling information from a ?rst party, and send digital 
certi?cate revocation state information to the ?rst party 
according to a schedule that is based on the ?rst update 
scheduling information. In a still further embodiments, 
second computer readable medium 216 stores other instruc 
tions adapted to be executed by ?rst processor 211 to, among 
other things, process subscription requests, generate digital 
certi?cates, and distribute certi?cate revocation information. 
NetWork interface card 213 may be coupled to a netWork 
such as netWork 105 of FIG. 1. Input/output device 218 may 
a device such as a video monitor, keyboard, mouse, printer, 
or some combination of these. 

[0038] Database server 220 is shoWn in FIG. 2 as con 
taining a second processor 221 coupled to a third computer 
readable medium 225 and a fourth computer readable 
medium 226. Second processor 221 may be an application 
speci?c microprocessor or a general purpose microproces 
sor. First computer readable medium 225 and second com 
puter readable medium 226 each may 15 be memory devices 
such as a Random Access Memory (RAM), a hard disk, a 
?oppy disk, an optical digital storage medium, or any 
combination thereof. In an embodiment, ?rst computer 
readable medium 225 is a RAM and second computer 
readable medium 226 is a hard drive. In a further embodi 
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ment, second computer readable medium 226 stores instruc 
tions adapted to be executed by second processor 221 to 
manage a database of digital certi?cates. The digital certi? 
cate information may be stored in any type of database 
structure. 

[0039] FIG. 3 is a How diagram of a method for distrib 
uting digital certi?cate revocation state information in accor 
dance With an embodiment of the present invention. A 
certi?cate authority may receive update scheduling infor 
mation from a party such as a veri?er (401). The certi?cate 
authority may then send digital certi?cate revocation state 
information to the party according to a schedule that is based 
on the update scheduling information. In particular, the 
certi?cate authority may use the update scheduling infor 
mation to determine a schedule for sending revocation 
information to the veri?er. At the occurrence of a time 
increment (e.g., every second), the certi?cate authority may 
check to see if, according to the schedule, it is time to send 
a revocation update to the veri?er (402). If it is not time, then 
update information is not sent at that point. If it is time, the 
certi?cate authority may generate the revocation informa 
tion (403). For example, the certi?cate authority may gen 
erate a certi?cate revocation list. In another embodiment, the 
certi?cate revocation information is generated regardless of 
Whether an update is scheduled for that time. The revocation 
information may then be sent to the veri?er (404). The 
certi?cate authority can then determine Whether it should 
keep sending revocation information to the veri?er (405). If, 
for example, the veri?er has ended its association With the 
certi?cate authority, then the certi?cate authority may dis 
continue sending scheduled updates. If the certi?cate author 
ity is to keep sending updates, then the certi?cate authority 
determines if neW update scheduling information has been 
received from the veri?er (406). If so, then the certi?cate 
authority updates the schedule for that veri?er (407). The 
certi?cate authority may then Wait for the next scheduled 
update time to occur. 

[0040] In a further embodiment, the certi?cate authority 
receives ?rst update scheduling information from a ?rst 
veri?er and second update scheduling information from a 
second veri?er. In this embodiment, the revocation state 
information may be sent to the ?rst veri?er on a different 
schedule than it is sent to the second veri?er. In a further 
embodiment, the certi?cate authority receives update sched 
uling information from any number of veri?ers, and revo 
cation state information may be sent to each veri?er accord 
ing to a different schedule. In an embodiment, the interval 
betWeen sending of certi?cate revocation information to the 
?rst party is less then every thirty seconds. In another 
embodiment, the interval is less than every ?ve seconds. 

[0041] Averi?er may use the certi?cate revocation infor 
mation When verifying the validity of a certi?cate. In an 
embodiment, the veri?er sends update scheduling informa 
tion to a certi?cate authority and receives certi?cate revo 
cation information from the certi?cate authority according to 
a schedule that is based on the update scheduling informa 
tion. In an embodiment, the veri?er uses certi?cate caching 
so that the certi?cates are saved and many transactions may 
be completed Without the direct involvement of the certi? 
cate authority. Certi?cate caching relates to keeping a cer 
ti?cate in memory so that the certi?cate does not need to be 
fetched again. In a still further embodiment, the veri?er 
receives a digital certi?cate from a subscriber and deter 
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mines Whether the digital certi?cate Was revoked based on 
the received certi?cate revocation information. In an 
embodiment, the veri?er Will not authenticate a certi?cate 
unless it has received an update Within a de?ned interval. In 
as still further embodiment, the veri?er determines the 
update scheduling information that it sends based on a 
potential cost of reliance on a revoked certi?cate. 

[0042] Several embodiments of the present invention are 
speci?cally illustrated and/or described herein. HoWever, it 
Will be appreciated that modi?cations and variations of the 
present invention are covered by the above teachings and 
Within the purvieW of the appended claims Without departing 
from the spirit and intended scope of the invention. For 
example, although embodiments disclosed provide that the 
certi?cate revocation information is sent as a certi?cate 
revocation list, this information may be sent in other for 
mats. In addition, the phrase “instructions adapted to be 
executed by a processor” is meant to encompass source 
code, assembler, and any other expression of instructions 
that may require preprocessing in order to be executed by 
processor. 

What is claimed is: 
1. A method of distributing revocation state information, 

the method comprising: 

receiving ?rst update scheduling information from a ?rst 
party; and 

sending digital certi?cate revocation state information to 
the ?rst party according to a schedule that is based on 
the ?rst update scheduling information. 

2. The method of claim 1, Wherein the method further 
comprises: 

receiving second update scheduling information from a 
second party; and 

sending digital certi?cate revocation state information to 
the second party according to a schedule that is based 
on the second update scheduling information. 

3. The method of claim 2, Wherein the digital certi?cate 
revocation state information is sent to the ?rst party on a 
different schedule than the digital certi?cate revocation state 
information is sent to the second party. 

4. The method of claim 2, Wherein the schedule provides 
that the digital certi?cate revocation state information is sent 
to the ?rst party at an interval that is less than every 30 
seconds. 

5. The method of claim 2, Wherein the schedule provides 
that the digital certi?cate revocation state information is sent 
to the ?rst party at an interval that is less than every 5 
seconds. 

6. The method of claim 1, Wherein the method further 
includes receiving neW update scheduling information from 
the ?rst party, and Wherein When the neW update scheduling 
information is received the digital certi?cate revocation state 
information is sent to the ?rst party according to a schedule 
that is based on the neW update scheduling information. 

7. The method of claim 1, Wherein the digital certi?cate 
revocation state information sent includes a certi?cate revo 
cation list. 

8. The method of claim 1, Wherein the digital certi?cate 
revocation state information includes information identify 
ing revoked certi?cates. 
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9. The method of claim 1, wherein the digital certi?cate 
revocation state information sent includes delta-certi?cate 
revocation list information. 

10. The method of claim 1, Wherein sending digital 
certi?cate revocation state information includes sending 
information using multicasting. 

11. A method of distributing revocation state information, 
the method comprising: 

receiving update scheduling information from a digital 
certi?cate veri?er; 

assembling certi?cate revocation information on an ongo 
ing basis; and 

capturing a state of the certi?cate revocation information 
as a certi?cate revocation list and transmitting the 
captured certi?cate revocation list to the digital certi? 
cate veri?er on a schedule determined by the received 
update scheduling information. 

12. The method of claim 11, Wherein the captured cer 
ti?cate revocation list is transmitted using multicast broad 
casts. 

13. The method of claim 12, Wherein the captured cer 
ti?cate revocation list is a delta-certi?cate revocation list. 

14. The method of claim 11, Wherein said update sched 
uling information is received during a veri?er subscription 
process. 

15. The method of claim 14, Wherein the method further 
comprises receiving neW update scheduling information 
from the veri?er, and Wherein the revocation state informa 
tion is transmitted according to a schedule that is based on 
the neW update scheduling information. 

16. A method of verifying the validity of a certi?cate for 
a transaction, the method comprising: 

sending update scheduling information to a certi?cate 
authority; and 

receiving certi?cate revocation information from the cer 
ti?cate authority at scheduled times based on the update 
scheduling information at scheduled times. 

17. The method of claim 16, Wherein the method further 
comprises: 

receiving a digital certi?cate from a subscriber; and 

determining Whether the digital certi?cate Was revoked 
based on the received certi?cate revocation informa 
tion. 
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18. The method of claim 16, Wherein said sending update 
scheduling information includes determining the update 
scheduling information based on a potential cost of reliance 
on a revoked certi?cate. 

19. The method of claim 15, Wherein the method further 
comprises: 

receiving a digital certi?cate from a subscriber; 

determining Whether the transaction is associated With a 
value that is above a pre-determined threshold level; 
and 

verifying the validity of the digital certi?cate after receiv 
ing a next update of certi?cate revocation information 
from the certi?cate authority. 

20. An article of manufacture comprising a computer 
readable medium having stored thereon instructions adapted 
to be executed by a processor, the instructions Which, When 
executed, cause the processor to: 

receive ?rst update scheduling information from a ?rst 
party; and 

send digital certi?cate revocation state information to the 
?rst party according to a schedule that is based on the 
?rst update scheduling information. 

21. The article of manufacture of claim 20, Wherein the 
instructions stored on the computer-readable medium further 
include instructions adapted to be executed by a processor 
to: 

receive second update scheduling information from a 
second party; and 

sending digital certi?cate revocation state information to 
the second party according to a schedule that is based 
on the second update scheduling information. 

22. The article of manufacture of claim 20, Wherein the 
?rst interval is not equal to the second interval. 

23. The article of manufacture of claim 20, Wherein the 
instructions stored on the computer-readable medium further 
include instructions adapted to be executed by a processor to 
receive neW update scheduling information from the ?rst 
party, and Wherein the digital certi?cate revocation state 
information is sent to the ?rst party according to a schedule 
that is based on the neW update scheduling information. 

24. The article of manufacture of claim 20, Wherein the 
digital certi?cate revocation state information sent includes 
delta-certi?cate revocation list information. 

* * * * * 


