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(57) ABSTRACT 

Acommunication apparatus receives an electronic mail. The 
apparatus comprises a mail reception section for receiving 
an electronic mail via a network, and a program data 
extraction section that extracts program data from said 
electronic mail. A data storage section that stores the 
extracted data is also provided. 
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COMMUNICATION APPARATUS, DATA REWRITE 
METHOD AND DATA DOWNLOAD METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a Divisional of US. application 
Ser. No. 09/264,821, ?led Mar. 9, 1999, the contents of 
Which are herein incorporated by reference in its entirety. 

FIELD OF THE INVENTION 

[0002] The present invention relates to a communication 
apparatus for downloading data, a data reWrite method and 
a data doWnload method, through a netWork. 

DESCRIPTION OF THE RELATED ART 

[0003] A facsimile apparatus for transmitting image data 
via the internet in the same operation as a general facsimile 
has been developed. Since the internet is usually used in all 
or a part of communication path, this type of facsimile is 
called internet facsimile. 

[0004] The internet facsimile comprises an electronic mail 
converting section for mutually converting a format of 
facsimile data and a format of electronic mail data to 
transmit and receive. The internet facsimile thereby operates 
as folloWs: 

[0005] The internet facsimile at a transmitting side con 
verts facsimile data into the format of electronic mail to 
transmit. The internet Facsimile at a receiving side converts 
inversely a received electronic mail into a format of image 
data, and then prints the image data in the same Way as 
facsimile data received by ordinary facsimile communica 
tion. 

[0006] HoWever, the technology concerning the internet 
has been improved very fast. As a result, a communication 
program, image processing program and others comprised in 
the internet facsimile become old easily. The frequency to 
upgrade a version of the program in the internet facsimile is 
thereby higher than the ordinary facsimile. In the ordinary 
facsimile, since the program is memoriZed in a ROM (Read 
Only Memory), it is necessary to exchange the ROM to 
upgrade a version, thereby remaining a problem that it takes 
much time and labor. This problem is not limited by the 
internet facsimile but common to so called netWork home 
electric appliances such as a telephone, a television, and a 
refrigerator that comprise netWork communication function. 

[0007] On the other hand, the Internet facsimile receives 
the electronic mail and converts it into image data to print, 
as described above. HoWever, in the case Where a character 
code used in the electronic mail does not correspond, or a 
data ?le that can not be extended, such as a document by 
Word processor or a spread sheet is attached, the internet 
facsimile can not perform a normal printing. It is necessary 
to prepare a lot of conversion programs and conversion 
tables in order to correspond to all character codes and data 
?les. HoWever, since the internet facsimile does not usually 
have a second memory device With a large memory capacity 
such as a hard disk, it is dif?cult for the internet facsimile to 
correspond to all character codes and data ?les. 

SUMMARY OF THE INVENTION 

[0008] The ?rst object of the present invention is to 
provide a communication apparatus for enabling an easy 
data reWrite and the processing of various data. 
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[0009] The second object of the present invention is to 
provide a data reWrite method for enabling an easy data 
reWrite and the processing of various data. 

[0010] The third object of the present invention is to 
provide a data doWnload method for enabling an easy data 
Write and the processing of various data. 

[0011] The present invention provides a communication 
apparatus for receiving an electronic mail, Which comprises 
a mail reception section for receiving an electronic mail via 
a netWork, a program data extraction section for extracting 
program data from the electronic mail, and a data storage 
section for storing the extracted data. 

[0012] The present invention provides a communication 
apparatus for receiving an electronic mail, Which comprises 
a data storage section for storing program data, a mail 
reception section for receiving an electronic mail via a 
netWork, a program data extraction section for extracting the 
program data from the electronic mail, and a data reWrite 
section for reWriting the program data stored in the data 
storage section using the extracted program data. 

[0013] The present invention provides a communication 
apparatus for receiving an electronic mail, Which comprises 
a mail reception section for receiving an electronic mail via 
a netWork, and a doWnload section for executing a doWnload 
of data When the electronic mail is a doWnload instruction 
message for instructing a doWnload of the data. 

[0014] The present invention provides a communication 
apparatus for receiving an electronic mail, Which comprises 
a mail reception section for receiving an electronic mail via 
a netWork, a noti?cation section for notifying of a reception 
of the electronic mail When the electronic mail is a doWnload 
instruction message for instructing a doWnload of data, a 
doWnload section for executing a doWnload of the data, and 
an input section Which is used to instruct a doWnload to the 
doWnload section from an outside. 

[0015] The present invention provides a communication 
apparatus for receiving an electronic mail, Which comprises 
a mail reception section for receiving an electronic mail via 
a netWork, a decision section for deciding Whether or not it 
is possible to process data in the electronic mail, and a 
doWnload section for doWnloading data that is necessary to 
process the data in the electronic mail from a server When 
the decision section decides that it is not possible to process 
the data in the electronic mail. 

[0016] The present invention provides a communication 
apparatus for transmitting and receiving an electronic mail, 
Which comprises a mail reception section for receiving an 
electronic mail via a netWork, a decision section for deciding 
Whether or not it is possible to process data in the electronic 
mail, and a data forWard section for forWarding the data to 
a processing server When the decision section decides that it 
is not possible to process the data. 

[0017] The present invention provides a method for doWn 
loading data, Which comprises the steps of extracting pro 
gram data from an received electronic mail, and storing the 
extracted program data. 

[0018] The present invention provides a method for 
reWriting data, Which comprises the steps of extracting 
program data from an received electronic mail, and reWriting 
current data using the extracted program data. 
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[0019] The present invention provides a method for down 
loading data, which comprises the steps of deciding whether 
or not a received electronic mail is a download instruction 
message for instructing a download of data, and download 
ing the data when it is decided that the mail is the download 
instruction message. 

[0020] The present invention provides a method for down 
loading data, which comprises the steps of notifying of a 
reception of an electronic mail when the received electronic 
mail is a download instruction message for instructing a 
download of data, and downloading the data when an 
instruction is performed from an outside after the reception 
is noti?ed. 

[0021] The present invention provides a method for down 
loading data, which comprises the steps of deciding whether 
or not it is possible to process data in a received electronic 
mail, and downloading data that is necessary to process the 
data in the electronic mail from a server when it is decided 
that it is not possible to process the data in the electronic 
mail. 

[0022] The present invention provides a method for pro 
cessing data, which comprises the steps of deciding whether 
or not it is possible to process data in a received electronic 
mail, and forwarding the data to a processing server when it 
is decided that it is not possible to process the data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] The above and other objects and features of the 
invention will appear more fully hereinafter from a consid 
eration of the following description taken in connection with 
the accompanying drawing wherein one example is illus 
trated by way of example. 

[0024] FIG. 1 is a conceptual diagram illustrating a net 
work in which internet facsimile apparatuses according to 
the ?rst embodiment to the third embodiment of the present 
invention operate; 

[0025] FIG. 2 is a block diagram illustrating a hardware 
con?guration of the internet facsimile apparatus according 
to the ?rst embodiment of the present invention; 

[0026] FIG. 3 is a plan view illustrating an operation panel 
of the internet facsimile apparatus according to the above 
?rst embodiment; 

[0027] FIG. 4 is a function block diagram illustrating the 
internet facsimile apparatus according to the above ?rst 
embodiment; 

[0028] FIG. 5 is a How diagram illustrating operations of 
the internet facsimile apparatus according to the above ?rst 
embodiment; 

[0029] FIG. 6 is a How diagram illustrating operations of 
the internet facsimile apparatus according to the above ?rst 
embodiment; 

[0030] FIG. 7 is a diagram illustrating an example of a 
download instruction message used in the internet facsimile 
apparatus according to the above ?rst embodiment; 

[0031] FIG. 8 is a diagram illustrating an example of a 
download request message according to the above ?rst 
embodiment; 
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[0032] FIG. 9 is a How diagram illustrating operations of 
a downloaded data storage server in the above ?rst embodi 

ment; 

[0033] FIG. 10 is a function block diagram illustrating the 
internet facsimile apparatus according to the second embodi 
ment of the present invention; 

[0034] FIG. 11 is a diagram illustrating an attribute table 
in the second and third embodiments of the present inven 
tion; 
[0035] FIG. 12 is a diagram illustrating an example of an 
electronic mail in the second and third embodiments of the 
present invention; 

[0036] FIG. 13 is a diagram illustrating an example of a 
server table used in the above second embodiment; 

[0037] FIG. 14 is a How diagram illustrating operations of 
the internet facsimile apparatus according to the above 
second embodiment; 

[0038] FIG. 15 is a function block diagram illustrating the 
internet facsimile apparatus according to the third embodi 
ment of the present invention; 

[0039] FIG. 16 is a diagram illustrating an example of a 
server table used in the above third embodiment; and 

[0040] FIG. 17 is a How diagram illustrating operations of 
the internet facsimile apparatus according to the above third 
embodiment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0041] The embodiments of the present invention are 
explained in detail in the following with reference to draw 
ings. 

[0042] FIG. 1 is a conceptual diagram illustrating a net 
work in which internet facsimile apparatuses according to 
the ?rst embodiment to the third embodiment of the present 
invention operate. An internet facsimile apparatus (herein 
after referred to as IFAX) 1 is connected to the internet 3 via 
a LAN (Local Area Network) 2. In this example, the LAN 
2 is constructed of an Ethernet, however it may be a wireless 
LAN or others. In the internet 3, there are a downloaded data 
storage server 4 and a data conversion server 5. 

[0043] (First embodiment) 
[0044] FIG. 2 is a block diagram illustrating a hardware 
con?guration of the internet facsimile apparatus according 
to the ?rst embodiment of the present invention. 

[0045] A CPU 11 executes various programs to control 
each section of the IFAX 1. A ROM 12 is used to store a 
basic program such as an operations system (OS) executed 
by the CPU 11 that is, for example, Java (Registered 
Trade-mark) OS. A RAM 13 is used for a data area of a 
program, while used as an image memory to store facsimile 
data. 

[0046] A ?ash memory 14 is to store a communication 
program, an image processing program and others that are 
executed by the CPU 11 and used in order to enable the 
programs to be rewritten. As this memory means, a non 
volatile semiconductor memory such as an EEPROM (Elec 
tric Erasable Programmable Read Only Memory) or a vola 
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tile semiconductor memory such as a SRAM (Static 
Random Access Memory) With a backup battery may be 
used other than the ?ash memory. 

[0047] A facsimile section 15 performs a communication 
With an external facsimile via a PSTN 16 according to a 
facsimile communication procedure. The facsimile section 
15 includes, for example, a modem for executing modula 
tion and demodulation, an image compression section for 
compressing image data and an image extension section for 
extending image data. 

[0048] A printer 17 outputs data With printing. A scanner 
18 performs scanning of an original. 

[0049] An operation panel 19 is used for a user to perform 
various operations of the IFAX 1, While indicates various 
information to a user. FIG. 3 is a plan vieW illustrating an 
operation panel of the internet facsimile apparatus according 
to the ?rst embodiment. The operation panel 19 comprises a 
ten-key 31 to, for example, dial, and an indication section 32 
composed of, for example, a liquid crystal display (LCD). 
Further, a con?rmation button With lamp 33 is independently 
provided on the operation panel 19. 

[0050] A netWork connection section 20 is an interface to 
control transmission and reception of data With the LAN 2. 

[0051] A bus 22 is a path via Which data are transferred 
betWeen the CPU 11, the ROM 12, the RAM 13, the ?ash 
memory 14, the facsimile section 15, the printer 17, the 
scanner 18, the operation panel 19 and the netWork connec 
tion section 20. 

[0052] FIG. 4 is a function block diagram illustrating the 
internet facsimile apparatus according to the ?rst embodi 
ment. 

[0053] A mail communication section 41 transmits and 
receives an electronic mail via the netWork connection 
section 20. The mail communication section 41 transmits 
and receives an electronic mail according to a message 
transfer protocol such as, for example, SMTP (Simple Mail 
Transfer Protocol) and POP (Post Office Protocol). 

[0054] A doWnload (DL) control unit 42 comprises a BL 
decision section 43, a noti?cation/instruction control section 
44, a BL execution section 45 and a history management 
section 46. The DL decision section 43 decides Whether or 
not an message received by the mail communication section 
41 indicates an instruction of a doWnload of a program 
(hereinafter referred to as DL instruction message). 

[0055] The noti?cation/instruction control section 44 is 
connected to the DL decision section 41. The noti?cation/ 
instruction control section 44 turns on or off a lamp of the 
con?rmation button With lamp 33 according to a decision of 
the DL decision section 41. Speci?cally, the noti?cation/ 
instruction control section 44 puts on a light of the lamp 
When the mail communication section 41 receives the DL 
instruction message. Further, the noti?cation/instruction 
control section 44 outputs a BL execution command When 
the con?rmation button With lamp 33 is pushed doWn. 

[0056] The DL execution section 45 executes a doWnload 
of a program according to the DL execution command from 
the noti?cation/instruction control section 44. The DL 
execution section 45 generates a message requesting the 
doWnloaded data storage 4 to transmit a program to this 

Jul. 25, 2002 

IFAX 1 (hereinafter referred to as DL request message). The 
mail communication section 41 transmits the DL request 
message to the doWnloaded data storage server 4 illustrated 
in FIG. 1. In addition, the DL execution section 45 extracts 
the program from an electronic mail to Which the program 
is attached (hereinafter referred to as program attached mail) 
transmitted from the doWnloaded data storage server 4. As 
a result, the program is doWnloaded from the doWnloaded 
data storage saver 4. 

[0057] The history management section 46 is connected to 
the DL decision section 41 and holds various information 
contained in the DL instruction message. In addition, the 
history management section 46 indicates the held informa 
tion in the indication section 32 and prints it in the printer 17. 

[0058] A program storage section 47 is provided in the 
?ash memory 14 illustrated in FIG. 2, and composed of a 
plurality of storage areas including a ?rst program storage 
area 48, a second program storage area 49 and a temporal 
storage area 50. The doWnloaded program is stored alter 
nately in the ?rst program storage area 48 and the second 
program storage area 49. The doWnloaded program is also 
temporally stored in the temporal storage area 50. Aprogram 
reWrite control section 51 executes interpreter processing of 
the program stored in the temporal storage area 50, and 
stores the program in the ?rst program storage area 48 or the 
second program storage area 49 When the program is nor 
mally interpreted. According to the forgoing constitution, 
since a used program is not erased soon, it is possible to use 
an old program When a neW program has a bug. The number 
of program storage areas is not limited by tWo, and may be 
more than tWo. 

[0059] A program execution section 52 reads out a pro 
gram from the ?rst program storage area 48 or the second 
program storage area 49 to execute. 

[0060] An authentication unit 53 performs authentication 
With a transmission side or a reception side in transmitting 
and receiving an electronic mail. In this example, a public 
key cryptography is used. The authentication unit 53 is 
composed of an authentication decision section 54 and a 
private-key/public-key storage section 55. The private-key/ 
public-key storage section 55 stores a private-key that is 
con?dential for each individual and a public-key that is 
opened to the public. In transmitting, the authentication 
decision section 54 compresses a document With one-Way 
function to cypher With the private key so as to generate a 
digital signature, and attaches the digital signature to an 
electronic mail along With the original document. Further, in 
receiving, the authentication decision section 54 decodes a 
digital signature attached to an electronic mail using the 
public-key to compare With a digital signature generated 
from an original document by the section for itself 54 using 
the one-Way function, and When those digital signatures 
coincides, decides that falsi?cation or alternation is not 
performed. 

[0061] Apanel control section 56 controls an input by the 
ten-key 31 provided on the operation panel 19 and an 
indication by the indication section 32. 

[0062] An information acquisition section 57 acquires 
program information such as a name, a type, a version, date, 
a ?le name of a program included in an electronic mail such 
as a BL instruction message. In addition, the information 














