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APPARATUS AND METHOD FOR EMBEDDING 
AND EXTRACTING INFORMATION IN ANALOG 

SIGNALS USING REPLICA MODULATION 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to apparatus and methods for 
encoding or embedding and decoding or extracting infor 
mation in analog signals, such as audio, video and data 
signals, either transmitted by radio Wave transmission or 
Wired transmission, or stored in a recording medium such as 
optical or magnetic disks, magnetic tape, or solid state 
memory. 

[0003] 2. Background and Description of Related Art 

[0004] The present invention is concerned With techniques 
for embedding and extracting auxiliary information Within 
an existing signal, such as an audio or video signal. 

[0005] An area of particular interest to certain embodi 
ments of the present invention relates to the market for 
musical recordings. Currently, a large number of people 
listen to musical recordings on radio or television. They 
often hear a recording Which they like enough to purchase, 
but don’t knoW the name of the song, the artist performing 
it, or the record, tape, or CD album of Which it is part. As a 
result, the number of recordings Which people purchase is 
less than it otherWise Would be if there Was a simple Way for 
people to identify Which of the recordings that they hear on 
the radio or TV they Wish to purchase. 

[0006] Another area of interest to certain embodiments of 
the invention is copy control (also referred to as digital 
Watermarking). There is currently a large market for audio 
softWare products, such as musical recordings. One of the 
problems in this market is the ease of copying such products 
Without paying those Who produce them. This problem is 
becoming particularly troublesome With the advent of 
recording techniques, such as digital audio tape (DAT), 
Which make it possible for copies to be of very high quality. 
Thus it Would be desirable to develop a scheme Which Would 
prevent the unauthoriZed copying of audio recordings, 
including the unauthoriZed copying of audio Works broad 
cast over the airWaves. It is also desirable for copyright 
enforcement to be able to insert into program material such 
as audio or video signals digital copyright information 
identifying the copyright holder, Which information may be 
detected by appropriate apparatus to identify the copyright 
oWner of the program, While remaining imperceptible to the 
listener or vieWer. 

[0007] Yet another ?eld of interest relating to the present 
invention pertains to automatic royalty tracking and proof of 
performance of copyrighted material or commercial adver 
tisements, by Which copyright oWners are able to track 
public performances or broadcasts of their material for 
royalty payment purposes, and advertisers are able to con 
?rm that commercials Which they have paid for Were actu 
ally broadcast at the proper time and date. 

[0008] Still another area of interest to the present inven 
tion relates to integrity veri?cation or tampering detection, 
Wherein the creator of an audio or audiovisual Work can 
determine Whether it has been altered, modi?ed or incorpo 
rated into another Work. 
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[0009] Various prior art methods of encoding additional 
information onto a source signal are knoWn. For example, it 
is knoWn to pulse-Width modulate a signal to provide a 
common or encoded signal carrying at least tWo information 
portions or other useful portions. In US. Pat. No. 4,497,060 
to Yang (1985) binary data is transmitted as a signal having 
tWo differing pulse-Widths to represent logical “0” and “1” 
(e.g., the pulse-Width durations for a “1” are tWice the 
duration for a “0”). This correspondence also enables the 
determination of a clocking signal. 

[0010] With respect to systems in Which audio signals 
produce audio transmissions, US. Pat. Nos. 4,876,617 to 
Best et al. (1989) and 5,113,437 to Best et al. (1992) disclose 
encoders for forming relatively thin and shalloW (e.g., 150 
HZ Wide and 50 dB deep) notches in mid-range frequencies 
of an audio signal. The earlier of these patents discloses 
paired notch ?lters centered about the 2883 HZ and 3417 HZ 
frequencies; the later patent discloses notch ?lters but With 
randomly varying frequency pairs to discourage erasure or 
inhibit ?ltering of the information added to the notches. The 
encoders then add digital information in the form of signals 
in the loWer frequency indicating a “0” and in the higher 
frequency a “1”. In the later Best et al. patent an encoder 
samples the audio signal, delays the signal While calculating 
the signal level, and determines during the delay Whether or 
not to add the data signal and, if so, at What signal level. The 
later Best et al. patent also notes that the “pseudo-random 
manner” in moving the notches makes the data signals more 
dif?cult to detect audibly. 

[0011] Other prior art techniques employ the psychoa 
coustic model of the human perception characteristic to 
insert modulated or unmodulated tones into a host signal 
such that they Will be masked by existing signal components 
and thus not perceived. See eg Preuss et al., US. Pat. No. 
5,319,735, and Jensen et al., US. Pat. No. 5,450,490. Such 
techniques are very expensive and complicated to imple 
ment, While suffering from a lack of robustness in the face 
of signal distortions imposed by perception-based compres 
sion schemes designed to eliminate masked signal compo 
nents. 

[0012] The prior art fails to provide a method and an 
apparatus for embedding and extracting auxiliary analog or 
digital information signals onto analog audio or video fre 
quency signals for producing humanly perceived transmis 
sions (i.e., sounds or images) such that the audio or video 
frequency signals produce substantially identical humanly 
perceived transmission prior to as Well as after encoding 
With the auxiliary signals (in other Words, the embedded 
information is transparent to the listener or vieWer), Which 
is also robust to a high degree of signal distortions caused by 
noisy transmission mediums, etc. The prior art also fails to 
provide relatively simple and inexpensive apparatus and 
methods for embedding and extracting signals de?ning 
auxiliary information into audio or video frequency signals 
for producing humanly perceived audio transmissions. 

SUMMARY OF THE INVENTION 

[0013] The present invention provides apparatus and 
methods for embedding or encoding, and extracting or 
decoding, auxiliary (analog or digital) information in an 
analog host or cover signal in a Way Which has minimal 
impact on the perception of the source information When the 
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analog signal is applied to an appropriate output device, such 
as a speaker, a display monitor, or other electrical/electronic 
device. 

[0014] The present invention further provides apparatus 
and methods for embedding and extracting machine read 
able signals in an analog cover signal Which control the 
ability of a device to copy the cover signal. 

[0015] In summary, the present invention provides for the 
encoding or embedding of an auxiliary signal in an analog 
host or cover signal, by generating a replica signal from the 
cover signal, modifying the replica signal as a function of 
the auxiliary signal, and inserting the modi?ed replica signal 
back into the analog cover signal to provide a stego signal. 
The invention further provides for the extraction of embed 
ded auxiliary signals from stego signals by generating a 
replica of the stego signal, and correlating the replica With 
the stego signal. 

[0016] According to another aspect of the invention, appa 
ratus for embedding and extracting auxiliary signals in an 
analog cover signal, is provided, comprising a replica gen 
erator for generating a replica signal from the cover signal, 
a modulator for modifying the replica signal as a function of 
the auxiliary signal, an adder for inserting the modi?ed 
replica signal back into the analog cover signal to produce 
a stego signal, a receiver for receiving the stego signal, a 
generator for generating a replica signal from the stego 
signal, a modulator for modifying the received stego signal 
as a function of the replica signal of the received stego 
signal, and an extractor for extracting the auxiliary signal by 
?ltering the modi?ed received stego signal. 

[0017] The term cover signal as used hereinafter refers to 
a host or source signal, such as an audio, video or other 
information signal, Which carries or is intended to carry 
embedded or hidden auxiliary data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] These and other aspects of the present invention 
Will become more fully understood from the folloWing 
detailed description of the preferred embodiments in con 
junction With the accompanying draWings, in Which: 

[0019] FIG. 1 is a block diagram of a data signal embed 
ding and extracting process utiliZed by the present invention; 

[0020] FIG. 2 is a block diagram of one embodiment of 
the embeddor 10 of FIG. 1; 

[0021] FIG. 3 is a block diagram of one embodiment of 
the embedded signal generator 11 of FIG. 2; 

[0022] FIG. 4 is a block diagram of one embodiment of 
the data signal extractor 20 according to the present inven 
tion; 
[0023] FIG. 5 is a block diagram of one embodiment of a 
replica generator Which produces a cover signal replica 
shifted in frequency from the original; and 

[0024] FIGS. 6(a)-6(c) are graphs shoWing a set of 
orthogonal functions used in the creation of an amplitude 
shifted replica according to one embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0025] The present invention is directed to a method and 
apparatus for embedding information or data onto a cover 
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signal, such as an audio signal, video signal, or other analog 
signal (hereinafter called a “cover signal”), by generating a 
replica of the cover signal Within a prede?ned frequency, 
time and/or space domain, modulating the replica With an 
auxiliary signal representing the information to be added to 
the cover signal, and then inserting the modulated replica 
back into the cover signal. The invention can implemented 
in a number of different Ways, either by softWare program 
ming of a digital processor, in the form of analog, digital, or 
mixed-signal integrated circuits, as a discrete component 
electronic device, or a combination of such implementa 
tions. The replica is similar to the cover signal in time and 
frequency domain content, but different in certain param 
eters as speci?ed by a stego key, Which is not generally 
knoWn, but Which is knoWn at authoriZed receiving appa 
ratus. 

[0026] Referring to FIG. 1, the invention employs an 
embeddor 10 to generate a stego signal 4, Which is substan 
tially the same in terms of the content and quality of 
information carried by a cover signal 2. For instance, Where 
cover signal 2 is a video or audio signal, the stego signal 4 
Will produce essentially the same video or audio program or 
information When applied to an output device such as a 
video display or loudspeaker. 

[0027] A stego key 9 is used to determine and specify the 
particular region of the time, frequency and/or space domain 
of the replica Where the auxiliary signal 6 is to be embedded, 
as Well as the parameters of the embedding process. 

[0028] The embeddor then appropriately modulates or 
modi?es the replica and adds the replica back into the cover 
signal to obtain a stego signal 4. Stego signal 4 can be 
transmitted, or stored in a storage medium such as magnetic 
tape, CD-ROM, solid state memory, and the like for later 
recall and/or transmission. The embedded auxiliary signal is 
recovered by an extractor 20, having knoWledge of or access 
to the stego key 9, Which operates on the stego signal 4 to 
extract the auxiliary signal 6. The embedding process can be 
expressed by the formula: 

3(1) = so) + 2 W10) (1) 

[0029] Where s(t) represents the stego signal 4, s(t) repre 
sents the cover signal 2, and Wi(t) is the i-th hidden signal 8 
(see FIG. 2), also knoWn as a Watermark. In this regard, the 
embeddor can be used to insert multiple auxiliary signals 6 
simultaneously, using a different stego key 9 for each signal. 
In the case Where only a single auxiliary signal 6 is to be 
inserted, a single stego key 9 is used, and there Would be 
only one hidden signal W(t). In equation (1) and hereinafter, 
a one-dimensional signal (i.e. a signal varying according to 
a single dimension, such as time) is considered for purposes 
of simplicity in explanation; hoWever, the present invention 
is not limited to one-dimensional signals but can be readily 
extended to multidimensional signals such as images (tWo 
dimensions), video (three dimensions), etc., by de?ning t as 
a vector. 

[0030] According to the present invention, a replica of the 
cover signal 2 itself is used as a carrier for the auxiliary 
signal 6. Because the replica is inherently similar to the 
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cover signal in terms of frequency content, no analysis of the 
cover signal is necessary in order to hide an auxiliary signal, 
such as a digital Watermark. 

[0031] In contrast, according to the prior art techniques 
discussed above, auxiliary signals are embedded in the form 
of a pseudorandom sequence (Preuss et al.) or in the form of 
multiple tones distributed over the frequency band of the 
cover signal (Jensen et al.). In order to “hide” such signals 
so that they are perceptively transparent, it Was necessary to 
perform an analysis of the cover signal in the frequency 
domain to make the Watermark signal imperceptible to the 
observer. Such analysis is based on the phenomenon that 
human perception Will not detect a smaller signal in the 
presence of a larger signal if the tWo signals are suf?ciently 
similar. This phenomenon is usually knoWn as the masking 
effect. 

[0032] The embedded signal 8 according to the present 
invention can be expressed by the formula: 

Wi(t)=gimi(t)ri(t) (2) 

[0033] Where gi<1 is a gain (scaling factor) parameter 
determined by tradeoff considerations of robustness versus 
transparency, m1(t) is the auxiliary signal 6, Wherein 
|mi(t)| i 1, and ri(t) is a replica of the cover signal 2. The gain 
factor gi can be a predetermined constant for a given 
application, or it can be adaptable, such that dynamic 
changes in transparency and robustness conditions can be 
taken into account. For example, in highly tonal musical 
passages the gains can be loWer, While for spectrally rich or 
noisy audio signals the gains can be higher, With equivalent 
levels of transparency. In an alternate embodiment, the 
embeddor can perform an extractor process simulation to 
identify signals having less than desirable detectability, and 
increase the gain accordingly. 

[0034] FIG. 2 shoWs a block diagram of one preferred 
embodiment of the embeddor 10. As shoWn, the cover signal 
2, stego key 9, and auxiliary signal 6 are inputted to an 
embedded signal generator 11. The embedded signal gen 
erator generates replica ri(t) from cover signal 2 according to 
the stego key 9, modulates or modi?es the replica ri(t) With 
auxiliary signal 6 (m1(t)), scales the result using gain param 
eter g1, and generates an embedded signal 8 (Wi(t)). The 
embedded signal 8 is then added to the cover signal 2 (s(t)) 
in an adder 12, to produce the stego signal 4 

[0035] The replica ri(t) is obtained by taking a portion of 
the cover signal 2 Within a speci?ed time, frequency and/or 
spatial domain as speci?ed by the stego key 9, and then 
making slight modi?cations to the signal portion, also as 
speci?ed by the stego key 9. The modi?cations to the signal 
portion need to be small to ensure that the replica remains 
similar to the cover signal as judged by the human psychoa 
coustic-psychovisual systems, but such modi?cations must 
be large enough to be detectable by an appropriately 
designed extractor having knoWledge of or access to the 
stego key 9. As Will be discussed beloW, a number of 
different types of modi?cations have been found to satisfy 
these requirements. 

[0036] Equation (2) reveals that the replica ri(t) is modu 
lated by the auxiliary signal mi(t) according to a process 
knoWn as product modulation. Product modulation results in 
a broadening of the spectrum of the embedded signal 
proportionally to the spectral Width of the auxiliary signal. 
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In order to make the spectrum of the embedded signal 
similar to the spectrum of the cover signal (to preserve the 
transparency of the embedding process) the spectrum of the 
auxiliary signal must be narroW in comparison With the 
loWest frequency in the spectrum of the replica. This 
requirement imposes a limit on the capacity of the auxiliary 
channel, and dictates that loW frequency components of the 
cover signal are unsuitable for inclusion in the creation of 
the replica. 

[0037] In a preferred embodiment of the invention, the 
modulating signal (auxiliary signal) m(t) is a binary data 
signal de?ned by the formula: 

[0038] Where N is the number of binary digits or bits in the 
message, bnE(—1, 1) is the n-th bit value, T is the bit interval, 
and h(t) represents the shape of the pulse representing the 
bit. Typically, h(t) is obtained by loW-pass ?ltering a rect 
angular pulse so as to restrict the spectral Width of the 
modulating (auxiliary) signal. 

[0039] FIG. 3 illustrates the details of an embedded signal 
generator 11 used to generate a single embedded data 
message. The cover signal 2 is ?ltered and/or masked in 
?ltering/masking block 30 to produce a ?ltered/masked 
signal 31. The ?lter/mask block 30 separates regions of the 
cover signal used for different embedded messages. For 
example, the ?lter/mask block may separate the frequency 
band region 1000-3000 HZ from the cover signal in the 
frequency domain, may separate the time interval region 
t=10 seconds to t=30 seconds from the cover signal in the 
time domain, or may separate the upper right spatial quad 
rant region of the cover signal in the spatial domain (such as 
Where the cover signal is an MPEG, JPEG or equivalent 
signal) Which separated region Would then be used for 
auxiliary signal embedding. 

[0040] The ?ltered/masked signal 31 is comprised of the 
selected regions of the cover signal, as speci?ed by stego 
key 9, Which are then used for creation of the replica signal 
41. The signal 31 is then inputted to a replica creator 40, 
Where predetermined parameters of the signal are modi?ed, 
as speci?ed by stego key 9, to create the replica ri(t) 41. The 
replica 41 is then modulated by the auxiliary signal mi(t) in 
multiplier 42a, and the resultant signal is then scaled in 
multiplier 42b according to the selected gain factor gi to 
produce embedded signal component 8 (i.e., Wi(t) in equa 
tion The embedded signal component 8 is then added 
back to the cover signal 2 in adder 12 (FIG. 2) to obtain the 
stego signal 4. In order to maintain synchroniZation betWeen 
the cover signal 2 and the embedded signal component 8, 
inherent processing delays present in the ?lter/mask block 
30 and replica creator block 40 are compensated for by 
adding equivalent an delay in the cover signal circuit path 
(betWeen the cover signal input and the adder 12) shoWn in 
FIG. 2. 

[0041] It is further possible to embed multiple auxiliary 
data signals in the cover signal 2, by using multiple embed 
ded signal generators, each using a different stego key to 
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modify a different feature of the cover signal and/or to use 
different regions of the cover signal, so as to produce 
multiple embedded signal components each of Which are 
added to the cover signal 2. Alternatively, the different data 
signals may be embedded in a cascade fashion, With the 
output of one embeddor becoming the input of another 
embeddor using a different stego key. In either alternative 
interference betWeen embedded signal components must be 
minimiZed. This can be accomplished by using non-over 
lapping frequency, time or space regions of the signal, or by 
selecting appropriate replica creation parameters, as dis 
closed beloW. 

[0042] Ablock diagram of an extractor used to recover the 
auxiliary data embedded in the stego signal is shoWn in FIG. 
4. The stego signal 4 is ?ltered/masked in ?lter/mask module 
30a to isolate the regions Where the auxiliary data is embed 
ded. The ?ltered signal 31a is inputted to replica creator 40a 
Where a replica ri(t) 41a of the stego signal is generated in 
the same manner as the replica r1(t) of the cover signal in the 
replica creator block 40 in the embeddor, using the same 
stego key 9. The replica ri(t) of the stego signal 4 can be 
expressed by the formula: 

m) = rim + 2 gm; (rm-(1)) z r.- (r) (4) 

[0043] Where R(mi(t)r1(t)) represents the replica of the 
modulated cover signal replica. For suf?ciently small gain 
factors gi the replica of the stego signal is substantially the 
same as the replica of the cover signal. 

[0044] In the extractor 20, the replica ri(t) 41a is multi 
plied by the stego signal 31a in multiplier 42c to obtain the 
correlation product: 

C(I)=Ti(I)§(I)~G(I)S(I)+Egimi(040W) (5) 

[0045] In designing the replica signal, one objective is to 
obtain spectra of the products r]-(t)s(t) and r1(t)r]-(t), i#j, With 
little loW frequency content. On the other hand, the spectra 
of the product r]-(t)r]-(t)=rj2(t) contains a strong DC compo 
nent, and thus the correlation product c(t) contains a term of 
the form gim1(t) mean (rJ-Z), i.e., c(t) contains the scaled 
auxiliary signal mi(t) as a summation term. 

[0046] In order to extract the auxiliary signal mi(t) from 
the correlation product c(t), ?ltering is performed on c(t) by 
?lter 44, Which has a ?lter characteristic matching the 
spectrum of the auxiliary signal. For example, in the case of 
a binary data signal With a rectangular pulse shape, the 
matched ?ltering corresponds to integration over the bit 
interval. In the case of digital signaling, the ?ltering opera 
tion is folloWed by symbol regeneration in a regenerator 46. 
A multiplicity of the extracted data symbols is then sub 
jected to Well-knoWn error detection, error correction, and 
synchroniZation techniques to verify the existence of an 
actual message and proper interpretation of the content of 
the message. 

[0047] One preferred embodiment of a replica creator 40 
is shoWn in FIG. 5. In this embodiment, a replica signal 41 
is obtained by shifting the frequency of the ?ltered cover 
signal 31 by a predetermined offset frequency fi as speci?ed 
by the stego key 9. This shifting process is also knoWn as 
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single sideband amplitude modulation, or frequency trans 
lation. In addition to the processing shoWn in FIG. 5, a 
number of different techniques knoWn in the art are available 
to perform this process. 

[0048] Blocks 52 and 54 represent respective phase shifts 
of the input signal s(t). To achieve the desired frequency 
shift, the relationship betWeen the phase shifts must be 
de?ned as: 

L1U)_¢2U)=9OO (6) 
[0049] The respective phase-shifted signals are multiplied 
by sinusoidal signals With frequency f1, in respective mul 
tipliers 56a and 56b. Block 58 denotes a 90° phase shift of 
the sinusoidal signal applied to multiplier 56b. The resulting 
signals are then combined in summer 59. Thus, the replica 
signal 41 can be expressed as: 

ri(l)=s(k¢1)Sin(2??l)?(ly¢2)COS(2TW) (7) 

[0050] Where s(t,q)i) denotes signal s(t) phase-shifted by 4),. 
The sign — or + in the summation process represents a 
respective shift up or doWn by f1. According to psychoa 
coustic models published in the literature, better masking 
may be achieved When the shift is upWard. Accordingly, in 
the preferred embodiment subtraction is used in equation 
(7). In a special case ¢1=90° and ¢2=0°, such that equation 
(7) becomes: 

ri(t)=sh(t)sin(2nfit):s(t)cos(2n?t) (8) 
[0051] Where sh(t) is a Hilbert transform of the input 
signal, de?ned by: 

[0052] The Hilbert transform may be performed in soft 
Ware by various knoWn algorithms, With equation (8) being 
suitable for digital signal processing. For analog signal 
processing, it is easier to design a circuit pair that maintains 
the 90° relative phase shifts throughout the signal spectrum, 
than to perform a Hilbert transform. 

[0053] The particular frequency offset fi can be chosen 
from a Wide range of frequencies, and speci?ed by the stego 
key. Multiple auxiliary signals can be inserted into the same 
time, frequency and/or space domain of the same cover 
signal, by having a different frequency offset value, to thus 
achieve a “layering” of auxiliary signals and increase aux 
iliary channel throughput. 

[0054] The frequency offset also may be varied in time 
according to a prede?ned secret pattern (knoWn as “fre 
quency hopping”), to improve the security of a digital 
Watermark represented by the auxiliary information. 

[0055] The particular choice of frequency offset values is 
dependent upon the conditions and parameters of the par 
ticular application, and can be further ?ne tuned by trial and 
error. According to experimental results, optimal signal 
robustness in the presence of channel distortion Was 
achieved Where the frequency offset value Was larger than 
the majority of spectrum frequencies of the modulating 
auxiliary signal On the other hand, optimal transpar 
ency Was achieved Where the frequency offset value Was 
substantially smaller than the loWest frequency of the cover 
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signal. As an example, for audio signal embedding a cover 
signal above 500 HZ Was used With a frequency offset of 50 
HZ, While the modulating signal Was a binary data signal 
With a bit rate of 25 bps. 

[0056] In an alternative embodiment of a replica creator, 
the replica is generated by shifting the phase of the ?ltered/ 
masked portion 31 of the cover signal by a predetermined 
amount de?ned by a function ¢i(f) for an i-th embedded 
signal. In this case, the replica generators 40 and 40a are 
linear systems having a transfer function de?ned as: 

[0057] Where Ai is a constant With respect to frequency, j 
is the imaginary number \/——1 and ¢i(f) is the phase charac 
teristic of the system. Circuits described by equation (10) are 
knoWn in the art as all-pass ?lters or phase correctors, and 
their design is Well-knoWn to those skilled in the art. 

[0058] This embodiment is particularly suitable for aux 
iliary signal embedding in audio signals, since the human 
audio sensory system is substantially insensitive to phase 
shifts. The functions ¢i(f) are de?ned to meet the objective 
that the product of the replica and the cover signal contain 
minimal loW frequency content. This can be achieved by 
maintaining at least a 90° shift for all frequency components 
in the ?ltered/masked signal 31. Multiple embedded mes 
sages have been implemented With little interference Where 
the phase shift betWeen frequency components of different 
messages is larger than 90° for the majority of the spectral 
components. The exact choice of the function ¢i(f) is oth 
erWise governed by considerations of tradeoff betWeen cost 
and security. In other Words, the function should be complex 
enough so that it is difficult for unauthoriZed persons to 
determine the signal structure by analyZing the stego signal, 
even With the knoWn cover signal, yet it should be compu 
tationally inexpensive to implement. A function hopping 
pattern Which sWitches betWeen different functions at pre 
determined intervals as part of the stego key can be used to 
further enhance security. 

[0059] A special class of phase shift functions, de?ned by 

¢i(f)='vif (11) 

[0060] Where "ii is a constant, results in time shift replicas 
of the cover signal. This class of functions has special 
properties in terms of cost/security tradeoff, Which are 
beyond the scope of the present disclosure and Will not be 
further treated here. 

[0061] According to a further alternate embodiment of the 
invention, the replica generator obtains the replica signal by 
amplitude modulation of the cover signal. The amplitude 
modulation can be expressed by the equation 

[0062] Where ai(t) is a class of orthogonal functions. FIGS. 
6(a)-6(c) illustrate a set of three elementary functions a1(t), 
a2(t), and a3(t) used to generate amplitude shifted replica 
signals, With each function being de?ned over the interval 
(0, T) Where T equals the bit interval of the auxiliary signal. 
Longer replicas are generated by using a string of elemen 
tary functions. Post-correlation ?ltering in the extractor is 
performed by integration over the interval T, and the aux 
iliary channel bit bin is extracted according to the formula 
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[0063] The above approximations hold, since 

[0064] for i#j, and aj2(t)=1 

[0065] As is apparent from equation (13), the sign of A];n 
(and the received bit value) depends on the sign of mJ-(t) 
during the n-th bit interval, or in other Words the transmitted 
bit value. The functions used for amplitude shifting gener 
ally should have a small loW frequency content, a spectrum 
beloW the loWest frequency of the ?ltered/masked signal, 
and should be mutually orthogonal. The particular choice of 
functions depends upon the speci?c application, and is 
speci?ed in the stego key. 

[0066] According to yet another alternative embodiment, 
a combination of different shifts in different domains can be 
executed simultaneously to generate a replica signal. For 
example, a time shift can be combined With a frequency 
shift, or an amplitude shift can be combined With a phase 
shift. Such a combination shift can further improve the 
hiding (security) property of the embedding system, and also 
improve detectability of the embedded signal by increasing 
the difference from the cover signal. 

[0067] With respect to security, attacks Would be expected 
that incorporate analysis designed to reveal the parameters 
of the stego key. If such parameters become knoWn, then the 
embedded signal can be overWritten or obliterated by use of 
the same stego key. Use of a combination of shifts makes 
such analysis more difficult by enlarging the parameter 
space. 

[0068] With respect to detectability, certain naturally 
occurring signals may have a content similar to a replica 
signal; for example, echo in an audio signal may produce a 
phase shifted signal, choral passages in a musical program 
may produce a frequency shifted signal, and tremolo may 
produce amplitude shifts, Which may interfere With embed 
ded signal detection. Use of a combination of shifts reduces 
the likelihood that a natural phenomenon Will exactly match 
the parameters of the stego key, and interfere With signal 
detection. 

[0069] The invention having been thus described, it Will 
be apparent to those skilled in the art that the same may be 
varied in many Ways Without departing from the spirit and 
scope of the invention. Any and all such modi?cations as 
Would be apparent to those skilled in the art are intended to 
be covered by the folloWing claims. 

What is claimed is: 
1. A method for embedding an auxiliary signal in an 

analog cover signal, comprising the steps of: 
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generating a replica signal from said cover signal; 

modifying said replica signal as a function of said auxil 
iary signal; and 

inserting the modi?ed replica signal back into said analog 
cover signal. 

2. A method according to claim 1, Wherein the step of 
generating comprises the step of modifying at least a portion 
of said cover signal in a predetermined domain according to 
a stego key. 

3. A method according to claim 2, Wherein said predeter 
mined domain is the frequency domain. 

4. A method according to claim 2, Wherein said predeter 
mined domain is the time domain. 

5. A method according to claim 2, Wherein said predeter 
mined domain is the spatial domain. 

6. A method according to claim 2, Wherein said replica 
signal is obtained by shifting the frequency of said at least 
one portion of said cover signal by a prede?ned amount 
speci?ed by said stego key. 

7. A method according to claim 2, Wherein said replica 
signal is obtained by shifting the phase of said at least one 
portion of said cover signal by a prede?ned amount speci?ed 
by said stego key. 

8. A method according to claim 2, Wherein said replica 
signal is obtained by shifting the amplitude of said at least 
one portion of said cover signal by a prede?ned amount 
speci?ed by said stego key. 

9. A method according to claim 2, Wherein said replica 
signal is obtaining by shifting a predetermined combination 
of the frequency, phase, and/or amplitude of said at least one 
portion of said cover signal by prede?ned amounts speci?ed 
by said stego key. 

10. A method according to claim 1, Wherein the step of 
modifying comprises the step of multiplying said replica 
signal With said auxiliary signal. 

11. Amethod for extracting an embedded auxiliary signal 
from an analog stego signal, comprising the steps of: 

generating a replica signal from said stego signal; 

modifying said stego signal as a function of said replica 
signal; and 

extracting said information symbol by ?ltering said modi 
?ed stego signal. 

12. A method according to claim 11, Wherein the step of 
generating comprises the step of modifying at least a portion 
of said stego signal in a predetermined domain according to 
a stego key. 

13. A method according to claim 12, Wherein said prede 
termined domain is the frequency domain. 

14. A method according to claim 12, Wherein said prede 
termined domain is the time domain. 

15. A method according to claim 12, Wherein said prede 
termined domain is the spatial domain. 

16. A method according to claim 12, Wherein said replica 
signal is obtained by shifting the frequency of said at least 
one portion of said stego signal by a prede?ned amount 
speci?ed by said stego key. 

17. A method according to claim 12, Wherein said replica 
signal is obtained by shifting the phase of said at least one 
portion of said stego signal by a prede?ned amount speci?ed 
by said stego key. 
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18. A method according to claim 12, Wherein said replica 
signal is obtained by shifting the amplitude of said at least 
one portion of said stego signal by a prede?ned amount 
speci?ed by said stego key. 

19. A method according to claim 12, Wherein said replica 
signal is obtained by shifting a predetermined combination 
of the frequency, phase and/or amplitude of said at least one 
portion of said stego signal by a prede?ned amount speci?ed 
by said stego key. 

20. A method according to claim 11, Wherein the step of 
modifying comprises the step of multiplying said replica 
signal With said stego signal. 

21. Apparatus for embedding and extracting auxiliary 
signals in an analog cover signal, comprising: 

means for generating a replica signal from said cover 
signal; 

means for modifying said replica signal as a function of 
said auxiliary signal; 

means inserting the modi?ed replica signal back into said 
analog cover signal to produce a stego signal; 

means for receiving said stego signal; 

means for generating a replica signal from said stego 
signal; 

means for modifying said received stego signal as a 
function of said replica signal of said received stego 
signal; and 

means for extracting said auxiliary signal by ?ltering said 
modi?ed received stego signal. 

22. Apparatus according to claim 21, Wherein said means 
for generating a replica signal comprises means for modi 
fying at least a portion of said cover signal in a predeter 
mined domain according to a stego key. 

23. Apparatus according to claim 22, Wherein said pre 
determined domain is the frequency domain. 

24. Apparatus according to claim 22, Wherein said pre 
determined domain is the time domain. 

25. Apparatus according to claim 22, Wherein said pre 
determined domain is the spatial domain. 

26. Apparatus according to claim 22, Wherein said replica 
signal is obtained by shifting the frequency of said at least 
one portion of said cover signal by a prede?ned amount 
speci?ed by said stego key. 

27. Apparatus according to claim 22, Wherein said replica 
signal is obtained by shifting the phase of said at least one 
portion of said cover signal by a prede?ned amount speci?ed 
by said stego key. 

28. Apparatus according to claim 22, Wherein said replica 
signal is obtained by shifting the amplitude of said at least 
one portion of said cover signal by a prede?ned amount 
speci?ed by said stego key. 

29. Apparatus according to claim 22, Wherein said replica 
signal is obtaining by shifting a predetermined combination 
of the frequency, phase, and/or amplitude of said at least one 
portion of said cover signal by prede?ned amounts speci?ed 
by said stego key. 

30. Apparatus according to claim 21, Wherein said means 
for modifying said replica signal comprises means for 
multiplying said replica signal With said auxiliary signal. 

* * * * * 


