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(57) ABSTRACT 

Provided is a method, system, program, and data structures 
method, system, program, and data structures for con?gur 
ing a client computer connected to a network, Wherein a 
remote computer is capable of communicating With the 
client computer over the network. Sets of con?guration 
parameters are stored in a non-volatile storage unit. The sets 
of con?guration parameters instruct at least one program 
hoW to initialize operational parameters and load programs 
into the client computer memory during a poWer on. For 
each set of con?guration parameters, a token is stored in the 
non-volatile storage unit indicating access rights to the set of 
con?guration parameters. The token speci?es Whether man 
agement entities running on the remote computer and client 
computer can access the set of con?guration parameters for 
that token. (21) Appl. No.: 09/764,694 
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METHOD, SYSTEM AND PROGRAM FOR 
SHARING THE ABILITY TO SET 

CONFIGURATION PARAMETERS IN A NETWORK 
ENVIRONMENT 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a method, system 
and program for sharing the ability to set con?guration 
parameters in a netWork environment betWeen a client 
computer and netWork. 

[0003] 2. Description of the Related Art 

[0004] Personal computers and Workstations have become 
standard Work tools in most of?ce environments. To further 
improve the usefulness of the computer systems, most office 
computer systems have been linked together into an office 
Local Area NetWork The Local Area NetWork 
alloWs the computer users at different computer systems to 
easily share information With each other. The netWork also 
alloWs the computer users to share computer hardWare such 
as printers and modems. Many netWorks include a netWork 
administrator server that manages shared resources in the 
netWork. One issue that must be addressed is hoW a netWork 
administrator managing the LAN Will con?gure individual 
client computers. 

[0005] In certain netWork environments, the netWork 
administrator Will have full control over setting parameters 
at the client computers to the exclusion of the user of the 
client computer. Alternatively, the netWork may be con?g 
ured to alloW individual client users to con?gure operational 
parameters. HoWever, certain parameters are more appro 
priately set by the netWork administrator to the exclusion of 
the individual user, such as providing netWork addresses and 
parameters to the client to alloW the client to communicate 
over the netWork and utiliZe netWork devices, such as 
printers and netWork storage space. Alternatively, other 
parameters, such as local user interface settings are more 
appropriately left to the client user to con?gure. 

[0006] In the prior art, to alloW both the user of the client 
computer and netWork administrator control to con?gure 
settings, the netWork administrator Will physically go to the 
client computer and set certain netWork address settings 
locally at the client computer, leaving other con?guration 
parameters for the client computer user to set. This approach 
is problematic because it requires that a netWork adminis 
trator take the time to visit to the location of the client 
computer to enter certain settings. 

[0007] For these reasons, there is a need in the art for an 
improved technique for determining the level of control over 
setting con?guration parameters by client computer users 
and netWork administrators. 

SUMMARY OF THE PREFERRED 
EMBODIMENTS 

[0008] Preferred embodiments describe a method, system, 
and program for con?guring a client computer connected to 
a netWork, Wherein a remote computer is capable of com 
municating With the client computer over the netWork. Sets 
of con?guration parameters are stored in a non-volatile 
storage unit. The sets of con?guration parameters instruct at 
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least one program hoW to initialiZe operational parameters 
and load programs into the client computer memory during 
a poWer on. For each set of con?guration parameters, a token 
is stored in the non-volatile storage unit indicating access 
rights to the set of con?guration parameters. The token 
speci?es Whether management entities running on the 
remote computer and client computer can access the set of 
con?guration parameters for that token. 

[0009] In further embodiments, each token speci?es at 
least one management entity. In such case, only the man 
agement entity speci?ed in the token has access rights to the 
set of con?guration parameters associated With that token. 
At least one token speci?es one management entity at the 
client computer and at least one other token speci?es one 
management entity at the remote computer. 

[0010] In still further embodiments, the client computer 
and remote computer are capable of modifying the access 
rights speci?ed in the token if the access rights permit the 
client computer or remote computer requesting the modi? 
cation Write access to the set of con?guration parameters. In 
such case, modi?cations from the client computer or remote 
computer to the access rights speci?ed in the token for one 
set of con?guration parameters are stored in the non-volatile 
storage unit. The modi?cations are made to the token if the 
client computer or remote computer initiating the modi?ca 
tions is indicated in the access rights as having Write access. 

[0011] In yet further embodiments, the sets of con?gura 
tion parameters associated With the tokens may include 
netWork con?guration parameters indicating netWork set 
tings the computer uses to communicate over the netWork; 
operating system con?guration parameters for an operating 
system loaded into the computer memory; application con 
?guration parameters indicating parameters for application 
programs loaded into the computer memory; user con?gu 
ration parameters indicating settings for a user interface 
displayed at the client computer; and Simple NetWork 
Management Protocol (SNMP) con?guration parameters. 

[0012] Preferred embodiments provide a technique for 
sharing the ability to con?gure parameters at a client com 
puter betWeen a local application and a remote netWork 
administrator. In this Way, the remote computer can take 
control of setting certain netWork con?guration parameters 
and alloW a user at the client computer to retain the ability 
to con?gure parameters that do not affect the netWork, such 
as operating system, local application program and user 
interface settings. Moreover, in some cases, individual users 
should not be alloWed access or control over netWork 

parameters. In this respect, preferred embodiments alloW a 
remote administrator to grant some control but not others to 
a local user Without having to visit the client computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a block diagram illustrating a computing 
environment in accordance With preferred embodiments of 
the present invention; 

[0014] FIG. 2 illustrates con?guration parameters and 
tokens maintained in a non-volatile memory in accordance 
With preferred embodiments of the present invention; and 

[0015] FIGS. 3 and 4 illustrate logic to con?gure system 
parameters in accordance With preferred embodiments of the 
present invention. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0016] In the following description, reference is made to 
the accompanying drawings Which form a part hereof and 
Which illustrate several embodiments of the present inven 
tion. It is understood that other embodiments may be utiliZed 
and structural and operational changes may be made Without 
departing from the scope of the present invention. 

[0017] FIG. 1 illustrates a computing environment in 
Which preferred embodiments of the present invention are 
implemented. One or more client computers 2 are connected 
to a netWork 4, such as a local area netWork (LAN), intranet, 
Ethernet, WAN, System Area NetWork (SAN), Token Ring, 
LocalTalk, TCP/IP, the Internet, etc. A netWork station 
manager 6 is capable of con?guring the client computers 2 
over the netWork 4. 

[0018] The client computer 2 includes standard computer 
components, such as central processing unit (CPU), 
memory, storage, device bus, netWork adaptor, etc. (not 
shoWn), an operating system 5, as Well as a con?guration 
unit 8. The con?guration unit 8 comprises a removable 
nonvolatile memory device, such as a compact ?ash card 
that connects to an interface on the client computer 2 

motherboard, a PCMCIA card (Personal Computer Memory 
Card International Association) that communicates through 
a peripheral component interconnect (PCI) card, or any other 
removable non-volatile storage device knoWn in the art. If 
the con?guration unit 8 is a compact ?ash card, then the 
client computer 2 motherboard (not shoWn) Would include 
grooves into Which the compact ?ash card may be removed 
and inserted in a manner knoWn in the art. The con?guration 
unit 8 includes a con?guration tool 14 that is used to 
con?gure parameters 

[0019] The client computer 2 further includes a non 
volatile random access memory (NVRAM), such as a bat 
tery-backed up random access memory (RAM) or any other 
non-volatile storage unit that stores con?guration informa 
tion betWeen poWer off and poWer on. The NVRAM 10 may 
be a portion of the memory used by the client computer 2 
CPU. 

[0020] The netWork station manager 6 is capable of man 
aging and con?guring settings on client computers 2. 

[0021] A client manager utility system 16 includes a 
Simple NetWork Management Protocol (SNMP) manager 18 
to perform SNMP manager operations on the client com 
puter 2 through an SNMP agent 20 at the client computer 2. 
SNMP is a standardiZed protocol for sending netWork man 
agement commands to netWork devices and receiving status 
information from the netWork devices. 

[0022] In preferred embodiments, the client manager util 
ity 16, including the SNMP manager 20, is implemented on 
a separate hardWare platform from the netWork station 
manager 6. The client manager utility 16 deals principally 
With SNMP and netWork parameters, Whereas the netWork 
station manger 6 handles user preferences, application/ 
desktop miXes and other system parameters separate from 
SNMP. HoWever, in alternative embodiments, the netWork 
station manager 6 functions and client manager utility 16 
and SNMP functions may be implemented in the same 
remote computer. 
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[0023] The boot ?rmWare 22 included in the client com 
puter 2 performs initialiZation operations during a poWer on 
routine, such as a poWer on self test (POST). The boot 
?rmWare 22 includes a setup utility 24 used during initial 
setup operations. Both the setup utility 24 and con?guration 
tool 14 access the NVRAM When performing con?guration 
operations to control access to con?gurable settings in the 
client computer 2. The boot ?rmWare 22 may be maintained 
in a separate non-volatile memory device, such as a pro 
grammable read only memory (PROM), on the client com 
puter 2 motherboard. 

[0024] FIG. 2 illustrates access tokens maintained in the 
NVRAM 10 that are used to indicate Which management 
entities are alloWed read/Write access to con?guration 
parameters at the client computer 2. The tokens include a 
netWork station manager (NSM) access token 52a, a local 
con?guration tool access token 52b, and an SNMP access 
token 52c. A “management entity” comprises any program, 
process, thread, system, computer or other computational 
entity capable of managing and con?guring con?guration 
parameters. The SNMP access token 52b provides the 
SNMP manager 18 at the client manager utility 16 read/Write 
access to a SNMP management information base (MIB). 
The MIB comprises a managed object database including 
de?nitions, such as netWork or printer parameters, that the 
agent queries and modi?es in response to commands from 
an authoriZed manager program. 

[0025] The NSM 52a and con?guration tool 52b access 
tokens provide the netWork station manager 6 and con?gu 
ration tool 14 read/Write access, respectively, to their respec 
tive set of con?guration parameters 52a, b. The sets of 
con?guration parameters 52a, b may be overlapping, 
thereby alloWing both the netWork station manager 6 and 
con?guration tool 14 access to con?gure the same set of 
con?guration parameters. 

[0026] The tokens 52a, b, c may also specify the applica 
tion permitted to modify con?guration parameters 50a, b, c, 
such as the client con?guration tool 14. In preferred embodi 
ments, a user at the client computer 2 or a remote netWork 
station manager 6 could obtain Write access to change the 
access settings indicated in the access tokens 52a, b, c to 
eXclude or alloW others access to particular con?guration 
settings 50a, b, c. The settings may include an administrator 
passWord that is required in order to use the con?guration 
tool 14. 

[0027] The sets of con?guration parameters 52a, b asso 
ciated With the tokens 50a, b may include the folloWing 
types of con?guration parameters: 

[0028] NetWork Con?guration Parameters: These param 
eters may specify a netWork address, e.g., internet protocol 
(IP) address, for the client or provide the address of a 
Dynamic Host Con?guration Protocol (DHCP) server that 
provides a netWork address to the client computer 2 during 
initialiZation. 

[0029] Operating System Con?guration parameters: these 
parameters indicate to load an operating system kernel from 
the con?guration unit 8 or specify a netWork address of a 
boot server on the netWork 4 from Which an operating 
system kernel can be doWnloaded. The parameters may 
further specify operating system con?guration parameters to 
use When loading the operating system into the client 
computer 2 memory that affect operating system operations. 
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[0030] Application Con?guration parameters: indicate 
applications to load from a server over the network 4 or the 

con?guration unit 8. These parameters 50c can further 
specify con?guration parameters for speci?c applications 
once they are loaded into the client computer 2 memory, 
such as emulators to control remote hosts, an Internet 
broWser such as Netscape**, advanced diagnostic settings, 
etc. 

[0031] User Con?guration parameters: indicate param 
eters for user interface controls independent of applications, 
such as mouse orientation, tool bar display, desktop arrange 
ment, etc. 

[0032] FIG. 3 illustrates logic implemented in the boot 
?rmWare 22 to perform an initialiZation routine during a 
poWer on at block 100. The boot ?rmWare 22 initially tests 
(at block 102) the hardWare components of the client com 
puter 2 in a manner knoWn in the art. If (at block 104) the 
client has not previously been con?gured, then the boot 
?rmWare 22 launches (at block 106) the setup utility 24. The 
boot ?rmWare 22 can determine Whether the client computer 
2 has previously been con?gured by checking a parameter in 
the NVRAM 10 indicating Whether con?guration has 
occurred or the checking Whether settings in the NVRAM 10 
are the factory default settings. When running (at block 108), 
the setup utility 24 can receive (at block 110) netWork and 
operating system con?guration settings through an interac 
tive user interface displayed by the setup utility 24. Upon 
completing the initialiZation of netWork and operating sys 
tem settings, the setup utility 24 Would launch (at block 112) 
the operating system 5, Which in turn launches the con?gu 
ration tool 14. When running, the con?guration tool 14 can 
receive (at block 116) application, user interface, and SNMP 
MIB settings providing con?guration variables and/or set 
ting access levels. The user through the con?guration tool 14 
can then save (at block 118) the settings entered via the 
con?guration tool 14 interactive interface in the NVRAM 
10. After initial con?guration settings are saved, the client 
computer 2 restarts (at block 120) to use the con?gured 
settings stored in the NVRAM 10. 

[0033] If (at block 104) the client computer 2 has previ 
ously been con?gured, then the boot ?rmWare 22 applies (at 
block 120) the netWork con?guration parameters stored in 
the NVRAM 10. For instance, the boot ?rmWare 22 can set 
the netWork address to an IP address provided With netWork 
con?guration settings or, if the netWork con?guration set 
tings indicate DHCP, request a netWork address to use from 
a remote DHCP server (not shoWn) over the netWork 4. The 
boot ?rmWare 22 then loads (at block 122) the operating 
system kernel 5 according to the operating system con?gu 
ration parameters stored in the NVRAM 10. The operating 
system parameters may specify to load the operating system 
kernel 5 from the con?guration unit 8 or access a remote 
boot server 24 (FIG. 1) over the netWork 4 from Which the 
operating system kernel 5 can be doWnloaded and loaded. 
The operating system 5 Would then load application pro 
grams (at block 124) according to the application con?gu 
ration parameters in the NVRAM 10, including any speci 
?ed parameters, and user con?guration settings also stored 
in the NVRAM 10. If applicable, the operating system 5 or 
SNMP agent 20 Would further load (at block 126) the MIB 
maintained in the NVRAM 10 into the client computer 2 
memory for use by remote managers. The client computer 2 
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is then up and running upon completion of loading all 
con?guration parameters speci?ed in the NVRAM 10. 

[0034] With the preferred logic of FIG. 3, all necessary 
con?guration parameters used to con?gure the client com 
puter 2 is maintained on the con?guration unit 8 and the 
NVRAM of the client computer 2. The con?guration unit 8 
provides the programs needed to locally set and modify the 
client computer 2 con?guration. 

[0035] FIG. 4 illustrates logic to alter con?guration set 
tings after the computer has initialiZed. At block 150, the 
operating system 5 of the client computer 2 receives a 
request to launch the con?guration tool 150. This request 
may be invoked by simultaneously pressing a set of keys, 
e.g., Shift+Ctrl+Alt. In response, the con?guration tool 150 
is launched (at block 152). If some entity had previously 
speci?ed a passWord to use When accessing the con?gura 
tion tool 12, then the user Would have to provide the 
previously created passWord Which is stored in the NVRAM 
10. 

[0036] As discussed, the con?guration tool 14 running at 
the client computer 4, the remote client manager utility 16 
or the netWork station manager 6 can be used to access and 
modify con?guration parameters, e.g., netWork, operating 
system, application, user con?guration, and SNMP MIB 
con?guration parameters, in the NVRAM 10. The manage 
ment entities, i.e., con?guration tool 14, netWork station 
manager 6 or SNMP agent 20 Would perform the logic at 
steps 160 to 176 in FIG. 4 to determine Whether they have 
permission to access and/or modify con?guration param 
eters in the NVRAM 10. If a management entity initiates a 
read request (at block 160) for target con?guration param 
eter(s), then the management entity determines (at block 
162) Whether the target con?guration parameter(s) is a 
member of the set of con?guration parameters 50a, b, c 
associated With the token 52a b, c specifying the requesting 
management entity. Access may be granted for a particular 
application and/or particular machine identi?ed by a net 
Work address or host name or passWord authentication. If the 
read request is permitted, then the requesting management 
entity accesses (at block 164) read access to the requesting 
entity. OtherWise a message indicating that access is denied 
is generated (at block 166). 

[0037] If (at block 170) the access request is for a Write 
operation to a target con?guration parameter, then the 
requesting management entity determines (at block 172) 
Whether the target con?guration parameter is member of the 
set of con?guration parameters 50a, b, c, associated With the 
access token 52a b, c for the requesting management entity. 
If so, then the requesting management entity performs (at 
block 174) the updates the target con?guration parameters, 
Which may include the access token settings 52a b, c or sets 
of con?guration parameters 50a, b, c associated With the 
access tokens stored in the NVRAM 10. OtherWise (at block 
176), a message that access is denied is provided. After any 
changes are made to the con?guration settings, the con?gu 
ration tool 14 or client manager utility 16 Would cause the 
client computer 2 to reboot and load the neW settings. 

[0038] With the logic of FIGS. 3 and 4, management 
entities at the local client computer 2 and a remote netWork 
station manager 6 can recon?gure con?guration parameters. 
Further, the remote station manager 6 can determine Which 
settings to alloW only the netWork station manager 6 to 
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control, such as certain network con?guration parameters 
50a and the SNMP MIB parameters 506. The netWork 
station manager 6 could further con?gure the access tokens 
50a, b, c to allow the user at the client computer 2 to 
con?gure operating system, application, and user interface 
50d con?guration parameters. 

[0039] Further, the setup utility 24 may load certain 
default sets of con?guration parameters and token access 
rights 52a b, c into the NVRAM 10. For instance, the default 
con?guration parameters may alloW the netWork station 
manager 6 and SNMP manager 18 to modify netWork and 
SNMP MIB settings, respectively, but deny the client con 
?guration tool 14 access to these parameters. Alternatively, 
certain parameters may by default be left to the client 
con?guration tool 14. The initial shared arrangement can 
then be modi?ed by the management entities having access 
rights to modify the sharing arrangements speci?ed in the 
association of con?guration parameter sets 50a, b, c to 
management entity access tokens 52a b, c. This Would alloW 
one application to modify the access tokens 52a b, c and/or 
con?guration parameter sets 50a, b, c to prevent another 
application from accessing con?guration parameter. In this 
Way, preferred embodiments provide a technique for allo 
cating certain access and updating privileges for con?gura 
tion parameters to remote netWork administrators and the 
local client user. Further, access may be restricted to par 
ticular applications running remotely or locally, e.g., the 
client manager utility 16 and con?guration tool 14. 

[0040] FolloWing are some additional and alternative 
embodiments. 

[0041] The preferred embodiments may be implemented 
as a method, apparatus or program using standard program 
ming and/or engineering techniques to produce softWare, 
?rmWare, hardWare, or any combination thereof. The pro 
gram, code and instructions in Which the preferred embodi 
ments are implemented are accessible from and embedded in 
an information bearing medium, Which may comprise one or 
more computer-readable devices, ?rmWare, programmable 
logic, memory devices (e.g., EEPROMs, ROMs, PROMs, 
RAMs, SRAMs, etc.), hardWare, electronic devices, a com 
puter readable magnetic storage unit (e.g., CD-ROM, ?oppy 
disk, hard disk drive, etc.), a ?le server providing access to 
the programs via a netWork transmission line, Wireless 
transmission media, signals propagating through space, 
radio Waves, infrared signals, etc. Of course, those skilled in 
the art Will recogniZe that many modi?cations may be made 
to this con?guration Without departing from the scope of the 
present invention. 

[0042] In preferred embodiments, the con?guration unit 8 
Was described as a compact ?ash card mounted on the 
motherboard of the client computer 2 or a PCMCIA card that 
is inserted in a PCMCIA port of the client computer 2. In 
alternative embodiments, the con?guration unit 8 may be 
implemented as any removable non-volatile storage device 
knoWn in the art, such as an insertable magnetic disk (e.g., 
?oppy disk, the Iomega Corporation JAZ** or ZIP** disk, 
removable hard disk drive, etc.), a read/Writable optical disk, 
such as a CD-ROM disk, etc. 

[0043] In preferred embodiments, the tokens 52a b, c are 
associated With particular management entities and sets of 
con?guration parameters 50a, b, c, such that the manage 
ment entity can only access the set of con?guration param 
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eters associated With its token. In alternative embodiments, 
a token may be associated With a set of con?guration 
parameters and not a management entity. In such case, the 
token indicates Whether any entity can access the associated 
set of con?guration parameters. Thus, before accessing the 
parameter, the management entity determines if the token 
for that parameter enables or denies access in general. 

[0044] In preferred embodiments, the NVRAM 10 on the 
client computer 2 planar board stores the con?guration 
parameters 50a, b, c. In alternative embodiments, other 
types of read/Writable non-volatile storage medium (e.g., 
removable disk, read/Writable CDROM, etc.) may be used to 
store the con?guration parameters 50a, b, c and tokens 52a 
b, c, d, 6. Still further, the components stored in the con 
?guration unit 8, such as the setup utility 24 and con?gu 
ration tool 14, and the con?guration parameters 50a, b, c 
may be stored in a same removable non-volatile storage 
medium. In such case, the user can take the removable 
medium to different client computer 2 machines, and the 
different netWork machines Would initialiZe the client com 
puter using the con?guration parameters 52a, b, c, d, e in the 
non-volatile storage medium. This Would alloW a user to 
Work at any netWork computer using their particular set 
tings. Such embodiments are particularly useful in netWork 
environments Where users routinely Work in different of?ces 
and locations. 

[0045] Preferred embodiments Were described With 
respect to a “thin” client computer 2 Where the operating 
system and application programs are loaded from a remote 
server or con?guration unit 8 upon each poWer on. HoWever, 
in alternative embodiments, “fat” clients including an oper 
ating system and/or application programs installed on a hard 
disk drive could utiliZe the con?guration technique of the 
preferred embodiments for providing con?guration for cer 
tain parameters, such as netWork parameters 50a, user 
interface con?guration 50d, SNMP MIB 506, etc. 

[0046] The sets of con?guration parameters 50a, b, c 
described With respect to FIG. 2 is not intended to be 
exhaustive and there may be additional sets of con?guration 
parameters, such as netWork resource con?guration indicat 
ing printers and other devices to use, an authentication 
service to validate a user at the client computer 2, etc. 

[0047] In further embodiments, the con?guration tool 14 
can be used to request an update of the programs 12 and 14 
in the con?guration unit 8 from a ?le maintained at a remote 
server over the netWork 4. 

[0048] In still further embodiments, the client manager 
utility 16 may be invoked to simultaneously alter certain 
con?guration parameters 50a, b, c in the NVRAMs 10 of 
multiple client computers 2. 

[0049] The foregoing description of the preferred embodi 
ments of the invention has been presented for the purposes 
of illustration and description. It is not intended to be 
exhaustive or to limit the invention to the precise form 
disclosed. Many modi?cations and variations are possible in 
light of the above teaching. It is intended that the scope of 
the invention be limited not by this detailed description, but 
rather by the claims appended hereto. The above speci?ca 
tion, eXamples and data provide a complete description of 
the manufacture and use of the composition of the invention. 
Since many embodiments of the invention can be made 
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Without departing from the spirit and scope of the invention, 
the invention resides in the claims hereinafter appended. 

What is claimed is: 
1. Amethod of con?guring a client computer connected to 

a network, Wherein a remote computer is capable of com 
municating With the client computer over the network, 
comprising: 

storing sets of con?guration parameters in a non-volatile 
storage unit, Wherein the sets of con?guration param 
eters instruct at least one program hoW to initialiZe 
operational parameters and load programs into the 
client computer memory during a poWer on; and 

for each set of con?guration parameters, storing a token 
in the non-volatile storage unit indicating access rights 
to the set of con?guration parameters, Wherein the 
token speci?es Whether management entities running 
on the remote computer and client computer can access 
the set of con?guration parameters for that token. 

2. The method of claim 1, Wherein each token speci?es at 
least one management entity, Wherein only the management 
entity speci?ed in the token has access rights to the set of 
con?guration parameters associated With that token, Wherein 
at least one token speci?es one management entity at the 
client computer and at least one other token speci?es one 
management entity at the remote computer. 

3. The method of claim 1, Wherein the at least one 
program is capable of comprising a boot program, operating 
system or application program. 

4. The method of claim 1, Wherein the client computer and 
remote computer are capable of modifying the access rights 
speci?ed in the token if the access rights permit the client 
computer or remote computer requesting the modi?cation 
Write access to the set of con?guration parameters, further 
comprising: 

storing modi?cations in the non-volatile storage unit from 
the client computer or remote computer to the access 
rights speci?ed in the token for one set of con?guration 
parameters, Wherein the modi?cations are made to the 
token if the client computer or remote computer initi 
ating the modi?cations is indicated in the access Writes 
as having Write access. 

4. The method of claim 3, Wherein the access rights in one 
token specify one application program in the remote com 
puter or client program that can modify the set of con?gu 
ration parameters. 

5. The method of claim 1, further comprising: 

launching a con?guration program from a removable 
storage unit interfaced With the client computer, 
Wherein the con?guration program is used to modify 
sets of con?guration parameters in the non-volatile 
storage unit. 

6. The method of claim 5, further comprising: 

launching a setup program from the removable storage 
unit during a poWer on When the client computer has 
not previously been con?gured; 

receiving settings for at least one set of con?guration 
parameters via the setup program; and 

storing the received settings in the non-volatile storage 
unit, Wherein the con?guration program is launched to 
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provide an interface to alloW the user to set con?gu 
ration parameters for other sets of con?guration param 
eters. 

7. The method of claim 1, Wherein the sets of con?gura 
tion associated With the tokens include at least one of the 
folloWing sets of con?guration parameters: 

netWork con?guration parameters indicating netWork set 
tings the client computer uses to communicate over the 
netWork; 

operating system con?guration parameters for an operat 
ing system loaded into the client computer memory; 

application con?guration parameters indicating param 
eters for application programs loaded into the client 
computer memory; 

user con?guration parameters indicating settings for a 
user interface displayed at the client computer; and 

Simple NetWork Management Protocol (SNMP) con?gu 
ration parameters. 

8. The method of claim 1, further comprising: 

launching a setup program from the removable storage 
unit during a poWer on When the client computer has 
not previously been con?gured; 

receiving settings for netWork con?guration parameters 
indicating a netWork address for the client computer 
through the setup program; 

receiving operating system con?guration parameters for 
an operating system kernel to load into the client 
computer memory through the setup program; and 

storing the netWork and operating system con?guration 
parameters received through the setup program in the 
non-volatile storage unit. 

9. The method of claim 8, further comprising launching a 
con?guration program from the setup program to receive 
application con?guration parameters for application pro 
grams to load into the client computer memory and user 
interface con?guration parameters. 

10. The method of claim 1, further performing beginning 
an initialiZation routine after a poWer on event, Wherein if 
the client computer Was previously con?gured, during the 
initialiZation performing: 

loading netWork con?guration parameters stored in the 
non-volatile storage unit indicating a netWork address 
for the client computer to use; and 

loading operating system con?guration parameters When 
loading an operating system kernel. 

11. The method of claim 10, Wherein the operating system 
is loaded from the removable storage unit interfacing With 
the client computer. 

12. The method of claim 10, Wherein the operating system 
con?guration parameters indicate a remote server on the 
netWork including the operating system kernel, further com 
prising during the initialiZation: 

doWnloading the operating system kernel from the remote 
server indicated in the operating system con?guration 
parameters; and 

loading the doWnloaded operating system kernel into the 
client computer. 
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13. The method of claim 10, further comprising: 

loading at least one application program indicated in the 
application con?guration parameters into the memory 
of the client computer. 

14. The method of claim 13, further comprising: 

accessing the at least one application program from a 
remote server over the network or from the removable 

storage unit interfacing with the client computer, 
wherein the accessed at least one application program 
is loaded into the client computer memory. 

15. A system for con?guring a client computer connected 
to a network, wherein a remote computer is capable of 
communicating with the client computer over the network, 
comprising: 

a non-volatile storage unit; 

a processor capable of accessing the non-volatile storage 
unit; 

a computer readable medium including program code 
accessible to the processor, 

wherein the processor eXecutes the program code to 
perform: 

(i) storing sets of con?guration parameters in the non 
volatile storage unit, wherein the sets of con?gura 
tion parameters instruct at least one program how to 
initialiZe operational parameters and load programs 
into the client computer memory during a power on; 
and 

(ii) for each set of con?guration parameters, storing a 
token in the non-volatile storage unit indicating 
access rights to the set of con?guration parameters, 
wherein the token speci?es whether management 
entities running on the remote computer and client 
computer can access the set of con?guration param 
eters for that token. 

16. The system of claim 15, wherein each token speci?es 
at least one management entity, wherein only the manage 
ment entity speci?ed in the token has access rights to the set 
of con?guration parameters associated with that token, 
wherein at least one token speci?es one management entity 
at the client computer and at least one other token speci?es 
one management entity at the remote computer. 

17. The system of claim 15, wherein the at least one 
program code includes a boot program, operating system or 
application program. 

18. The system of claim 15, wherein the client computer 
and remote computer are capable of modifying the access 
rights speci?ed in the token if the access rights permit the 
client computer or remote computer requesting the modi? 
cation write access to the set of con?guration parameters, 
wherein the program code is further capable of causing the 
client computer processor to perform: 

storing modi?cations in the non-volatile storage unit from 
the client computer or remote computer to the access 
rights speci?ed in the token for one set of con?guration 
parameters, wherein the modi?cations are made to the 
token if the client computer or remote computer initi 
ating the modi?cations is indicated in the access writes 
as having write access. 
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19. The system of claim 18, wherein the access rights in 
one token specify one application program in the remote 
computer or client program that can modify the set of 
con?guration parameters. 

20. The system of claim 18, wherein the program code is 
further capable of causing the client computer processor to 
perform: 

launching a con?guration program from a removable 
storage unit interfaced with the client computer, 
wherein the con?guration program is used to modify 
sets of con?guration parameters in the non-volatile 
storage unit. 

21. The system of claim 20, wherein the program code is 
further capable of causing the client computer processor to 
perform: 

launching a setup program from the removable storage 
unit during a power on when the client computer has 
not previously been con?gured; 

receiving settings for at least one set of con?guration 
parameters via the setup program; and 

storing the received settings in the non-volatile storage 
unit, wherein the con?guration program is launched to 
provide an interface to allow the user to set con?gu 
ration parameters for other sets of con?guration param 
eters. 

22. The system of claim 15, wherein the sets of con?gu 
ration associated with the tokens include at least one of the 
following sets of con?guration parameters: 

network con?guration parameters indicating network set 
tings the client computer uses to communicate over the 

network; 
operating system con?guration parameters for an operat 

ing system loaded into the client computer memory; 

application con?guration parameters indicating param 
eters for application programs loaded into the client 
computer memory; 

user con?guration parameters indicating settings for a 
user interface displayed at the client computer; and 

Simple Network Management Protocol (SNMP) con?gu 
ration parameters. 

23. The system of claim 15, wherein the program code is 
further capable of causing the client computer processor to 
perform: 

launching a setup program from the removable storage 
unit during a power on when the client computer has 
not previously been con?gured; 

receiving settings for network con?guration parameters 
indicating a network address for the client computer 
through the setup program; 

receiving operating system con?guration parameters for 
an operating system kernel to load into the client 
computer memory through the setup program; and 

storing the network and operating system con?guration 
parameters received through the setup program in the 
non-volatile storage unit. 

24. The system of claim 23, wherein the program code is 
further capable of causing the client computer processor to 
perform launching a con?guration program from the setup 
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program to receive application con?guration parameters for 
application programs to load into the client computer 
memory and user interface con?guration parameters. 

25. The system of claim 15, Wherein the program code is 
further capable of causing the client computer processor to 
perform beginning an initialiZation routine after a poWer on 
event, Wherein if the client computer Was previously con 
?gured, during the initialiZation performing: 

loading netWork con?guration parameters stored in the 
non-volatile storage unit indicating a netWork address 
for the client computer to use; and 

loading operating system con?guration parameters When 
loading an operating system kernel. 

26. The system of claim 25, Wherein the operating system 
is loaded from the removable storage unit interfacing With 
the client computer. 

27. The system of claim 25, Wherein the operating system 
con?guration parameters indicate a remote server on the 
netWork including the operating system kernel, further 
Wherein the program code is further capable of causing the 
client computer processor to perform during the initialiZa 
tion: 

doWnloading the operating system kernel from the remote 
server indicated in the operating system con?guration 
parameters; and 

loading the doWnloaded operating system kernel into the 
client computer. 

28. The system of claim 25, Wherein the program code is 
further capable of causing the client computer processor to 
perform: 

loading at least one application program indicated in the 
application con?guration parameters into the memory 
of the client computer. 

29. The system of claim 28, Wherein the program code is 
further capable of causing the client computer processor to 
perform: 

accessing the at least one application program from a 
remote server over the netWork or from the removable 

storage unit interfacing With the client computer, 
Wherein the accessed at least one application program 
is loaded into the client computer memory. 

30. Aprogram of con?guring a client computer connected 
to a netWork, Wherein a remote computer is capable of 
communicating With the client computer over the netWork, 
Wherein the program includes code embedded in a computer 
readable medium capable of causing a processor to perform: 

storing sets of con?guration parameters in a non-volatile 
storage unit, Wherein the sets of con?guration param 
eters instruct at least one program hoW to initialiZe 
operational parameters and load programs into the 
client computer memory during a poWer on; and 

for each set of con?guration parameters, storing a token 
in the non-volatile storage unit indicating access rights 
to the set of con?guration parameters, Wherein the 
token speci?es Whether management entities running 
on the remote computer and client computer can access 
the set of con?guration parameters for that token. 

31. The program of claim 30, Wherein each token speci?es 
at least one management entity, Wherein only the manage 
ment entity speci?ed in the token has access rights to the set 
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of con?guration parameters associated With that token, 
Wherein at least one token speci?es one management entity 
at the client computer and at least one other token speci?es 
one management entity at the remote computer. 

32. The program of claim 30, Wherein the at least one 
program is capable of comprising a boot program, operating 
system or application program. 

33. The program of claim 30, Wherein the client computer 
and remote computer are capable of modifying the access 
rights speci?ed in the token if the access rights permit the 
client computer or remote computer requesting the modi? 
cation Write access to the set of con?guration parameters, 
Wherein the program code is further capable of causing the 
processor to perform: 

storing modi?cations in the non-volatile storage unit from 
the client computer or remote computer to the access 
rights speci?ed in the token for one set of con?guration 
parameters, Wherein the modi?cations are made to the 
token if the client computer or remote computer initi 
ating the modi?cations is indicated in the access Writes 
as having Write access. 

34. The program of claim 33, Wherein the access rights in 
one token specify one application program in the remote 
computer or client program that can modify the set of 
con?guration parameters. 

35. The program of claim 30, Wherein the program code 
is further capable of causing the processor to perform: 

launching a con?guration program from a removable 
storage unit interfaced With the client computer, 
Wherein the con?guration program is used to modify 
sets of con?guration parameters in the non-volatile 
storage unit. 

36. The program of claim 35, Wherein the program code 
is further capable of causing the processor to perform: 

launching a setup program from the removable storage 
unit during a poWer on When the client computer has 
not previously been con?gured; 

receiving settings for at least one set of con?guration 
parameters via the setup program; and 

storing the received settings in the non-volatile storage 
unit, Wherein the con?guration program is launched to 
provide an interface to alloW the user to set con?gu 
ration parameters for other sets of con?guration param 
eters. 

37. The program of claim 30, Wherein the sets of con 
?guration associated With the tokens include at least one of 
the folloWing sets of con?guration parameters: 

netWork con?guration parameters indicating netWork set 
tings the client computer uses to communicate over the 
netWork; 

operating system con?guration parameters for an operat 
ing system loaded into the client computer memory; 

application con?guration parameters indicating param 
eters for application programs loaded into the client 
computer memory; 

user con?guration parameters indicating settings for a 
user interface displayed at the client computer; and 

Simple NetWork Management Protocol (SNMP) con?gu 
ration parameters. 
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38. The program of claim 30, wherein the program code 
is further capable of causing the processor to perform: 

launching a setup program from the removable storage 
unit during a poWer on When the client computer has 
not previously been con?gured; 

receiving settings for netWork con?guration parameters 
indicating a netWork address for the client computer 
through the setup program; 

receiving operating system con?guration parameters for 
an operating system kernel to load into the client 
computer memory through the setup program; and 

storing the netWork and operating system con?guration 
parameters received through the setup program in the 
non-volatile storage unit. 

39. The program of claim 38, Wherein the program code 
is further capable of causing the processor to perform 
launching a con?guration program from the setup program 
to receive application con?guration parameters for applica 
tion programs to load into the client computer memory and 
user interface con?guration parameters. 

40. The program of claim 30, Wherein the program code 
is further capable of causing the processor to perform 
beginning an initialiZation routine after a poWer on event, 
Wherein if the client computer Was previously con?gured, 
during the initialiZation performing: 

loading netWork con?guration parameters stored in the 
non-volatile storage unit indicating a netWork address 
for the client computer to use; and 
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loading operating system con?guration parameters When 
loading an operating system kernel. 

41. The program of claim 30, Wherein the operating 
system is loaded from the removable storage unit interfacing 
With the client computer. 

42. The program of claim 40, Wherein the operating 
system con?guration parameters indicate a remote server on 
the netWork including the operating system kernel, Wherein 
the program code is further capable of causing the processor 
to perform: 

doWnloading the operating system kernel from the remote 
server indicated in the operating system con?guration 
parameters; and 

loading the doWnloaded operating system kernel into the 
client computer. 

43. The program of claim 30, Wherein the program code 
is further capable of causing the processor to perform: 

loading at least one application program indicated in the 
application con?guration parameters into the memory 
of the client computer. 

44. The program of claim 43, Wherein the program code 
is further capable of causing the processor to perform: 

accessing the at least one application program from a 
remote server over the netWork or from the removable 

storage unit interfacing With the client computer, 
Wherein the accessed at least one application program 
is loaded into the client computer memory. 

* * * * * 


