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PROXIMITY SENSOR FOR SCREEN SAVER AND 
PASSWORD DELAY 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates generally to computer sys 
tems. More particularly, the invention relates to a proximity 
sensor based control system used to prevent a computer 
program such as a screen saver and/or a passWord protection 
program from being activated While an operator remains 
present in the vicinity of a computer. 

[0003] 2. Description of the Related Art 

[0004] Screen savers are Well knoWn in the art of com 
puter systems. Desktop computers such as personal com 
puters and Workstations use screen savers to display an 
image or animation after a period of user inactivity. Like 
Wise, laptop computers and some personal digital assistants 
(PDAs) also employ screen saver technology. Screen savers 
are employed to prevent long-term damage Which Would 
otherWise be experienced by a computer display monitor if 
a single pattern such as a menu interface to an operating 
system Were constantly displayed. Computer programs 
designed for use in office environments commonly display a 
passWord dialog box as a part of the screen saver image or 
as a stand-alone function. PassWord protection advanta 
geously safeguards sensitive information held Within a com 
puter system during intermediate periods of time When the 
user has left the Work area. PassWord protection With user 
inactivity activation alloWs the Worker to leave the Work 
area Without needing to log out of a session With the 
computer. This increases security, because the user Will 
often neglect to log out of the computer When leaving the 
Work area to attend a meeting, eat lunch or perform other 
tasks aWay from the Work area. On the other hand, the user 
may desire to log out of the computer session at the end of 
the Workday. 

[0005] Screen savers and passWord protection programs 
are typically activated -by sensing a period of user inactivity. 
For example, such programs may be activated after a period 
of time has elapsed as measured from the last time the user 
has provided input to the computer using a keyboard and/or 
a mouse. One common method of controlling computer 
program activation is to use a timer. The timer is reset When 
an input is detected from the keyboard or the mouse. The 
timer is essentially a counter Which counts for a predeter 
mined number of clock cycles. After the timer has reached 
a predetermined count, the timer is said to “time-out.” 
Typically, the timer generates a “time-out signal” upon 
time-out. The amount of time required for the timer to 
produce the time-out signal is called a “time-out period.” 
Often the time-out signal is coupled to provide an interrupt 
to a central processing unit Within the computer. When the 
time-out signal is detected, an interrupt request signal is 
provided to the central processing unit Which in turn acti 
vates the screen saver and/or passWord protection program. 
Once the timer begins counting, if the user provides another 
input via the keyboard or the mouse, the timer is reset and 
begins counting aneW. Thus the screen saver and/or pass 
Word protection program Will not be activated When the user 
is actively Working With the computer. The screen saver 
and/or passWord protection program Will only be activated 
after the user has remained inactive for the duration of the 
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prespeci?ed time-out period. The same holds true for other 
user activity controlled programs such as passWord protec 
tion programs and on-line connection programs. An on-line 
connection program is a program Which initiates and/or 
deactivates a communication connection. For example, 
When a user has not sent any input to an on-line connection 
port for the duration of a time-out period, the on-line 
connection program Will deactivate the connection so as to 
free up the connection port. 

[0006] User activity controlled program technology as 
currently implemented in the art has some attendant prob 
lems. Users often become annoyed at the side effects inher 
ent in the existing technology. For example, in the case of 
screen savers, While the user is actively Working Within his 
or her Work area, several interruptions may occur Which 
divert the user’s attention from the computer’s keyboard or 
mouse. In some instances the user may be involved With 
paperWork, a telephone call or a face-to-face interaction With 
a customer or colleague. In all such cases, time-out period 
may elapse and cause the screen saver to be activated. When 
the user returns to the computer desiring to interact With the 
operating system’s user interface, the user is instead faced 
With a screen saver. In cases Where the user needs to reenter 

a passWord, this is more than a mild annoyance. The 
passWord feature is useful in protecting the user’s sensitive 
data When the user has left the Work area for an extended 
period, but is more of a nuisance When the user has merely 
turned aWay to attend to another task such as a telephone 
call. 

[0007] Hence there is a need for a user activity controlled 
program technology Which can control the activation of a 
computer program Without the aforementioned problems. 
For example, it Would be desirable to have a screen saver 
Which could provide a screen saving functionality Without 
being activated While a user remains Within the Work area. 
It Would be desirable for the computer to detect the physical 
presence of the user, and to use this detection to prevent a 
screen saver from activating. It Would-be desirable to 
include neW timer algorithms adapted for use With this 
detection. Moreover, it Would also be bene?cial to provide 
intelligent screen saver activation control Without the need 
to modify existing computers, screen saver softWare, or 
operating systems. It Would also be desirable to integrate 
such a screen saver into computer hardWare and softWare in 
order to provide efficient and ergonomic implementations. 
Systems and techniques are also needed to provide for loW 
cost solutions as Well as systems With extended functional 
ity. Moreover, it Would be desirable to have a user activity 
controlled program technology Which could be used to 
activate various types of programs other than screen saver 
programs. Such a technology could be used, for example, to 
control the activation of passWord protection programs and 
online connection control programs. 

SUMMARY OF THE INVENTION 

[0008] The present invention solves these and other prob 
lems by providing methods and apparatus Which detect the 
physical presence of a user and use this detection to control 
the activation of a user activity controlled program such as 
a screen saver or a passWord program. In a ?rst aspect, the 
present invention involves an interface system Which can be 
coupled to a computer. This system is operative to detect the 
physical presence of a user via a proximity sensor and to 
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transmit a signal indicative of the presence of the user to 
prevent a computer program from being activated. The 
proximity sensor is operatively coupled to this interface 
system. The interface system includes a control module such 
as a microcontroller Which causes information to be trans 

mitted based on an output signal provided by the proXimity 
sensor to prevent the activation of the computer program. 
The transmitted information is preferably embodied as a 
signal containing at least one bit of information designated 
by a logic-one voltage level, a logic-Zero voltage level, or a 
transition therebetWeen. A typical value for logic-one is ?ve 
volts and a typical value for logic-Zero is Zero volts. Typi 
cally, the transmitted information includes a sequence of bit 
values to form a coded command signal indicative of a 
mouse movement or a keyboard stroke. In one embodiment, 
this apparatus is supplied as an interface system Which may 
be interposed betWeen a computer port such as a mouse port 
and an input device such as a mouse. The present invention 
may be used to control various types of computer programs 
such as screen saver programs and/or passWord programs. 

[0009] In a second aspect of the present invention, a timer 
is included in the interface system. When a timer is used, the 
interface system is operative to monitor a signal supplied by 
a user input-output device and monitor a signal supplied by 
a proXimity sensor. The proXimity sensor provides a signal 
indicative of the physical presence of a user. The system 
alloWs a computer program to be placed in a foreground 
state after a prespeci?ed time duration has passed since both 
the user-input signal and the proximity-sensor signal have 
been inactive. 

[0010] A third aspect of the present invention involves 
methods of deactivating a computer program. In a ?rst step, 
the physical presence of a user is detected via a ?rst 
proXimity sensor. In a second step, the user is identi?ed 
using at least one other proXimity sensor. In a third step, a 
control signal is generated indicating to deactivate the 
computer program When the user has been identi?ed as an 
authoriZed user. In one embodiment, the computer is a 
screen saver program With passWord protection, and in 
another embodiment the computer program is a stand-alone 
passWord protection program. 

[0011] A fourth aspect of the present invention involves a 
softWare system for use on computers and related comput 
eriZed equipment. The softWare system involves a back 
ground-processing module coupled to receive inputs from a 
user input-output device and a proXimity sensor. The soft 
Ware system also includes a foreground-processing module 
Which is activated in response to a control signal generated 
by the background-processing module. The background 
processing module maintains a timer indicative of the 
amount of time since a user has last applied an input via the 
user input-output device. The background module also 
accepts an input from the proXimity sensor and causes the 
foreground-processing module to be activated. The fore 
ground process is activated When both the timer indicates no 
user input has been received via the user input-output device 
for a prescribed amount of time and the proXimity sensor 
indicates no user is present. 

BRIEF DESCRIPTION OF THE FIGURES 

[0012] The various novel features of the invention are 
illustrated in the ?gures listed beloW and described in the 
detailed description Which folloWs. 

Jul. 18, 2002 

[0013] FIG. 1 is a block diagram representing a computer 
system equipped With a proXimity sensor and related control 
and interface apparatus. 

[0014] FIG. 1A is a block diagram illustrating an embodi 
ment of a proXimity sensor interface Which can be connected 
to a standard computer mouse port. 

[0015] FIG. 2 is a block diagram representing a softWare 
architecture of an operating system designed to provide a 
proXimity sensor-based input-output operations. 

[0016] FIG. 3 is a How chart illustrating a method of 
processing employed to provide a proXimity sensor based 
computer program. 

[0017] FIG. 4 is a How chart illustrating a method of 
processing Whereby a timer is employed to provide intelli 
gent control of the activation or delay of a computer pro 
gram. 

[0018] FIG. 4A is a How chart illustrating a method of 
processing Whereby a ?rst timer is employed to provide 
intelligent control of the activation of a screen saver pro 
gram, and a second timer is employed to deactivate a screen 
saver program. 

[0019] FIG. 5 is a How chart illustrating a method of 
processing employed to provide enhanced services and 
security based on the use of a proXimity sensor. 

[0020] FIG. 6 is a How chart illustrating a method of 
sensor signal processing used to alloW a loW cost proXimity 
sensor to be used to implement a reliable overall system. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0021] In the detailed description of the preferred embodi 
ment of the present invention Which folloWs, speci?c 
embodiments are presented for purposes of illustration and 
description. While the present invention may be applied to 
control the activation of various types of computer pro 
grams, speci?c embodiments involving screen saver pro 
grams are provided herein merely by Way of eXample. Timer 
controlled programs such as screen savers, passWord pro 
tection programs and on-line connection programs fall under 
the broader category of “user activity controlled programs.” 
For eXample, in embodiments disclosed herein, the “screen 
saver” program may be substituted by or augmented With 
any user activity controlled program such as a passWord 
protection program or an on-line connection program. Many 
modi?cations and variations of the present invention Will be 
apparent to those of ordinary skill in the art. Therefore, it is 
to be understood that the present invention encompasses all 
such equivalent embodiments. 

[0022] FIG. 1 is a block diagram representing an embodi 
ment of computer system 100 equipped With a proXimity 
sensor and related control and interface apparatus. The 
computer system 100 includes a standard computer 104 
Which may be designed in accordance With the prior art. The 
standard computer 104 may be any Workstation, personal 
computer, laptop computer, personal digital assistant, or 
other computeriZed apparatus Which does not include or is 
not coupled to the proximity-sensor interface system 102. 
Once the proXimity-sensor interface system 102 is interfaced 
to the standard computer 104, the computer system 100 
results. 
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[0023] The proximity-sensor interface system 102 
includes a proximity sensor 105 operatively coupled to a 
microcontroller 110. The proximity sensor 105 may be any 
device Which indicates the physical presence of a user. The 
microcontroller 110 is controllably coupled to a control logic 
program 115. The combination of the microcontroller 110 
and the control logic program 115 constitutes a control 
module. As Will be discussed, the control module may be 
implemented using hard-coded logic and other equivalent 
structures. The microcontroller 110 is also coupled to a timer 
module 120. In most embodiments the timer module 120 is 
implemented using hardWare and softWare structures avail 
able Within the microcontroller 110 itself. The microcon 
troller is also coupled to the standard computer 104. In the 
illustrative embodiment, three interface structures are 
shoWn. The microcontroller is coupled to a computer mouse 
interface module 125, a keyboard interface module 130, 
and/or a port interface module 135. In a given embodiment, 
one or more of these interface modules may be imple 
mented. The interface modules 125, 130 and 135 are pref 
erably coupled to a user-input device. Auser-input device is 
any device such as a mouse, a keyboard, a joystick, or a 
microphone Which accepts inputs in response to actions of a 
user. The user-input device is typically designed to connect 
to an associated computer-input port such as a mouse port, 
a keyboard port, a joystick port, a microphone port, an 
infrared port, or a Wireless interface. 

[0024] The proximity sensor 105 may be implemented 
using various component technologies. For example, the 
proximity sensor 105 may be implemented using a passive 
infra-red sensor, a diffuase re?ectance sensor, a re?ectance 
sensor, a light beam continuity sensor, a capacitance sensor, 
a radio frequency (RF) sensor, an audio sensor, an ultrasonic 
sensor, a pressure sensitive mat, or a Weight sensor Within a 
chair. Any sensor Which can detect the physical presence of 
a user is Within the scope of the present invention. 

[0025] In various systems any of these sensors may be 
used in combination. A sensor made up of more than one 
sensor is knoWn as a multidimensional sensor since it 

provides a multidimensional vector of data. A multidimen 
sional sensor made up of tWo or more proximity sensors is 
called a “multidimensional proximity sensor.” For example, 
a multidimensional sensor may be constructed using a 
combination of a re?ectance sensor and a RF sensor. As Will 
be discussed in connection With FIG. 5, the re?ectance 
sensor alloWs any individual to be detected and the RF 
sensor alloWs the individual to be identi?ed. Another 
example of a multidimensional sensor is a charge-coupled 
device (CCD) image sensor as used in a video camera. As 
video conferencing protocols such as the H.323 protocol 
from the International Telecommunications Union (ITU) 
become increasingly prevalent, more and more computers 
such as the standard computer 104 Will include a CCD 
camera. In such cases, the existing CCD camera may be used 
as the proximity sensor 105 if the control logic program 115 
is also employed. In a system using the existing CCD 
camera as the proximity sensor 105, an image processing 
softWare program Would cooperate With the control logic 
program 115 to recogniZe the presence and possibly the 
identity of the user. The proximity sensor 105 may also be 
implemented With similar technologies such as a micro 
phone coupled to a voice recognition softWare program. A 
microphone can be used to collect a vector of speech 
samples and thus behaves like a multidimensional sensor. 
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Voice recognition softWare analyZes a user’s voice input and 
compares this input to a “voice print” to identify the user. 
Because most multimedia PCs already include microphones, 
solutions augmented With microphone based processing can 
be provided Without the need for additional hardWare. The 
embodiments making use of multidimensional sensors and 
signal processing techniques are discussed in connection 
With FIG. 5. 

[0026] The proximity sensor 105 may be physically 
mounted Within the computer system 100 in various Ways. 
In one embodiment, the proximity-sensor interface system 
102 is built Within its oWn enclosure as a stand-alone unit. 
Such an embodiment is illustrated in FIG. 1A Where the 
present invention is embodied as a stand-alone device Which 
connects betWeen the mouse 182 and the computer system 
104. Other embodiments involve building the proximity 
sensor interface system 102 into a keyboard or a mouse. The 
computer system 104 as illustrated in FIG. 1A includes a 
keyboard, a monitor and a mouse 182. Still other embodi 
ments involve building the proximity-sensor interface sys 
tem 102 into the enclosure used to house a motherboard of 
the computer. This enclosure is commonly called a “CPU 
box” or equivalently, a “CPU toWer.” In FIG. 1A, the “CPU 
box” is shoWn as being located betWeen the keyboard and 
the monitor in the computer system 104. Other embodiments 
may be constructed Where the proximity-sensor interface 
system 102 is built into a computer display monitor, a mouse 
or a trackball, or some other add-on accessory device. The 
present invention comprehends all of these variations as Well 
as other equivalent variations Which may be deemed desir 
able as neW accessories and peripherals are added to com 
puter systems. 

[0027] Various con?gurations may be employed to pro 
vide poWer to the proximity-sensor interface system 102. 
Often the proximity sensor 105 Will require one or more 
direct current (DC) voltage levels other than the ones readily 
available. In such cases a DC-to-DC converter may be used 
to transform an available voltage such as +5 volts to some 
other needed voltage. Other knoWn methods are also avail 
able to derive a given voltage level from an alternating 
current (AC) poWer source. 

[0028] The proximity-sensor interface system 102 con 
trols a ?oW of information betWeen the proximity sensor 105 
and the standard computer 104. In the illustrative embodi 
ment of FIG. 1, the ?oW of information is controlled using 
the combination of the microcontroller 110 and the control 
program logic 115. In the illustrative embodiment, the 
control program logic 115 is implemented as a softWare 
program held Within a memory module (not shoWn). In some 
embodiments, the control program logic 115 may reside in 
an internal memory located Within the microcontroller 110. 
The control program logic 115 may also reside in a static 
memory such as a read only memory (ROM) or an electri 
cally erasable read only memory (EEPROM). In embodi 
ments involving an EEPROM, the control program logic 115 
may be optionally doWnloaded via one of the interface 
modules 125, 130 and/or 135 to alloW modi?cations to be 
made. In still other embodiments, the control program logic 
115 may be doWnloaded across one of the interface modules 
125, 130, or 135 into a volatile memory such as an SRAM 
chip. The microcontroller 110 may be implemented using an 
87C751 from Phillips Semiconductor Inc. Other microcon 
trollers, such as the PIC series of microcontrollers available 
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from Microchip, Inc., may also be used to control the How 
of information between the proximity sensor 105 and the 
standard computer 104. This How of information may simi 
larly be controlled using any available microprocessor or 
microcontroller. 

[0029] The control module made up of the combination of 
the microcontroller 110 and the control logic program 115 
may be alternatively implemented using one or more cus 
tomiZed logic devices. For example a programmable logic 
array, a gate array or an application speci?c integrated 
circuit (ASIC) may be designed using a hard-coded state 
machine to control information How and perform related 
logic processing. Most logic based solutions do not require 
a separate memory to hold the control program logic 115 
since that logic is hard-coded. The hard-coded logic based 
solution represents an engineering trade-off betWeen design 
expenses and production expenses. When the production 
volume Warrants, it often becomes economical to pursue the 
hard-coded logic based solution. In this case, the microcon 
troller 110 and the control program logic 115 are imple 
mented using the hard-coded logic device. It should also be 
noted that some hard-coded logic devices are also repro 
grammable. For example, the control program logic 115 
maybe doWnloaded via the interface module 125, 130 or 135 
into a set of volatile logic-con?guration-memory cells 
located on a gate array as provided by Xilinx Corp. Such 
solutions have the advantage of being easily modi?ed and 
upgraded. 

[0030] The timer module 120 is preferably implemented in 
both hard-coded designs and microcontroller based designs 
using an internal programmable timer module. An internal 
timer includes a register to hold a count value, a counter state 
machine, and a coupling to a clock input. Such timer 
modules are Well knoWn and are available With most micro 
controllers. For example, the 87C751 microcontroller from 
Phillips Semiconductor Inc. has an internal programmable 
timer module. This timer module is documented in the 
87C751 microcontroller user’s guide available from Phillips 
Semiconductor Inc. 

[0031] Depending on the embodiment, one or all of the 
interface modules 125, 130 and 135 may be implemented. In 
an exemplary embodiment, the present invention is imple 
mented using only the mouse interface module 125. This 
embodiment is discussed in detail in connection With FIG. 
1A. Other embodiments use only the keyboard interface 
module 130. Various types of embodiments may be con 
structed using the port interface module 135. The port 
interface module may be implemented using a serial port 
such as an RS232 port, a parallel port such as a printer port, 
an infrared port, a Wireless interface, or some specialiZed 
port such as microcontroller port interface. Similarly, a 
universal serial bus interface (USB) as is used to intercon 
nect various types of computer peripherals may also be used. 
The port interface module 135 comprehends any custom or 
standardiZed port interface Which may be used to route 
signals generated by the proximity-sensor interface system 
102 into the standard computer 104. 

[0032] Referring again to FIG. 1, a set of component 
subsystems Within the standard computer 104 are illustrated 
as being interconnected via a bus structure 140. For 
example, the computer mouse interface module 125, the 
keyboard interface module 130, and the port interface mod 
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ule 135 are all internally coupled to the bus 140. Also 
coupled to the bus 140 are a central processing unit (CPU) 
145, a memory and storage device 150, a screen saver 
program 155, a display monitor 160, and an optional modem 
or netWork connection 165. The screen saver program 155 
preferably includes a screen saver activation control pro 
gram and a screen saver display program. The screen saver 

activation control program monitors user inputs and acti 
vates the screen saver display program after a period of user 
inactivity has been detected. Amouse is generally connected 
to the mouse interface module 125 and a keyboard is 
generally connected to the keyboard interface module 130. 

[0033] In alternative embodiments, the screen saver pro 
gram 155 may be any user activity controlled computer 
program. Also, more than one such program may be 
employed in a single system. For example, a system may 
involve both a screen saver program 155 and a separate 
passWord protection program 155. In other embodiments, 
the screen saver program 155 may include a passWord 
protection feature. The discussion herein Will focus on the 
illustrative embodiment as depicted in FIG. 1. 

[0034] The bus 140 may be constructed as a set of unbro 
ken Wires or one or more optical ?bers used to carry signals 
betWeen the component subsystems Within the standard 
computer 104. In some embodiments of the present inven 
tion, the bus 140 may be implemented equivalently using a 
set of direct parallel and/or serial connections betWeen 
individual modules. The bus 140 as illustrated in FIG. 1 
shoWs a loW cost means to connect the illustrated sub 
systems. Acombination of bus connections and direct serial 
or parallel links may be used to implement a subset of the 
connection structure provided by the bus 140. Different 
implementations represent different price-to-performance 
ratios and Will be dictated by the needs of an individual 
embodiment. The bus 140 also comprehends multi-layered 
bus structures. For example, some embodiments make use of 
a local processor bus connected to the CPU 145 and the 
memory and storage device 150. A peripheral interconnect 
bus such as a PCI bus is then used to interconnect the other 
subsystems. In multi-layered bus based designs, the different 
layers are preferably interconnected by bus bridges. All of 
these and other equivalent embodiments of the bus 140 are 
knoWn to the skilled artisan and are considered to be 
equivalents of the bus 140. From here forWard, the discus 
sion Will center on the illustrated embodiment of the stan 
dard computer 104 Whereby all subsystems are directly 
connected via the bus 140. Embodiments Where the bus 140 
represents a different physical interconnection topology are 
implicitly included in the discussion beloW. 

[0035] In operation, the standard computer 104 operates a 
screen saver program 155. For example, Whenever the user 
moves or clicks the mouse, information indicative of these 
actions are transmitted via the mouse interface module 125 
to the CPU 145. In general, the user provides an input via a 
user input-output device and the user input-output device 
transmits the information in the form of a coded-command 
signal made up of a sequence of voltage-levels representa 
tive of bits of the information. Typically, interrupts are 
generated to inform the CPU 145 When the user’s input has 
been provided. LikeWise, Whenever the user applies a key 
stroke to the keyboard, data indicative of this activity is 
transmitted to the CPU 145 via the keyboard interface 
module 130. The screen saver program 155 is typically 
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resident in the memory and storage unit 150 and functions 
as a memory resident background process Within the soft 
Ware structure of the computer system 100. A timer is 
maintained and is updated in accordance With a timer-based 
interrupt. The timer is restarted With an initial count When a 
keyboard or mouse stroke is detected. If no keyboard or 
mouse input is detected for the duration of a prespeci?ed 
time-out period the screen saver is moved from a back 
ground state into a foreground state. When the screen saver 
functions in the foreground state, it displays a static or 
animated pattern on the display monitor 160. The portion of 
the screen saver Which functions in the foreground state is 
also called a “screen saver display program.” The portion of 
the screen saver program With operates in the background 
state is also called a “screen saver activation control pro 
gram.” The screen saver activation control program moni 
tors user inputs and places the screen saver program into the 
foreground state after a period of user inactivity has been 
detected. Typically, even When the screen saver display 
program has been placed into the foreground state, the 
screen saver activation control program continues to run in 

the background. When a user input or physical presence is 
once again detected the screen saver activation control 
program eventually places the screen saver display program 
back into a background state. When the screen saver display 
program is in the background state it is substantially inac 
tive. 

[0036] In embodiments of the present invention involving 
other types of programs beside screen saver programs, the 
“screen saver display program” may be replaced by a more 
generic “operational program.” For example, the activation 
control program 230 may control the activation of a “pass 
Word protected access program.” In this case, the “opera 
tional program” is the “passWord protected access control 
program.” The “passWord protected access control program” 
is a program Which restricts access to one or more computer 

programs unless a passWord is properly entered. Similarly, 
the screen saver display program may itself include a 
passWord protected access control program. 

[0037] In the above discussion, the notions of a “back 
ground state” and a “foreground state” have been used. A 
“background-processing module” is a computer program 
Which runs in the background state and is alloWed to run 
concurrently With another program. Usually, the operation of 
a background process is transparent to the user. A “fore 
ground-processing module” is a computer program Which 
runs in the foreground state and Whose operation is evident 
to the user. A foreground-processing module is typically 
operative to present a user interface to the user. As discussed 
above, the screen saver program 155 includes both a back 
ground-processing module and a foreground-processing 
module and can thereby operate in both the background state 
and the foreground state. While the user is actively using the 
standard computer 104, the screen saver program 155 does 
not actively display a screen saver image on the display 160. 
Rather, it quietly monitors the keyboard and the mouse 
interface activity. A counter is alloWed to run and is reset 
every time a user input is detected. When no user inputs have 
been detected for a long enough time to alloW the counter’s 
time-out value to be reached, the screen saver program 155 
moves into the foreground and makes its presence knoWn by 
displaying the screen saver image or animation. When the 
screen saver moves from the background to the foreground, 
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it is said to have been “activated.” When the screen saver 
moves from the foreground to the background, it is said to 
have been “deactivated.” 

[0038] In accordance With the present invention, the prox 
imity-sensor interface system 102 augments the aforemen 
tioned operation by preventing the screen saver program 155 
from being activated While the user remains in the vicinity 
of the computer system 100. When the proximity sensor 105 
detects a user to be present, the control logic program 115 
instructs the microcontroller 110 to emulate user activity by 
applying a data sequence to one of the interface modules 
125, 130, or 135. For example, in some systems the micro 
controller 110 interfaces to the standard computer 104 via 
the mouse interface module 125. When the proximity sensor 
105 detects the user to be present, the microcontroller 110 
signals the user’s presence by supplying a mouse-data signal 
indicating to move the cursor one or more pixels in the 
upWard direction. A short time later, the microcontroller 
sends a mouse-data signal indicating to move the cursor 
back doWnWard to the original position. The screen saver’s 
counter is thus prevented from reaching its time-out value 
and the screen saver is prevented from activating. This 
added functionality is advantageously added Without the 
need to alter the screen saver softWare 155 or the standard 
computer 104. 

[0039] In some systems, a mouse data emulation of one 
pixel movement is sufficient to prevent the user activity 
control from timing out. In other systems, depending on the 
screen saver activation softWare, an emulation of a move 

ment of more than one pixel is required. In still other screen 
savers, a one pixel movement Will delay the screen saver 
activation, but is insufficient to “Wake up” the computer 
from a screen saver foreground state. In yet other systems, 
a keyboard command such as a “control” keystroke or a 
“function” keystroke must be emulated. The microcontroller 
110 may be programmed by skilled artisans to emulate the 
appropriate signals needed to control the activation of screen 
savers and other user activity controlled programs. For 
example, the microcontroller 110 may be preprogrammed 
during manufacture to generate the proper signals to control 
a screen saver program. Alternatively, the microcontroller 
110 may be programmed to enter a “training mode.” In one 
embodiment of a training mode, a message is displayed 
asking the user to strike one or more keys to achieve a 
speci?ed effect such as deactivating a screen saver. When 
the user strikes the one or more keys, the microcontroller 
110 records associated keystroke information and subse 
quently uses this information to emulate user activity. Alter 
natively, the user may activate a sWitch to enter the training 
mode. More details regarding the operation of speci?c 
embodiments of the proximity-sensor interface system 102 
are provided in connection With FIGS. 1A to 5. 

[0040] While it is advantageous to be able to add the 
proximity-sensor interface system 102 to the standard com 
puter 104 Without the need to alter the design of the 
hardWare or softWare of the standard computer 104, in some 
cases it may be advantageous to do so. For example, When 
the present invention is provided as a standard feature of a 
computer, it is advantageous to alter the hardWare and/or 
softWare of the standard computer itself. In this case instead 
of supplying the standard computer 104 and augmenting it 
With the proximity-sensor interface system 102, the com 
puter system 100 is manufactured and supplied as an inte 
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grated system. In such a system the screen saver activation 
logic Which runs in the background is preferably imple 
mented using the methods of the present invention. In this 
situation the proximity-sensor interface system 102 prefer 
ably makes use of the port interface module 135, the bus 140 
or other internal interface. The proximity sensor then pro 
vides input to the interrupt structure of the operating system 
just like the keyboard and mouse. The background-process 
ing module Within the screen saver program 155 then 
updates a set of variables needed to determine When to 
activate the screen saver program 155. The set of variables 
is included in a data area Which is preferably co-located 
along With the screen saver program 155. The logic used to 
control screen saver activation in such an embodiment is 
described in connection With FIG. 4. Such a modi?ed screen 
saver program can be built into an operating system as 
discussed in connection With FIG. 2. Before discussing 
these embodiments, an embodiment of the proximity-sensor 
interface system 102 Which plugs into an existing mouse 
connector of the standard computer 104 is described. 

[0041] Referring noW to FIG. 1A, a detailed schematic of 
a speci?c embodiment 190 of the proximity-sensor interface 
system 102 is illustrated. In this embodiment, only the 
mouse interface module 125 is used, and the microcontroller 
110, the control program logic 115 and the timer module 120 
are all implemented using an 87C751 microcontroller 112. 
The microcontroller 112 is coupled to receive an input from 
the proximity sensor 105. An oscillator circuit 107 is also 
provided and is coupled to generate a clock signal for the 
microcontroller 112. In this embodiment, the oscillator 107 
is made up of a crystal and tWo capacitors Which are coupled 
in a feedback arrangement to an ampli?er located Within the 
microcontroller 112. This combination produces a square 
Wave oscillator Which provides a clock signal to the micro 
controller 112. In the illustrative embodiment, the mouse 
interface module 125 is designed using the PS/2® mouse 
interface protocol. An MTA41110 mouse and trackball con 
troller IC from Microchip Inc. may be used to control this 
interface. The MTA41110 data sheet provides a detailed 
description of such an interface together With background 
information useful for implementing the mouse interface 
module 125 of the present invention. A ?rst connector 170 
is designed according to the PS/2® mouse protocol and is 
connectable to a mouseport as provided by the standard 
computer 104. A second connector 175 is also designed 
according to the PS/2® mouse protocol and is connectable 
to a PS/2® compatible mouse device 182. The mouse 
interface module 125 is thus designed to connect betWeen 
the standard computer 104 and the mouse device 182. 

[0042] The internal Wiring employed Within the embodi 
ment 190 to interface the ?rst connector 170 to the second 
connector 175 is illustrated in FIG. 1A. A +5 v poWer Wire, 
a ground Wire, and a cable shielding Wire are connected 
straight across the interface. The +5 volt and the ground 
Wires are tapped off and routed to a voltage regulator 109. 
The voltage regulator 109 supplies a regulated +5 volt poWer 
lead and a ground lead to the microcontroller 112 as Well as 
any other devices needing poWer. In some systems the 
proximity sensor 105 requires DC voltage levels beside the 
ones shoWn, in Which case a DC-to-DC converter may be 
advantageously used. 

[0043] The data and clock Wires do not pass straight across 
the interface but are rather routed to a set of input-output 

Jul. 18, 2002 

port pins of the 87C751 microcontroller 112. A ?rst pair 180 
of data and clock Wires are connected betWeen ?rst connec 
tor 170 and a ?rst pair of input-output port pins of the 
microcontroller 112. A second pair 185 of data and clock 
Wires are connected betWeen the second connector 175 and 
a second pair of input-output port pins of the microcontroller 
112. The proximity sensor 105 is also coupled to provide a 
digital logic input to another port pin of the microcontroller 
112. The Wires carrying the data and/or the clock signals 
carry the “mouse-data signal” used to indicate a mouse 
movement. Note that a keyboard interface is very similar to 
a mouse interface, and embodiment 190 may be modi?ed for 
the case Where the data and clock Wires carry keyboard-data 
signals indicative of keystroke activity. 

[0044] In operation, the microcontroller 112 receives a set 
of data and clock signals from the mouse device 182 on the 
second pair 185 of data and clock Wires. The nicrocontroller 
then echoes these received signals by transmitting them back 
to the standard computer 104 via the ?rst pair 180 of data 
and clock Wires. For example, When a user moves the mouse 
device 182 the data and clock Wires 185 become active by 
carrying signal information Which the microcontroller 112 
Will detect on its input-output port pins. The microcontroller 
112 is operative to read the received data values into an 
internal register. Also, the microcontroller 112 echoes the 
data and clock signals back out the second data and clock 
Wires 180. This Way, the standard computer 104 receives 
inputs sent out by the mouse device 182. Since the micro 
controller 112 passes the data signals generated by the 
mouse device 182 back to the standard computer 104, the 
microcontroller 112 is able to monitor mouse activity. Since 
the microcontroller 112 is able to drive the ?rst pair 180 of 
data and clock Wires, it is also able to generate its oWn data 
patterns and deliver them to the standard computer 104 via 
the ?rst pair 180. 

[0045] As discussed in connection With FIG. 4, the micro 
controller 112 is operative to monitor data traveling from the 
second pair 185 of data and clock Wires 185 back to the ?rst 
pair 180 of data and clock Wires. When a period of inactivity 
is detected, and the proximity sensor detects the physical 
presence of the user, the microcontroller 112 is operative to 
insert its oWn data sequence and deliver it via the ?rst pair 
180 of data and clock Wires back to the standard computer 
104. The data signal sent back to the standard computer 104 
typically signals a mouse movement of one or more pixels 
in the up and/or doWn direction. Other movement directions 
such as a left and/or right may also be signaled. When this 
data signal is received, the screen saver background-pro 
cessing module Within the screen saver program 155 resets 
its counter as though the user had moved the mouse device 
182. In essence, the screen saver background-processing 
module is fooled into believing the user had moved the 
mouse When in fact the user Was detected as being in the 
vicinity of the computer by the proximity sensor 105, but no 
mouse movement Was actually made. This alloWs the user to 
tend to other tasks such as the telephone Without the screen 
saver being activated. In some embodiments the screen saver 

program 155 may include a passWord protection feature, and 
in other embodiments the screen saver program 155 may be 
substituted or augmented With other user activity controlled 
programs. More discussion relating to aspects of the opera 
tion of the proximity-sensor interface system 102 and the 
embodiment 190 are discussed in connection With FIG. 3-6. 



US 2002/0095222 A1 

[0046] Referring noW to FIG. 2, a software architecture 
200 is illustrated Which can be used to control the hardWare 
of the computer system 100. The softWare architecture 200 
is applicable to systems designed to accept inputs from the 
proximity-sensor interface system 102 via the port interface 
module 135. This input is supplied to the softWare architec 
ture via an input 214. The softWare architecture 200 is most 
applicable for computers Where the proximity-sensor inter 
face system 102 is integrated into the system at the time it 
is manufactured as opposed to standard computers to Which 
the proximity sensor system 102 has been added at a later 
time. The softWare architecture 200 may be supplied on a 
recordable medium readable by a computer system. An 
example of the recordable medium is a CD-ROM. The 
CD-ROM is inserted into a CD-ROM disc-drive, and the 
softWare With the softWare architecture 200 is loaded into 
volatile and/or non-volatile memory in the storage unit 150 
of the computer system 100. When the computer system 100 
is shipped, With softWare loaded, the softWare With the 
softWare architecture 200 may be already loaded into the 
memory and storage unit 150. 

[0047] At the center of the softWare architecture 200 is an 
operating system kernel 205. Operating system kernels are 
Well knoWn in the art and control the access of softWare 
processes to the CPU 145. AsoftWare process can be de?ned 
as a How of instructions executed on the CPU 145. As is 
common practice, the kernel 205 maintains a data structure 
called a task control block for each process. The kernel 
accepts interrupt inputs from a set of input-output sources 
210 and a timer 215. In the embodiment shoWn, the set of 
input-output sources 210 includes a keyboard 212 a mouse 
213 and a proximity sensor input 214. The kernel 205 
controls the execution of multiple programs on the CPU 145 
by activating and deactivating processes in response to the 
interrupt inputs produced by the set of input-output sources 
210 and the timer 215. An example of a process Which is 
activated and deactivated as a function of interrupts is a 
screen saver display program 220. The activation and deac 
tivation of a set of processes 235 corresponding to device 
drivers and user programs are also controlled using inputs 
based on the interrupts supplied by the set of input-output 
sources 210 and the timer 215. For example, in many 
operating systems, When a user moves a cursor into a 

WindoW using a mouse, the program represented by the 
WindoW is activated. An example of an available operating 
system kernel is the Unix® kernel originally developed by 
Bell Laboratories of AT&T, noW Lucent Technologies, Inc. 
Other examples of operating system kernels are the kernels 
Within the WindoWs 98® and WindoWsNT® operating sys 
tems provided by Microsoft Inc. Hence the softWare archi 
tecture 200 is preferably implemented as a computer oper 
ating system such as one Which is shipped With the computer 
system 100. 

[0048] The softWare architecture 200 is operative to con 
trol the activation of the screen saver program 220 by taking 
into account input provided by the proximity-sensor inter 
face system 102 as supplied by the port interface module 
135. That is, a set of methods as discussed in connection 
With FIG. 3-5 may be practiced by an activation control 
program 230 Which is a background-processing module and 
controls the activation of the screen saver display program 
220. In the softWare architecture 200, an activation control 
program 230 is operative to analyZe inputs from multiple 
sources to determine When to place the screen saver display 
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program 220 into an activated foreground state Whereby it 
displays a screen saver. That is, the softWare architecture 200 
involves an operating system and an activation control 
program 230 Which processes information provided via the 
port interface module 135. The activation control program 
230 preferably analyZes the keyboard input 212, the mouse 
input 213 and the proximity sensor input 214 in determining 
When to activate the screen saver display program 220. 

[0049] As discussed in connection With FIG. 5, other user 
activity controlled programs beside the screen saver display 
program 220 may be similarly activated by a program With 
the structure of the activation control program 230. For 
example a usage statistics monitoring system may be imple 
mented to keep statistics relating to a Worker’s presence in 
the Work area, and a security system may be implemented to 
detect and report intruders during times Where no use of the 
computer system 100 is authoriZed. These other uses are 
discussed in connection With FIG. 5. In other systems, the 
screen saver display program 220 may be substituted by or 
augmented With a passWord protection program. In general, 
the screen saver display program 220 may be replaced by 
any operational program Whose activation is controlled by 
the activation control program 230. 

[0050] FIG. 3 illustrates a method 300 used to control 
access to a computer program such as a screen saver. In a 

?rst step 305, an input is checked based on the output of the 
proximity sensor 105. Control passes out of the ?rst step 305 
based upon a decision 310. If the proximity sensor does not 
detect a person to be present, no action is taken and control 
loops back to the ?rst step 305. If the proximity sensor does 
detect a person to be present, control passes to a second step 
315. In the step 315, an action is taken to prevent a program 
such as a screen saver from being activated. As discussed in 
connection With FIG. 1A, different embodiments can be 
used to prevent the screen saver from being activated by 
manipulating data sequences passed across an interface such 
as the mouse interface 170. As discussed in connection With 
FIG. 2, a screen saver can be prevented from being activated 
by analyZing the proximity sensor inputs 214 in addition to 
the keyboard inputs 212 and the mouse inputs 213. The 
method 300 may similarly be applied to control the activa 
tion of other programs beside a screen saver. 

[0051] Any program Whose activation is normally gov 
erned by the detection of the absence of a keyboard or mouse 
input from a user may be modi?ed in accordance With the 
method 300. An example is an Internet broWser or other 
on-line connection program. If the user does not provide any 
input for a time, the on-line connection program Will typi 
cally disconnect the user. This causes the user to need to 
reconnect. Reconnecting can often be a tedious and annoy 
ing task, especially When the on-line system becomes con 
gested and denies the user access. The method 300 can be 
directly applied to this type of application by detecting When 
the user is present in the Work area and causing data to be 
transmitted over a communication link indicative of a key 
stroke or other input. As discussed in connection With FIG. 
4, a timer may be incorporated into the method 300 to alloW 
the user to leave the Work area for a speci?ed amount of time 
While preventing an attached softWare system to time-out. 
For example, the user can set a variable to indicate the 
method 300 is to continue to prevent the on-line connection 
program from disconnecting for tWenty minutes after the 
user has left the vicinity of the computer. 
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[0052] FIG. 4 illustrates a method 400 Which corresponds 
to a speci?c embodiment of the method 300. The method 
400 is preferably implemented as a part of the control 
program logic 115. The method 400 preferably runs on the 
microcontroller 110 and exercises the timer module 120. The 
method 400 can also be implemented as a control program 
running on the microcontroller 112 in the speci?c embodi 
ment 190. The method 400 is operative to provide additional 
control to a screen saver program running on the standard 
computer 104. The method 400 augments presently avail 
able screen saver activation logic With inputs provided by 
the proximity sensor 105. When the user is detected by the 
proximity sensor 105, the method 400 periodically transmits 
information to emulate a user input. In the embodiment 190, 
the transmitted information indicates small mouse move 
ments, for example one or more pixel upWard and/or doWn 
Ward periodically at a regular thirty-second interval. The 
interval is controlled by the timer module 120 Which uses 
timer-data and a counting procedure to periodically supply 
a time-out pulse at a prespeci?ed interval. The net effect is 
to keep the screen saver from being activated Without 
distracting the user and Without needing the hardWare or the 
softWare of the standard computer 104 to be modi?ed. 

[0053] In a ?rst step 405, a set of user inputs are sampled 
or otherWise recorded. The sampling of inputs represented 
by the ?rst step 405 may be asynchronous. That is, the user 
inputs sampled in the ?rst step 405 may be tied to interrupts 
and thus arrive outside of the control How illustrated by the 
?oWchart of the method 400. The method 400 is itself 
preferably tied to a timer interrupt. In a preferred embodi 
ment, the step 405 represents the entry point to an interrupt 
service routine triggered by a time-out signal generated by 
the timer module 120. The timer module 120 is preferably 
con?gured to generate the time-out signal once every sec 
ond. This Way, the step 405 is executed once per second. 
Control passes from the ?rst step 405 based on a ?rst 
decision 407. The ?rst decision 407 is operative to pass 
control back to the step 405 if the proximity sensor 105 
detects the user not to be present in the vicinity of the 
computer 100. In the preferred embodiment, the timer 
module 120’s interrupt introduces a one second delay into 
the control path from the ?rst decision 407 back to the ?rst 
step 405. When this control path is taken, no inputs are 
provided by the method 400 and the screen saver activation 
program is alloWed to function in its normal mode. 

[0054] If the proximity sensor 105 does detect the user to 
be present, control passes from the ?rst step 405 based on a 
second decision 408. The second decision 408 evaluates to 
true if a user input has been detected. For example, in the 
embodiment 190, the second decision 408 evaluates to true 
if a mouse movement has been detected. In other embodi 
ments, the second decision 408 is based upon inputs from 
one or more other sources such as a keyboard. When the 

second decision 408 is affirmative, control next passes to a 
third step 410. In the third step 410, a counter variable is 
reset. In the embodiment 190, this counter variable is 
included in a data area controlled by the method 400 and is 
preferably set to a value of thirty. Control next passes from 
the second step 410 to a third step 415. If no user input is 
detected in the decision 408, control passes directly from the 
?rst step 405 directly to the third step 415. In the third step 
415, the counter variable is decremented. Note When user 
input is detected in the decision 408, the counter is reset in 
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the step 410 so as to inhibit the counter from decrementing 
to Zero When a user is actively supplying inputs to the 
computer system 100. 

[0055] Control next passes from the third step 415 based 
on a third decision 417. In the third decision 417, the counter 
variable is compared to Zero. If the timer variable has not 
decremented to Zero, control passes from the third decision 
417 back to the ?rst step 405. 

[0056] In the preferred embodiment, this branch incurs a 
one-second delay because the reentry of control into the step 
405 is controlled to coincide With the timer-out signal 
produced by the timer module 120. If the counter variable is 
detected as having counted doWn all the Way to Zero, control 
passes from the third step 415 to a fourth step 420. The 
fourth step 420 is operative to send a signal to simulate a 
user input. In the illustrative embodiment 190, the fourth 
step 420 is operative to send a simulated mouse command 
over the ?rst pair 180 of data and clock Wires to emulate a 
mouse movement. An internal state variable is also prefer 
ably toggled in the step 420 so the method 400 can keep 
track of Whether to send a command to move the mouse 
upWard and/or doWnWard by one or more pixels. After the 
fourth step 420 has executed, control next passes back to the 
?rst step 405, again With a one-second delay. 

[0057] The effect of the method 400 is to send mouse 
movement commands and to prevent the screen saver from 
activating When the user is detected as being present in the 
vicinity of the proximity sensor 105. In a preferred embodi 
ment as described above, the method 400 sends a mouse 
data command at a regular interval of 30 seconds to toggle 
the cursor position upWard or doWnWard by one or more 
pixels. In other preferred embodiments the cursor position 
may be toggled in other Ways, such as, for example left 
and/or right by one or more pixels. When the user is actually 
providing user inputs, the counter variable is reset in the step 
410 thereby inhibiting the transmission of additional user 
input signals in the step 420. Only When the user has not 
provided any input for thirty seconds Will a mouse move 
ment be emulated in the step 420. 

[0058] While the method 400 is designed to operate With 
the screen saver activation program provided by the standard 
computer 104, the method 400 also may be applied Within 
the activation control program 230. This alternate embodi 
ment corresponds to the case Where the computer system 
100 is designed for use With the proximity-sensor interface 
system 102. Typically, such embodiments involve the port 
interface module 135, the bus 140, or other internal inter 
face. The activation control program 230 accepts the inputs 
provided by the input-output sources 210. In an embodiment 
Whereby the method 400 is implemented Within the activa 
tion control program 230, the ?rst decision 407 is deleted 
and the second decision 408 checks to see if any activity has 
been detected on the input-output sources 210. If the input 
output sources 210 report any activity, then control passes 
from the ?rst step 405 to the second step 410. If no inputs 
are detected, control passes from the ?rst step 405 to the 
third step 415. This Way the method 400 can be applied to 
screen savers and operating systems specially designed to 
accept control from the proximity-sensor input 214. More 
over, While the method 400 is illustrated as controlling a 
screen saver display program, the method 400 may also be 
used to control any user activity controlled program. 
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[0059] A variation of the method 400, a method 400A is 
illustrated in FIG. 4A. The method 400A augments the 
method 400 With the ability to automatically deactivate a 
user activity controlled program such as the screen saver 
program 155 When the user returns to the computer system 
100. For example, the user may immediately Wish to check 
an email application for neW messages. The method 400A is 
most applicable When the screen saver 155 does not require 
the user to enter a passWord. As discussed in connection With 
FIG. 5., the method 400A can be also be modi?ed to operate 
When the screen saver program 155 involves a passWord. 

[0060] The method 400A, begins With the ?rst step 405. 
As With the method 400, this step is preferably entered once 
per second in coincidence With timer module 120’s time-out 
signal. In the method 400A, control passes from the step 405 
under the control of the decision 407. If the proximity sensor 
105 does not detect the user to be present, the decision 407 
regulates control to pass from the ?rst step 405 to a ?fth step 
430. The ?fth step 430 is operative to increment a not 
present counter. The not-present counter is preferably imple 
mented as a softWare variable accessible by the control logic 
program 115 Which implements the method 400A. The 
not-present counter keeps track of the amount of time the 
user has been aWay from the computer 100. If the user is 
gone a long time, the not-present counter preferably satu 
rates at a maximum value to keep the counter from Wrapping 
around to Zero. In some embodiments the maximum value of 
the not-present counter may be as loW as one. 

[0061] If the ?rst decision 407 detects a user to be present, 
a fourth decision 431 checks the not-present counter value to 
a threshold. The threshold is a number greater than or equal 
to one Which indicates an amount of time the user has been 
aWay from the computer system 100. If the not-present 
counter is greater than or equal to the threshold, then the 
decision 431 is operative to reset the not-present counter to 
Zero and pass control from the step 405 directly to the step 
420. In the step 420 a pixel value is toggled as discussed in 
connection With the method 400, thereby immediately deac 
tivating the screen saver program. If the not-present counter 
is beloW the threshold, control is regulated by the decision 
408 and the method 400A proceeds identically to the method 
400 as discussed above. 

[0062] The effect of the foregoing sequential logic is to 
provide the same functionality as the method 400, but to also 
deactivate the screen saver once the user has returned to the 

computer system 100. The threshold value is used to ?lter 
spurious events and may be set as loW as one. Setting the 
threshold to one is equivalent to using a single-bit state 
variable to indicate the user Was not present in a previous 
pass through the method 400A but is present in the current 
pass through the method. When the method 400A or an 
equivalent thereof causes an input to be sent to the screen 
saver program 155 (or the activation control program 230) 
substantially When the proximity sensor 105 detects a tran 
sition from the user not being present to the user being 
present. 

[0063] Referring noW to FIG. 5, a method 500 is illus 
trated for using the input provided by the proximity-sensor 
interface system 102 for additional modes of control. In a 
?rst step 505 a set of program variables are set up and 
initialiZed. Control next passes to a second step 510. All 
control paths into the second step 510 are preferably regu 
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lated to coincide With the time-out signal produced by the 
timer module 120. For example, the second step 510 entered 
in response to a time-out interrupt produced by the timer 
module 120: In the second step 510 inputs provided by the 
proximity-sensor interface system 102 are sampled. These 
inputs may be obtained by polling the proximity-sensor 
interface system 102, or by checking a memory location 
Written under the control of an interrupt handler. If no input 
is reported by the proximity sensor 102, control loops back 
around to the second step 510 under the control of a decision 
512. This looping of control preferably incurs a delay 
substantially equal to the time-out period of the timer 
module 120. If an input is reported by the proximity sensor 
102, control passes to an optional third step 515. The 
optional third step 515 is operative to perform a user 
identi?cation process as discussed beloW. Control next 
passes from the optional third step 515 to a fourth step 520. 
If an input is reported by the proximity sensor 102 and the 
optional third step 515 is not present, control passes directly 
from the second step 510 to the fourth step 520. The fourth 
step 520 is operative to log statistics or take other actions. 
Examples of statistics logged or actions taken in the step 520 
are presented beloW. 

[0064] In a speci?c embodiment of the method 500, the 
fourth step 520 is operative to act as a usage statistics 
monitoring program Which maintains a log of user activity 
Within the Work area. In a Working environment, a manage 
ment entity may desire to measure Worker productivity 
based on the amount of time a Worker is physically present 
Within the proximity of the computer system 100. In another 
speci?c embodiment of the method 500, the fourth step 520 
may be set up to provide an intruder alarm. For example, the 
Worker may set an alarm-variable indicating that no user is 
authoriZed to come in the Work area for a speci?ed amount 
of time. Alternatively, the alarm-variable may be set based 
on a timer to indicate When no user is authoriZed to be in the 
Work area, or could also change the required passWord as a 
function of time/day etc. When the proximity-sensor inter 
face system 102 reports a person to be present, and the 
alarm-variable is set, an alarm may be sounded and a 
message transmitted via the netWork or modem connection 
165. Hence the method 500 provides a means for the present 
invention to add features to the basic screen saver activation 
control as described above. 

[0065] Enhanced versions of the present invention are 
obtained When the optional third step 515 of the method 500 
is employed. The third step 515 is most useful When used 
With enhanced proximity sensors. As discussed in connec 
tion With FIG. 1, the proximity sensor 105 may involve a 
plurality of different types of sensors arranged in a parallel 
con?guration. For example, the proximity sensor 105 may 
be constructed using both a passive infra-red sensor and 
radio frequency identi?cation transceiver. Such a sensor 
employs a plurality of different proximity sensor technolo 
gies to provide a multidimensional output. A multidimen 
sional output involves tWo or more output signals produced 
by tWo or more sensors. In a multidimensional -sensor, the 
individual sensors may be of the same or different types. An 
example of a multidimensional sensor using substantially 
identical sensors is an image sensor such as a charge coupled 
device (CCD) camera. A CCD camera provides a set of pixel 
values. Together the set pixel values constitute a video 
image. The set of pixel values may be processed to deter 
mine the characteristics of a scene as vieWed by the CDD 
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camera. In many cases, the standard computer 104 may 
come equipped With a CCD camera to support video con 
ferencing and related applications. 
[0066] In a preferred embodiment of an enhanced system, 
the method 500 is practiced using the proximity sensor 105 
Which is implemented as a multidimensional proximity 
sensor and is constructed using both an infra-red sensor and 
a ?rst radio-frequency transceiver. In this embodiment, the 
second step 510 is operative to check the infra-red sensor to 
determine if a person is present in the vicinity of the 
computer 100. If the infrared sensor detects the person to be 
present, the decision 512 evaluates to true and control passes 
to the third step 515. In the third step 515, the ?rst radio 
frequency transceiver is used to authenticate the identity of 
the detected person. For example, a security guard or an 
authoriZed user may Wear a security badge With a second 
radio-frequency transceiver. The third step 515 is then 
operative to cause an encrypted message to be transmitted 
from the ?rst radio-frequency transceiver. The second radio 
frequency transceiver located in the security badge then 
deciphers the message and produces an encrypted response. 
In one embodiment a plurality of encrypted messages are 
transmitted using a set of public keys for a set of authoriZed 
users. The third step 515 next sets a user-identi?cation 
variable to indicate Whether the detected person has been 
properly authenticated as an authoriZed user. In some sys 
tems the user-identi?cation variable also indicates the spe 
ci?c identity of the detected person. Control next passes 
from the third step 515 to the fourth step 520. In the fourth 
step 520 an action is taken based on the user-identi?cation 
variable. If the detected person did not pass the authentica 
tion process of the step 515, an alarm may be sounded and 
a message may be transmitted via the modem or netWork 
interface 165. If the detected person Was identi?ed as a 
security guard, no further action is taken. If the detected 
person is identi?ed to be the authoriZed user of the computer 
system 100 other actions may optionally be taken as 
described beloW. If a usage monitoring system is employed, 
the identity of the user may be taken into account While 
gathering statistics. For example, if system 100 is shared by 
various users, the usage statistics monitoring program may 
keep track of productivity of individual users. 

[0067] This aforementioned authentication system may be 
also be preferably used to alloW a user to reenter a Work area 
Without the need to reenter a passWord into a screen saver. 
In one example system, the security policy of an institution 
requires users log out of their computers at night, but alloWs 
screen savers With passWord to be used during the day. The 
method the method 400A is thus modi?ed by adding authen 
tication logic to the decision 431. If the not-present counter 
indicates the user Was aWay for at least the threshold amount 
of time, and the user has been properly authenticated as the 
authoriZed user, then a control variable is set. When control 
next passes to the step 420, the step 420 analyZes the control 
variable, and if it is set, deactivates the screen saver. In 
essence, the passWord is supplied by the second radio 
frequency transceiver located in the user’s badge. If proper 
challenge and reply protocols are used, an eves dropper 
cannot intercept a transmitted passWord. This is because a 
different passWord is needed as a reply based on the 
encrypted challenge transmitted by the ?rst radio frequency 
transceiver. This Way the only Way for an unauthoriZed user 
to be able to deactivate the screen saver is to get physical 
possession of the user’s badge. This is equivalent to the user 
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losing control of a physical key and deemed to be an 
acceptable risk in most environments. The automatic screen 
saver deactivation feature may also be automatically dis 
abled during certain hours of the day using computer date/ 
time clocking and a set of parameters to con?gure the system 
100 to implement a given security policy. 

[0068] Referring noW to FIG. 6, a method 600 is illus 
trated to preprocess the outputs of loW cost sensors to 
provide a reliable “person-present” indication. While the 
method 500 and the use of multidimensional sensors support 
high-end systems, there is also a need to support very loW 
cost implementations. As such, the method 600 addresses 
the problem of using a loW cost version of the proximity 
sensor 105 Which can only detect a delta, i.e., a change in 
environment. For example, a re?ective proximity detector 
(RPD) may be employed to provide a highly reliable prox 
imity detection, but such sensors are more costly than 
passive infra-red sensors. An RPD sensor includes a source 
of illumination such as an infra-red transmitter and then 
measures the re?ected signal level. A passive infra-red 
sensor is less expensive but is only reliable at detecting a 
delta such as When a change in heat occurs due to a person 
entering or leaving the area surrounding the computer sys 
tem 100. Apassive infrared sensor may be fooled especially 
in Warm environments as the user moves about Within the 
vicinity of the computer system 100. Thus Without suitable 
pre-processing, the passive infrared sensor may not be able 
to provide a reliable “person present” indication as used in 
the decisions 310, 407 and 512. The method 600 is designed 
to process an input provided by a passive infra-red sensor so 
as to provide a reliable and loW-cost “person-present” indi 
cation. 

[0069] In a ?rst step 605, a set of user values is sampled. 
The step 605 is preferably entered based on a timed interrupt 
such as a one-half second interrupt. In such an embodiment, 
the step 605 is entered every one-half second in response to 
a time-out signal. In some embodiments the method 600 
may be incorporated into the logic of the step 305, 405 or 
510. In such embodiments, a pass through the method 600 
is alloWed to run to completion before passing control from 
any of the steps 305, 405 or 510. The step 605 includes the 
sampling of the output of the proximity sensor 105. In some 
embodiments, the sampled values are passed through a ?lter 
such as a ?rst order in?nite-impulse response ?lter or a ?nite 
impulse response ?lter designed With a loW-frequency pass 
band using Well knoWn digital ?ltering techniques. Filtering 
differential values With a loW pass ?lter tends to smooth the 
set of differential input-values to provide a set non-differ 
ential values. Control passes from the step 605 based on a 
decision 607. The decision 607 is affirmative if a mouse 
input has recently been detected. For example, the counter 
variable maintained in the steps 410 and 415 of the method 
400 may be evaluated in the decision 607. If the mouse has 
recently been used, then control passes to a step 610 Which 
sets the person-present variable to true. This step ensures the 
person-present variable Will be properly set at poWer-up 
time When the user ?rst boots the machine. Preferably the 
counter used in the steps 410 and 415 is initialiZed to a large 
value at poWer-up time. Also, When a user does provide an 
input to the computer system 100, the second step 610 
assures the method 600 is reset into a correct and knoWn 
state Whereby the user is deemed to be present. Control next 
passes from the step 610 back to the step 605 through a 
delayed interrupt path. If the decision 607 detects that the no 
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mouse input has recently been supplied, a second decision 
612 is next evaluated. In the decision 612, the proximity 
sensor is checked to see if a change, i.e., a delta, has been 
detected Which is above a threshold. A threshold is used to 
?lter out false alarms caused by the user moving around 
Within the Work area. When the delta has been detected, 
control passes to a step 615. The step 615 is operative to 
toggle the state of the person-present variable. That is, When 
a large delta is detected, the state is toggled. For eXample, if 
the user has been involved in using the computer system 
100, the person present variable Will be properly set upon 
poWer-up. When the person becomes inactive and leaves the 
Work-area, the person-present variable Will change state to 
indicate no person is present. When the person reenters the 
Work area, the person-present variable Will toggle to indicate 
a person is once again present. In the event the system is 
fooled due to adverse conditions such as Warm temperatures 
Which mask large deltas, the system Will be restored to a 
correct state Whenever a keystroke or mouse input is 
detected due to the logic leading into the state 610. Hence 
such preprocessing alloWs a loW-cost sensor such as a 
passive infrared sensor to be used to provide a reliable 
screen saver activation system. 

[0070] In an alternative embodiment, the decision 607 
checks to see Whether a type of input other than a mouse 
input has been detected. For eXample, in some embodi 
ments, the decision 607 is affirmative When a key on a 
keyboard has been recently used. 

[0071] Although the present invention has been described 
With reference to a speci?c embodiment, other embodiments 
may occur to those skilled in the art Without deviating from 
the intended scope. While many of the illustrative eXamples 
discuss embodiments using screen saver activation pro 
grams and screen saver display programs, the present inven 
tion applies to systems involving any activation program 
Which controls the activation and/or deactivation of any 
computer program. Also, the method 400 does not need to be 
tied to a one-second interrupt but an interrupt based on any 
time-out period may be used. Also, the fourth step 420 of 
method 400 could cause a piXel movement other than the 
one-piXel up/doWn toggle. The multidimensional proXimity 
sensor can also be con?gured using various combinations 
beside the infra-red sensor and the radio-frequency trans 
ceiver of the foregoing eXample. For eXample, a re?ective 
proXimity sensor could be used instead of the infra-red 
sensor. LoWer cost radio frequency based sensors could be 
used. For eXample a simple loW-cost transmitter could be 
located on the badge Which transmits a given security code 
once per second and is inactive the rest of the time. Also, 
image and/or voice sensors may also be used. For eXample, 
if an image sensor is used, a face recognition module may 
be used to perform the user identi?cation of the step 515 or 
the decision 431. LikeWise a voice recognition speaker 
identi?cation system may be used to alloW a user to speak 
a passWord and have the passWord compared to the user’s 
unique voice print. Also additional timer and ?ltering logic 
may be added to the method 600 to further enhance the 
ability of the passive infra-red sensor to reliably perform in 
this application. Therefore, it is to be understood that the 
invention herein encompasses all such embodiments Which 
do not depart from the spirit and scope of the invention as 
de?ned in the appended claims. 
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What is claimed is: 
1. Apparatus comprising: 

an interface module operatively coupleable to provide 
input to a computer; 

a proXimity sensor operatively coupled to said interface, 
said proXimity sensor operative to detect the presence 
of a user; and 

a control module, said control module controllably 
coupled to said proXimity sensor and said interface 
module, said control module operative to cause infor 
mation to be transmitted to said computer via said 
interface module based on an output signal provided by 
said proXimity sensor to prevent the activation of a 
computer program. 

2. The apparatus according to claim 1, Wherein said 
computer program is a screen saver program. 

3. The apparatus according to claim 1, Wherein said 
computer program is a passWord protection program. 

4. The apparatus according to claim 1, Wherein said 
computer program is an on-line connection program. 

5. The apparatus according to claim 1, further comprising 
a timer, said timer being coupled to said control module, 
Wherein said control module is operative to regulate When 
said information is transmitted based on data provided by 
said timer. 

6. The apparatus according to claim 5, Wherein said 
regulation causes said information to be transmitted at 
regular intervals When said proXimity sensor detects said 
user to be present. 

7. The apparatus according to claim 6, further comprising: 

a coupling interposed betWeen said control module and a 
user input-output device, said coupling operative to 
carry a signal indicative of the presence of an input 
produced by said user input-output device; 

Whereby said regulation further inhibits said information 
from being transmitted at regular intervals When said 
proXimity sensor detects said user to be present and 
said control module detects said signal. 

8. The apparatus according to claim 7, Wherein said 
information comprises a mouse-data signal. 

9. The apparatus according to claim 7, Wherein said 
information comprises a keyboard-data signal. 

10. The apparatus according to claim 1, Wherein said 
control module is further operative to cause said information 
to be transmitted substantially When said proXimity sensor 
detects a transition from said user not being present to said 
user being present. 

11. The apparatus according to claim 1, Wherein said 
output signal of said proXimity sensor indicates a delta, and 
said control module is further operative to preprocess said 
output signal using a state machine to convert said delta into 
a user-present signal. 

12. A computer system comprising: 

a central processing unit; 

a memory; 

a mass storage unit; 

a display monitor; 

an interface module operatively coupled to provide input 
to said central processing unit; 



US 2002/0095222 A1 

a proximity sensor operatively coupled to said interface 
module, said proximity sensor operative to detect the 
presence of a user; 

a computer program, said computer program comprising 
an activation control program and an operational pro 
gram; and 

a control module, said control module controllably 
coupled to said proximity sensor and said interface 
module, said control module operative to cause infor 
mation to be transmitted to said central processing unit 
via said interface module based on an output signal 
provided by said proximity sensor; 

Whereby said activation control program is operative to 
evaluate said information transmitted over said inter 
face to make a decision as to When to place said 
operational program into a foreground state. 

13. The computer system according to claim 12, Wherein 
said proximity sensor is a multidimensional proximity sen 
sor and said operational program is operative to be placed 
into a background state When information received from said 
multidimensional proximity sensor identi?es the user to be 
authoriZed to access said computer system. 

14. The computer system according to claim 12, further 
comprising a usage statistics monitoring program, said 
usage statistics monitoring program operative to log infor 
mation relating to a user’s presence in the vicinity of said 
computer system. 

15. The computer system according to claim 12, Wherein 
said activation control program is a screen saver activation 
control program and said operational program is a screen 
saver display program. 

16. The computer system according to claim 12, Wherein 
said activation control program is a passWord protection 
activation control program and said operational program is 
a passWord protected access control program. 

17. The computer system according to claim 12, Wherein 
said activation control program is an on-line connection 
deactivation control program and said operational program 
is an on-line connection program. 

18. Apparatus comprising: 

an interface module interposeable betWeen a user-input 
device and a computer-input port, said interface mod 
ule including a ?rst connector connectable to said 
user-input device and a second connector connectable 
to said computer input port; 

a proximity sensor operatively coupled to said interface 
module, said proximity sensor operative to detect the 
presence of a user; 

a control module, said control module controllably 
coupled to said proximity sensor and said interface 
module, said control module operative to cause infor 
mation to be transmitted via said second connector 
based on information provided by said proximity sen 
sor to prevent the activation of a computer program. 

19. The apparatus according to claim 18, Wherein said 
computer program is a screen saver program. 

20. The apparatus according to claim 18, Wherein said 
computer program is a passWord protection program. 

21. The apparatus according to claim 18, Wherein said 
computer program is an on-line connection’program. 
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22. The apparatus according to claim 18, Wherein said 
user-input device is a computer-mouse device, said input 
port is a computer-mouse port, and said information com 
prises a data signal representative of a mouse movement. 

23. The apparatus according to claim 18, Wherein said 
user-input device is a computer-keyboard device, said input 
port is a computer-keyboard port, and said information 
comprises a data signal representative of a keystroke. 

24. The apparatus according to claim 18, Wherein said 
control module is further operative to pass a signal received 
from said ?rst connector to said second connector and to 
monitor said signal to detect a user input. 

25. The apparatus according to claim 24, Wherein said 
control module further comprises a timer, and said control 
module is further operative to cause said information to be 
transmitted at regular intervals When said proximity sensor 
detects said user to be present. 

26. The apparatus according to claim 25, Wherein said 
control module is further operative to inhibit said informa 
tion from being transmitted for a pre-speci?ed amount of 
time after said user input has been detected. 

27. A method comprising the steps of: 

detecting the physical presence of a user via a proximity 
sensor; and 

transmitting a signal indicative of the presence of said 
user to prevent a computer program from being acti 
vated. 

28. The method of claim 27, Wherein said computer 
program is a screen saver program. 

29. The method of claim 27, Wherein said computer 
program is a passWord protection program. 

30. The method of claim 27, Wherein said computer 
program is an on-line connection program. 

31. The method of claim 27, Wherein said step of trans 
mitting inhibits said signal from being transmitted When an 
input from a user input-output device has been recently 
detected. 

32. The method of claim 27, Wherein said signal com 
prises a mouse-data signal. 

33. The method of claim 27, Wherein said signal com 
prises a keyboard data signal. 

34. The method of claim 27, further comprising the step 
of: 

causing said screen saver to deactivate When said prox 
imity sensor detects a transition from said user not 
being present to said user being present. 

35. The method of claim 34, Wherein said step of causing 
is conditionally executed, said step of causing only being 
executed When said user is identi?ed as being authoriZed to 
deactivate said screen saver. 

36. Apparatus comprising: 

means for detecting the physical presence of a user; and 

means for transmitting a signal indicative of the presence 
of said user to prevent a computer program from being 
activated. 

37. The apparatus according to claim 36, Wherein said 
computer program is a screen saver program. 

38. The apparatus according to claim 36, Wherein said 
computer program is a passWord protection program. 

39. The apparatus according to claim 36, Wherein said 
computer program is an on-line connection program. 
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40. The apparatus according to claim 36, wherein said 
apparatus is built into a stand-alone enclosure. 

41. The apparatus according to claim 40, further com 
prising: 

a ?rst connector coupleable to a peripheral device; and 

a second connector coupleable to a computer system; 

Wherein said signal is generated by said apparatus to 
emulate a user input from said peripheral device, and 
said signal is interpreted by said computer system to 
control the activation of said computer program. 

42. The apparatus according to claim 36, further com 
prising: 

a computer system; and 

a physical enclosure; 

Wherein said apparatus is built into a physical enclosure, 
and at least a portion of said computer system is built 
into said physical enclosure. 

43. The apparatus according to claim 42, Wherein said 
physical enclosure comprises a CPU boX. 

44. The apparatus according to claim 42, Wherein said 
physical enclosure comprises a computer monitor. 

45. The apparatus according to claim 42, Wherein said 
physical enclosure comprises a peripheral device. 

46. The apparatus according to claim 42, Wherein said 
peripheral device comprises a computer mouse. 

47. The apparatus according to claim 42, Wherein said 
peripheral device comprises a keyboard. 

48. A method of activating a computer program, the 
method comprising the steps of: 

monitoring a ?rst input signal supplied by a user input 
output device; 

monitoring a second input signal supplied by a proximity 
sensor, said second input signal indicative the physical 
presence of a user; 

alloWing said computer program to be placed in a fore 
ground state after a prespeci?ed time duration has 
passed since both said ?rst input signal and said second 
input signal have been inactive. 

49. The method of claim 48, Wherein said computer 
program is a screen saver program. 

50. The method of claim 48, Wherein said computer 
program is a passWord protection program. 

51. The method claim 48, Wherein said computer program 
is an on-line connection program. 

52. The method of claim 48, Wherein said step of alloWing 
comprises setting a state variable indicating said computer 
program is ready to be placed in said foreground state. 

53. The method of claim 48, further comprising the step 
of: 

placing said computer program into said foreground state 
based on input provided by said step of alloWing. 

54. A method of deactivating a computer program com 
prising the steps of: 

detecting the physical presence of a user via a ?rst 
proximity sensor; 

identifying said user using at least one other proximity 
sensor; 
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generating a control signal indicating to deactivate said 
computer program When said user has been identi?ed 
as an authoriZed user. 

55. The method of claim 48, Wherein said computer 
program is a screen saver program. 

56. The method of claim 48, Wherein said computer 
program is a passWord protection program. 

57. The method of claim 48, Wherein said computer 
program is an on-line connection program. 

58. The method of claim 48, Wherein said at least one 
other proximity sensor comprises a radio frequency receiver. 

59. The method of claim 48, Wherein said at least one 
other proximity sensor comprises an image piXel sensor. 

60. The method of claim 48, Wherein said step of iden 
tifying further comprises the steps of: 

transmitting an encrypted authentication challenge; and 

receiving an encrypted reply. 
61. A softWare system comprising: 

a background-processing module coupled to receive 
inputs from a user input-output device and a proXimity 
sensor interface system; 

a foreground-processing module controllably coupled to 
said background processing module, said foreground 
processing module being activated in response to a 
control signal generated by said background-process 
ing module; 

Whereby said background-processing module is operative 
to maintain a timer indicative of the amount of time 
Which has elapsed since a user has applied an input via 
said user input-output device, accept an input from said 
proximity sensor interface system, and cause said fore 
ground-processing module to be activated after both 
said timer indicates no user input has been received via 
said user input-output device for a prescribed amount 
of time and said proximity sensor interface system 
indicates no user is present. 

62. The softWare system according to claim 61 Whereby 
said background-processing module is an activation control 
program and said foreground-processing module is a screen 
saver display program. 

63. The softWare system according to claim 61 Whereby 
said background-processing module is an activation control 
program and said foreground-processing module is a pass 
Word protected access control program. 

64. The softWare system according to claim 61 Whereby 
said background-processing module is an activation control 
program and said foreground-processing module is an on 
line connection program. 

65. The softWare system according to claim 61 further 
comprising: 

a recordable medium; 

Whereby said softWare system is recorded onto said 
recordable medium, and said recordable medium is 
readable by a computer system. 
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66. The software system according to claim 61 whereby 
said software system is included With a computer operating 
system, and said softWare system comprises said computer 
operating system. 

67. The softWare system according to claim 66, further 
comprising: 

a kernel program controllably coupled to execute on a 
central processing unit, said kernel program responding 
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to one or more interrupt signals, said kernel program 
controlling the activation of at least one application 
program; 

Whereby said kernel program is operative to regulate the 
execution of said background processing module and 
said foreground-processing module. 

* * * * * 


