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METHOD AND APPARATUS FOR DETECTING 
AND RECOVERING FROM DATA CORRUPTION 

OF DATABASE VIA READ LOGGING 

[0001] This application claims priority and is related by 
subject matter to US. application Ser. No. 08/766,096, 
entitled “System and Method for Restoring a Distributed 
Checkpointed Database,” of Bohannon et al., to US. appli 
cation Ser. No. 08/767,048, entitled “System and Method for 
restoring a Multiple Checkpointed Database in VieW of Loss 
of Volatile Memory” of Bohannon et al., both applications 
being ?led Dec. 16, 1996 and to US. Provisional Patent 
Application Serial No.’s 60/099,265 and 60/099,271, ?led 
Sep. 4, 1998 of Bohannon et al. 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field 

[0003] The present invention relates to the ?eld of data 
base management systems generally and, more particularly, 
to method and apparatus for detecting and recovering from 
data corruption of a database by codeWording regions of the 
database and by logging information about reads of the 
database. 

[0004] 2. Description of the Related Arts 

[0005] A database is a collection of data organiZed use 
fully and fundamental to many softWare applications. The 
database is associated With a database manager and together 
With its softWare application comprises a database manage 
ment system (DBMS). In recent years, extensible database 
systems such as Illustra (noW part of the Informix Universal 
Server) have been developed Which alloW the integration of 
application code With database system code. In these sys 
tems, the application code has direct access to the buffer 
cache and other internal structures of the DBMS. Similarly, 
application programs in many object oriented database 
(OODB) systems have direct access to an object cache in 
their address space. This OODB architecture Was developed 
to minimiZe the cost of accesses to data, for example, to 
support the needs of Computer Aided Design (CAD) sys 
tems. Also, several recently developed storage management 
systems provide memory resident or memory mapped archi 
tectures. For example, the Dali main-memory storage man 
ager described in Bohannon et al., “The Architecture of the 
Dali Main-Memory Storage Manager,”Journal of Multime 
dia Tools and Applications, 4(2), pp. 115-151 (1997) is 
designed to provide applications With fast, direct access to 
data by keeping the entire database in volatile main memory. 
In all these systems, direct access to data (either in the 
database buffer cache or in a memory-mapped portion of the 
database) by application programs is critical to providing 
fast response times. The alternative to memory mapping is 
to access data via a server process, but this presents an 
unacceptable solution due to the high cost of inter-process 
communication. Application code is typically less trustWor 
thy than database system code, and there is therefore a 
signi?cant risk that “Wild Writes” and other programming 
errors can affect persistent data in systems that alloW appli 
cations to access such data directly. Since the systems 
described above are increasingly popular, the risk of Wild 
Writes and associated physical corruption is groWing. Addi 
tionally, there is a risk of damage due to softWare faults in 
the DBMS itself. It is therefore important to develop tech 
niques that can mitigate the risk of corruption. 
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[0006] In our parent US. patent application Ser. No. 
08/766,096, ?led Dec. 16, 1996 and entitled “System and 
Method for Restoring a Distributed Checkpointed Data 
base,” We describe the application of multiple checkpoints 
and the maintenance of a stable log record stored on a server 
for tracking operations to be made to the multiple check 
points in a distributed environment. A companion parent 
application, US. patent application Ser. No. 08/767,048, 
entitled “System and Method for Restoring a Multiple 
Checkpointed Database in VieW of Loss of Volatile 
Memory” ?led the same day describes recovery processes at 
multiple levels of a DBMS in the event of loss of volatile 
memory. The ’048 and the ’096 applications should be 
deemed to be incorporated by reference herein as to their 
entire contents. Both of these applications relate to the 
preservation and restoration of a database (or distributed 
database), for example, stored in main volatile memory of a 
data processor. 

[0007] The problem of detecting and recovering from 
corruption of data in a database system still remains to be 
solved in a pragmatic manner Without adding considerable 
overhead to the DBMS. Data corruption may be physical or 
logical and it may be direct or indirect. Data is “directly” 
corrupted in a physical corruption sense by “unintended” 
updates, such as Wild Writes as explained above due to 
programming errors in the physical case, or arising from 
incorrectly coded updates or input errors (human errors) in 
the logical case. Once data is directly corrupted, it may be 
read by a process, Which then issues Writes based on the 
value read. Data Written in this manner is indirectly cor 
rupted, and the process involved is said to have carried the 
corruption. While this process may be a database mainte 
nance process, We focus on transaction-carried corruption, a 
problem in Which the carrying process is executing trans 
actions. 

[0008] Direct physical corruption can be mostly prevented 
With hardWare memory protection, using the virtual memory 
support provided by most operating systems. One approach 
involves mapping the entire database in a protected mode, 
and selectively un-protecting and re-protecting pages as they 
are updated. HoWever, this can be very expensive, for 
example, on standard UNIX systems. An alternative to the 
hardWare approach Would be programming language tech 
niques such as type-safe languages or sandboxing. (Sand 
boxing is a technique Whereby an assembly language pro 
grammer adds code immediately before a Write to ensure 
that the instruction is not affecting protected space.) HoW 
ever, type-safe languages have yet to be proven in high 
performance situations, and sandboxing may perform poorly 
on certain architectures. Finally, communication across pro 
cess domain boundaries to a database server process pro 
vides protection, but such communication is orders of mag 
nitude sloWer than access in the same process space, even 
With highly tuned implementations. The concern over physi 
cal corruption is further motivated by the increasing number 
of systems in Which application code has direct access to 
system buffers, including extensible systems, object data 
bases, and memory-mapped or in-memory architectures. 
Finally, some Work has raised concern over damage to data 
due to faults in the DBMS itself 

[0009] Integrity constraints are Widely studied and prevent 
certain cases of logical corruption in Which rules about the 
data Would be violated. HoWever, it is an object of the 
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present invention to deal With those cases in Which integrity 
constraints and other input validation techniques fail, and 
Whether due to programming error or invalid input, unin 
tended updates are made to the database. We consider such 
cases inherently impossible to prevent, and instead assume 
that the problem is detected later, usually When a database 
user notices incorrect output (on a bank statement, for 
example). 
[0010] In the ?eld of accounting systems and audits, it is 
knoWn from L. A. Bjork, Jr., “Generalized Audit Trail 
Requirements and Concepts for Data Base Applications”, 
IBM Systems Journal, No. 3, 1975, pp. 229-245, hoW to 
create and maintain an audit trail—a history of activities by 
transaction, posted because of operations on speci?c data. 
Bjork describes that a time dimension can be added to a 
stored record such that supplemental information in the form 
of a descriptor and time frame are maintained. For eXample, 
the time frame When the information Was created and stored, 
and each version of a data ?eld, is maintained along With the 
action. He refers to “create” (creation of data), “reference” 
(When reference is made to X at time t), and update (When 
created data is updated) as descriptors all having time 
dimension. A further descriptor is “refer to prior generation” 
(When data noW updated is referred to by a prior generation.” 
Also, C. T. Davies, Jr. in his article “Data Processing 
Spheres of Contro” appearing in the IBM Systems Journal, 
Vol. 17, No. 2, 1978, pp. 179-198 describes “in-process 
recovery” as the control of recording and subsequent use of 
data required to return to a previous point in a process, and 
that the process that created or last modi?ed data elements 
be determined from a journal. System recovery is obtained 
via establishing checkpoints that represent an early state in 
a data base. Once a search backWard is conducted to ?nd an 
error, a checkpoint behind the error is obtained from Which 
to rebuild. These accounting processes, for eXample, typi?ed 
by the recovery from a payroll error, are not eXamined by 
Bjork or Davies for the generic case of database recovery, 
nor are they automated. Bjork and Davies provide no 
suggestions for real-time implementation, for eXample, of a 
read-logging recovery system such as Would be required in 
a communications system and associated record-keeping 
environment. 

[0011] Thus, there appears a genuine need in the art of 
database management systems to provide an improved 
method and apparatus for detecting and recovering from 
corruption of a database via read logging. 

SUMMARY OF THE INVENTION 

[0012] According to the present invention, it is a principle 
to apply several neW techniques for the prevention or 
detection of corruption. The neW techniques may be suitable 
for application in a real-time environment such as in a 
telecommunications system. 

[0013] For detecting indirect logical or physical corrup 
tion, it is a feature of the present invention to log information 
about reads (Read Logging). Interestingly, any negative 
impact of Read Logging is limited, as the actual values read 
are not logged according to one embodiment of the present 
invention, just the identity of the item read and optionally a 
checksum of the value. Moreover, it is an extension of the 
present invention to store codeWords for each read of the 
read log records. 
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[0014] When corruption is detected rather than prevented, 
techniques for corruption recovery are employed to restore 
the database to an uncorrupted state. As Will be further 
described herein, once codeWording of data and read log 
ging is performed, models and algorithms are presented for 
recovery from transaction-carried indirect corruption. In 
these models, the read log records are preferably combined 
With knoWn Write log records and operated on more ef? 
ciently as a combined log to detect and recover from 
transaction based corruption (although in other embodi 
ments of the present invention, the read log and Write log 
records may be separately maintained.) One model, the 
redo-transaction model, uses logical descriptions of trans 
actions to repair the database state. A second model, the 
delete-transaction model, focuses on removing the effects of 
corruption from the database image. The algorithms pre 
sented herein can be applied to recovery from logical or 
physical corruption. In addition, tracing techniques are pre 
sented Which aid in determining the scope of logical cor 
ruption. 
[0015] To ascertain the performance of our algorithms for 
detecting and recovering from physical corruption, We have 
studied the impact of these schemes on a TPC-B style 
Workload implemented in the Dali main-memory storage 
manager. Our goal Was to evaluate the relative impact on 
normal processing of schemes that can be easily ported 
across a variety of architectures and operating systems. In 
addition to our schemes, We study a hardWare-based pro 
tection technique. For detection of direct corruption, the 
overheads imposed cause throughput of update transactions 
to be decreased by 8%. Prevention of transaction-carried 
corruption With Read Prechecking costs betWeen 12% and 
72%, but requires a signi?cant space overhead to achieve the 
better performance numbers. Detection of transaction-car 
ried corruption With Read Logging costs betWeen 17% and 
22%. Our study indicates that the corruption prevention 
algorithms of Sullivan et al., “Using Write Protected Data 
Structures to Improve Fault Tolerance in Highly Available 
DBMS” in Proceedings of the International Conference on 
Very Large Databases, pp 171-179, 1991, When using stan 
dard OS support for memory protection, decrease through 
put by about 38%. Thus, the codeWord and read logging 
based detection and prevention schemes of the present 
invention perform signi?cantly better than the hardWare 
based protection. 

[0016] With the present invention, it is possible to identify 
a subset of the later transactions that Were (directly or 
indirectly) affected by the error, and to selectively roll them 
back and redo them manually (or even automatically in 
some cases). Also, the techniques of the present invention 
are language and instruction-set independent. 

[0017] Thus, a method of detecting and recovering from 
data corruption of a database according to the present 
invention is characteriZed by the step of logging information 
about reads of a database to detect and recover from physical 
corruption of the data in the database, Wherein the physical 
corruption arises from bad Writes of data to the database or 
arises indirectly from the bad Writes. In a delete transaction 
model, the corruption recovery comprises ?rst and second 
phases, a ?rst redo phase folloWed by an undo phase. In 
another embodiment, a method of detecting and recovering 
from database corruption comprises the steps of logging 
informtion about reads of a database to detect and recover 
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from logical corruption, maintaining a logical redo log and 
storing user inputs for a transaction in the logical redo log. 
Alternatively, in the logical corruption recovery method, the 
method comprises the step of logging a checksum of a 
logical state found. 

[0018] 
cation, We describe a Read Prechecking scheme that asso 

In our co-pending, concurrently ?led patent appli 

ciates one Word codeWords With each region of data, and 

prevents transaction-carried corruption by verifying that the 
codeWord matches the data each time it is read. A Data 

CodeWord scheme, a less expensive variant of Read Pre 
checking, alloWs detection of direct physical corruption by 
asynchronously auditing the codeWords. This scheme is also 
referred to herein and in our co-pending application as 

deferred codeWord maintenance and involves performing 
codeWord updates during a process called “log ?ushing” at 
the same time as data is ?ushed to disc from main memory. 

These schemes are disclosed and claimed in concurrently 

?led, copending US. patent application Ser. No. (Attorney 
Docket Number Bohannon et al. 8-25-3-38-11) entitled 
“Method and Apparatus for Detecting and Recovering from 
Data Corruption via Read Prechecking and Deferred Main 
tenance of CodeWords,” of the same inventors. 

[0019] These and other features of the present invention 
Will be best understood from considering the draWings and 
the folloWing detailed description of the preferred embodi 
ments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 is a functional schematic draWing of the 
overall architecture of the Dali main memory storage man 
ager useful for explaining an implementation of the present 
invention. 

[0021] FIG. 2 is a functional block diagram providing an 
overvieW of database recovery structures Which may be 
existent, for example, Within an architecture of FIG. 1. 

[0022] FIG. 3 shoWs a database memory comprising a 
plurality of pages and codeWords for each page With a latch 
for processes Wanting access to a page or a codeWord for that 

page useful in describing a simple read prechecking scheme. 

[0023] FIG. 4A also shoWs a database memory organiZed 
With codeWords for page regions having a page portion 
protection latch permitting only one process to read or 
modify a codeWord at a time useful in describing deferred 
codeWord maintenance and FIG. 4B is useful in describing 
hoW deferred maintenance operates at log ?ush and associ 
ated recovery and audit processes. 

[0024] FIGS. 5A and 5B together comprise a ?oWchart of 
a recovery algorithm for the delete transaction model of the 
present invention comprising a redo phase folloWed by an 
undo phase before checkpointing the database. 

[0025] FIG. 6 comprises an alternative algorithmic 
approach to recovery for the redo-transaction model. 
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DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

[0026] Introduction 

[0027] Referring brie?y to FIG. 1, there is shoWn an 
overall architecture of the Dali storage manager on Which 
the present invention has been implemented. The Dali 
system should be considered only an exemplary implemen 
tation of the present invention and the present detection and 
recovery algorithms may be applied in other architectures as 
Well. The database in a Dali system consists of one or more 
database ?les, along With a special system database ?le. 
User data itself is stored in database ?les While all data 
related to database support, such as log and lock data, is 
stored in the system database ?le. This enables storage 
allocation routines to be uniformly used for persistent user 
data as Well as non-persistent system data like locks and 
logs. The Dali system database ?le also persistently stores 
information about the database ?les in the system. 

[0028] As shoWn, database ?les opened by a process are 
directly mapped into the address space of that process. In 
Dali, either memory-mapped ?les or shared-memory seg 
ments can be used to provide this mapping. Different pro 
cesses may map different sets of database ?les, and may map 
the same database ?le to different locations in their address 
space. 

[0029] This feature precludes using virtual memory 
addresses as physical pointers to data (in database ?les), but 
provides tWo bene?ts. First, a database ?le may be easily 
resiZed. Second, the total active database space on the 
system may exceed the addressing space of a single process. 
This is useful on machines With 32-bit addressing in Which 
physical memory can signi?cantly exceed the amount of 
memory addressable by a single process. In a 64-bit 
machine, both of these considerations may be mitigated, so 
We also consider physical addressing. For example, if a 
single database ?le can be limited to the order of 64 
gigabytes, then each process can still map close to a billion 
database ?les (Which can be expected to far exceed the total 
database space). 

[0030] There is a single active transaction table (ATT), 
stored in the system database, that stores redo and undo logs 
for each active transaction. A dirty page table (dpt) is 
maintained for the database (also in the system database) 
Which records the pages that have been updated since the last 
checkpoint. The ATT (With undo logs) and the dirty page 
table are also stored With each checkpoint. The dirty page 
table (dpt) in a checkpoint is referred to as ckpt_dpt in the 
?gure. 
[0031] Models and OvervieW 

[0032] In this section We describe our models of corrup 
tion and recovery and the database model in Which our 
algorithms are described. 

[0033] Models of Corruption 

[0034] As described above, data corruption may be either 
direct or indirect, logical or physical. Direct physical cor 
ruption is de?ned to be an update to the in-memory image 
of database data Which did not happen through prescribed 
methods. For example, in a standard disk-based system, an 
update to an internal buffer Without a latch and Without calls 
to logging routines (usually made via a FixBuffer or similar 
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function call) Would constitute direct physical corruption. 
For applications With direct access to data, such corruption 
could result due to application errors (e.g., stray pointers in 
the application code). 

[0035] Examples of direct logical corruption include any 
update made in error, for example, an accidental deletion of 
a customer, updates to account balances made by a program 
Which computed interest incorrectly, or simply entering an 
incorrect amount for sales commission Which is then used in 
payroll computations. Once direct corruption has occurred, 
corrupted data may be read by a subsequent transaction. If 
that transaction, considered a corrupt transaction, then Writes 
other data in the database, that data is also assumed to be 
corrupt. Note that the neWly “corrupted” data may then be 
read by other transactions, and the corruption propagated 
further. We call such corruption indirect corruption. 

[0036] As With corruption of user data, corruption of 
control structures may be handled With hardWare memory 
protection, or With codeWord based techniques. 

[0037] Models of Recovery 

[0038] We de?ne four models of corruption recovery: a 
cache recovery model, a prior-state model, and a redo 
transaction model and a delete-transaction model. The ?rst 
model deals only With direct physical corruption. The other 
models deal With logical and indirect physical corruption. 

[0039] In the cache-recovery model, corruption is 
removed from cache pages, assuming that indirect corrup 
tion has not occurred, and because of that, corrupt data 
values are not re?ected in any log records. 

[0040] In the prior-state model, the goal is to return the 
database to a transaction consistent state prior to the ?rst 
possible occurrence of corruption. Most commercial sys 
tems support this model. Clearly, this recovery model leaves 
much to be desired, as it may Well be impractical to request 
that users re-submit any Work done folloWing the introduc 
tion of the corruption. 

[0041] In an extension of the prior-state model, once the 
direct error has been identi?ed and corrected, transactions 
affected by the error must be logically re-run in history; that 
is, the transactions must be re-run in the same serialiZation 
order as the original set of transactions. We call this exten 
sion of the prior-state model the redo-transaction model of 
corruption recovery. 

[0042] In our ?nal model, the delete-transaction model, We 
assume that logical information is not available to alloW a 
redo, and corruption is dealt With by deleting the effects of 
transactions from the database image. Any transaction that 
read corrupted data must be deleted from history, and any 
data that such a transaction Wrote after reading corrupt data 
is treated as being corrupted by the transaction. 

[0043] To implement a recovery algorithm for the delete 
transaction model, it must be clearly understood What it 
means to “delete a transaction from history”. One possible 
interpretation Would be to alloW any serialiZable execution 
of the remaining, undeleted, transactions. HoWever, this 
de?nition is not acceptable, since the values read by other 
transactions, and thus the values exposed to the outside 
World, might change in the modi?ed history. 

[0044] To de?ne correctness in the delete transaction 
model, We consider tWo transaction execution histories, the 
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original history, HO, and the delete history, Hd, in Which all 
reads and Writes of certain transactions no longer appear. 
These histories include the values read or Written by each 
operation, and for a given operation, the value read or 
Written in the delete history is the same as in the original 
history. A delete history is con?ict-consistent With the origi 
nal history if any read in Hd is preceded by the same Write 
Which preceded it in HO, Similarly, Hd is vieW-consistent 
With HO if each read in Hd returns the value returned to it in 
HO. Note that the notions of con?ict- or vieW-consistency are 
distinct from the standard notions of con?ict- or vieW 
equivalence. A correct recovery algorithm in the delete 
transaction model recovers the database according to a 
delete history Which is con?ict- or vieW- consistent With the 
original history. Note that it folloWs from this de?nition that 
in a con?ict-consistent delete history, the ?nal state of any 
data item Written by a transaction in the delete set Will have 
the value it had before being Written by the ?rst deleted 
transaction. 

[0045] Levels of Protection 

[0046] Having covered the models of corruption and cor 
ruption recovery, We noW consider different levels of pro 
tection. In general, it is possible to prevent or detect either 
direct or indirect physical corruption. It may further be 
possible to detect indirect logical corruption, once the fact 
that a certain transaction introduced the logical corruption 
has been determined by a human. The human then can 
initiate appropriate action. In each of these cases, if a form 
of corruption is detected but not prevented, a recovery 
mechanism for that corruption should exist. 

[0047] Note that prevention of direct corruption is equiva 
lent to prevention of all corruption, since other forms only 
propagate direct corruption. Preventing direct logical cor 
ruption is impossible, and preventing direct corruption using 
hardWare may be expensive as discussed above. In the next 
best alternative, direct corruption is detected and transac 
tion-carried corruption is prevented. Finally, direct corrup 
tion and transaction-carried corruption may both be 
detected. Detecting or preventing only transaction-carried 
corruption With no detection of direct corruption makes little 
sense, as the source of the corruption Would remain in the 
database inde?nitely. HoWever, detection of only direct 
physical corruption may be used, if one feels that the 
corruption Will usually be detected and recovery performed 
before the direct corruption leads to transaction-carried 
corruption. As unsatisfactory as it seems, such minimal 
protection is a great improvement over no protection at all. 
Corrupt data left in the database inde?nitely is far more 
likely to cause problems than corruption removed after a feW 
minutes or even hours. 

[0048] Some of the schemes We describe beloW associate 
a codeWord With a region of data knoWn as a protection 
region. When data in the region is updated through the 
prescribed interface, the codeWord is updated along With the 
data. By using Word-Wise parity, or a similar scheme, 
updates to the codeWord can be made based only on the 
portion of the protection region Which Was actually 
updated—the remainder of the region need not be read. 

[0049] Using CodeWords To Detect Corruption 

[0050] The basic (and Well known) idea of codeWord 
based corruption detection is as folloWs. Each protection 
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region also stores a codeword for the region. Updates via the 
prescribed interface also update the codeWord for the region 
(either immediately on update, or in a deferred fashion, as 
We shall see). If an update not via the prescribed interface 
occurs, the stored codeWord Will not be updated. Thus (With 
a very high probability assuming a good codeWord scheme), 
if We compute the codeWord for the region it Will not match 
the stored code (We ensure that the deferred codeWord 
updates have been performed before matching the code 
Words). 
[0051] There are several issues in codeWord based cor 
ruption detection, such as: 

[0052] When and hoW to update the codeWords 
(Immediately on update? Deferred to later?) 

[0053] When and hoW to check for codeWord mis 
match (When ?ushing data to disk or archival copy? 

[0054] HoW to integrate codeWord detection With 
concurrency control and recovery (ensuring concur 
rency levels stay high; ensuring recoverability from 
failures). 

[0055] These issues are addressed later, in Section 5; in 
this section We introduce some basic requirements on the use 
of codeWords for detecting corruption. 

[0056] Error detecting codes, such as the Cyclic Redun 
dancy Check (CRC) code are Widely used, for eXample to 
verify integrity of sectors of disk systems. HoWever, our 
algorithms have non-standard requirements on the codeWord 
schemes that may be used: 

[0057] 1. It should be possible to update a codeWord 
incrementally When part of the protection region that 
it covers is updated. In particular, to avoid locking 
unrelated data and to provide a high degree of 
concurrency, We must be able to compute the neW 
codeWord using only the old value of the codeWord, 
and the old and neW values of the part of the region 
that is updated. 

[0058] 2. Since the actual update of the codeWord 
may be deferred, We require that the effect on the 
codeWord of an update M to part of a region can be 
summariZed as A(M). The update M consists of the 
old and neW values of the updated part of the 
protection region, and hence A(M) must be a func 
tion of only the location and the old and neW values 
of the updated area. In particular, A(M) should not 
depend on the old codeWord. Since in one of our 
schemes A(M must be stored in the redo log record, 
We require that the information in A(M) should be 
small, only about as big as the codeWord itself. We 
also assume there is a codeWord update operation 69, 
such that if the codeWord for a region prior to an 
update M is Cold, the codeWord after the update is 

Cnew=CQ1d@A(A’[) 
[0059] We shall assume that there is a value, 

denoted by 0, that results in no change to the 
codeWord; that is, for all C, We have CG90=C. 

[0060] 3. There may be a sequence of updates to a 
region Whose As are applied out-of-order to the 
codeWord. We assume that While an update is in 
progress it has eXclusive access to the updated data; 
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such exclusive access can be ensured by means of 
region locks. Further, the codeWord change A(M) is 
computed While the update M has eXclusive access to 
the updated data. Given the above, We require that 
for any pair of updates M1 and M2 

[0061] We often treat M as if it is composed of tWo 
updates, one from the initial value of the updated area U to 
a value of all Zeros, and a second from all Zeros to the value 
R it holds after M. We use A_(U), Which We call the undo 
value, to denote A(M‘) Where M‘ is the updated from U to all 
Zeros, While A+(R), Which We call the redo value denotes 
A(M“) Where M“ is the update from all Zeros to R. 

[0062] Thus, We have CG9A(M)=CG9A_(U))G9A+(R). We 
shall assume a function 69 that can be used to combine A_(U) 

and A+(R) such that A(M)=A_(U)G9A+(R). 

[0063] There are several codeWord schemes that satisfy 
our requirements. One such scheme is parity encoding in 
Which the siZe of each codeWord is one Word. The parity 
code is the bitWise eXclusive-or of the Words in the region. 
Thus the i’th bit of the codeWord represents the parity of the 
i’th bit of each Word on the region. For the case of parity, @, 
GBand A are all the same—they compute bitWise eXclusive 
or. It is easy to check that the parity code has the properties 
that We require. In particular, A(M) for an update M simply 
consists of the eXclusive-or of the before-update and after 
update values of Words involved in the update. Also, A(M) 
requires only one Word of storage. 

[0064] There are other choices for error-detection codes, 
for eXample a summation scheme Where the codeWord is the 
Word-Wise summation of all data on the region modulo 232. 
Any such codeWord scheme satisfying our requirements can 
be used. Our focus here is not on the choice of the best error 
detecting code, but rather on the integration of such a code 
With a transaction processing system. 

[0065] Schemes for Prevention, Detection and Recovery 

[0066] In this section, We brie?y outline the schemes We 
Will present for the respective levels of protection described 
above. 

[0067] We begin With schemes Which prevent corruption. 
The HardWare Memory Protection scheme may be used to 
prevent direct corruption. Furthermore, since the database is 
not corrupted, no explicit recovery is required. If, hoWever, 
the performance hit of hardWare protection is unacceptable, 
an alternative is to detect direct physical corruption, While 
preventing indirect physical corruption. This may be accom 
plished With the codeWord-based scheme of Read Precheck 
ing, in Which codeWords are associated With regions of the 
database, and these codeWords are checked against the 
actual contents prior to every read. 

[0068] Direct physical corruption may be detected rather 
than prevented With this same codeWord arrangement by 
running periodic audits of the protected data. Based on the 
performance of Read Prechecking, We recommend using 
Read Logging to detect transaction-carried corruption. In 
fact, the use of read logging opens up several neW possi 
bilities in error detection and recovery. In particular, if 
transaction-carried corruption has occurred the read logs 
provide a Way of tracing history and detecting the transac 
tions that Were affected by the corruption. Because this 
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ability to trace affected transaction extends to logical cor 
ruption, this technique aids in recovery from errors against 
Which the previously knoWn techniques for corruption pre 
vention are ineffective. 

[0069] Database Model 

[0070] FIG. 2 provides an overvieW of the structures used 
for recovery. Our corruption detection and recovery algo 
rithms are expressed in terms of the Dali recovery algorithm. 
The Dali recovery algorithm provides very general support 
for high concurrency, multilevel operations and minimal 
interference With transaction processing in a main-memory 
database system. More details can be found in our compan 
ion applications and our article describing the Dali main 
memory manager, “The Architecture of the Dali Main 
Memory Storage Manager, referred to above and incorpo 
rated herein by reference. 

[0071] Multi-level Recovery: Dali implements a main 
memory version of multi-level recovery. A multi-level 
transaction processing system consists of n logical 
levels of abstraction, With operations at each level 
invoking operations at loWer levels. Transactions them 
selves are modeled as operations at level n, With level 
0 consisting of physical updates. Multi-level recovery 
permits some locks to be released early to increase 
concurrency. For example, many systems have tWo 
levels de?ned beloW the transaction level: a tuple level 
and a page level. Locks on pages are released early, but 
locks on tuples are held for transaction duration. 

[0072] Latching Protocol: In Dali, the extent of physical 
latching used to protect the loWest level physical 
updates is left to the database implementor. (Often 
these physical updates are covered by higher level 
locks, leading to efficient implementations of concur 
rency control for main-memory.) Thus, We merely 
assume that a physical update occurs on a locking 
region (not to be confused With a protection region, 
though they may be the same in a given system), Which 
may be a physical space like a page, or a logical space 
like a linked list or tree. These loWest level updates are 
assumed to be covered by a region lock. 

[0073] Undo and Redo Logging: Updates in Dali are 
done in-place, and updates by a transaction must be 
bracketed by calls to the functions beginUpdate and 
endUpdate. Each physical update to a database region 
generates an undo to part of a locking region image and 
a redo image for use in transaction abort and crash 
recovery. Undo and redo logs in Dali are stored on a 
per-transaction basis (local logging). When a loWer 
level operation is committed, the redo log records are 
moved from the local redo log to the system log tail in 
memory, and the undo information for that operation is 
replaced With a logical undo record. Both steps take 
place prior to the release of loWer level locks. A copy 
of the logical undo description is included in the 
operation commit log record for use in restart recovery. 
The Dali recovery algorithm repeats history on a physi 
cal level, so during undo processing, redo records are 
generated as for forWard processing. 

[0074] Log Flush: The contents of the system log tail 
are ?ushed to the stable system log on disk When a 
transaction commits, or during a checkpoint. The sys 
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tem log latch must be obtained before performing a 
?ush, so that ?ushes do not occur concurrently. The 
stable system log and the tail are together called the 
system log. The variable end_of stable_log stores a 
pointer into the system log such that all records prior to 
the pointer are knoWn to have been ?ushed to the stable 
system log. While ?ushing physical log records, We 
also note Which pages Were Written (“dirtied”) by the 
log record. This information about dirty pages is noted 
in the dirty page table (dpt). 

[0075] Logical Undo: All redo actions are physical, but 
When an operation commits, an operation commit log 
record is added to the redo log, containing logical undo 
description for that operation. These records are used so 
that at system recovery, logical undo information is 
available for all committed operations Whose enclosing 
operation (Which may be the transaction itself) has not 
committed. For transaction rollback during normal 
execution, the corresponding undo records in the trans 
action’s local undo log are used instead. 

[0076] Due to the requirements of multi-level recovery, at 
any point in time a transaction’s undo log consists of some 
number of logical undo actions folloWed by some number of 
physical undo actions. If a transaction aborts, it executes the 
undo log in reverse order. 

[0077] Transaction Rollback: When a transaction is 
rolled back during normal operation its local undo log 
is traversed in reverse order, and the undo descriptions 
are used to undo operations of the transaction. In the 
case of physical update operations, the undo is done 
physically, While in the case of logical operations, the 
undo is done by executing the undo operation. 

[0078] FolloWing the philosophy of repeating history, both 
these actions generate redo logs representing the physical 
updates taken on their behalf. Additionally, each undo 
operation also generates redo log records to note the begin 
and commit of the undo operation, just like a regular 
operation. At the end of rollback a transaction abort record 
is Written out. indicating that they are an action taken on 
behalf of an undo log record. 

[0079] Checkpoints: Again, FIG. 2 provides an over 
vieW of the structures used for recovery. The database 
is mapped into the address space of each process. 
During a checkpoint, dirty pages from the in-memory 
database image are Written to disk. In fact, tWo check 
point images Ckpt_A and Ckpt_B are stored on disk, as 
is cur_ckpt, an “anchor” pointing to the most recent 
valid checkpoint image for the database. During sub 
sequent checkpoints, the neWly dirty portions of the 
database are Written alternately to the tWo checkpoint 
images (this is called ping-pong checkpointing). The 
anchor is sWitched to point to the neW checkpoint only 
after checkpointing has been successfully completed. 

[0080] Thus, even if one checkpoint image is corrupted 
(due to Writing corrupted data during checkpointing or due 
to failure during checkpointing) the other checkpoint image 
is still available for recovery. 

[0081] Information about active transactions is stored in 
an active transaction table, referred to herein as the ATT. 
Due to local logging, the entry for each transaction in the 
ATT contains local undo and redo logs. In addition to the 
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database image, a copy of the ATT With the local undo logs 
and a copy of the dirty page table (dpt) are stored With each 
checkpoint. 
[0082] Note that physical undo information is moved to 
disk only during a checkpoint. The undo information is 
taken by the checkpointer directly from the local undo logs 
of each transaction. (Thus, physical undo log records are 
never Written to disk for transactions Which take place 
betWeen checkpoints.) 

[0083] Restart Recovery: Restart recovery starts from 
the last completed checkpoint image, and replays all 
redo logs (repeating history). When the end of log is 
reached, incomplete transactions (those Without opera 
tion commit or abort records) are rolled back, using the 
logical undo information stored in either the ATT or 
operation commit log records. Undo information is 
available in the redo log for all operations at level 1 and 
higher. For level 0 (physical updates) the undo infor 
mation is available in the checkpointed undo log. (Or is 
reconstructed from the checkpoint image during redo.) 

[0084] Due to multi-level recovery, the rollback is done 
level by level, With all incomplete operations at level i being 
rolled back before any incomplete actions at level i+1 are 
rolled back. 

[0085] Preventing Corruption 
[0086] The prevention of physical corruption can take 
place at tWo times—at the time of the direct corruption (the 
“bad Write”), or at the time of an attempt to read the corrupt 
data (indirect corruption). In this section, We the present the 
HardWare Protection scheme Which takes the ?rst approach, 
and the Read Prechecking scheme Which takes the second. 

[0087] HardWare Protection 

[0088] Direct physical corruption can be largely prevented 
by using virtual memory support provided by most operating 
systems. The basic approach is to un-protect a page before 
an access, and re-protect it afterWards. The un-protection 
and re-protection are done in the database code that sur 
rounds an update, for example, ?xing and un?xing a page in 
the buffer pool. Thus, if an update is done outside of these 
routines, the page is very likely to be protected, and the 
hardWare mechanism Will cause the program to be termi 
nated. If database processes are threaded, hoWever, un 
protected pages Will be vulnerable to other threads, as 
hardWare memory protection is a per-process resource. 

[0089] We note that greater speed With less safety may be 
available if the page is left un-protected for a period of 
time—until the end of the enclosing operation, or transac 
tion. 

[0090] Turning protection on and off as above can be very 
expensive since each protect/un-protect involves a system 
call (for security reasons), Which on most current generation 
operating systems continues to be very expensive (around 
20,000 instructions). For example, on a SPARCStation 20 
Model 50, only about 16,000 protect/un-protect pairs can be 
performed in a second. 

[0091] While relatively good performance has been 
obtained, We specially modi?ed a research operating system 
to take additional advantage of hardWare features. We are 
interested in solutions Which are applicable to today’s 
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DBMS on a Wide variety of standard hardWare and operating 
systems. Unfortunately, system calls and in particular 
memory protection and un-protection are expensive on these 
systems, and the problem does not seem likely to get better. 

[0092] Read Prechecking 

[0093] An alternative to preventing direct corruption of 
data is preventing the-use of that corrupted data by a 
transaction. To accomplish this, codeWords are maintained 
for page-siZed or smaller regions of data knoWn as protec 
tion regions. When data in the region is updated through the 
prescribed interface, the codeWord is updated along With the 
data. By using Word-Wise parity, or a similar scheme, 
updates to the codeWord can be made based only on the 
portion of the protection region Which Was actually 
updated—the remainder of the region need not be read. 
Selection of an encoding and parity protection scheme may 
be accomplished in any manner knoWn to those in the art 
appropriate. 
[0094] In the Read Prechecking scheme, the consistency 
betWeen the data in a protection region and its codeWord is 
checked during each read of persistent data. This scheme 
and the Data CodeWord scheme for direct corruption detec 
tion, described beloW, both use the same codeWords main 
tained during application updates. 

[0095] FIG. 3 shoWs a database memory 300 comprising 
a plurality of pages 301-1 to 301-3 and codeWords for each 
page, for example, 321-2 for page 301-2, With a latch 311-2 
for processes 331-1331-2 to 331-n Wanting access to a page 
301-2 or a codeWord 321-2 for that page useful in describing 
a simple read prechecking scheme. A protection latch, for 
example, 311-2 is associated With each protection region and 
acquired exclusively When data is being updated, or When a 
reader needs to check the region against the codeWord. A 
shared protection latch is associated With each protection 
region so that, by holding the latch in exclusive mode, the 
reader can obtain an update consistent image of the region 
and the codeWord. Updates to data in the region hold this 
latch 311-2 in shared mode, so that updates to different 
portions of the region may go on concurrently. Each code 
Word has an associated codeWord latch, Which is used to 
serialiZe updates to the codeWord. More than one codeWord 
can share a single latch; the loss in concurrency is not much 
since codeWord updates take very little time, and thus the 
latch is acquired only for very short durations. 

[0096] A ?ag, for example, With the name codeWord 
applied, is stored in the undo log record for a physical update 
to indicate Whether the change to the codeWord has been 
applied corresponding to the update. This ?ag alloWs trans 
action rollback betWeen a beginUpdate and an endUpdate, 
the functions Which, in Dali, bracket a physical update. 

[0097] We noW present the actions taken during normal 
transaction processing. In the description of steps taken for 
update and initialiZation processing, We assume these 
actions are taken for an update M, made up of an undo U and 
redo R. For abort processing, M-1 is used to represent the 
inverse update Which restores the data to its original value U. 

[0098] Begin Update: At the beginning of an update, 
the protection latch for the region is acquired, the 
undo image of the update is noted in the undo log, 
and the ?ag codeWord-applied in the undo log record 
is set to false. 
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[0099] End Update: When an update is completed, 
the redo image is recorded from the updated region, 
and the undo image in the undo log record is used 
With this image to determine the change in the 
codeWord. The codeWord is updated With this 
change, and the operator G9 is used to compute A(M) 
from the undo image U and redo image R in the log. 

[0100] The codeWord latch is acquired in exclusive mode, 
and the codeWord, C, is changed to CG9A(M) and the ?ag 
“codeWord-applied” in the undo log record for the update is 
set to true. Finally, the protection latch is released. 

[0101] Undo Update: When undo processing 
eXecutes logical actions, the Dali recovery algorithm 
generates redo log records for updates, just as during 
normal processing. Correspondingly, the codeWord 
is changed to re?ect each update, just as during 
forWard processing. When undo processing encoun 
ters a physical undo log record, then it must be 
handled differently based on Whether redo process 
ing had taken place, as represented by the ?ag 
codeWord-applied in the undo log record. If this ?ag 
is set to true, the protection latch is acquired and the 
codeWord for the protection region is modi?ed to 
back out the update. If the ?ag is false, no change is 
made to the codeWord, and the protection latch need 
not be acquired, as it is already held from forWard 
processing. Regardless of the value of the ?ag, the 
other undo actions, such as applying the update and 
generating a log record for the undo, are executed. 
Finally, the protection latch is released. 

[0102] Read: To verify the integrity of the data in the 
protection region, the reader acquires the protection 
latch for the region, computes the codeWord value of 
the region and compares this With the stored code 
Word for that region. 

[0103] In order to prevent corruption from reaching the 
disk image, the checkpointer performs the same integrity 
check as the reader. If either a reader or the checkpointer 
?nds that a region does not match the codeWord for that 
region, steps are taken as Will be described herein to recover 
the data from this corruption. Note that since corruption 
cannot be propagated, recovery under the cache recovery 
model is suf?cient. 

[0104] Read Prechecking in ARIES 

[0105] In this section, We describe hoW the Read Precheck 
scheme Would need to be modi?ed to Work on a page-based 
architecture such as the ARIES system. In ARIES or other 
page-based systems, the protection region may be chosen to 
be the page, in Which case the page latch can be used as the 
protection latch. HoWever our performance study indicates 
that this may not lead to acceptable performance, thus it may 
be necessary to associate multiple codeWords With a given 
page. The codeWord is associated either With the page, for 
eXample, if the codeWord Will be used to check the integrity 
of disk Writes and reads or With the buffer control block 
(13CB) if otherWise. The “codeWord-applied” ?ag is stored 
in the BCB. This ?ag is needed in case rollback occurs 
betWeen the FiXForUpdate and UnFiX calls. If rollback 
cannot occur in this interval, this ?ag can be dispensed With 
and the steps beloW should behave as if it is alWays set. As 
mentioned earlier We assume only one update occurs Within 
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a FiXForUpdate and UnFiX pair. Our scheme can be 
eXtended easily to alloW multiple updates, by tracking a 
region Which is a union of the individual regions, and 
eliminating overlaps. 
[0106] The actions taken at various points during an 
update are described beloW. 

[0107] FiXForUpdate: First the page is latched in 
eXclusive mode to prevent any concurrent updates on 
the page or to the codeWord of the page. The undo 
image of the update is then noted in the undo log, and 
the ?ag codeWord-applied is set to false. At this time, 
the codeWord is updated With A_(U) (that is, the Afor 
an update Which changes the value from U to all 
Zeros) and the region to be updated is noted in the 
BCB (by storing its offset and length). If the update 
is physiological (that is, log records that identify a 
page physically, but record the update to be per 
formed logically as an operation) then, if it is pos 
sible to determine an area Within the page that may 
be modi?ed, the offset and length of the area may be 
stored in the BCB. All updates by the physiological 
operation must then be Within this area. If at this time 
it is not possible to determine the area affected by the 
update, the area to be updated is simply assumed to 
be the entire page. 

[0108] Let us de?ne M as an update consisting of old and 
neW values of the updated part of a protected region; then, 
the effect on the codeWord for the region lay be de?ned as 
A M. Then, if We treat M as if it is composed of tWo updates, 
one from the initial value of the updated area U to a value 
of all Zeros, and a second from all Zeros to the value R it 
holds after M, then We de?ne A_(U) as the undo value and 
A+(R) as the redo value for the update from all Zeros to R. 

[0109] UnFiX: At the UnFiX call, if the original ?X 
Was for an update, then the updated region R is 
determined from the region noted in the BCB, and 
the codeWord for the page is updated With A+(R) 
(that is, the A for an update Which changes the value 
from all Zeros to R). The ?ag codeWord-applied is 
set. Finally the latch on the page is released. 

[0110] Undo Update: When undo processing 
eXecutes logical actions, all codeWord updates are 
done just as for forWard processing. When undo 
processing encounters a physical/physiological undo 
log record, it must be handled differently based on 
Whether the codeWord has been updated during 
UnFiX or not. To do so, if the ?ag codeWord-applied 
is not set in the BCB, then the abort Was called 
betWeen the FiXForUpdate and UnFiX. In this case, 
the update to area during undo is taken to be from all 
Zeros to the old value; thus the codeWord update 
A+(U) for the restored value U of the affected area is 
used to update the codeWord for the page. In addition 
the ?ag “codeWord-applied” is set. If the ?ag code 
Word-applied Was already set, the update is taken to 
be from the current value to the old value, and the 
codeWord for the page is correspondingly updated. 

[0111] Page Steal: In order to Write out a page, the 
page latch is acquired in shared mode, and the 
codeWord is computed for the page. This computed 
codeWord is compared With the codeWord stored for 
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the page in the BCB, and if they are not equal, then 
the data in the page has been corrupted. Appropriate 
corruption recovery actions are then taken, as Will be 
described beloW. 

[0112] Detecting Corruption 
[0113] In this section, We describe the Data CodeWord 
scheme for detecting direct physical corruption and the Read 
Logging scheme for detecting transaction-carried physical 
and logical corruption. 

[0114] Data CodeWord 

[0115] Detecting (but not preventing) direct physical cor 
ruption can be accomplished With a variant of the Read 
Prechecking scheme described above. The maintenance of 
the codeWords is accomplished in the same manner, hoW 
ever, the check of the codeWord on each read is dropped in 
favor of periodic audits. 

[0116] Since transaction-carried physical corruption is 
possible in this scheme, additional care must be taken during 
checkpointing to ensure that an uncorrupted image eXists on 
disk. The process of auditing is nothing more than an 
asynchronous check of consistency betWeen the contents of 
a protection region and the codeWord for that region. This 
can be carried out just as if a read of the region Were taking 
place in the Read Prechecking scheme. 

[0117] Since prechecks are not being performed, and 
audits are asynchronous, it makes sense to use signi?cantly 
larger protection regions. In this case the protection latch 
may become a concurrency bottleneck. If so, a neW latch, the 
codeWord latch, may be introduced to guard the update to 
the actual codeWords, and the protection latch need only be 
held in shared mode by updaters. During audit, the protec 
tion latch must be taken in eXclusive mode to obtain a 
consistent image of the protection region and associated 
codeWord. In particular, data is audited during the propaga 
tion to disk by the checkpointer (or page-steal in a page 
based system). 

[0118] Note that this scheme by itself supports only the 
cache recovery model, thus indirect corruption is not pre 
vented, rather one attempts to audit frequently enough to 
repair direct physical corruption before it is encountered. 

[0119] Corruption Detection With Deferred Maintenance 

[0120] We noW describe an alternate scheme for physical 
error detection in Which the maintenance of codeWords is 
deferred to improve concurrency. This scheme stores code 
Word updates in log records and updates codeWords, for 
eXample, during a log ?ush rather than during a data update 
(or immediately as described above). Updaters need not 
obtain any page latches, and checkpointing, codeWord 
auditing and page-?ushing do not interfere With updates. 
FIG. 4A shoWs a database memory 400 organiZed With 
codeWords 421 for page regions having a page portion 
protection latch 441a permitting only one process to read or 
modify a codeWord at a time useful in describing deferred 
codeWord maintenance. Since codeWord updates are done 
during log ?ush, the system-log latch 441, Which prevents 
concurrent ?ushes, serves to serialiZe access to the code 
Words. Read processes can go in at any time to read. Also, 
latch 441 alloWs several processes to modify a page con 
currently, but only one process can go in to verify a page. 
Thus, the deferred maintenance scheme can result in 

Jul. 11, 2002 

increased throughput for update transactions, especially in 
main-memory databases, Where the relative cost of latching 
can be substantial. Other locks/latches 411-1, 411-2 . . . 

411-N in the system control access to individual parts of the 
page 401-1. 

[0121] For this scheme, each redo log record has an 
additional ?eld, the “redo delta”, Which restores the value 
A(M), Where M is the update denoted by the log record. 
Also, each undo record has a codeWord-applied ?ag. We 
assume that the area covered by a redo log record does not 
span tWo or more protected regions; the assumption can be 
easily assured by splitting log records that span protection 
boundaries into multiple pieces. 

[0122] The actions taken at various steps are described 
beloW and are in addition to the regular actions taken during 
these steps. 

[0123] Begin Update: Add an undo log record for the 
update to the local undo log of the transaction that 
performed the update, and set codeWord-applied in 
the undo log record to false. 

[0124] End Update: Create a redo log record for the 
update. Find the undo log record for the update, and 
?nd the updated area from the undo log. Compute 
A(M) from the undo image in the undo log and the 
neW value of the updated area, and store it in the redo 
A ?eld in the redo log record. Add the redo log for 
the update to the redo log, and set the codeWord 
applied ?ag in the undo log record to true. 

[0125] Undo Update: For each physical update in the 
undo log, a proXy redo log record is generated, 
Whose redo image is the old value from the undo 
record. If the codeWord-applied ?ag for the undo 
record is true, then a redo record has already been 
generated With A(M), so A(M_1) must be included in 
the proXy record to reverse the effect. A(M_1) is 
computed from the current contents of the region and 
the undo log record, and stored in the redo A of the 
proXy log record. 

[0126] If the codeWord-applied ?ag is false, then no redo 
log record has been generated, and thus no codeWord delta 
Will be applied by the ?usher process. Since the codeWord 
has not been changed and should not be changed, the proxy 
record is created as usual and 0 (a special value that results 
in no change to the codeWord) is stored in its redo A. 

[0127] In either case, the physical undo log record is 
processed by replacing the image in the database With the 
undo image in the log. Note that the logical undo actions 
generate physical updates; codeWord processing is done for 
these updates as described above. 

[0128] Flush: When ?ushing a physical redo log 
record, the ?usher applies redo A(M) from the log 
record to the codeWord for that page. Note that the 
system log latch is held for the duration of the ?ush. 
Also, the variable end_of stable_log is updated to 
re?ect the amount of log Which is knoWn to have 
made it to disk. 

[0129] Auditing 
[0130] An algorithm for performing an audit under the 
deferred maintenance scheme Will noW be described With 
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reference to FIG. 4A. A database is shown in dashed line 
With some pages 470, 475, and 478 identi?ed and their 
corresponding codewords 471, 476 and 479 of a codeWord 
table 430. Clients attempt to read/Write and maintain client 
personal logs 440-1, 440-2 and a log for client n not called 
out. A ?usher process to disc is shoWn as ?usher process 460 
and a ?ush latch 461. Acheckpoint image 450 is maintained 
for changes to pages of the database made by the clients. 

[0131] In the logging-based scheme, While the updater’s 
task is simpler, the job of the auditor has become signi? 
cantly more difficult. When an auditor algorithm reads the 
page, it does so fuZZily, and partial updates may be captured. 
Log information must then be used to bring the page to an 
update-consistent state, so that it can be compared With a 
codeWord value. This requires performing a small-scale 
version of the Dali recovery algorithm at checkpoint time. 
To avoid the expense of executing this algorithm for the 
entire database We introduce a fuZZy precheck. The idea of 
the precheck is simply to compute the codeWord value of the 
page, ignoring ongoing updates, and compare that to the 
codeWord value in the codeWord table. If the tWo match, We 
assume that the page is correct. Note that this introduces a 
slightly increased risk of missing an error, because a valid, 
in-progress set of updates Which have not made it to the table 
might exactly match the effect in the table of a corruption. 
HoWever, We consider the probability of this to be approxi 
mately the same as the probability of an error going unde 
tected by the codeWord Which is dependent on the codeWord 
scheme, but is extremely small. We store the set of pages 
Which fail this precheck test in the set AU_needed. 

[0132] We noW present the steps taken to audit the data 
base: 

[0133] 1. For each page 

[0134] (a) Note the value in the codeWord table 
430 for the page, for example, page codeWord 
value 471 for page 470 or codeWord value 476 for 
page 475. 

[0135] (b) Compute its codeWord (Without latches 
or locks). 

[0136] (c) Note the value, for example, value 471, 
in the codeWord table 430 for the page, for 
example, page 470, again. 

0137 d If the com uted value does not match P 
either noted value, add the page, for example, 
page 470, to AU_needed. 

[0138] 2. Note end_of stable_log into AU_begin. 

[0139] 3. Copy pages in AU_needed to the side, for 
example area 450. 

[0140] 4. Extract the trailing physical undo records 
for in-process transactions from the active transac 
tion table AT T. Call this collection of physical 
records the AU_att. Records are gathered from dif 
ferent transactions independently, using a latch on 
the entry to ensure that operations are not committed 
by a transaction While We are gathering its log. 

[0141] 5. Get ?ush latch 461, and execute a ?ush to 
cause codeWords from outstanding log records to be 
applied to the codeWord table 430. Note the neW 
end_of_stable_log in AU_end, Note the codeWord 

Jul. 11, 2002 

values for all pages in AU_needed into a copy of the 
codeWord table called AU_codeWords. Finally, 
release the ?ush latch 461. 

[0142] 6. Scan the system log from AU_begin to 
AU_end. Physical redo records Which apply to pages 
in AU_needed are applied to the side copy 450 of 
those pages. Also, if the undo corresponding to this 
physical redo is in the AU_att, it is removed. 

[0143] 7. All remaining physical undo records from 
AU_att Which affect pages in AU_needed are applied 
to the checkpoint image 450. 

[0144] 8. Compute codeWords of each page in 
AU_needed, and compare to the value in AU_code 
Words. If any differ, report that basic corruption has 
occurred on this page. 

[0145] At the end of the ?ush in step 5, a certain set of 
updates for each page has been applied to the codeWord table 
430, and this is captured in AU_codeWords. The purpose of 
the rest of the algorithm through step 7 is to ensure that the 
side copy of each page being checked contains exactly those 
updates. All prior updates Which may have been partially or 
completely missing from the checkpoint image 450 are 
reapplied by step 7 Since in Dali redo log records are not 
immediately placed in the system log, some updates may 
have taken place Which are only recorded in transaction’s 
local redo and undo logs. Note that the codeWord delta for 
these updates is not re?ected in the codeWord table 430. 
Therefore, these updates are undone in step 7, leaving the 
side image of a page consistent With the updates re?ected in 
the codeWord for the page in AU-codeWords. 

[0146] In this algorithm, individual transactions are 
blocked long enough to gather the outstanding physical undo 
records for the current operation. 

[0147] Read Logging 

[0148] In order to detect indirect physical and logical 
corruption, We introduce the idea of limited read logging. 
When a data item is read (the data item could be a tuple, an 
index node or any persistent data structure required for 
database consistency), a read log record identifying the start 
point and the length of the data that Was read is Written out. 
Of course, equivalent schemes may come to mind of one of 
ordinary skill in the art such as logging an end point and 
length of data read or other scheme. Since most Writes are 
preceded by reads of the same data, one may assume that a 
Write of a region is implicitly a read also, and thus signi? 
cantly reduce the number of read log records required. 
Should an audit indicate that certain data is corrupt, the read 
log records can help determine if a transaction has in fact 
read the corrupt data. We shall see that the read log records 
provide a mechanism for tracing the How of indirect cor 
ruption in the database and thus determining the set of 
transactions affected by an instance of direct corruption. 

[0149] In database applications, a Write log record is 
maintained of Writes to a database. In a preferred embodi 
ment of the present invention, the Write log record is 
combined With the presently suggested read log record as a 
combined record. In an alternative embodiment, the read log 
record may be maintained separately from the Write log 
record With a possible loss of efficiency in the recovery 
algorithms. 



US 2002/0091718 A1 

[0150] Optionally, a codeword for the data that Was read 
can also be Written out With the read log record. In the event 
of a crash, the codeWord can be used to detect any corruption 
Which may have occurred since the last audit, Which Would 
not otherWise be detected. The codeWord is also used to 
detect When exactly an item Was physically corrupted. given 
that a corruption has been detected by some other means 
(either an audit or by external means). For example, When an 
audit detects a corrupted protection region it must be 
assumed, in the absence of a codeWord in the read log 
record, that any transaction reading the region since the time 
of the previous successful audit read the corrupted data. 
With the codeWord, a precise check can be made. 

[0151] Read Logging, unlike the other techniques pre 
sented so far, provides the bene?ts of being able to detect 
propagation of logical corruption. When read logging is used 
for this purpose, differences detected at the physical level 
may overestimate the How of corruption. In this case, 
operations may log a checksum of the logical state found. 
HoW exactly to do so is dependent on the operation. HoW 
ever, the folloWing property must be satis?ed—if the check 
sums are the same (With a high probability) the tWo opera 
tion executions gave the same logical result. For example, an 
index lookup Would log a checksum of the index entries that 
it retrieved, ignoring physical details such as location in the 
index. 

[0152] There are tWo alternative Ways of creating the read 
log record; the system designer must choose and use only 
one of them: 

[0153] 1) Physical read logs, Which specify the start 
point and the length of the data that Was read. Addi 
tionally the records can store a checksum of the data 
that Was read, used during corruption recovery to detect 
reads of corrupted data. 

[0154] 2) Logical read logs, Which use lock information 
for read logging. When a transaction locks a data item, 
a log record noting the lock information (name of the 
item and type of lock) is Written out. This is done for 
both read and update locks, so that it is possible to 
detect Which transaction has read information Written 
by Which other transaction. In the absence of Write lock 
information, the physical redo log records alone may 
not be sufficient to infer Which transactions read items 
Written by a given transaction. 

[0155] Generating Checkpoints Free of Corruption 
[0156] Since Read Logging supports recovery from indi 
rect corruption, it becomes crucial that the disk image be 
free not only of direct corruption, but indirect corruption as 
Well, so that recovery does not require loading an archive 
image. Thus, When propagating dirty pages from memory to 
disk, it is not suf?cient to audit the pages being Written. Even 
if none of the dirty pages has direct physical corruption, it 
is possible that a “clean” page has direct corruption, and a 
transaction carried this corruption over to a page that Was 
Written out. Thus the checkpoint Would have data that is 
indirectly corrupted. 
[0157] With deferred maintenance of codeWords or read 
logging, the correct Way of ensuring that the checkpoint is 
free of corruption is to create the checkpoint, and after the 
checkpoint has been Written out, audit every page in the 
database. If no page in the database has direct corruption, no 
indirect corruption could have occurred either. We can then 
certify the checkpoint free of corruption. 
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[0158] This technique cannot be directly applied to page 
?ushes in a disk-based system, since it amounts to auditing 
all pages in the buffer cache before any Write of a dirty page 
to disk (at page steal time). HoWever, a similar strategy can 
be folloWed if a set of pages are copied to the side, and then 
an audit of all pages is performed before Writing them to the 
database image on disk. To ensure that direct physical 
corruption does not escape undetected, a clean page Which 
is being discarded to make room for a neW page must also 
be audited. 

[0159] Corruption Spread 

[0160] Unlike prevention, the success of corruption detec 
tion and recovery is dependent on the rate at Which corrup 
tion spreads and hoW quickly it is detected. The speed at 
Which direct corruption is detected depends on the frequency 
of audits in the system, unless Read Prechecking is used, in 
Which case the corruption may also be detected by a failed 
precheck. The rate of corruption spread may not be easily 
quanti?ed, as it depends on tWo factors Which are dependent 
on details of DBMS implementation and a particular appli 
cation’s use of the database. 

[0161] First is the probability that an initial corrupt read 
Will take place in a given time period. The second is the 
probability that a neW transaction Will read data corrupted 
indirectly by previous transactions. The probability of an 
initial corrupt read varies based on the application Workload, 
internal DBMS implementation techniques, and Which data 
is directly corrupted. Certainly, there is some data in any 
database that Will corrupt almost any transaction that fol 
loWs, for example, a key or pointer in the root node of a tree 
index. Similarly, there may be data that Will cause no 
damage, such as currently free space, and data Which Will 
cause little damage, such as a text description Which is not 
used in processing, just for display. 

[0162] The second factor, the probability that a neW trans 
action Will read data Which is already corrupted, depends on 
the frequency of contact betWeen transactions, Which again 
depends on the application and DBMS implementation. In 
addition, this probability Will groW over time as more data 
is indirectly corrupted. Consider tWo variants of an appli 
cation Which updates customer information. In one variant, 
each transaction updates global summaries of the total 
business done With all customers, and in the other variant 
such global statistics are computed When they are needed, 
and individual transactions touch only one customer. 
Clearly, corruption Would propagate extremely quickly in 
the ?rst case, and much more sloWly in the second. 

[0163] In the Worst case, any transaction Would touch data 
Written by a recent transaction. Any application in Which 
each transaction both updates and uses a global statistic 
Would exhibit this Worst-case behavior. For example, a 
database Which tracked the contents of a Warehouse might 
have a summary of hoW much space is available, Which 
Would be checked for each incoming transaction before 
looking for space of the right siZe, etc. At the other extreme, 
transactions may deal With customer accounts With no 
overlap betWeen customers (maintaining global statistics as 
in the previous example can lead to very poor concurrency). 
In this case, corruption Would only spread outside of a 
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particular customer record through DBMS structures, such 
as index nodes and free space lists. While corruption could 
still spread, the spread Would be much sloWer. 

[0164] In summary, the total amount of corruption alloWed 
to arise in the database is determined by the speed at Which 
the corruption spreads in a particular application/DBMS 
pair, and the frequency With Which the data is audited. 

[0165] Corruption Recovery 

[0166] So far We have seen hoW to detect direct physical 
corruption by means of codeWord schemes, and to log 
information about reads to detect indirect physical and 
logical corruption. We noW consider hoW to recover from 
corruption once it is detected. Note that these algorithms for 
recovery from corruption are tightly integrated With restart 
recovery. On detecting an error, We simply note the region 
or regions failing the audit, and cause the database to crash. 
Corruption recovery is handled as part of the subsequent 
restart recovery. 

[0167] Cache Recovery Model 

[0168] This algorithm is useful to recover from direct 
corruption When recovery from indirect corruption is not 
required. It is invoked When a precheck fails in the Read 
Prechecking scheme (as indirect corruption could not have 
occurred), or When an audit detects a codeWord error in the 
Data CodeWord scheme (as the Data CodeWord scheme does 
not address indirect corruption). By ensuring that directly 
corrupted data does not get propagated to the disk image, 
recovery from a corrupted cache image can be accomplished 
With standard techniques. Such a technique is knoWn for 
ARIES for use When a page is latched by a process Which 
Was unexpectedly terminated. For Dali, a similar technique 
can be used to reload the latest checkpoint and replay 
physical log records forWard. 

[0169] Prior-State Recovery Model 

[0170] The prior-state model can be used to recover from 
any form of corruption, once the source of that corruption is 
determined, and the recovery can be accomplished With 
standard techniques. In this case, the techniques are similar 
to media failure. An archive image of the database must be 
loaded, and the log played forWard to the latest point knoWn 
to be prior to the introduction of corruption. Once that point 
is reached, the log is truncated, and restart recovery is 
executed (possibly generating additional log records). 

[0171] Redo-Transaction Recovery Model 

[0172] In order to recover from corruption under the 
redo-transaction model for corruption recovery, We require 
that a logical redo log is available along With the transaction 
code necessary to redo transactions. In particular, the logical 
log must be at the transaction level, that is the transaction’s 
external inputs (e.g., from the user) are saved. In the 
folloWing, We assume the transaction Writes this logical 
description With its commit record. 

[0173] We shall also require that the commit order be the 
same as the serialiZation order; this can be ensured by 
requiring that transactions hold all locks (or in multi-level 
recovery schemes, all locks at level n-1) till end of trans 
action. 
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[0174] Recovery 
[0175] Corruption recovery begins as in the prior-state 
model—the database is recovered to a transaction consistent 
state knoWn to be prior to the introduction of corruption. The 
tail of the log not used by this recovery is saved in OldLog 
before the log is truncated (see Section). The re-executed 
transactions Will read non-corrupted data, and produce non 
corrupted results. 

[0176] When comparing transactions, We scan the logs in 
parallel; if We ?nd that they both have operation begin log 
records indicating the operation has a logical checksum, and 
the checksums in the operation begin log records are the 
same, We stop comparing the checksums on the redo log 
records generated by the operations. When We reach the 
operation commit on both logs, We compare the logical 
checksum to see if the operation results Were the same. 

[0177] Handling External Writes and User Noti?cations 

[0178] Changes in external Writes have to be handled 
manually, and even changes to the database may require 
noti?cation to the users in some cases. Identifying Which 
transactions Were corrupted enables humans to focus on 
these transactions, thereby reducing the human Workload. 
Detecting What external Writes changed as a result of re 
execution simply requires external Writes to be logged. The 
log comparison procedure above Will then detect changes in 
external Writes. 

[0179] User Noti?cation 

[0180] Depending on the nature of the corruption, it may 
be helpful to determine Which results exposed to the outside 
World Were corrupt. To accomplish this, any transaction 
Which reports to the user must log the values output to the 
user. During re-execution, these values can be checked 
against the values logged by the transaction as it re-executes. 
If they do not match, the user is noti?ed. 

[0181] Extension: Logical Corruption 
[0182] The above algorithm can be easily extended to 
recover from logical corruption. This is accomplished by 
amending Old_Log, prior to recovery, in order to correct an 
erroneous transaction or transactions. For instance, We may 
have ?xed errors in the transaction code, or We may use 
correct user inputs in place of Wrong user inputs. We may 
even delete the transaction or replace it With one or more 
other transactions. If it is not knoWn When the direct logical 
corruption occurred, techniques as described beloW can aid 
in making this determination. 

[0183] Delete-Transaction Model 

[0184] If a logical log is not available, recovery may take 
place under the delete-transaction model discussed above. 
For our delete-transaction model recovery algorithm, We 
need a checkpoint Which is update-consistent in addition to 
being free from corruption. HoWever, in Dali, a checkpoint 
being used for recovery is not necessarily update-consistent 
until recovery has completed (that is, physical changes may 
only be partially re?ected in the checkpoint image, and 
certain updates may be present When earlier updates are not). 

[0185] The Dali algorithm to obtain an update-consistent 
checkpoint uses a portion of the redo log and ATT to bring 
the checkpoint to a consistent state before the anchor is 
toggled and the checkpoint made active. Once performed, 
the checkpoint is update-consistent With a point in the log, 
CK_end. 
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[0186] We Will outline hoW to get a checkpoint that is 
update consistent With a speci?c point CK_end in the redo 
log, by applying undo logs. Such a checkpoint has some 
important additional properties: 

[0187] 1) Effects of redo log records after CK_end 
are not re?ected in the checkpoint image and 

[0188] 2) The checkpoint is codeWord consistent as 
of CK_end. 

[0189] As a result, When We replay log records after 
CK_end, Whenever We encounter a read log record the 
database state Will be exactly What the read found When the 
read log record Was generated, unless the database Was 
corrupted. That is, We can identify a point in the log such that 
all physical updates noted in the log up to the point are 
re?ected in the checkpoint, and none of the physical updates 
in the log after that point are re?ected. 

[0190] Such a checkpoint can be obtained by a simple 
modi?cation of the Dali checkpointing scheme. We create a 
checkpoint exactly as done in Dali, but then perform some 
physical redos and undos on the checkpoint image as 
described beloW, to make it update-consistent. 

[0191] Recovery Algorithm 
[0192] The main idea of the folloWing scheme is that 
corruption is removed from the database by refusing during 
recovery to perform Writes Which could have been in?u 
enced by corrupt data. In order to do this, the transactions 
Which performed those Writes must, at the end of the 
recovery, appear to have aborted instead of committed. 
Certain other transactions may also be removed from history 
(by refusing to perform their Writes) in order to ensure that 
these “corrupt” transactions can be effectively removed, and 
thus ensuring the ?nal history as executed by the recovery 
algorithm is delete-consistent With the original execution as 
discussed above. 

[0193] Recovery must start from a database image that is 
knoWn to be non-corrupt. Note that since errors are only 
detected during checkpointing or auditing, We may not knoW 
exactly {\em When the error occurred; the error may have 
been propagated through several transactions before being 
detected. FIGS. 5A and 5B comprise a ?oWchart of the 
recovery algorithm for the delete transaction model. The 
starting point of the algorithm is box 500. The algorithm 
conservatively assumes that the error occurred immediately 
after Audit_LSN, the point in the log at Which the last clean 
audit began. Box 505 relates to the repetitive process of 
reading log records and box 515 asks Whether We are at 
Audit_LSN. If yes, then, We add all data noted as corrupt by 
the last audit to the CorruptDataTable. If not, We enter a redo 
phase folloWed by an undo phase. 

[0194] TWo tables, a CorruptTransTable and a Corrupt 
DataTable are maintained. Atransaction is said to have read 
corrupt data if the data noted in a read or Write log record of 
that transaction is in the CorruptDataTable. 

[0195] Restart recovery consists of the redo phase fol 
loWed by the undo phase. The redo phase initiates With the 
question What kind of log record is it at box 520. 

[0196] Redo Phase 

[0197] The checkpointed database is loaded into memory 
and the redo phase of the Dali recovery algorithm is initi 
ated, starting the forWard log scan from CK_end. 
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[0198] During the forWard scan, the folloWing steps are 
taken (any log record types not mentioned beloW are 
handled as during normal recovery): 

[0199] If a read log record or a physical Write log 
record is found, you folloW the path in FIG. 5A to 
box 525, and if this record indicates that the trans 
action has read corrupted data at box 525, then the 
transaction is added to CorruptTransTable (Where it 
may already appear) at box 565. 

[0200] If a log record for a physical Write is found, 
then there are tWo cases to consider: 

[0201] 1. The transaction that generated the log 
record is not in CorruptTransTable at box 575: In 
this case, the redo is applied to the database image 
as in the Dali recovery algorithm at box 585. 

[0202] 2. The transaction that generated the log 
record is in the CorruptTransTable (CTT): In this 
case at box 580, the data it Would have Written is 
inserted into CorruptDataTable (CDT). HoWever, 
the data is not updated because the transaction is 
in the CTT. 

[0203] If a begin operation log record is found for a 
transaction that is not in CorruptTransTable at box 
530, then it is checked against the operations in the 
undo logs of all transactions currently in Corrupt 
TransTable. If it con?icts With one of these opera 
tions, then the transaction is added to CorruptTran 
sTable at box 560. This ensures that the earlier 
corrupt transaction can be rolled back. If it does not 
con?ict, then it is handled as in the normal restart 
recovery algorithm at box 555. 

[0204] If a logical record such as commit operation, 
commit transaction or abort transaction is found, the 
record is ignored at box 535 if the transaction that 
generated the log record is in CorruptTransTable. 
OtherWise, the record is handled as in normal restart 
recovery at box 550. 

[0205] When Audit_LSN is passed at box 515, all 
data noted to be corrupt by the last audit or by 
analysis of a logical error, is added to CorruptDataT 
able at box 570. 

[0206] Undo Phase 

[0207] At the end of the forWard scan, incomplete trans 
actions are rolled back. folloWing the normal Dali restart 
recovery algorithms undo phase. As in the normal Dali 
algorithm, undo of all incomplete transactions is performed 
logically level by level. Note that at the end of the redo 
phase, each transaction in CorruptTransTable has a (possibly 
empty) undo log. This log records the actions taken by the 
transaction before it ?rst read corrupted data. During the 
undo phase at box 590, these portions of the corrupt trans 
actions are being undone along With the transactions Which 
Were in progress at the time of the crash. 

[0208] Checkpoint 
[0209] The extended restart recovery algorithm is com 
pleted by performing a checkpoint at box 595 to ensure that 
recovery folloWing any further crashes Will ?nd a clean 
database free of corruption., and to avoid the insertion of 
records into the log during the rollback of a corrupt trans 
















