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(57) ABSTRACT 

The present invention is directed to a data model. The data 
model allows for modeling of all information relating to a 
computer network to be conveniently stored in a database in 
a manner which minimizes the effort associated with the 
addition of new devices to the network and maximizes 
software code reuse. The information relating to the network 
that may be modeled in the data model of the present 
invention include: software information, con?guration infor 
mation, monitoring information, hardware information, 
domain name server (DNS) information, network informa 
tion, and information regarding queues that may be used by 
business logic, or intelligent agents in accessing and main 
taining various portions of the network. 
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DATA MODEL FOR AUTOMATED SERVER 
CONFIGURATION 

BACKGROUND 

[0001] The present invention is directed to the provision 
ing, or con?guration, of servers and other devices that 
provide support for sites that are hosted on the Internet, 
intranets, and other communication netWorks. More particu 
larly, the present invention is directed to a data model Which 
can be implemented using a database and Which serves as a 
repository for information pertinent to the provisioning or 
con?guration, of devices on a communications netWork. 

[0002] The growing popularity and increasing accessibil 
ity of the Internet has resulted in its becoming a major source 
of information, as Well as a vehicle for inter-party transac 
tions, in a variety of environments. For instance, a number 
of different types of entities, from government agencies to 
school systems to organiZed groups, host Internet and/or 
intranet Websites that provide informational content about 
themselves and topics related to their interests. Similarly, 
commercial enterprises employ Websites to disseminate 
information about their products or services, as Well as 
conduct commercial transactions, such as the buying and 
selling of goods. To support these activities, each Website 
requires an infrastructure that stores the information pro 
vided by that site, responds to user requests for the infor 
mation, and conducts other types of transactions appropriate 
to the site. A signi?cant component of this infrastructure is 
a Web server, Which receives requests for information, 
retrieves it from the appropriate sources, and provides it to 
the requestor. Websites Which provide more complex ser 
vices, such as online ordering, may also include application 
servers to support these additional functions. 

[0003] In the case of relatively small entities, the infra 
structure to support a Website may be as simple as a single 
server, or even a portion of a server. Conversely, a large, 
popular Website that consists of several thousand pages of 
information and that is accessed quite frequently may 
require numerous Web servers to provide the necessary 
support. Similarly, Websites for commercial entities, via 
Which transactional operations are conducted, may employ 
multiple application servers to support transactions With a 
large number of customers at one time. 

[0004] The present invention is particularly directed to a 
data model Which supports a Website by facilitating provi 
sioning of the servers, alloWing appropriate softWare nec 
essary for the site to be identi?ed, located, and transferred to 
a server, and generally de?ning all aspects of the netWork. 
Such provisioning initially occurs When the Website is ?rst 
launched. Thereafter, there may be a need for further pro 
visioning, particularly in the case of a successful Website, 
When additional servers must be added to support increased 
traf?c, Which requires accurate modeling of all aspects of the 
netWork. In another instance, provisioning of the servers 
may be required as part of a disaster recovery operation, for 
example a sudden interruption in poWer, an attack by a 
hacker, or corruption of stored softWare and/or data. In such 
an instance, it Would be necessary to have an accurate model 
of all aspects of the server to alloW for accurate reproduction 
of the server in need of recovery. 

[0005] The provisioning of a server or other device that 
supports the operation of a Website involves several discrete 
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steps. First, the appropriate operating system softWare must 
be loaded onto the device, folloWed by netWorking softWare 
that enables the device to communicate over a netWork. 
Thereafter, softWare applications that are required to support 
the particular site are loaded, such as database softWare for 
retrieving Web pages, credit card processing softWare, order 
processing softWare, etc. Finally, the content associated With 
the individual pages of the Website must be loaded. The 
order in Which these various components are loaded onto the 
server can be quite critical, to ensure compatibility of the 
various programs With one another. 

[0006] In the past, the provisioning of Web servers Was 
often carried out manually. In other Words, each item of 
softWare Was individually loaded onto the server by a person 
having responsibility for that task. One problem With such 
an approach is the fact that it consumes a signi?cant amount 
of time. For a relatively large site that is supported by 
multiple servers, the provisioning could take several hours 
or days to be completed, thereby delaying the time before 
the site can be launched and/or upWardly scaled to accom 
modate increasing traf?c. Another, and perhaps more sig 
ni?cant, limitation associated With the manual provisioning 
of devices is the lack of repeatability in the softWare 
con?gurations. More particularly, Whenever manual opera 
tions are involved in the installation of softWare, there is 
alWays the possibility of human error, such as the failure to 
install one of the required components, or the loading of the 
various items of softWare in the Wrong order. Each of these 
types of errors can result in misoperation or total failure of 
the Website, and can be extremely time consuming to 
discover and correct. 

[0007] To overcome some of these limitations, various 
techniques have been developed Which permit softWare to be 
automatically deployed to computers. HoWever, these tech 
niques are limited in the types of environments in Which they 
can be utiliZed. For example, in an enterprise Where all of the 
users interact With the same legacy applications, a “cookie 
cutter” type of approach can be used to deploy the softWare. 
In this approach, every computer can have the same, stan 
dard con?guration. Once the con?guration has been devel 
oped, therefore, it can be packaged into a ?xed format, and 
automatically disseminated to all of the appropriate com 
puters. 

[0008] HoWever, this type of automated deployment is not 
effective for situations in Which computers, such as servers, 
need to be customiZed to accommodate the individual 
requirements of varied users. One example of such a situ 
ation is a data center Which may house the infrastructure for 
hundreds of different Websites. The hardWare and softWare 
requirements for these sites Will vary among each site. For 
instance, different Website developers may employ different 
platforms for the sites, thereby necessitating various com 
binations of operating systems and application programs on 
the servers of the respective sites. Furthermore, different 
types of equipment may be utiliZed for the sites, thereby 
adding to the complexity of the provisioning process. In 
some cases, the same site may require a variety of different 
hardWare devices, operating systems and application pro 
grams to handle all of the different services provided by that 
site. KnoWn approaches to automate softWare deployment 
are not adapted to the needs of these types of situations. 
Rather, because of the ?exibility that is required to accom 
modate a different con?guration of hardWare and/or soft 
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Ware for each site, manual provisioning is still being prac 
ticed to a large extent, With all of its attendant disadvantages. 

[0009] It is desirable, therefore, to provide a data model to 
support the automated provisioning of servers and other 
devices that support various types of services, such as the 
hosting of an Internet or intranet Website. Such a data model 
should exhibit sufficient ?exibility to accommodate the 
differing needs of the providers of such services, While 
maintaining repeatability, and hence reliability, in the pro 
visioning process. 

SUMMARY 

[0010] In accordance With the present invention, the fore 
going objectives are achieved by Way of a data model to 
support the automated provisioning of servers and other 
devices that support various types of services, such as 
hosting of an Internet or intranet Website. This data model 
provides relationships betWeen various softWare, con?gura 
tion, monitoring, hardWare, netWork, domain name server 
(DNS), and queues entities. By representing the model in an 
entity relationship form, the present invention facilitates 
alloWing access to and con?guration of each aspect of a 
database Which implements the model and thus, to each 
aspect of the netWork. This, in turn, alloWs for automated 
provisioning by devices located remotely on the netWork 
With Which the data model of the present invention is 
associated. 

[0011] The central database Which implements the data 
model of the present invention contains all information that 
is relevant to the provisioning of devices contained on the 
netWork. This information includes information regarding 
the hardWare devices used on the netWork, the softWare 
components that make up the various softWare roles 
installed on a device, logical netWork information such as IP 
addresses, con?guration information of the various soft 
Ware, hardWare, and netWork components, domain name 
information, and the like. Additionally, information regard 
ing monitoring status of the netWork, and devices contained 
thereon is provided for. Additionally, an interface for various 
netWork agents associated With each host on the netWork for 
reporting con?guration regarding devices connected to the 
netWork, reporting version information, upgrading softWare 
contained thereon, and so forth, is provided for. 

[0012] According to exemplary embodiments of the 
present invention, the data model alloWs for modeling of all 
information relating to a computer netWork to be conve 
niently stored in a database in a manner Which minimiZes the 
effort associated With the addition of neW devices to the 
netWork and maximiZes softWare code reuse. This is accom 
plished by designing a model Wherein each of the model’s 
entities interrelate and are characteriZed by variable sets 
Which provide enough speci?city to accurately characteriZe 
the netWork (or portion thereof) that the model is intended 
to capture. At the same time, hoWever, these entities and 
their respective variables are suf?ciently generic to readily 
permit the addition of, e.g., neW softWare, neW hardWare 
devices, neW monitoring techniques and equipment, neW 
con?gurations, etc., Without requiring the reWriting of soft 
Ware code Which relies upon the model and the database 
implementation thereof. Moreover, the schema described 
herein facilitate the reuse of existing softWare code to 
interact With the database model regarding neWly added 
softWare, hardWare, con?gurations, etc. by virtue of this 
design aspect of the model. 
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[0013] Various segments of models according to exem 
plary embodiments of the present invention are separately 
implementable. 

[0014] These and other features of the present invention 
are explained in greater detail hereinafter With reference to 
an exemplary embodiment of the invention illustrated in the 
accompanying draWings, Wherein like components are des 
ignated by like reference numerals. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is block diagram of one embodiment of the 
hardWare con?guration for Website hosting. 

[0016] FIG. 2 is a block diagram of services associated 
With a netWork, in connection With one embodiment of the 
present invention. 

[0017] FIG. 3 is a block diagram of a Website maintenance 
system, associated With one embodiment of the present 
invention. 

[0018] FIG. 4 is a block diagram of roles used in connec 
tion With one embodiment of the present invention. 

[0019] FIG. 5 is a role-centric entity relationship diagram, 
used in connection With one embodiment of the present 
invention. 

[0020] FIG. 6 is a service-centric entity relationship dia 
gram, used in connection With one embodiment of the 
present invention. 

[0021] FIG. 7 is a block diagram illustrating the relation 
ship betWeen various elements of one embodiment of the 
present invention. 

[0022] FIG. 8 is a block diagram illustrating the relation 
ship betWeen various elements of one embodiment of the 
present invention. 

[0023] FIG. 9 is a block diagram illustrating the relation 
ship betWeen units, bundles, and roles, in accordance With 
one embodiment of the present invention. 

[0024] FIG. 10 is an entity relationship diagram illustrat 
ing the relationship betWeen units, roles, and packages, in 
accordance With one embodiment of the present invention. 

[0025] FIG. 11 is an entity relationship diagram illustrat 
ing the relationship betWeen various aspects of the data 
model, in accordance With one embodiment of the present 
invention. 

[0026] FIG. 12 is an entity relationship diagram illustrat 
ing the relationship betWeen various entities relating to 
softWare Within the data model of one embodiment of the 
present invention. 

[0027] FIG. 13 is an entity relationship diagram illustrat 
ing the relationship betWeen various entities relating to 
con?guration Within the data model of one embodiment of 
the present invention. 

[0028] FIG. 14 is an entity relationship diagram illustrat 
ing the relationship betWeen various entities relating to 
monitoring Within the data model of one embodiment of the 
present invention. 
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[0029] FIG. 15 is an entity relationship diagram illustrat 
ing the relationship between various entities relating to 
hardware within the data model of one embodiment of the 
present invention. 

[0030] FIG. 16 is an entity relationship diagram illustrat 
ing the relationship between various entities relating to DNS 
capabilities within the data model of one embodiment of the 
present invention. 

[0031] FIG. 17 is an entity relationship diagram illustrat 
ing the relationship between various entities relating to 
network within the data model of one embodiment of the 
present invention. 

[0032] FIG. 18 is an entity relationship diagram illustrat 
ing the relationship between various entities relating to 
queues within the data model of one embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0033] To facilitate an understanding of the principles of 
the present invention, it is described hereinafter with refer 
ence to its application in a speci?c embodiment. Speci? 
cally, the data model of the present invention will be 
described within the context of a database which implements 
the model, which database is used in a computer network for 
the automated provisioning, and remote con?guration and 
maintenance, of multiple computer devices connected to the 
network. It will be appreciated, however, that the imple 
mentation of the invention that is described hereinafter is 
merely eXemplary, and that the invention can ?nd practical 
application in any environment where it is desirable to 
model a database associated with a server on a computer 
network of any kind. 

[0034] FIG. 1 illustrates, in block diagram form, the 
hardware con?guration of one embodiment of the present 
invention. In FIG. 1, a typical, three-tier web hosting system 
100, which may be implemented using the data model of the 
present invention, is illustrated. Therein, databases 102A, 
102B are accessible to the web servers 104A, 104B, and the 
application servers 106A, 106B of the three-tier web hosting 
system 100 illustrated in FIG. 1. In the three-tier system 100 
illustrated in FIG. 1, redundancy is used, whereby a dupli 
cate web server 104B, application server 106B, and database 
102B are each used as backups for the primary web server 
104A, application server 106A, and database 102A, respec 
tively. 
[0035] Each of the web servers receives and handles 
requests received by way of a network. Requests received by 
way of such a network may require functionality from 
various applications. When this is the case, the web server 
104A, 104B forwards the requests to the application server 
106A, 106B, which may then process the application, and 
also has access to the database 102A, 102B. The application 
server 106A, 106B may, therefore, require information 
regarding software, con?guration, monitoring, hardware, the 
network, DNS, or queues, which may be contained within 
the database 102A, 102B. This information is modeled by 
one embodiment of the present invention to allow for rapid 
and convenient access by the application server 106A, 106B 
to this information contained within the database 102A, 
102B. 

[0036] Network requests are received by the web server 
104A, 104B by way of a ?rewall 108, and are distributed by 
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the load balancer 110. The ?rewall 108 provides security 
from any malicious network forces outside the local access 
of the three-tier web hosting system, 100. Any remote host, 
or agent, which is outside the locality of the three-tier web 
hosting system 100 may be required to authenticate itself to 
the ?rewall 108 in order to access, maintain, monitor, or 
recon?gure the web server 104A, 104B, the application 
server 106A, 106B, or the database 102A, 102B. The load 
balancer 110 distributes the network transactions received 
by way of the ?rewall 108. 

[0037] It should be noted that a common practice is to 
insert an additional ?rewall between the application servers 
106A, 106B and the databases 102A, 102B. While many 
people feel that this provides additional security, this redun 
dancy is often not required if the ?rewall 108 is correctly 
con?gured. However, it should be noted that the present 
invention could be utiliZed in a system wherein a second 
?rewall is used between the application servers 106A, 106B, 
and the databases 102A, 102B. The three-tier web hosting 
system 100 illustrated in FIG. 1 is a robust architecture, 
which is suitable for use in almost any business situation. 
Thus, the data model of the present invention ?nds utility in 
almost any business situation. 

[0038] FIG. 2 is a block diagram illustrating the relation 
ship of various services provided by a web hosting system 
in which the present invention can be implemented. The 
relationship model 200 illustrated in FIG. 2 comprises a 
variety of functional components, which relate to a web 
server 202, and an application server 204 connected to a 
network, such as the Internet 205. Functions relating to the 
web server 202 and the application server 204 include a 
software maintenance component 206, and a monitoring 
component 208. As illustrated by the bi-directional arrows in 
FIG. 2, the web server 202 and application server 204 may 
access information, and functionality, possessed by the 
software maintenance component 206 and the monitoring 
component 208. Likewise, the software maintenance com 
ponent 206 and monitoring component 208 may provide the 
web server 202 and application server 204 with information, 
and may access information contained on the servers 202, 
204. 

[0039] The web server 202, which is in communication 
with the application server 204, may request functionality to 
be performed by various applications. This functionality 
may be subdivided into two categories: website content and 
personaliZed information. Website content is represented by 
the content feed component 210, and personaliZed informa 
tion is represented by the personaliZation component 212, 
which are both in communication with the application 
server. Both the content feed component 210 and the per 
sonaliZation component 212 may be monitored by the moni 
toring component 208, and may receive software mainte 
nance support from the software maintenance component 
206. The manner in which the monitoring component 208, 
the software maintenance component 206, the network 205, 
the hardware devices 202-, 204, and the con?guration com 
ponents 210, 212 are related is de?ned by the data model of 
the present invention. 

[0040] According to an embodiment of the present inven 
tion, the web server 202 may comprise a layer 7 proxy 
server. The monitoring component 208 monitors the status 
of the hardware components, such as the web server 202 and 




























































