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(57) ABSTRACT 

A?le server architecture is disclosed, comprising as separate 
processors, a network controller unit, a ?le controller unit 
and a storage processor unit. These units incorporate their 
own processors, and operate in parallel with a local Unix 
host processor. All networks are connected to the network 
controller unit, which performs all protocol processing up 
through the NFS layer. The virtual ?le system is imple 
mented in the ?le control unit, and the storage processor 
provides high-speed multiplexed access to an array of mass 
storage devices. The ?le controller unit control ?le infor 
mation caching through its own local cache buffer, and 
controls disk data caching through a large system memory 
which is accessible on a bus by any of the processors. 
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PARALLEL I/O NETWORK FILE SERVER 
ARCHITECTURE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is related to the following 
US. Patent Applications, all ?led concurrently hereWith.: 

[0002] 1. MULTIPLE FACILITY OPERATING 
SYSTEM ARCHITECTURE, invented by David 
HitZ, Allan SchWartZ, James Lau and Guy Harris; 

[0003] 2. ENHANCED VMEBUS PROTOCOL 
UTILIZING PSEUDOSYNCHRONOUS HAND 
SHAKING AND BLOCK MODE DATA TRANS 
FER, invented by Daryl Starr; and 

[0004] 3. BUS LOCKING FIFO MULTI-PROCES 
SOR COMMUNICATIONS SYSTEM UTILIZING 
PSEUDOSYNCHRONOUS HANDSHAKING 
AND BLOCK MODE DATA TRANSFER invented 
by Daryl D. Starr, William Pitts and Stephen Blight 
man. 

[0005] The above applications are all assigned to the 
assignee of the present invention and are all expressly 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0006] 1. Field of the Invention 

[0007] The invention relates to computer data networks, 
and more particularly, to netWork ?le server architectures for 
computer netWorks. 

[0008] 2. Description of the Related Art 

[0009] Over the past ten years, remarkable increases in 
hardWare price/performance ratios have caused a startling 
shift in both technical and of?ce computing environments. 
Distributed Workstation-server netWorks are displacing the 
once pervasive dumb terminal attached to mainframe or 
minicomputer. To date, hoWever, netWork I/O limitations 
have constrained the potential performance available to 
Workstation users. This situation has developed in part 
because dramatic jumps in microprocessor performance 
have exceeded increases in netWork I/O performance. 

[0010] In a computer netWork, individual user Worksta 
tions are referred to as clients, and shared resources for 
?ling, printing, data storage and Wide-area communications 
are referred to as servers. Clients and servers are all con 

sidered nodes of a netWork. Client nodes use standard 
communications protocols to exchange service requests and 
responses With server nodes. 

[0011] Present-day netWork clients and servers usually run 
the DOS, MacIntosh OS, OS/2, or Unix operating systems. 
Local netWorks are usually Ethernet or Token Ring at the 
high end, Arcnet in the midrange, or LocalTalk or StarLAN 
at the loW end. The client-server communication protocols 
are fairly strictly dictated by the operating system environ 
ment—usually one of several proprietary schemes for PCs 
(NetWare, 3Plus, Vines, LAN Manager, LAN Server); Apple 
Talk for MacIntoshes; and TCP/IP With NFS or RFS for 
Unix. These protocols are all Well-knoWn in the industry. 
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[0012] Unix client nodes typically feature a 16- or 32-bit 
microprocessor With 1-8 MB of primary memory, a 640x 
1024 pixel display, and a built-in netWork interface. A 
40-100 MB local disk is often optional. LoW-end examples 
are 80286-based PCs or 68000-based MacIntosh I’s; mid 
range machines include 80386 PCs, MacIntosh II’s, and 
680><0-based Unix Workstations; high-end machines include 
RISC-based DEC, HP, and Sun Unix Workstations. Servers 
are typically nothing more than repackaged client nodes, 
con?gured in 19-inch racks rather than desk sideboxes. The 
extra space of a 19-inch rack is used for additional backplane 
slots, disk or tape drives, and poWer supplies. 

[0013] Driven by RISC and CISC microprocessor devel 
opments, client Workstation performance has increased by 
more than a factor of ten in the last feW years. Concurrently, 
these extremely fast clients have also gained an appetite for 
data that remote servers are unable to satisfy. Because the 
I/O shortfall is most dramatic in the Unix environment, the 
description of the preferred embodiment of the present 
invention Will focus on Unix ?le servers. The architectural 
principles that solve the Unix server I/O problem, hoWever, 
extend easily to server performance bottlenecks in other 
operating system environments as Well. Similarly, the 
description of the preferred embodiment Will focus on 
Ethernet implementations, though the principles extend eas 
ily to other types of netWorks. 

[0014] In most Unix environments, clients and servers 
exchange ?le data using the NetWork File System (“NFS”), 
a standard promulgated by Sun Microsystems and noW 
Widely adopted by the Unix community. NFS is de?ned in 
a document entitled, “NFS: NetWork File System Protocol 
Speci?cation,” Request For Comments (RFC) 1094, by Sun 
Microsystems, Inc. (March 1989). This document is incor 
porated herein by reference in its entirety. 

[0015] While simple and reliable, NFS is not optimal. 
Clients using NFS place considerable demands upon both 
netWorks and NFS servers supplying clients With NFS data. 
This demand is particularly acute for so-called diskless 
clients that have no local disks and therefore depend on a ?le 
server for application binaries and virtual memory paging as 
Well as data. For these Unix client-server con?gurations, the 
ten-to-one increase in client poWer has not been matched by 
a ten-to-one increase in Ethernet capacity, in disk speed, or 
server disk-to-netWork I/O throughput. 

[0016] The result is that the number of diskless clients that 
a single modern high-end server can adequately support has 
dropped to betWeen 5-10, depending on client poWer and 
application Workload. For clients containing small local 
disks for applications and paging, referred to as dataless 
clients, the client-to-server ratio is about tWice this, or 
betWeen 10-20. 

[0017] Such loW client/server ratios cause pieceWise net 
Work con?gurations in Which each local Ethernet contains 
isolated traf?c for its oWn 5-10 (diskless) clients and dedi 
cated server. For overall connectivity, these local netWorks 
are usually joined together With an Ethernet backbone or, in 
the future, With an FDDI backbone. These backbones are 
typically connected to the local netWorks either by IP routers 
or MAC-level bridges, coupling the local netWorks together 
directly, or by a second server functioning as a netWork 
interface, coupling servers for all the local netWorks 
together. 



US 2002/0083 1 1 1 A1 

[0018] In addition to performance considerations, the loW 
client-to-server ratio creates computing problems in several 
additional Ways: 

[0019] 1. Sharing. Development groups of more than 
5-10 people cannot share the same server, and thus 
cannot easily share ?les Without ?le replication and 
manual, multi-server updates. Bridges or routers are 
a partial solution but in?ict a performance penalty 
due to more netWork hops. 

[0020] 2. Administration. System administrators 
must maintain many limited-capacity servers rather 
than a feW more substantial servers. This burden 

includes netWork administration, hardWare mainte 
nance, and user account administration. 

[0021] 3. File System Backup. System administrators 
or operators must conduct multiple ?le system back 
ups, Which can be onerously time consuming tasks. 
It is also expensive to duplicate backup peripherals 
on each server (or every feW servers if sloWer 
netWork backup is used). 

[0022] 4. Price Per Seat. With only 5-10 clients per 
server, the cost of the server must be shared by only 
a small number of users. The real cost of an entry 
level Unix Workstation is therefore signi?cantly 
greater, often as much as 140% greater, than the cost 
of the Workstation alone. 

[0023] The Widening I/O gap, as Well as administrative 
and economic considerations, demonstrates a need for 
higher-performance, larger-capacity Unix ?le servers. Con 
version of a display-less Workstation into a server may 
address disk capacity issues, but does nothing to address 
fundamental I/O limitations. As an NFS server, the one-time 
Workstation must sustain 5-10 or more times the netWork, 
disk, backplane, and ?le system throughput than it Was 
designed to support as a client. Adding larger disks, more 
netWork adaptors, eXtra primary memory, or even a faster 
processor do not resolve basic architectural I/O constraints; 
I/O throughput does not increase suf?ciently. 

[0024] Other prior art computer architectures, While not 
speci?cally designed as ?le servers, may potentially be used 
as such. In one such Well-knoWn architecture, a CPU, a 
memory unit, and tWo I/O processors are connected to a 
single bus. One of the I/O processors operates a set of disk 
drives, and if the architecture is to be used as a server, the 
other I/O processor Would be connected to a netWork. This 
architecture is not optimal as a ?le server, hoWever, at least 
because the tWo I/O processors cannot handle netWork ?le 
requests Without involving the CPU. All netWork ?le 
requests that are received by the netWork I/O processor are 
?rst transmitted to the CPU, Which makes appropriate 
requests to the disk-I/O processor for satisfaction of the 
netWork request. 

[0025] In another such computer architecture, a disk con 
troller CPU manages access to disk drives, and several other 
CPUs, three for eXample, may be clustered around the disk 
controller CPU. Each of the other CPUs can be connected to 
its oWn netWork. The netWork CPUs are each connected to 
the disk controller CPU as Well as to each other for inter 
processor communication. One of the disadvantages of this 
computer architecture is that each CPU in the system runs its 
oWn complete operating system. Thus, netWork ?le server 
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requests must be handled by an operating system Which is 
also heavily loaded With facilities and processes for per 
forming a large number of other, non ?le-server tasks. 
Additionally, the interprocessor communication is not opti 
miZed for ?le server type requests. 

[0026] In yet another computer architecture, a plurality of 
CPUs, each having its oWn cache memory for data and 
instruction storage, are connected to a common bus With a 
system memory and a disk controller. The disk controller 
and each of the CPUs have direct memory access to the 
system memory, and one or more of the CPUs can be 
connected to a netWork. This architecture is disadvantageous 
as a ?le server because, among other things, both ?le data 
and the instructions for the CPUs reside in the same system 
memory. There Will be instances, therefore, in Which the 
CPUs must stop running While they Wait for large blocks of 
?le data to be transferred betWeen system memory and the 
netWork CPU. Additionally, as With both of the previously 
described computer architectures, the entire operating sys 
tem runs on each of the CPUs, including the netWork CPU. 

[0027] In yet another type of computer architecture, a 
large number of CPUs are connected together in a hypercube 
topology. One of more of these CPUs can be connected to 
netWorks, While another can be connected to disk drives. 
This architecture is also disadvantageous as a ?le server 
because, among other things, each processor runs the entire 
operating system. Interprocessor communication is also not 
optimal for ?le server applications. 

SUMMARY OF THE INVENTION 

[0028] The present invention involves a neW, server-spe 
ci?c I/ O architecture that is optimiZed for a UniX ?le server’s 
most common actions—?le operations. Roughly stated, the 
invention involves a ?le server architecture comprising one 
or more netWork controllers, one or more ?le controllers, 
one or more storage processors, and a system or buffer 
memory, all connected over a message passing bus and 
operating in parallel With the UniX host processor. The 
netWork controllers each connect to one or more netWork, 
and provide all protocol processing betWeen the netWork 
layer data format and an internal ?le server format for 
communicating client requests to other processors in the 
server. Only those data packets Which cannot be interpreted 
by the netWork controllers, for eXample client requests to run 
a client-de?ned program on the server, are transmitted to the 
UniX host for processing. Thus the netWork controllers, ?le 
controllers and storage processors contain only small parts 
of an overall operating system, and each is optimiZed for the 
particular type of Work to Which it is dedicated. 

[0029] Client requests for ?le operations are transmitted to 
one of the ?le controllers Which, independently of the UniX 
host, manages the virtual ?le system of a mass storage 
device Which is coupled to the storage processors. The ?le 
controllers may also control data buffering betWeen the 
storage processors and the netWork controllers, through the 
system memory. The ?le controllers preferably each include 
a local buffer memory for caching ?le control information, 
separate from the system memory for caching ?le data. 
Additionally, the netWork controllers, ?le processors and 
storage processors are all designed to avoid any instruction 
fetches from the system memory, instead keeping all instruc 
tion memory separate and local. This arrangement elimi 
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nates contention on the backplane between microprocessor 
instruction fetches and transmissions of message and ?le 
data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] The invention will be described with respect to 
particular embodiments thereof, and reference will be made 
to the drawings, in which: 

[0031] FIG. 1. is a block diagram of a prior art ?le server 

architecture; 

[0032] FIG. 2 is a block diagram of a ?le server archi 
tecture according to the invention; 

[0033] FIG. 3 is a block diagram of one of the network 
controllers shown in FIG. 2; 

[0034] FIG. 4 is a block diagram of one of the ?le 
controllers shown in FIG. 2; 

[0035] FIG. 5 is a block diagram of one of the storage 
processors shown in FIG. 2; 

[0036] FIG. 6 is a block diagram of one of the system 
memory cards shown in FIG. 2; 

[0037] FIGS. 7A-C are a ?owchart illustrating the opera 
tion of a fast transfer protocol BLOCK WRITE cycle; and 

[0038] FIGS. 8A-C are a ?owchart illustrating the opera 
tion of a fast transfer protocol BLOCK READ cycle. 

DETAILED DESCRIPTION 

[0039] For comparison purposes and background, an illus 
trative prior-art ?le server architecture will ?rst be described 
with respect to FIG. 1. FIG. 1 is an overall block diagram 
of a conventional prior-art UniX-based ?le server for Eth 
ernet networks. It consists of a host CPU card 10 with a 
single microprocessor on board. The host CPU card 10 
connects to an Ethernet #1 12, and it connects via a memory 

management unit (MMU) 11 to a large memory array 16. 
The host CPU card 10 also drives a keyboard, a video 
display, and two RS232 ports (not shown). It also connects 
via the MMU 11 and a standard 32-bit VME bus 20 to 
various peripheral devices, including an SMD disk control 
ler 22 controlling one or two disk drives 24, a SCSI host 
adaptor 26 connected to a SCSI bus 28, a tape controller 30 
connected to a quarter-inch tape drive 32, and possibly a 
network #2 controller 34 connected to a second Ethernet 36. 
The SMD disk controller 22 can communicate with memory 
array 16 by direct memory access via bus 20 and MMU 11, 
with either the disk controller or the MMU acting as a bus 
master. This con?guration is illustrative; many variations are 
available. 

[0040] The system communicates over the Ethernets using 
industry standard TCP/IP and NFS protocol stacks. A 
description of protocol stacks in general can be found in 
Tanenbaum, “Computer Networks” (Second Edition, Pren 
tice Hall: 1988). File server protocol stacks are described at 
pages 535-546. The Tanenbaum reference is incorporated 
herein by reference. 
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[0041] Basically, the following protocol layers are imple 
mented in the apparatus of FIG. 1: 

[0042] Network Layer. 

[0043] The network layer converts data packets between a 
formal speci?c to Ethernets and a format which is indepen 
dent of the particular type of network used. the Ethernet 
speci?c format which is used in the apparatus of FIG. 1 is 
described in Hornig, “A Standard For The Transmission of 
IP Datagrams Over Ethernet Networks,” RFC 894 (April 
1984), which is incorporated herein by reference. 

[0044] The Internet Protocol (IP) Layer. 

[0045] This layer provides the functions necessary to 
deliver a package of bits (an internet datagram) from a 
source to a destination over an interconnected system of 

networks. For messages to be sent from the ?le server to a 
client, a higher level in the server calls the IP module, 
providing the internet address of the destination client and 
the message to transmit. The IP module performs any 
required fragmentation of the message to accommodate 
packet siZe limitations of any intervening gateway, adds 
internet headers to each fragment, and calls on the network 
layer to transmit the resulting internet datagrams. The inter 
net header includes a local network destination address 
(translated from the internet address) as well as other param 
eters. 

[0046] For messages received by the IP layer from the 
network layer, the IP module determines from the internet 
address whether the datagram is to be forwarded to another 
host on another network, for eXample on a second Ethernet 
such as 36 in FIG. 1, or whether it is intended for the server 
itself. If it is intended for another host on the second 
network, the IP module determines a local net address for the 
destination and calls on the local network layer for that 
network to send the datagram. If the datagram is intended for 
an application program within the server, the IP layer strips 
off the header and passes the remaining portion of the 
message to the appropriate neXt higher layer. The internet 
protocol standard used in the illustrative apparatus of FIG. 
1 is speci?ed in Information Sciences Institute, “Internet 
Protocol, DARPA Internet Program Protocol Speci?cation,” 
RFC 791 (September 1981), which is incorporated herein by 
reference. 

[0047] TCP/UDP Layer. 

[0048] This layer is a datagram service with more elabo 
rate packaging and addressing options than the IP layer. For 
eXample, whereas an IP datagram can hold about 1,500 bytes 
and be addressed to hosts, UDP datagrams can hold about 64 
KB and be addressed to a particular port within a host. TCP 
and UDP are alternative protocols at this layer; applications 
requiring-ordered reliable delivery of streams of data may 
use TCP, whereas applications (such as NFS) which do not 
require ordered and reliable delivery may use UDP. 

[0049] The prior art ?le server of FIG. 1 uses both TCP 
and UDP. It uses UDP for ?le server-related services, and 
uses TCP for certain other services which the server pro 
vides to network clients. The UDP is speci?ed in Postel, 
“user Datagram Protocol,” RFC 768 (August 28, 1980), 
which is incorporated herein by reference. TCP is speci?ed 
in Postel, “Transmission Control Protocol,” RFC 761 (J anu 
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ary 1980) and RFC 793 (September 1981), Which is also 
incorporated herein by reference. 

[0050] XDR/RPC Layer. 
[0051] This layer provides functions callable from higher 
level programs to run a designated procedure on a remote 
machine. It also provides the decoding necessary to permit 
a client machine to execute a procedure on the server. For 
example, a caller process in a client node may send a call 
message to the server of FIG. 1. The call message includes 
a speci?cation of the desired procedure, and its parameters. 
The message is passed up the stack to the RPC layer, Which 
calls the appropriate procedure Within the server. When the 
procedure is complete, a reply message is generated and 
RPC passes it back doWn the stack and over the netWork to 
the caller client. RPC is described in Sun Microsystems, 
Inc., “RPC: Remote Procedure Call Protocol Speci?cation, 
Version 2,” RFC 1057 (June 1988), Which is incorporated 
herein by reference. 

[0052] RPC uses the XDR external data representation 
standard to represent information passed to and from the 
underlying UDP layer. XDR is merely a data encoding 
standard, useful for transferring data betWeen different com 
puter architectures. Thus, on the netWork side of the XDR/ 
RPC layer, information is machine-independent; on the host 
application side, it may not be. XDR is described in Sun 
Microsystems, Inc., “XDR: External Data Representation 
Standard,” RFC 1014 (June 1987), Which is incorporated 
herein by reference. 

[0053] NFS Layer. 

[0054] The NFS (“network ?le system”) layer is one of the 
programs available on the server Which an RPC request can 
call. The combination of host address, program number, and 
procedure number in an RPC request can specify one remote 
NFS procedure to be called. 

[0055] Remote procedure calls to NFS on the ?le server of 
FIG. 1 provide transparent, stateless, remote access to 
shared ?les on the disks 24. NFS assumes a ?le system that 
is hierarchical, With directories as all but the bottom level of 
?les. Client hosts can call any of about 20 NFS procedures 
including such procedures as reading a speci?ed number of 
bytes from a speci?ed ?le; Writing a speci?ed number of 
bytes to a speci?ed ?le; creating, renaming and removing 
speci?ed ?les; parsing directory trees; creating and remov 
ing directories; and reading and setting ?le attributes. The 
location on disk to Which and from Which data is stored and 
retrieved is alWays speci?ed in logical terms, such as by a 
?le handle or Inode designation and a byte offset. The details 
of the actual data storage are hidden from the client. The 
NFS procedures, together With possible higher level mod 
ules such as Unix VFS and UFS, perform all conversion of 
logical data addresses to physical data addresses such as 
drive, head, track and sector identi?cation. NFS is speci?ed 
in Sun Microsystems, Inc., “NFS: NetWork File System 
Protocol Speci?cation,”RFC 1094 (March 1989), incorpo 
rated herein by reference. 

[0056] With the possible exception of the netWork layer, 
all the protocol processing described above is done in 
softWare, by a single processor in the host CPU card 10. That 
is, When an Ethernet packet arrives on Ethernet 12, the host 
CPU 10 performs all the protocol processing in the NFS 
stack, as Well as the protocol processing for any other 
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application Which may be running on the host 10. NFS 
procedures are run on the host CPU 10, With access to 
memory 16 for both data and program code being provided 
via MMU 11. Logically speci?ed data addresses are con 
verted to a much more physically speci?ed form and com 
municated to the SMD disk controller 22 or the SCSI bus 28, 
via the VME bus 20, and all disk caching is done by the host 
CPU 10 through the memory 16. The host CPU card 10 also 
runs procedures for performing various other functions of 
the ?le server, communicating With tape controller 30 via the 
VME bus 20. Among these are client-de?ned remote pro 
cedures requested by client Workstations. 

[0057] If the server serves a second Ethernet 36, packets 
from that Ethernet are transmitted to the host CPU 10 over 
the same VME bus 20 in the form of IP datagrams. Again, 
all protocol processing except for the netWork layer is 
performed by softWare processes running on the host CPU 
10. In addition, the protocol processing for any message that 
is to be sent from the server out on either of the Ethernets 12 
or 36 is also done by processes running on the host CPU 10. 

[0058] It can be seen that the host CPU 10 performs an 
enormous amount of processing of data, especially if 5-10 
clients on each of the tWo Ethernets are making ?le server 
requests and need to be sent responses on a frequent basis. 
The host CPU 10 runs a multitasking Unix operating system, 
so each incoming request need not Wait for the previous 
request to be completely processed and returned before 
being processed. Multiple processes are activated on the 
host CPU 10 for performing different stages of the process 
ing of different requests, so many requests may be in process 
at the same time. But there is only one CPU on the card 10, 
so the processing of these requests is not accomplished in a 
truly parallel manner. The processes are instead merely time 
sliced; The CPU 10 therefore represents a major bottleneck 
in the processing of ?le server requests. 

[0059] Another bottleneck occurs in MMU 11, Which must 
transmit both instructions and data betWeen the CPU card 10 
and the memory 16. All data ?oWing betWeen the disk drives 
and the netWork passes through this interface at least tWice. 

[0060] Yet another bottleneck can occur on the VME bus 
20, Which must transmit data among the SMD disk control 
ler 22, the SCSI host adaptor 26, the host CPU card 10, and 
possibly the netWork #2 controller 24. 

PREFERRED EMBODIMENT-OVERALL 
HARDWARE ARCHITECTURE 

[0061] In FIG. 2 there is shoWn a block diagram of a 
netWork ?le server 100 according to the invention. It can 
include multiple netWork controller (NC) boards, one or 
more ?le controller (FC) boards, one or more storage 
processor (SP) boards, multiple system memory boards, and 
one or more host processors. The particular embodiment 
shoWn in FIG. 2 includes four netWork controller boards 
110a-110d, tWo ?le controller boards 112a-112b, tWo stor 
age processors 114a-114b, four system memory cards 116a 
116a' for a total of 192 MB of memory, and one local host 
processor 118. The boards 110, 112, 114, 116 and 118 are 
connected together over a VME bus 120 on Which an 
enhanced block transfer mode as described in the 
ENHANCED VMEBUS PROTOCOL application identi?ed 
above may be used. Each of the four netWork controllers 110 
shoWn in FIG. 2 can be connected to up to tWo Ethernets 
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122, for a total capacity of 8 Ethernets 122a-122h. Each of 
the storage processors 114 operates ten parallel SCSI busses, 
nine of Which can each support up to three SCSI disk drives 
each. The tenth SCSI channel on each of the storage 
processors 114 is used for tape drives and other SCSI 
peripherals. 
[0062] The host 118 is essentially a standard SunOs Unix 
processor, providing all the standard Sun Open Network 
Computing (ONC) services except NFS and IP routing. 
Importantly, all netWork requests to run a user-de?ned 
procedure are passed to the host for execution. Each of the 
NC boards 110, the FC boards 112 and the SP boards 114 
includes its oWn independent 32-bit microprocessor. These 
boards essentially off-load from the host processor 118 
virtually all of the NFS and disk processing. Since the vast 
majority of messages to and from clients over the Ethernets 
122 involve NFS requests and responses, the processing of 
these requests in parallel by the NC, FC and SP processors, 
With minimal involvement by the local host 118, vastly 
improves ?le server performance. Unix is explicitly elimi 
nated from virtually all netWork, ?le, and storage process 
mg. 

[0063] Overall SoftWare Organization and Data How 

[0064] Prior to a detailed discussion of the hardWare 
subsystems shoWn in FIG. 2, an overvieW of the softWare 
structure Will noW be undertaken. The softWare organiZation 
is described in more detail in the above-identi?ed applica 
tion entitled MULTIPLE FACILITY OPERATING SYS 
TEM ARCHITECTURE. 

[0065] Most of the elements of the softWare are Well 
knoWn in the ?eld and are found in most netWorked Unix 
systems, but there are tWo components Which are not: Local 
NFS (“LNFS”) and the messaging kernel (“MK”) operating 
system kernel. These tWo components Will be explained 
?rst. 

[0066] The Messaging Kernel. 

[0067] The various processors in ?le server 100 commu 
nicate With each other through the use of a messaging kernel 
running on each of the processors 110, 112, 114 and 118. 
These processors do not share any instruction memory, so 
task-level communication cannot occur via straightforWard 
procedure calls as it does in conventional Unix. Instead, the 
messaging kernel passes messages over VME bus 120 to 
accomplish all necessary inter-processor communication. 
Message passing is preferred over remote procedure calls for 
reasons of simplicity and speed. 

[0068] Messages passed by the messaging kernel have a 
?xed 128-byte length. Within a single processor, messages 
are sent by reference; betWeen processors, they are copied 
by the messaging kernel and then delivered to the destina 
tion process by reference. The processors of FIG. 2 have 
special hardWare, discussed beloW, that can expediently 
exchange and buffer inter-processor messaging kernel mes 
sages. 

[0069] The LNFS Local NFS interface. 

[0070] The 22-function NFS standard Was speci?cally 
designed for stateless operation using unreliable communi 
cation. This means that neither clients nor server can be sure 

if they hear each other When they talk (unreliability). In 
practice, an in an Ethernet environment, this Works Well. 
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[0071] Within the server 100, hoWever, NFS level data 
grams are also used for communication betWeen processors, 
in particular betWeen the netWork controllers 110 and the ?le 
controller 112, and betWeen the host processor 118 and the 
?le controller 112. For this internal communication to be 
both ef?cient and convenient, it is undesirable and imprac 
tical to have complete statelessness or unreliable communi 
cations. Consequently, a modi?ed form of NFS, namely 
LNFS, is used for internal communication of NFS requests 
and responses. LNFS is used only Within the ?le server 100; 
the external netWork protocol supported by the server is 
precisely standard, licensed NFS. LNFS is described in more 
detail beloW. 

[0072] The NetWork Controllers 110 each run an NFS 
server Which, after all protocol processing is done up to the 
NFS layer, converts betWeen external NFS requests and 
responses and internal LNFS requests and responses. For 
example, NFS requests arrive as RPC requests With XDR 
and enclosed in a UDP datagram. After protocol processing, 
the NFS server translates the NFS request into LNFS form 
and uses the messaging kernel to send the request to the ?le 
controller 112. 

[0073] The ?le controller runs an LNFS server Which 
handles LNFS requests both from netWork controllers and 
from the host 118. The LNFS server translates LNFS 
requests to a form appropriate for a ?le system server, also 
running on the ?le controller, Which manages the system 
memory ?le data cache through a block I/O layer. 

[0074] An overvieW of the softWare in each of the pro 
cessors Will noW be set forth. 

[0075] NetWork Controller 110 

[0076] The optimiZed data?oW of the server 100 begins 
With the intelligent netWork controller 110. This processor 
receives Ethernet packets from client Workstations. It 
quickly identi?es NFS-destined packets and then performs 
full protocol processing on them to the NFS level, passing 
the resulting LNFS requests directly to the ?le controller 
112. This protocol processing includes IP routing and reas 
sembly, UDP demultiplexing, XDR decoding, and NFS 
request dispatching. The reverse steps are used to send an 
NFS reply back to a client. Importantly, these time-consum 
ing activities are performed directly in the NetWork Con 
troller 110, not in the host 118. 

[0077] The server 100 uses conventional NFS ported from 
Sun Microsystems, Inc., Mountain VieW, CA, and is NFS 
protocol compatible. 

[0078] Non-NFS netWork traf?c is passed directly to its 
destination host processor 118. 

[0079] The NCs 110 also perform their oWn IP routing. 
Each netWork controller 110 supports tWo fully parallel 
Ethernets. There are four netWork controllers in the embodi 
ment of the server 100 shoWn in FIG. 2, so that server can 
support up to eight Ethernets. For the tWo Ethernets on the 
same netWork controller 110, IP routing occurs completely 
Within the netWork controller and generates no backplane 
traffic. Thus attaching tWo mutually active Ethernets to the 
same controller not only minimiZes their internet transit 
time, but also signi?cantly reduces backplane contention on 
the VME bus 120. Routing table updates are distributed to 
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the network controllers from the host processor 118, Which 
runs either the gated or routed Unix demon. 

[0080] While the network controller described here is 
designed for Ethernet LANs, it Will be understood that the 
invention can be used just as readily With other netWork 
types, including FDDI. 

[0081] File Controller 112 

[0082] In addition to dedicating a separate processor for 
NFS protocol processing and IP routing, the server 100 also 
dedicates a separate processor, the intelligent ?le controller 
112, to be responsible for all ?le system processing. It uses 
conventional Berkeley Unix 4.3 ?le system code and uses a 
binary-compatible data representation on disk. These tWo 
choices alloW all standard ?le system utilities (particularly 
block-level tools) to run unchanged. 

[0083] The ?le controller 112 runs the shared ?le system 
used by all NCs 110 and the host processor 118. Both the 
NCs and the host processor communicate With the ?le 
controller 112 using the LNFS interface. The NCs 110 use 
LNFS as described above, While the host processor 118 uses 
LNFS as a plug-in module to SunOs’s standard Virtual File 
System (“VFS”) interface. 

[0084] When an NC receives an NFS read request from a 
client Workstation, the resulting LNFS request passes to the 
FC 112. The FC 112 ?rst searches the system memory 116 
buffer cache for the requested data. If found, a reference to 
the buffer is returned to the NC 110. If not found, the LRU 
(least recently used) cache buffer in system memory 116 is 
freed and reassigned for the requested block. The FC then 
directs the SP 114 to read the block into the cache buffer 
from a disk drive array. When complete, the SP so noti?es 
the FC, Which in turn noti?es the NC 100. The NC 110 then 
sends an NFS reply, With the data from the buffer, back to the 
NFS client Workstation out on the netWork. Note that the SP 
114 transfers the data into system memory 116, if necessary, 
and the NC 110 transferred the data from system memory 
116 to the netWorks. The process takes place Without any 
involvement of the host 118. 

[0085] Storage Processor 

[0086] The intelligent storage processor 114 manages all 
disk and tape storage operations. While autonomous, storage 
processors are primarily directed by the ?le controller 112 to 
move ?le data betWeen system memory 116 and the disk 
subsystem. The exclusion of both the host 118 and the FC 
112 from the actual data path helps to supply the perfor 
mance needed to service many remote clients. 

[0087] Additionally, coordinated by a Server Manager in 
the host 118, storage processor 114 can execute server 
backup by moving data betWeen the disk subsystem and tape 
or other archival peripherals on the SCSI channels. Further, 
if directly accessed by host processor 118, SP 114 can 
provide a much higher performance conventional disk inter 
face for Unix, virtual memory, and databases. In Unix 
nomenclature, the host processor 118 can mount boot, 
storage sWap, and raW partitions via the storage processors 
114. 

[0088] Each storage processor 114 operates ten parallel, 
fully synchronous SCSI channels (busses) simultaneously. 
Nine of these channels support three arrays of nine SCSI 
disk drives each, each drive in an array being assigned to a 
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different SCSI channel. The tenth SCSI channel hosts up to 
seven tape and other SCSI peripherals. In addition to per 
forming reads and Writes, SP 114 performs device-level 
optimiZations such as disk seek queue sorting, directs device 
error recovery, and controls DMA transfers betWeen the 
devices and system memory 116. 

[0089] Host Processor 118 

[0090] The local host 118 has three main purposes: to run 
Unix, to provide standard ONC netWork services for clients, 
and to run a Server Manager. Since Unix and ONC are 
ported from the standard SunOs Release 4 and ONC Ser 
vices Release 2, the server 100 can provide identically 
compatible high-level ONC services such as the YelloW 
Pages, Lock Manager, DES Key Authenticator, Auto 
Mounter, and Port Mapper. Sun/2 NetWork disk booting and 
more general IP internet services such as Telnet, FTP, SMTP, 
SNMP, and reverse ARP are also supported. Finally, print 
spoolers and similar Unix demons operate transparently. 

[0091] The host processor 118 runs the folloWing softWare 
modules: 

[0092] TCP and socket layers. The Transport Control 
Protocol (“TCP”), Which is used for certain server 
functions other than NFS, provides reliable 
bytestream communication betWeen tWo processors. 
Socket are used to establish TCP connections. 

[0093] VFS interface. The Virtual File System 
(“VFS”) interface is a standard SunOs ?le system 
interface. It paints a uniform ?le-system picture for 
both users and the non-?le parts of the Unix oper 
ating system, hiding the details of the speci?c ?le 
system. Thus standard NFS, LNFS, and any local 
Unix ?le system can coexist harmoniously. 

[0094] UFS interface. The Unix File System (“UFS”) 
interface is the traditional and Well-knoWn Unix 
interface for communication With local-to-the-pro 
cessor disk drives. In the server 100, it is used to 
occasionally mount storage processor volumes 
directly, Without going through the ?le controller 
112. Normally, the host 118 uses LNFS and goes 
through the ?le controller. 

[0095] Device layer. The device layer is a standard 
softWare interface betWeen the Unix device model 
and different physical device implementations. In the 
server 100, disk devices are not attached to host 
processors directly, so the disk driver in the host’s 
device layer uses the messaging kernel to commu 
nicate With the storage processor 114. 

[0096] Route and Port Mapper Demons. The Route 
and Port Mapper demons are Unix user-level back 
ground processes that maintain the Route and Port 
databases for packet routing. They are mostly inac 
tive and not in any performance path. 

[0097] YelloW Pages and Authentication Demon. The 
YelloW Pages and Authentication services are Sun 
ONC standard netWork services. YelloW Pages is a 
Widely used multipurpose name-to-name directory 
lookup service. The Authentication service uses 
cryptographic keys to authenticate, or validate, 
requests to insure that requesters have the proper 
privileges for any actions or data they desire. 
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[0098] Server Manager. The Server Manager is an 
administrative application suite that controls con 
?guration, logs error and performance reports, and 
provides a monitoring and tuning interface for the 
system administrator. These functions can be exer 
cised from either system console connected to the 
host 118, or from a system administrator’s Worksta 
tion. 

[0099] The host processor 118 is a conventional OEM Sun 
central processor card, Model 3E/120. It incorporates a 
Motorola 68020 microprocessor and 4 MB of on-board 
memory. Other processors, such as a SPARC-based proces 
sor, are also possible. 

[0100] The structure and operation of each of the hardWare 
components of server 100 Will noW be described in detail. 

[0101] Network Controller HardWare Architecture 

[0102] FIG. 3 is a block diagram shoWing the data path 
and some control paths for an illustrative one of the netWork 
controllers 110a. It comprises a 20 MHZ 68020 micropro 
cessor 210 connected to a 32-bit microprocessor data bus 
212. Also connected to the microprocessor data bus 212 is 
a 256K byte CPU memory 214. The loW order 8 bits of the 
microprocessor data bus 212 are connected through a bidi 
rectional buffer 216 to an 8 -bit sloW-speed data bus 218. On 
the sloW-speed data bus 218 is a 128K byte EPROM 220, a 
32 byte PROM 222, and a multi-function peripheral (MFP) 
224. The EPROM 220 contains boot code for the netWork 
controller 110a, While the PROM 222 stores various oper 
ating parameters such as the Ethernet addresses assigned to 
each of the tWo Ethernet interfaces on the board. Ethernet 
address information is read into the corresponding interface 
control block in the CPU memory 214 during initialiZation. 
The MFP 224 is a Motorola 68901, and performs various 
local functions such as timing, interrupts, and general pur 
pose I/O. The MFP 224 also includes a UART for interfacing 
to an RS232 port 226. These functions are not critical to the 
invention and Will not be further described herein. 

[0103] The loW order 16 bits of the microprocessor data 
bus 212 are also coupled through a bidirectional buffer 230 
to a 16-bit LAN data bus 232. A LAN controller chip 234, 
such as the Am7990 LANCE Ethernet controller manufac 
tured by Advanced Micro Devices, Inc. Sunnyvale, CA., 
interfaces the LAN data bus 232 With the ?rst Ethernet 122a 
shoWn in FIG. 2. Control and data for the LAN controller 
234 are stored in a 512K byte LAN memory 236, Which is 
also connected to the LAN-data bus 232. AspecialiZed 16 to 
32 bit FIFO chip 240, referred to herein as a parity FIFO 
chip and described beloW, is also connected to the LAN data 
bus 232. Also connected to the LAN data bus 232 is a LAN 
DMA controller 242, Which controls movements of packets 
of data betWeen the LAN memory 236 and the FIFO chip 
240. The LAN DMA controller 242 may be a Motorola 
M68440 DMA controller-using channel Zero only. 

[0104] The second Ethernet 122b shoWn in FIG. 2 con 
nects to a second LAN data bus 252 on the netWork 
controller card 111a shoWn in FIG. 3. The LAN data bus 
252 connects to the loW order 16 bits of the microprocessor 
data bus 212 via a bidirectional buffer 250, and has similar 
components to those appearing on the LAN data bus 232. In 
particular, a LAN controller 254 interfaces the LAN data bus 
252 With the Ethernet 122b, using LAN memory 256 for 
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data and control, and a LAN DMA controller 262 controls 
DMA transfer of data betWeen the LAN memory 256 and the 
16-bit Wide data port A of the parity FIFO 260. 

[0105] The loW order 16 bits of microprocessor data bus 
212 are also connected directly to another parity FIFO 270, 
and also to a control port of a VME/FIFO DMA controller 
272. The FIFO 270 is used for passing messages betWeen the 
CPU memory 214 and one of the remote boards 110, 112, 
114, 116 or 118 (FIG. 2) in a manner described beloW. The 
VME/FIFO DMA controller 272, Which supports three 
round-robin non-prioritiZed channels for copying data, con 
trols all data transfers betWeen one of the remote boards and 
any of the FIFOs 240, 260 or 270, as Well as betWeen the 
FIFOs 240 and 260. 

[0106] 32-bit data bus 274, Which is connected to the 
32-bit port B of each of the FIFOs 240, 260 and 270, is the 
data bus over Which these transfers take place. Data bus 274 
communicates With a local 32-bit bus 276 via a bidirectional 
pipelining latch 278, Which is also controlled by VME/FIFO 
DMA controller 727, Which in turn communicates With the 
VME bus 120 via a bidirectional buffer 280. 

[0107] The local data bus 276 is also connected to a set of 
control registers 282, Which are directly addressable across 
the VME bus 120. The registers 282 are used mostly for 
system initialiZation and diagnostics. 

[0108] The local data bus 276 is also coupled to the 
microprocessor data bus 212 via a bidirectional buffer 284. 
When the NC 110a operates in slave mode, the CPU 
memory 214 is directly addressable from VME bus 120. One 
of the remote boards can copy data directly from the CPU 
memory 214 via the bidirectional buffer 284. LAN memo 
ries 236 and 256 are not directly addressed over VME bus 
120. 

[0109] The parity FIFOs 240, 260 and 270 each consist of 
an ASIC, the functions and operation of Which are described 
in the Appendix. The FIFOs 240 and 260 are con?gured for 
packet data transfer and the FIFO 270 is con?gured for 
massage passing. Referring to the Appendix, the FIFOs 240 
and 260 are programmed With the folloWing bit settings in 
the Data Transfer Con?guration Register: 

Bit De?nition Setting 

0 WD Mode N/A 
1 Parity Chip N/A 
2 Parity Correct Mode N/A 
3 8A6 bits CPU & PortA interface 16 bits (1) 
4 Invert Port A address 0 no (0) 
5 Invert Port A address 1 yes (1) 
6 Checksum Carry Wrap yes (1) 
7 Reset no (0) 

[0110] The Data Transfer Control Register is programmed 
as folloWs: 

Bit De?nition Setting 

0 Enable PortA Req/Ack yes (1) 
1 Enable PortB Req/Ack yes (1) 


















































