
l|||||||||||||ll|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||| 
US 20020083012A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2002/0083012 A1 

Bush et al. (43) Pub. Date: Jun. 27, 2002 

(54) METHOD AND SYSTEM FOR ACCOUNT Publication Classi?cation 
MANAGEMENT 

(51) Int. Cl.7 ................................................... .. G06F 17/60 

(76) Inventors: Steve Bush, Redmond, WA (US); (52) US. Cl. .............................................................. .. 705/76 
Edward Jung, Bellevue, WA (US); 
Holly Knight, Woodinville, WA (US) (57) ABSTRACT 

Correspondence Address, A method and system for managing accounts that control 
PERKINS COIE LLP ' access to resources of different providers. The account 
PATENT_SE A management system alloWs providers to use a common 
PO BOX 12 47 logon procedure through an account management server. 
SEATTLE’ WA 9811142 47 (Us) The account management system dynamically creates 

accounts When users request to access resources. To access 

(21) APPL No. 09/747,307 to a resource, a user provides their credentials (e.g., user 
identi?er and password) through a certain location (e.g., 

(22) Filed; Dec_ 22, 2000 client computer) and identi?es the resource (e.g., applica 
tion). The account management system determines Whether 

Related US, Application Data an account has already been created for those credentials. If 
not, the account management system authenticates the user, 

(63) Non-provisional of provisional application No. creates a neW account for those credentials (i.e., registra 
60/249,412, ?led on Nov. 16, 2000. tion), and associates the identi?ed resource With the account. 

Client 210 

Server 220 

222 223 224 

2 30 Register node Connect node Diigggcm 

. 221 225 226 

Process P l 
. Server engine register mccss o‘gon 

request muss 

227 

Client 210 

Accounts DB 



Patent Application Publication Jun. 27, 2002 Sheet 1 0f 12 US 2002/0083012 A1 

100 

101 
user 1]) ’ 

102 

password I 

103 104 
/__/ ?/ 

Existing user New user 
log on log on 

Fig. 1A 
1 10 

1 1 1 

temporary password ’ 

112 
new password ' 

1 13 

con?rm password ’ 

114 
hint ' 

w 115 

Fig. 1B 
120 

Other accounts are associated with this 

computer, select association: 

- Last name, ?rst name \/ 121 

- Last name, ?rst name \/\ 122 

- Not common account \/\ 123 

M 

Fig. 1C 



Patent Application Publication Jun. 27, 2002 Sheet 2 0f 12 US 2002/0083012 A1 

“Nu 

$26 $252 

H .2 66%2 o?mcu 830m 

:omB 338m 382m 
@NN mNN FNN 

3.8 

62535 26: 6280 2a: 6&2 
emu mNN NNN 

0mm Stow 

N .ME omw 

0 Fm 3020 0 FN 28:0 







Patent Application Publication Jun. 27, 2002 Sheet 5 0f 12 US 2002/0083012 A1 

. (Client: start app ) 
F lg. 5 

v 501 
Application Launch 

Connect node 

Yes 

Display 
registration/login UI 
(look for existing 
ODI accounts) 

V 

503 

User 
registratlon 

506 

— Report error 

\ 508 

Report error Launch app 

I V 

( Done ) ( Done ) 



Patent Application Publication Jun. 27, 2002 Sheet 6 of 12 US 2002/0083012 A1 

Client: connect 
node 

onClientKernellnitialization or connectRetryTimeout 

601 

Retrieve node ID 

ig. 6 
Connect Node 

(includes Registration) 
602 

Validate node ID 

e r ‘ m 

o :m 
n m 

m Mr. B 4 w 
6 Ce 6 a 1| m e 

0% 6S 5 

CO Sn 6 W et \ IO V m 

Op mm aw w mu .mr % mm W R 

S 

_ ||||||||||||||||||||||||||||||||||||||||||||||||| i. _ _ 

S _ _ 

e _ _ 

v _ . 

4 _5 6 . S 

3 0 _O I 0 r. . S 
0 6 D .6 m 6 e .m _ e 

6 0“ ewe we no _ w 
m mm _ mg i am " w 

I 

namilulvdmulvmm am “i m 

Urn " .Hpfy. m? _ u 

C. s8 a O . t 
0(. r0. W & _ e 

_ 

_ m n R 

_ - _ - _ - _ - . _ _ - 

_ _ 

" mum " 

_ . 5f 

_ w .nw m u 
_ E r n! H _ 

_ m W?? d 

I m P. _ 

_ m :m.1 .1 n _ 

" .Tu Mm?mi u 0 _ 

_ M, mWJC m p _ e 

.l f 6 _ r 

_ 6 t6 R _ u 

_ m a... _ ? 

_ . 

. Q s u a 

- _ 

_ 

_ u m |||||||||||||||||||||||||||||||||||||||||||||||| II t. 
t m 



Patent Application Publication Jun. 27, 2002 Sheet 7 0f 12 US 2002/0083012 A1 

Client: register user 

OnClikeNewUserButton 
\ 701 706 

Prom t for user]]) 
(enlzail name) Report 311' of ——t 

OnInputofUserlD 
703 

Prompt user 
if really a 
new user 

UserID in 
client cache? 

New user? 

k 

707 duplicate user 

Send registration 11) em“ 1 _ 
request to server U561‘ Ogm 

\ 708 ‘I 

Wait for server 
response Return results 

New user? 

New account 
created (appID, userlD, _____| _l__ 

accountID 
cached) 

m Fig. 7 
Register User 

yes 
UserID 
already in 

use? 

712 

Report error 

Return \ 
registration failure 1 
(other server error) 



Patent Application Publication 

Fig. 8 
User Login 

817 

Retrieve cached 
credentials 

Report error 

V 

( Return Success ) 
v 

( Return failure ) 
A 

Jun. 27, 2002 Sheet 8 of 12 US 2002/0083012 A1 

Client: user 
logon 

onApplicationUserlDinput 
\ 801 “ A re-login 

request with the 
Input userlD new accountlD to 
and password collapse two 

accounts on the 
4 server 

v 
803 

w 812 
Server Send logon Collapse two 

available? request accounts 
together 

r 804 '——5‘ 811 

- Add new 
Wait for accountID 
response record to client __‘ 

Account 
selected? 

\ 805 809 
Ask user if 

Process accountID is 
logon actually one 

response known on the 
client 

yes 

815 
Clear cache of 
invalid userlD 
and password 

for an 
AccountID 

invalid? 

81 4 
Password 
invalid? 

Process other 
server returned 

errors 

one the client 
knows 

Cache user 
credentials 

Return success 



Patent Application Publication Jun. 27, 2002 Sheet 9 0f 12 US 2002/0083012 A1 

Fig. 9 
Process Logon Response 

Client: process 
logon response 

901 

Retrieve response 

Valid (no error) 

Return failure 

904 

Return success 



Patent Application Publication Jun. 27, 2002 Sheet 10 0f 12 US 2002/0083012 A1 

Fig. 10 
Register Node (new node) 

Server:: register 
node 

Generate unique nodelD 

L 1002 
Add nodeID to table of 

known nodes 

1 1003 
Add nodeID and IPzport 
address mapping to table 

of connected nodes 

1 1004 
Reply to client with 

nodeID 

Fig. 12 
Disconnect Node 

Server: disconnect 
node 

1201 
o ‘ o eConnectionClose 

Remove nodeID and 
lPzport address mapping 

to table of connected 
nodes 

i 1202 
Close connection 

0 ‘ o - e‘lEeasterRequestFromClient(ip address and port) 

Fig. 11 
Connect Node (existing node) 

Server: connect 
node 

0 ‘ o - eConnectRequestFromClienqnodelD, 
ii) address and port) 

1101 
Validate nodeID 

1104 

Return error, close 
connection Valid nodeID‘? 

Add nodelD and IPzport 
address mapping to table 

of connected nodes 

1 1105 
Return OK 



Patent Application Publication Jun. 27, 2002 Sheet 11 0f 12 US 2002/0083012 A1 

Server: process 
registration request 

onRegistrationRequestfromClient(appID, emailname@emailhost, nodelD) 

1302 

Log and return 
error NodeID valid? Fig. 13 

Process Registration Request 
(new user) 

1303 
Validate application 

userID e. g. 
emailname@emailhost 

present in 
request? 

131 1 
Get userlD for 

applicationuserlD Create new 
from UPS 1310 accountID in 

accountID table 
Log and return 

error 

\ 1312 

Add applD, 
userID and 

‘' nodelD to 
Return aceountlD table 

registration failure 

1 131 3 

‘ Generate 

temporary 
password 

v 1314 
Send email to application 

userlD 
(emailname@emailhost) 

Existing user 

V 

Return user \4 
‘ 

egistration results New user 



Patent Application Publication 

1410 

accountID based 
Retrieve 

on userlD & 
password 

request NodelD No 

& password 
valid? 

Log and return 
error 

Serverz: process 
logon request 

Jun. 27, 2002 Sheet 12 of 12 US 2002/0083012 A1 

onClientLoginRequest 
(appD),appUserID, 
password,[userl.D], 
nodeID) 

' turn user logon 

valid accountlD) 
success (returns 

registered for 
ccountID 1407 

v Add appID, 
yes userID, generate 

D and store 
one temporary 

password - all into 
accountlD table 

I 1407a 
Send temporary 
password email 

to new 
appUserlD 

1406 email address 

Collapse two user 
?ogging: lgégtgga‘ stored accountlD 
account‘llD takes match the reqgest 

precedence ' Ccoumm ' 

i 14 2 Yes ‘ v 
Add nodeID to ‘ 
aceountID table 

Return error 
(temporary 

l 1413 assword required) 

Add accountlD 
to nodeID table 0 F lg. 1 4 

‘ 1414 Process Logon Request 
(established user) 

Add user to 
connected user 1 

table 



US 2002/0083012 A1 

METHOD AND SYSTEM FOR ACCOUNT 
MANAGEMENT 

TECHNICAL FIELD 

[0001] The described technology relates generally to man 
agement of accounts; particularly, accounts for accessing 
computer resources from various nodes. 

BACKGROUND 

[0002] Techniques for accessing computer resources (e.g., 
application programs and computer data) require that the 
accessing user be authoriZed to access the computer 
resource. The authoriZation is typically veri?ed using a 
logon procedure in Which a user supplies their credentials 
(e.g., user identi?er and passWord) to the system that con 
trols access to the computer resource. When the system 
receives the credentials, it determines Whether the user is 
authoriZed to access the resource (e.g., by checking capa 
bilities associated With the user identi?er). If so, then the 
system alloWs the user to access the computer resource. For 
eXample, a database program may require a user to supply 
their user identi?er and passWord before accessing (e.g., 
reading and Writing) the data in the database. 

[0003] Such techniques for accessing computer resources 
are Well adapted to environments in Which the computer 
resources (e.g., data in a database) are provided by a single 
source. For example, a neWs service may require a user to 
logon before accessing any neWs stories during that logon 
session. The neWs service may then bill the user on a 
monthly basis for all the neWs stories accessed during the 
month. Each provider of computer resources typically devel 
ops their oWn logon procedures. A problem With such 
development is that each provider duplicates the efforts of 
other providers When developing their oWn logon proce 
dures. Another problem With such development is that each 
provider may use different types of logon procedures Which 
tends to confuse users. For eXample, one provider may 
require a passWord to be at least 8 characters While another 
provider may require that passWords be 5 to 7 characters. 
Thus, a user Who accesses the computer resources of both 
providers needs to remember different passWords. Even if 
different providers Were to use the same logon procedures, 
a problem Would still eXist in that a user Would receive 
separate bills from each provider. This problem may not be 
signi?cant if a user uses the computer resources of only a 
feW providers, but it is signi?cant When a user (e.g., an 
Internet user) accesses the computer resources of many 
different providers (e.g., different neWs organiZations and 
associations). 
[0004] These problems could be solved if a procedure Was 
provided by a logon organiZation that is not related to 
providers. For eXample, a user Would logon through a logon 
organiZation With a single set of credentials and then access 
the computer resources for different providers. Providers, 
hoWever, typically ?nd it undesirable to have their logon 
procedures provided by an unrelated source for several 
reasons. First, providers prefer to have the displays associ 
ated With the logon of their users to be integrated With the 
look and feel of the user interface provided by the developer. 
Second, providers may prefer to have provider accounts 
used When accessing the providers’ services and resources. 
It Would be desirable to have a technique that Would 
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combine the advantages of the logon organiZation to avoid 
these dif?culties, and yet enable providers to use established 
accounts and provider-supplied logon elements. 

BRIEF DESCRIPTION OF DRAWINGS 

[0005] FIG. 1A illustrates a display page for entry of the 
user identi?er. 

[0006] FIG. 1B illustrates a display page through Which a 
user enters their temporary passWord and neW passWord. 

[0007] FIG. 1C illustrates a display page for identifying 
common accounts. 

[0008] FIG. 2 is a block diagram illustrating the account 
management system in one embodiment. 

[0009] FIG. 3 is a block diagram illustrating the tables of 
the accounts database in one embodiment. 

[0010] FIG. 4 is a block diagram illustrating components 
of a client computer in one embodiment. 

[0011] FIG. 5 is a How diagram illustrating the processing 
of the start application component of a client computer. 

[0012] FIG. 6 is a How diagram of the connect node 
component of the client computer. 

[0013] FIG. 7 is a How diagram illustrating the processing 
of the register user component of the client computer. 

[0014] FIG. 8 is a How diagram illustrating the processing 
of the logon user component in one embodiment. 

[0015] FIG. 9 is a How diagram illustrating the processing 
of the process logon response component of the client 
computer. 

[0016] FIG. 10 is a How diagram of the processing of the 
register node component of the server computer. 

[0017] FIG. 11 is a How diagram of the processing of the 
connect node component of the server computer. 

[0018] FIG. 12 is a How diagram of the processing of the 
disconnect node component of the server computer. 

[0019] FIG. 13 is a How diagram of the processing of the 
register user component of the server computer. 

[0020] FIG. 14 is a How diagram of the processing of the 
process logon request component of the server computer. 

DETAILED DESCRIPTION 

[0021] A method and system for managing accounts that 
control access to resources of different providers is provided. 
In one embodiment, the account management system alloWs 
providers to use a common logon procedure through an 
account management server. The account management sys 
tem dynamically creates accounts When users request to 
access resources. To access to a resource, a user provides 

their credentials (e.g., user identi?er and passWord) through 
a certain location (e.g., client computer) and identi?es the 
resource (e.g., application). The account management sys 
tem determines Whether an account has already been created 
for those credentials. If not, the account management system 
authenticates the user, creates a neW account for those 
credentials (i.e., registration), and associates the identi?ed 
resource With the account. If an account has already been 
created for those credentials, then the account management 
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system associates the identi?ed resource With that account. 
The account management system then noti?es the provider 
that the user is authoriZed to access the resource. In this Way, 
accounts are automatically created When a resource is 
accessed, and access to different resources using the same 
credentials automatically ties the resources to the same 
account. To access a different resource provided by a dif 
ferent provider, the user again provides their credentials and 
identi?es the different resource. Since an account has 
already been created for those credentials, the account 
management system simply associates the different resource 
With the account if not already associated. Each provider can 
customiZe their logon procedures as long as the provider 
adheres to the procedures de?ned by the account manage 
ment system for acceptable credentials. By customiZing 
their logon procedures, a provider can use the account 
management system in such a Way that their users are not 
even aWare of the account management system. Because 
resources of tWo different providers are associated With a 
single account, the account management system can gener 
ate a single report (e.g., bills) for the user that re?ects the 
user’s access of both resources. 

[0022] One aspect of the account management system 
provides a technique for identifying common accounts When 
a user provides different credentials for accessing different 
resources such as, for example, When the same user accesses 
one resource using one user identi?er and then accesses 

another resource using another user identi?er. In general, the 
account management system creates a separate account for 
each user, and the user may have multiple unique sets of 
credentials. The account management system associates 
accounts With nodes or locations. It tries to identify common 
accounts When a user accesses a resource from one node 

using credentials of an account associated With another node 
and the node from Which the user is accessing the resource 
already has an account associated With it. When the account 
management system creates an account, it associates that 
account With the node (e.g., computer) through Which the 
user has requested to access the resource. When the account 
management system receives a request from the user at that 
node to access a resource of another account associated With 
another node, it determines Whether the account associated 
With the node and the account associated With the other node 
should be considered the same account. For eXample, a 
household may have tWo computers. One family member 
may have accessed a resource from one computer using their 
oWn identi?er and another family member may have 
accessed another resource (or the same resource) from the 
other computer using their oWn identi?er. The account 
management system Would create tWo accounts and associ 
ate the accounts With the different computers. When one 
family member tries to access through the other computer a 
resource using their oWn identi?er, the account management 
system detects that the account associated With the computer 
and the account associated With the other computer are 
possibly common accounts. The account management sys 
tem may prompt the user to indicate Whether the different 
user identi?ers should really represent the same account. If 
so, then the account management system updates its records 
to re?ect that the tWo user identi?ers represent the same 
accounts. In such a case, the users Will access each resource 

using their oWn user identi?ers. Since the accessing of both 
resources is tied to a single account, information relating to 
such accessing (e.g., billings, noti?cations, and preferences) 
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may be combined. The account management system simi 
larly identi?es common accounts When one user uses tWo 

different user identi?ers. In an alternative embodiment, the 
account management system authoriZes access to resources 
based on Whether that pair of credentials has already been 
associated With that resource. If so, the account management 
system authoriZes access to the resource. In this embodi 
ment, the account management system may track combina 
tions of credentials and resources. Thus, Within one account, 
different sets of credentials (e.g., different user name and 
passWord) can be used to access different or even the same 

resource. To avoid user confusion, the account management 
system may, hoWever, require each resource associated With 
an account to have only one authoriZed set of credentials, 
even though another resource of the account may be asso 
ciated With a different set of credentials. Thus, the creden 
tials of one family member cannot be used to access a 
resource of the common account When that resource is 
associated With the credentials of the other family member. 

[0023] Another aspect of the account management system 
alloWs users to access their accounts from different nodes. 
When a user requests to access a resource using a node and 

the user’s account is not currently associated With that node, 
then the account management system associates the account 
With that node. If the user speci?es that access through the 
node is only on a temporary basis, for eXample, because the 
user is visiting that node, then all information relating to the 
access to the resource is removed from the node after access 
to the resource is complete. The use of a node on a 

temporary basis is commonly called “roaming.” 

[0024] FIGS. 1A-1C illustrate display pages provided by 
the account management system in one embodiment. FIG. 
1A illustrates a display page for entry of the user identi?er. 
This display page is typically displayed by the application as 
soon as it is started. Display page 100 includes a user 
identi?er ?eld 101 a passWord ?eld 102, an eXisting user 
button 103, and a neW user button 104. If the eXisting user 
button is selected, the account management system attempts 
to log the user on to the application using the user identi?er 
and passWord. If the neW user button is selected, then the 
account management system registers the user (if not 
already registered), sends a temporary passWord to the user, 
so that the user can log on as an eXisting user using the 
temporary passWord. The temporary passWord may be sent 
through a different communications channel, such as by 
electronic mail message or telephone. The use of a different 
communications channel knoWn to be associated With that 
user helps ensure that an imposter is not using the user 
identi?er. In one embodiment, user identi?ers are the elec 
tronic mail addresses of the users. In this Way, the account 
management system can send an electronic mail message to 
the address represented by the user identi?er. FIG. 1B 
illustrates a display page through Which a user can change 
their temporary passWord. Display page 110 includes a 
temporary passWord ?eld 111, a neW passWord ?eld 112, a 
con?rm passWord ?eld 113, and continue button 114. After 
the user receives a temporary passWord, the user enters it 
into the temporary passWord ?eld, enters a neW passWord, 
and selects the continue button. Assuming that the tempo 
rary passWord entered by the user matches the temporary 
passWord generated by the account management system, 
then a neW account is con?rmed for the user identi?er and 
access to the identi?ed application is authoriZed. This con 
?rmation process helps With the initial authentication of the 



US 2002/0083012 A1 

user. FIG. 1C illustrates a display page for identifying 
common accounts. The account management system dis 
plays this display page When a user requests to access an 
application (i.e., a particular type of resource) of an account 
that is not already assigned to the requesting node and at 
least one account is already assigned to the requesting node. 
Display page 120 includes an account selection area 121 
With radio buttons and a continue button 122. The account 
selection area indicates that tWo accounts are currently 
assigned to the requesting node. The accounts may be 
identi?ed by the names of the users. The user indicates 
Whether the account associated With the application to be 
accessed should be the same account as one of the displayed 
accounts. In one embodiment, the account management 
system may require the user to enter a passWord associated 
With the selected account to ensure that an imposter is not 
indicating that the accounts should be common. 

[0025] FIG. 2 is a block diagram illustrating the account 
management system in one embodiment. Client computers 
210 are connected to the server computer 220 via the 
Internet 230. The computers may include a central process 
ing unit, memory, input devices (e.g., keyboard and pointing 
device), output devices (e.g., display devices), and storage 
devices (e.g., disk drives). The memory and storage devices 
are computer-readable media that may contain instructions 
that implement the account management system. In addition, 
the data structures and message structures may be stored or 
transmitted via a data transmission medium, such as a signal 
on a communications link. Various communication channels 
other than the Internet may be used, such as a local area 
netWork, a Wide area netWork, or a point-to-point, dial-up 
connection. The server computer includes a server engine 
221, a register node component 222, a connect node com 
ponent 223, a disconnect node component 224, a process 
register request component (neW user) 225, a process logon 
request component (existing user) 226, and an accounts 
database 227. The server engine receives requests from the 
client computers and invokes the appropriate component for 
processing the request. The register node component 
receives requests to register a client computer With the 
account management system. Each node registers With the 
account management system before access to a resource 
from that node is authoriZed. The connect node and discon 
nect node components control connecting client computer to 
the server computers. The process register request compo 
nent is invoked to process a registration request from a neW 
user that is received from a client computer. Registration 
refers to the process of assigning a neW user identi?er to a 
neW account. The process logon request component controls 
the logon of an eXisting user. A log on refers to the process 
of authenticating the user to access an application, account, 
or resource. The accounts database includes various tables 
for managing the accounts. 

[0026] FIG. 3 is a block diagram illustrating the tables of 
the accounts database in one embodiment. The accounts 
database includes a registered node table 301, an account 
table 302, an application table 303, a user table 304, and a 
registered connected node table 305. The registered node 
table contains an entry for each registered node and indicates 
the accounts associated With that node. For eXample, the ?rst 
entry of the registered node table indicates that the node With 
the node identi?er “Home” is associated With account “A1” 
and account “A2.” This association means that all applica 
tions associated With both accounts can be accessed from 
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that node. The account table contains an entry for each 
account and indicates the applications associated With that 
account. For eXample, the ?rst entry of the account table 
indicates that applications “O1,”“O2,” and “O3” are asso 
ciated With account “A1.” This association means that 
access to these three applications are tied to a common 
account. The account table may also indicate the credentials 
associated With each application of each account. By pro 
viding credentials for each application, users of a common 
account can have their access to the applications limited to 
those Who knoW the credentials associated With that appli 
cation. The application table contains an entry for each 
application that is available to be accessed by a user and may 
include a reference indicating Where the application is 
stored. The user table contains an entry for each user (or 
more precisely each user identi?er) and includes the pass 
Word and the associated account. For example, the ?rst entry 
of the user table indicates that user “U1” is associated With 
account “A1.” The associations in these tables means that 
user “U1” can access the applications of account “A1” 
through nodes “Home” and “Workl.” The connected node 
table contains an lo entry for each node currently connected 
to the server computer. For eXample, the ?rst entry indicates 
that node “Home” is currently connected to the server 
computer. 

[0027] Initially, the node table, account table, and user 
table are empty; and the application table contains an entry 
for each available application (e.g., applications “O1,” 
“O2,”“O3,” and “O4”). When user “U1” requests to access 
application “O1,” the account management system ?rst adds 
an entry to the registered node table for node “Home” With 
no associated account to effect registration of the node. The 
account management system then adds an entry to the 
account table for account “A1” that indicates the association 
With application “O1,” adds an entry to the user table for 
user “U1” that indicates the association With account “A1,” 
and updates the entry for the registered node table for node 
“Home” to associate it With account “A1” to effect the 
registration of the user. User “U1” may then request to 
access application “O2” from node “Home.” In response, the 
account management system notes that an entry for user 
“U1” is already in the user table, that the user is associated 
With account “A1,” and that the entry in the registered node 
table for node “Home” is already associated With account 
“A1.” The account management system then updates the 
entry in the account table for account “A1” to associate it 
With application “O2.” User “U1” then tries to access 
application “O3” from node “Workl.” Since the node 
“Workl” is not yet registered, the account management 
system adds an entry to the registered node table for node 
“Work1”Without any association to an account. The account 
management system determines that the user table contains 
an entry for user “U1” and that the user is associated With 
account “A1.” The account management system then 
updates the entry in the registered node table for node 
“Workl” to associate it With account “A1” and updates the 
entry in the account table for account “A1” to associate it 
With application “O3.”User “U1” can then access applica 
tions “O1,”“O2,” and “O3” from the nodes “Home” and 
“Workl.” User “U2” then requests to access application 
“O1” from node “Home.” Since user “U2” is neW, the 
account management system adds an entry to the account 
table for a neW account “A2” associated With application 
“O1,” adds an entry to the user table for user “U2” associ 
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ated With account “A2,” and updates the entry in the 
registered node table for node “Home” to associate it With 
account “A2” to effect the registration of the user. The 
person Who used user identi?er “U2” then requests to access 
application “04” from node “Work2” using user identi?er 
“U2‘.” Since “U2” and “U2‘” are not the same user identi 

?ers, the account management system assumes the users are 
different. The account management system ?rst adds an 
entry to the registered node table for node “Work2” Without 
being associated to any account. The account management 
system then adds an entry to the account table for account 
“A3” and associates it With application “O4,” adds an entry 
to the user table for user “U2‘” to associate it With account 
“A3,” and updates the entry in the registered node table for 
node “Work2” to associate it With account “A3.” If the user 
then tries to access application “O1” from node “Work2” 
using user identi?er “U2,” the account management system 
prompts the user to indicate Whether account “A2” and 
account “A3” are common accounts. If the user responds 

af?rmatively, then the account management system (not 
shoWn in the tables) updates the entry in the user table for 
user “U2‘” to associate it With account “A2” and disassociate 
it from account “A3,” updates the entry in the account table 
for account “A2” to associate it With application “O4,” and 
updates the entry in the register node table for node “Work2” 
to associate it With account “A2” rather than account “A3.” 
The account management system then deletes the entry in 
the account table for account “A3.” 

[0028] FIG. 4 is a block diagram illustrating components 
of a client computer in one embodiment. The client com 
puter includes an operating system 410, application platform 
420 and application storage area 430. The application plat 
form includes the client-side portion of the account man 
agement system that includes a start application component 
421, a connect node component 422, a register user com 
ponent 423, a logon user component 424, a process logon 
response component 425, and a cache 426. The start appli 
cation component is invoked When a user indicates to start 
an application. The connect node component is invoked to 
connect the client computer to the server computer and 
register the client computer With the account management 
system if not already registered. The register user compo 
nent is invoked to register a user With the account manage 
ment system, and the logon user component is invoked to 
logon a registered user to an application. The process logon 
response component is invoked When the client computer 
receives a response from the server computer to a logon 
request. The cache may contain a copy of portions of the 
account database relating to that client computer. The cach 
ing of this data alloWs the client computer to authoriZe 
access to applications of accounts that are associated With 
the client computer When the server computer is unavailable. 

[0029] FIGS. 5-14 are How diagrams illustrating the pro 
cessing of the account management system in one embodi 
ment. FIGS. 5-9 are How diagrams of components of a client 
computer. FIG. 5 is a How diagram illustrating the process 
ing of the start application component of a client computer. 
This component connects the client computer to the server 
computer and logs the user on to the application identi?ed by 
the user. This component is invoked by an application that 
the user has launched. In block 501, the component connects 
the client computer to the server computer by invoking the 
connect node component. As part of the connection process, 
if the client computer is unregistered, it is registered With the 
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server computer. In decision block 501a, if the connection 
failed, then the component reports an error in block 508 and 
completes, else the component continues at block 502. In 
block 502, the component inputs an indication of Whether 
the user is a neW user or an eXisting user. If the user already 

eXists, then the component inputs the user identi?er and 
passWord. In decision block 502a, if this is the ?rst time any 
application that uses the account management system is 
being launched at the client computer (then the client 
computer has no information about any user) or the user 
indicated that they Were neW, then the component continues 
at block 503, else the component continues at block 504. In 
block 503, the component registers the neW user by invoking 
the register user component, Which also logs the user onto 
the application. In block 504, the component logs the user on 
to the application by invoking the logon user component. In 
decision block 505, if the user Was successfully logged on, 
then the component continues at block 507, else the com 
ponent reports an error to the user in block 506 and loops to 
block 502 to begin attempting to log the user on to the 
application. In block 507, the component launches the 
application program and then completes. 

[0030] FIG. 6 is a How diagram of the connect node 
component of the client computer. This component deter 
mines Whether the computer is registered With the account 
management system. If not, the component effects the 
registration of the client computer With the account man 
agement system. The component then connects the client 
computer to the server computer. The registration process 
automatically connects the client computer to the server 
computer. In block 601, the component retrieves a node 
identi?er that Was stored if and When the client computer 
Was registered With the account management system. The 
registration of a node may be handled by a node manage 
ment system that is separate from the account management 
system. The node identi?er may be stored in a registry 
provided by the operating system. In block 602, the com 
ponent validates the node identi?er. In decision block 603, 
if the node identi?er is valid, then the component continues 
at block 612, else the component continues at block 604. In 
block 604, the component clears the current node identi?er. 
In blocks 605-611, the component registers the client com 
puter With the account management system or a node 
management system. In block 605, the component sends a 
register node request to the server computer. In block 606, 
the component receives the response, including the node 
identi?er, from the server computer. In block decision 607, 
if the response indicates success, then the component con 
tinues at block 608, else the component continues at block 
609. In block 608, the component stores the received node 
identi?er so that it is available in block 601 When the 
component is neXt invoked and then returns an indication of 
success. In block 609, the component reports that the node 
could not be registered to the user. In decision block 610, the 
component determines Whether the registration should be 
retrieved after a certain period. If so, the component con 
tinues at block 611, else the component returns an indication 
of failure. In block 611, the component sets a timer (or uses 
some other delaying mechanism) and When the timer expires 
the component continues at block 605 to retry the registra 
tion. In block 612, the component sends a connection 
request to the server computer. The connection request 
includes the node identi?er and node address. In block 613, 
the component Waits for a response from the server. In 
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decision block 614, if the response indicates a successful 
connection, then the component returns an indication of 
success, else the component returns an indication of failure. 

[0031] FIG. 7 is a How diagram illustrating the processing 
of the register user component of the client computer. The 
register user component coordinates the registration of a 
user that is neW to the client computer. If the client computer 
has already encountered the user identi?er, then the com 
ponent prompts the user to see if the user is really the same 
user. If the same, then the component proceeds to log the 
user on to the application, else the component returns an 
error. If the user identi?er is neW to the client computer, then 
component registers the user With the server computer and 
receives the account identi?er in return and proceeds to log 
the user on to the application. In block 701, the component 
inputs the user identi?er that Was received through the 
display of FIG. 1A. The component may also input some 
additional registration information such as the name of the 
user and billing information. In decision block 702, if the 
user identi?er is in the cache of the client computer, then the 
user identi?er is not neW and the component continues at 
block 703, else the component continues at block 707. In 
block 703, the component asks the user if the user is really 
the same user Who used this user identi?er for another 
application. In decision block 704, if the user indicates that 
they are not the same, then the component reports an error 
to the user in block 706 because of duplicate user identi?ers 
and then return an error, else the component continues at 
block 705. In block 705, the component invokes the logon 
user component to log the user on to the application and then 
returns the results of the logon. Blocks 707-712 are per 
formed When the user identi?er is indeed neW to the client 
computer. In block 707, the component sends a registration 
request to the server computer to register the user. The 
request includes the application identi?er, user identi?er and 
node identi?er, but does not include an account identi?er 
because none is knoWn for this user. In block 708, the 
component Waits for a response to the registration request 
from the server computer. In decision block 709, if the 
response indicates that the registration of the neW user Was 
successful, then the response includes the account identi?er 
and the component continues at block 710, else the compo 
nent continues at block 711. In block 710, the component 
caches the neW account identi?er, user identi?er, and appli 
cation identi?er and continues at block 705 to log the user 
onto the application. In decision block 711, if the user 
identi?er is already in use, then the component continues at 
block 703 to see if the user is really the same, else the 
component continues at block 712 to report some other error 
and then returns an indication of failure. 

[0032] FIG. 8 is a How diagram illustrating the processing 
of the logon user component. The component coordinates 
the logon of a user to the application. This component is 
invoked after a neW user has been successfully registered or 
a user has indicated that they are an eXisting user. If the user 
is not registered, then the component returns an error. If the 
user is knoWn to the client computer, then the component 
sends the account identi?er With the logon request to the 
server computer. If the user is not knoWn to the client 
computer, the component sends the logon request Without 
the account identi?er. If the server computer successfully 
log the user on to the application, the server computer 
returns the account identi?er. If the account identi?er 
matches an account knoWn to the client computer, then the 
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component caches the user’s credentials, else the component 
combines accounts at the user’s request. The user may 
choose to combine accounts or start using an account that is 

neW to the node. If the logon is not successful, then the 
component clears its cache of the user identi?er passWord 
for the account. This component is invoked When a user 
requests to access an application that has already been 
accessed from the client computer or When a neW applica 
tion is being accessed using a user identi?er that has already 
been used at the client computer. In block 801, the compo 
nent inputs a user identi?er and passWord. In decision block 
802, if the server computer is available, then the component 
continues at block 803, else the component continues at 
block 817. In blocks 803-816, the component requests the 
server computer to log the user onto the application. In block 
803, the component sends a logon request to the server 
computer. The logon request includes the node identi?er, 
application identi?er, user identi?er, and passWord. This 
logon request does not include an account identi?er that may 
have been cached by the client computer. In block 804, the 
component Waits for the response from the server computer 
for that user identi?er. For eXample, if a user identi?er is 
being used that has not been used before at the client 
computer, then the logon request does not include an account 
identi?er. The response includes the account identi?er asso 
ciated With the user identi?er. In block 805, the component 
processes the logon response by invoking the process logon 
response component. In decision block 806, if the logon Was 
successful, then the component continues at block 807, else 
the component continues at block 813. In decision block 
807, if the account identi?er returned in the response 
matches an account identi?er knoWn to the client computer, 
then the component continues at block 808, else the com 
ponent continues at block 809. In block 808, the component 
caches the user credentials (user identi?er and passWord) in 
association With the account identi?er and then returns an 
indication of a success. In block 809, the component asked 
the user if the returned account is actually one of the 
accounts that is knoWn to the client computer by displaying 
the display page of FIG. 1C. In decision block 810, if the 
user selected a knoWn account, then the component contin 
ues at block 812, else the component continues at block 811. 
In block 811, the component caches the neW account iden 
ti?er and continues at block 808. In block 812, the compo 
nent collapses the returned account and the user selected 
account into a single account and continues at block 802 to 
send a re-login request With the user selected account to the 
server computer to collapse the tWo accounts. The server 
computer Will detect that the user identi?er is noW being 
associated With the user selected account and is different 
from the returned account and Will collapse the tWo accounts 
into a common account identi?ed by the user selected 
account. In decision block 813, if no account identi?er is 
returned in the response, then the user has not yet been 
registered or the user’s registration has been canceled and 
component continues at block 815, else the component 
continues at block 814. In decision block 814, if the pass 
Word sent in the logon request Was invalid, then the com 
ponent continues at block 815, else the component continues 
at block 816. In a block 815, the component clears the cache 
of the invalid user identi?er and passWord for the account 
and continues at block 820 to report an error. In block 816, 
the component processes the error reported by the server 
computer and then returns a failure indication. In blocks 



US 2002/0083012 A1 

817-820, the component attempts to locally authorize access 
(log on the user) to the identi?ed application. In block 817, 
the component retrieves the cached credentials for the user 
identi?er and application identi?er. In decision block 818, if 
the cached credentials Were found, then the component 
continues at block 819, else the component continues at 
block 820 to report an error. In decision block 819, if the 
input passWord matches the cached passWord of the creden 
tials, then the component returns an indication of success, 
else the component continues at block 820. In block 820, the 
component reports an error to the user and returns an 
indication of failure. 

[0033] FIG. 9 is a How diagram illustrating the processing 
of the process logon response component of the client 
computer. This component is invoked When a response to a 
logon request is received from the server computer. In block 
901, the component retrieves the response. In decision block 
902, the component determines Whether the response indi 
cates that the logon Was successful. A logon request can be 
unsuccessful if the account identi?er sent in the request is 
invalid, the passWord sent in the request Was invalid, or other 
server computer errors occurred. If the logon Was successful, 
then the component returns an indication of success, else the 
component returns an indication of failure. 

[0034] FIGS. 10-14 are How diagrams of components of 
the server computer. FIG. 10 is a How diagram of the 
processing of the register node component of the server 
computer. This component is invoked When the server 
computer receives a request from a client computer to 
register a node. The component also connects the client 
computer to the server computer. In block 1001, the com 
ponent generates a unique node identi?er. In block 1002, the 
component adds the node identi?er to the registered node 
table to register the client computer. In block 1003, the 
component adds the node identi?er and the node address 
(e.g., IP address and port address) to the connected node 
table to connect the client computer to the server computer. 
In block 1004, the component sends a response to the client 
computer that includes the node identi?er. The component 
then completes. 

[0035] FIG. 11 is a How diagram of the processing of the 
connect node component of the server computer. This com 
ponent is invoked When the server computer receives a 
request to connect a client computer. The connect request 
includes the node identi?er of the client computer and the 
node address. In block 1101, the component validates the 
node identi?er by comparing it to the entries in the registered 
node table. In decision block 1102, if the node identi?er is 
in the registered node table, then the component continues at 
block 1103, else the component continues at block 1104. In 
block 1103, the component adds an entry for the node 
identi?er and node address pair to the connected node table 
and then returns an indication of success. In block 1104, the 
component sends an error message to the client computer 
and closes the connection and completes. 

[0036] FIG. 12 is a How diagram of the processing of the 
disconnect node component of the server computer. This 
component is invoked When the server computer receives a 
connection close request from a client computer. In block 
1201, the component removes the entry for the node iden 
ti?er and node address pair from the connected node table. 
In block 1202, the component closes the connection With the 
client computer, logs the closing and then completes. 
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[0037] FIG. 13 is a How diagram of the processing of the 
register user component of the server computer. This com 
ponent is invoked When the server computer receives a 
request to register a neW user from a client computer. The 
request includes the user identi?er and node identi?er. If the 
user identi?er is already registered, then the component 
sends a response that indicates the account number and that 
the user identi?er is already in use. If the user identi?ers is 
not registered, then the component effects registration and 
sends a temporary passWord to the user via e-mail. In 
decision block 1301, if the received node identi?er is in the 
connected node identi?er table, then the client computer is 
connected and the component continues at block 1303, else 
the component sends an error response in block 1302 and 
then completes. In block 1303, the component determines 
Whether the user identi?er is in the user identi?er table. In 
block 1304, if an entry for the received the user identi?er is 
in the user identi?er table, then the user identi?er is knoWn 
to the server computer and the component continues at block 
1305, else the component continues at block 1309. In block 
1305, the component retrieves the account identi?er for the 
user identi?er from the account table. The component then 
sends a response to indicate that the user identi?er is already 
registered and then completes. In decision block 1309, if the 
account identi?er is present in the received request, then the 
component continues at block 1310, else the component 
continues at block 1311. In block 1310, the user identi?er is 
neW but the account identi?er Was included in the registra 
tion request. As a result, the component sends a response to 
the client computer indicating a registration failure, Which 
causes the client to ask the user to logon and then completes. 
In block 1311, the component creates a neW account iden 
ti?er in the account table. In block 1312, the component adds 
the application identi?er, user identi?er, and node identi?er 
to the account table. In block 1313, the component generates 
a temporary passWord. In block 1314, the component sends 
an electronic mail message into the user indicating the 
temporary passWord. The component then completes. 

[0038] FIG. 14 is a How diagram of the processing of the 
process logon request component of the server computer. 
This component is invoked When the server computer 
receives a logon request from a client computer. The logon 
request includes the application identi?er, user identi?er, 
passWord, node identi?er, and optionally account identi?er. 
If the account identi?er is included in the request and is valid 
but it does not match the account identi?er that the server 
computer has associated With the user identi?er, then the 
server computer collapses the tWo accounts into a single 
account that is identi?ed by the received account identi?er. 
The account identi?er is not included When that user iden 
ti?er has not been previously used at the client computer. In 
decision block 1401, if the account identi?er is present, then 
the component continues at block 1402, else the component 
continues at block 1408. In decision block 1402, if the 
account table contains an entry for the received account 
identi?er, then the account identi?er is valid and the com 
ponent continues at block 1403, else the component contin 
ues at block 1409 to report an error. In block 1403, if the user 
table contains an entry for the received user identi?er, then 
the user identi?er is valid and the component continues at 
block 1404, else the component continues at block 1407. In 
decision block 1404, if the passWord for the user identi?er 
is valid, then the component continues at block 1405, else 
the component continues at block 1409 to report an error. In 
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decision block 1405, if the account identi?er associated With 
the user identi?er matches the received account identi?er, 
then the component continues at block 1412, else the com 
ponent continues at block 1406. In block 1406, the compo 
nent collapses the tWo accounts into a common account 
identi?ed by the received account identi?er and continues at 
block 1412. In block 1407, the component adds an entry to 
the account table that maps the application identi?er and 
user identi?er to the account identi?er, and an entry to the 
user table that maps the user identi?er to the temporary 
passWord. In block 1407a, the component sends the tempo 
rary passWord to the user via electronic mail and sends a 
response indicating failure to the client computer and then 
completes. Blocks 1408-1414 are performed When no 
account identi?er is included in the response. In decision 
block 1408, if the passWord is valid for the user identi?er, 
then the component continues at block 1410, else the com 
ponent continues at block 1409. In block 1409, the compo 
nent sends an error response to the server computer and then 
completes. In block 1410, the component retrieves from the 
user table the account identi?er associated With the user 
identi?er. In decision block 1411, if the node identi?er in the 
request is associated With the retrieved account identi?er, 
then the component continues at block 1414, else the com 
ponent continues at block 1412. In block 1412, the compo 
nent adds an entry to the account table that maps of the 
account identi?er to the node identi?er. In block 1413, the 
component adds an entry to the node table that maps the 
node identi?er to the account identi?er and then continues at 
block 1413. In block 1414, the component adds the appli 
cation identi?er to the entry for account in the account table 
and then sends a response to the client computer that 
includes the account identi?er and then completes. 

[0039] From the above description, it Will be appreciated 
that although speci?c embodiments of the technology have 
been described for purposes of illustration, various modi? 
cations may be made Without deviating from the spirit and 
scope of the invention. In one embodiment, credentials other 
than user identi?er and passWord pairs can be used. For 
eXample, each user may encrypt certain information With 
their private key of a public and private key pair. The server 
computer can use the public key to decrypt the information 
to ensure that it Was encrypted With the correct private key. 
Also, the authentication can be performed by a separate 
authentication server With the results being sent back to the 
server computer or directly to the client computers. In 
another embodiment, each account can be identi?ed by the 
user identi?ers that are assigned to that account. Thus, an 
account may be considered a group of one or more user 

identi?ers. Also, the resources need not be limited to com 
puter resources. For eXample, the resources may include 
people, groups or communities, physical goods, communi 
cations service (e.g., phone, video), and so on. Accordingly, 
the claims are not limited eXcept by the appended claims. 

1. A computer-based method for identifying common 
accounts, the method comprising: 

assigning a ?rst user identi?er to a ?rst account, the ?rst 
account being associated With a ?rst node; 

assigning a second user identi?er to a second account, the 
second account being associated With a second node; 

receiving a request from the second node that includes the 
?rst user identi?er, 
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When the ?rst account is not already associated to the 
second node, 

determining Whether the ?rst and second accounts 
represent the same account; and 

When it is determined that the ?rst and second accounts 
represent the same account, combining the ?rst and 
second accounts into a single account. 

2. The method of claim 1 Wherein the determining 
includes requesting a user to indicate Whether the ?rst and 
second accounts represent the same account. 

3. The method of claim 2 including identifying the second 
account to the user by specifying a user name associated 
With the second account. 

4. The method of claim 2 Wherein When the user indicates 
that the ?rst and second accounts represent the same 
account, requesting that the user provide credentials asso 
ciated With the second account. 

5. The method of claim 1 Wherein each account has a user 
and the user of the ?rst account is the same as the user of the 
second account. 

6. The method of claim 1 Wherein each account has a user 
and the user of the ?rst account is not the same as the user 
of the second account. 

7. A method of claim 1 Wherein the combining includes 
deleting one of the accounts and assigning the user identi?er 
assigned to the deleted account to the remaining account. 

8. The method of claim 7 including associating With the 
remaining account a resource that Was associated With the 
deleted account. 

9. The method of claim 1 including: 

When it is determined that the ?rst and second accounts do 
not represent the same account, associating the ?rst 
account With the second node. 

10. A computer-based method of generating a common 
account, one account being associated With a node, the 
method comprising: 

receiving at the node information relating to an account; 
and 

When the account to Which the information is related is not 
currently associated With the node, 

determining Whether the account associated With the 
node and the node not currently associated With the 
node should be common accounts; and 

When it is determined that the accounts should be 
common accounts, directing the combining the 
accounts into a single account. 

11. The method of claim 10 Wherein the determining 
includes requesting a user to indicate Whether the accounts 
are common accounts. 

12. The method of claim 11 Wherein the determining 
includes identifying the account associated With the node to 
the user by specifying a user name associated With that 
account. 

13. The method of claim 10 Wherein each account is 
associated With one or more user identi?ers. 

14. The method of claim 13 Wherein the information 
relating to the account is a user identi?er associated With the 
account. 

15. The method of claim 10 including determining that the 
account to Which the information is related is not currently 








