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MEDIA ACCESS CONTROL INTERFACE 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims the bene?t of provisional 
application of US. Ser. No. 60/246,223 ?led Nov. 6, 2000. 

BACKGROUND 

[0002] The International Standards OrganiZation’s (ISO’s) 
Open Systems Interconnection (OSI) is an industry standard 
for communications and networking for open systems. Each 
of the seven layers speci?es particular netWork functions: 

[0003] Layer 7, the application layer, the highest layer of 
the model, de?nes the Way applications interact With the 
netWork. 

[0004] Layer 6, the presentation layer, includes protocols 
that are part of the operating system, and de?nes hoW 
information is formatted for display or printing and hoW data 
is encrypted, and translation of other character sets. 

[0005] Layer 5, the session layer, coordinates communi 
cation betWeen systems, maintaining sessions for as long as 
needed and performing security, logging, and administrative 
functions. 

[0006] Layer 4, the transport layer, controls the movement 
of data betWeen systems, de?nes protocols for structuring 
messages, and supervises the validity of transmissions by 
performing error checking. 

[0007] Layer 3, the netWork layer, de?nes protocols for 
routing data by opening and maintaining a path on the 
netWork betWeen systems to ensure that data arrives at the 
correct destination node. 

[0008] Layer 2, the data-link layer, de?nes the rules for 
sending and receiving information from one node to another 
betWeen systems. 

[0009] Layer 1, the physical layer, governs hardWare con 
nections and byte-stream encoding for transmission. It is the 
only layer that involves a physical transfer of information 
betWeen netWork nodes. 

[0010] The loWer tWo layers of the OSI model govern the 
physical link betWeen systems. The main task of the data 
link layer is to take a raW transmission facility and transform 
it into a line that appears free of transmission errors in the 
netWork layer. It accomplishes this task by having the sender 
break the input data up into data frames (typically a feW 
hundred bytes), transmit the frames sequentially, and pro 
cess the acknoWledgment frames sent back by the receiver. 
Since the physical layer merely accepts and transmits a 
stream of bits Without any regard to meaning of structure, it 
is up to the data link layer to create and recogniZe frame 
boundaries. This can be accomplished by attaching special 
bit patterns to the beginning and end of the frame. If there 
is a chance that these bit patterns might occur in the data, 
special care must be taken to avoid confusion. 

[0011] The ?nal step in transmitting a message over the 
netWork is actually sending the message (and all the asso 
ciated headers) over the physical connection. The binary 
data is transmitted using several methods: analog signals, 
amplitude or frequency modulation, light signals, radio 
signals or electromagnetic signals. The physical later is 
concerned With transmitting raW bits over a communication 
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channel. The design issues have to do With making sure that 
When one side sends a 1 bit, it is received by the other side 
as a 1 bit, not as a 0 bit. Typical questions here are hoW many 
volts should be used to represent a 1 and hoW many for a 0, 
hoW many microseconds a bit lasts, Whether transmission 
may proceed simultaneously in both directions, hoW the 
initial connection is established and hoW it is torn doWn 
When both sides are ?nished, and hoW many pins the 
netWork connector has and What each pin is used for. The 
design issues here deal largely With mechanical, electrical, 
and procedural interfaces, and the physical transmission 
medium, Which lies beloW the physical layer. 

[0012] The IEEE 802 committee has established the stan 
dards that have driven the LAN industry for the past tWo 
decades, including 802.3 Ethernet, 802.5 Token Ring, and 
802.32 100BASE-T Fast Ethernet. In 1997, after seven years 
of Work, the IEEE published 802.11, the ?rst internationally 
sanctioned standard for Wireless LANs. In September 1999 
the IEEE rati?ed the 802.11b “High Rate” amendment to the 
standard, Which added tWo higher speeds (5.5 and 11 Mbps) 
to 802.11. The 802.11b speci?cation affects only the physi 
cal layer, adding higher data rates and more robust connec 
tivity. The standards-based technology alloWs administrators 
to build netWorks that seamlessly combine more than one 
LAN technology to best ?t their business and user needs. 

[0013] Like all IEEE 802 standards, the 802.11 standards 
focus on the bottom tWo levels of the ISO model, the 
physical layer and data link layer. The data link layer Within 
802.11 consists of tWo sublayers: Logical Link Control 
(LLC) and Media Access Control (MAC). 802.11 uses the 
same 802.2 LLC and 48-bit addressing as other 802 LANs, 
alloWing for very simple bridging from Wireless to IEEE 
Wired netWorks. The MAC, hoWever, is unique to Wireless 
local area netWorks (WLANs). The 802.11 MAC is very 
similar in concept to 802.3, in that it is designed to support 
multiple users on a shared medium by having the sender 
sense the medium before accessing it. For 802.3 Ethernet 
LANs, the Carrier Sense Multiple Access With Collision 
Detection (CSMA/CD) protocol regulates hoW Ethernet 
stations establish access to the Wire and hoW they detect and 
handle collisions that occur When tWo or more devices try to 
simultaneously communicate over the LAN. In an 802.11 
WLAN, collision detection is not possible due to What is 
knoWn as the “near/far” problem: to detect a collision, a 
station must be able to transmit and listen at the same time, 
but in radio systems the transmission droWns out the ability 
of the station to “hear” a collision. To account for this 
difference, 802.11 uses a slightly modi?ed protocol knoWn 
as Carrier Sense Multiple Access With Collision Avoidance 
(CSMA/CA) or the Distributed Coordination Function 
(DCF). CSMA/CA attempts to avoid collisions by using 
explicit packet acknoWledgment (ACK), Which means an 
ACK packet is sent by the receiving station to con?rm that 
the data packet arrived intact. 

[0014] CSMA/CA Works as folloWs. A station Wishing to 
transmit senses the air, and, if no activity is detected, the 
station Waits an additional, randomly selected period of time 
and then transmits if the medium is still free. If the packet 
is received intact, the receiving station issues an ACK frame 
that, once successfully received by the sender, completes the 
process. If the ACK frame is not detected by the sending 
station, either because the original data packet Was not 
received intact or the ACK Was not received intact, a 
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collision is assumed to have occurred and the data packet is 
transmitted again after Waiting another random amount of 
time. CSMA/ CA thus provides a Way of sharing access over 
the air. This explicit ACK mechanism also handles interfer 
ence and other radio-related problems very effectively. 

[0015] The MAC layer is designed to interface With many 
different types of devices used in a WLAN, including access 
points, mobile units and client bridges. Such WLAN devices 
have differing characteristics. There is therefore a need in 
the art for a mechanism for an improved apparatus and 
method for the MAC layer to operate based on the charac 
teristics of the device that is connected to the MAC layer. 

SUMMARY 

[0016] The present invention is based on the division of 
the 802.11 MAC operation into tWo entities: a loWer MAC 
and an upper MAC. The loWer MAC functionality Will be 
provided by a combination of softWare commands and an 
RF driver. The RF driver is intended to be appliance 
independent. In other Words, the RF driver Will not change 
based on What type of 802.11 node is being implemented: 
Mobile Unit (MU), Access Point (AP), Wireless AP 
(WLAP), phone, pager, etc. The RF driver Will not be 
hardWare platform independent, due to variations in DMA 
capability and allotted timers. The upper MAC is intended to 
be hardWare platform independent, but appliance dependent 
(i.e. it Will change based on the product being implemented 
such as PCMCIA, USB, PCI, etc.). 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 illustrates a basic block diagram of a radio 
frequency transceiver. 

[0018] FIG. 2 illustrates a basic block diagram of an 
improved radio frequency transceiver With the loWer MAC 
and upper MAC split over tWo chipsets. 

DETAILED DESCRIPTION 

[0019] Turning to FIG. 1, shoWn is a basic conceptual 
overvieW of a transceiver that may be used in a Wireless 
local area netWork (WLAN) device. ShoWn is an antenna 10 
that is capable of receiving and transmitting radio frequency 
signals. Once signals are received by antenna 10, these 
signals are passed on to the radio 20 for converting from the 
higher radio frequency to the analog baseband signal. The 
analog baseband signal is passed on the baseband processor 
30, Where the baseband analog signal is converted to a 
digital signal and processed to eXtract the data transmitted 
over the radio frequency signal. This signal is passed on to 
the device interface 40, Where the information contained 
Within the signal is processed to determine the actions 
necessary to pass on to the device 50. Such devices may be, 
for example, an access point, mobile terminal, netWork 
interface card or client bridge. The process may be reversed 
to send radio frequency signals through the antenna 10. In 
one embodiment of FIG. 1, each of the radio 20, baseband 
processor 30 and device interface 40 are fabricated on a 
separate ASIC. 

[0020] Applying the 802.11 protocol, the radio 20 and 
baseband processor 30 performed much of the PHY func 
tionality and the device interface 40 performed much of the 
MAC functionality. While the nature of the MAC functions 
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coordinated by device interface 40 differ based on the nature 
of the device 50 that is connected to the transceiver, many 
MAC functions that have traditionally been performed by 
device interface 40 are independent of the nature of the 
device 50. When all the MAC functions are on the device 
interface 40, hoWever, this results in needless duplication of 
the hardWare and softWare to perform MAC functions that 
are common to each device 50. 

[0021] This process can be made more efficient by divi 
sion of the 802.11 MAC operation into tWo entities: a loWer 
MAC and an upper MAC. The loWer MAC functionality 
may be provided by a combination of softWare commands 
and an RF driver. The RF driver is intended to be appliance 
independent. In other Words, the RF driver Will not change 
based on What type of 802.11 node is being implemented: 
Mobile Unit (MU), Access Point (AP), Wireless AP 
(WLAP), phone, pager, etc. In contrast, the upper MAC is 
intended to be hardWare platform independent, but appliance 
dependent (i.e. it Will change based on the product being 
implemented). 

[0022] This design presents the advantage that for each 
product used on a WLAN, only the hardWare and softWare 
necessary to run the upper MAC must be designed and 
con?gured for that product. The loWer MAC Will remain the 
same and Will not require neW design to implement the 
necessary hardWare and softWare. 

[0023] FIG. 2 illustrates an embodiment of the present 
invention incorporating the concept described above. ShoWn 
is a baseband processor 100 chipset along With a device 
interface chipset 200. For receiving data, the baseband 
processor 100 includes a mechanism 110 to receive signals 
converted from the higher radio frequency radio signal to the 
analog baseband signal. These signals are then processed by 
analog to digital converters 120, a digital modem 130 and 
the PLCP (physical layer convergence procedure) processor 
140. The PLCP processor 140 is a PHY sublayer designed to 
Work With the MAC by minimiZing the variations in the 
PHY layer necessitated by the variations of the physical 
media. The baseband processor 100 also includes the loWer 
MAC 150. 

[0024] The device interface chipset 200 includes the upper 
MAC 210 and the I/O interface 220 Which is designed to 
communicate 230 With a host device 240 based on various 
protocols such as PCMCIA, USB and PCI. 

[0025] The hardWare and softWare necessary to implement 
the upper MAC 210 Will reside on the device interface 
chipset 200 While the hardWare and softWare necessary to 
implement the loWer MAC 150 Will reside on the baseband 
processor 100. Although the upper MAC 210 implementa 
tion Will vary based on the product it interfaces With, the 
general features of the device interface chipset may include 
one or more of the folloWing: 

PC Card Host Interface 
CardBus Host Interface 
CIS Logic and RAM 
Arbitration plus Interleaver 
Internal RAM 
Local Bus Interface 
Reset logic 
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-continued 

Power Down Control 
ARC processor core 
Internal control registers 
Interrupt Controller 
Timers 
WEP engine 
DMA Controllers 

[0026] The lower MAC 150 is designed to interface with 
the baseband processor on the one hand and the upper MAC 
210 on the other. Speci?cally, the interface must be able to 
keep up with the data How from the baseband processor, 
both for transmit and receive. Such a data How may cur 
rently be as fast as 11 megabits per second and is expected 
to be as a high as 100 megabits per, second in the near future. 
The enabling of WEP (for encrypting and decrypting) may 
be activated so as not to adversely affect throughput. 

[0027] With respect to the interface with the upper MAC 
210, the lower MAC 150 is designed so that its implemen 
tation does not vary based on whatever device will ulti 
mately receive the signals sent via the RF medium. In order 
for such an interface to work properly, certain information 
regarding the nature of the host device 240 (and the upper 
MAC 210, which is host device 240 dependent) must be 
incorporated into the process of the lower MAC 150. Such 
incorporation may occur, for example, by software or hard 
ware. 

[0028] In particular, various types of information may be 
stored in registered included in the lower MAC 150 to 
accomplish the necessary interface with the upper MAC 
210. To provide for the possibility that problems that can 
occur when the host device 240 is operating, the lower MAC 
150 may operate completely asynchronously to the interface 
with the upper MAC 210 by providing all of the registers 
with double synchronizing ?ip ?ops on all the communica 
tion signals and data latches. The interface may be designed 
to work with processors that have bus speeds of up to 
100Mhz while being completely static for very slow access 
requirements. 

[0029] In a further example, the lower MAC 150 may 
include one or more hardware con?guration registers to 
represent the bus size of the host device 240. In one 
embodiment, the size of the bus of the host, which may be, 
for example, an 8, 16, or 32 bit bus is softloaded into a 
register located in the lower MAC 150. This may be 
accomplished via software (preferred embodiment) or via 
hardware using external pins. The register may consist of 
two double synchronizing ?ip ?ops that can be set to 
indicate the width of the bus of the host device 240 in 
accordance with the following table: 

00-Not Valid 
01-8 bits 
10-16 bits 
11-32 bits 

[0030] In a further embodiment, this hardware con?gura 
tion register may be con?gured prior to setting a “System 
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Enable” control bit and it is never modi?ed while the system 
is enabled. Because setting this register involves a test 
modes that have special functions and require an intimate 
knowledge of the internal logic to use them effectively, they 
are not be used during normal operation. Accordingly, this 
register may be written twice with the same data value in 
order for the con?guration to take effect. 

[0031] In a further embodiment, the functionality of the 
hardware con?guration registers may be accomplished 
instead by software running within the lower MAC 150. 

[0032] These con?gurations may be set to work with 
optional features of the MAC layer in the 802.11 protocol. 
One MAC-layer problem speci?c to wireless is the “hidden 
node” issue, in which two stations on opposite sides of an 
access point can both “hear” activity from an access point, 
but not from each other, usually due to distance or an 
obstruction. To solve this problem, 802.11 speci?es an 
optional Request to Send/Clear to Send (RTS/CTS) protocol 
at the MAC layer. When this feature is in use, a sending 
station transmits an RTS and waits for the access point to 
reply with a CTS. Since all stations in the network can hear 
the access point, the CTS causes them to delay any intended 
transmissions, allowing the sending station to transmit and 
receive a packet acknowledgment without any chance of 
collision. Since RTS/CTS adds additional overhead to the 
network by temporarily reserving the medium, it is typically 
used only on the largest-sized packets, for which retrans 
mission would be expensive from a bandwidth standpoint. 

[0033] The 802.11 MAC layer provides for two other 
robustness features: CRC checksum and packet fragmenta 
tion. Each packet has a CRC checksum calculated and 
attached to ensure that the data was not corrupted in transit. 
This is different from Ethernet, where higher-level protocols 
such as TCP handle error checking. Packet fragmentation 
allows large packets to be broken into smaller units when 
sent over the air, which is useful in very congested envi 
ronments or when interference is a factor, since larger 
packets have a better chance of being corrupted. This 
technique reduces the need for retransmission in many cases 
and thus improves overall wireless network performance. 
The MAC layer is responsible for reassembling fragments 
received, rendering the process transparent to higher-level 
protocols. 
[0034] Other embodiments of the invention will be appar 
ent to those skilled in the art from consideration of the 
speci?cation and practice of the invention disclosed herein. 
It is intended that the speci?cation and examples be con 
sidered as exemplary only, with a true scope and spirit of the 
invention being indicated by the following claims. 

I claim: 
1. A system for processing radio frequency signals, com 

prising: 
a transceiver for the reception and transmission of radio 

frequency signals; 
a frequency converter for converting the radio frequency 

signals into an analog baseband signal, the analog 
baseband signal having a frequency less than the fre 
quency of the radio frequency signal; 

a baseband processor for converting the analog baseband 
signal into a corresponding digital signal; 
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a host device; 

a ?rst media access interface having a ?rst media access 
architecture for processing the digital signal to provide 
information to the host device; 

a second media access interface having a second media 
access architecture for processing the digital signal to 
provide information to the host device; 

Wherein the ?rst media access architecture is primarily 
independent from the host device; and 

Wherein the second media access architecture is primarily 
dependent on the host device. 

2. The system of claim 1 Wherein the ?rst media access 
interface and the frequency converter are housed on a ?rst 
chipset; and 

Wherein the second media access interface is housed on a 
second chipset. 

Jun. 27, 2002 

3. The system of claim 1 Wherein the ?rst media access 
interface, the frequency converter, and the transceiver are 
housed a ?rst chipset; and 

Wherein the second media access interface is housed on a 
second chipset. 

4. The system as in claim 2, Wherein the ?rst media access 
architecture comprises a data store having host device data 
corresponding to the properties of host device. 

5. The system as in claim 4, Wherein the host device data 
represents the bus siZe of the host device. 

6. The system as in claim 5, Wherein the data store 
comprises a plurality of double synchroniZing ?ip ?ops 
capable of operating asynchrously With the ?rst media 
access interface. 

7. The system as in claim 5, Wherein the data store is 
implemented using softWare. 

* * * * * 


