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METHOD AND APPARATUS FOR DISTRIBUTING 
INFORMATION PRODUCTS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 09/288,012, ?led on Apr. 8, 1999, noW 
pending, Which itself Was a continuation-in-part of US. 
patent application Ser. No. 08/845,805, ?led Apr. 30, 1997, 
Which has noW issued as US. Pat. No. 5,920,878. 

FIELD OF THE INVENTION 

[0002] The present invention relates to a method and 
apparatus for distributing information products in general, 
and, more particularly, to a method and apparatus for dis 
tributing and installing computer programs and data. 

BACKGROUND OF THE INVENTION 

[0003] For as long as publishers have been distributing 
information products, piracy has been a concern. For the 
purposes of this speci?cation the term “information product” 
includes, but is not limited to, computer softWare, data, 
images, music, applets, photographs, animations, video, 
audio, text, hypertext and multimedia Works. 

[0004] As a practical matter, large-scale piracy committed 
by professional thieves is easy for publishers to detect and 
police because of the inherently commercial and public 
aspects of large-scale piracy. Small-scale piracy committed 
by individuals Who, for example, purchase one copy of a 
computer program and install it on three or four computers 
in a small of?ce is more insidious and, in the aggregate, 
economically more harmful to publishers. 

[0005] Several techniques have been used by publishers of 
information products to impede piracy. When music Was 
?rst distributed on CDs, CD duplicating equipment Were 
expensive and rare and publishers implicitly relied on 
“physical security” to impede small-scale copyright infring 
ers. The theory underlying physical security is that the 
dif?culty in duplicating the media containing the informa 
tion product is suf?cient to stop most small-scale infringe 
ment. 

[0006] When it is dif?cult for the end-user to duplicate the 
media, or to transfer the information product from one 
computer to another over a netWork, the publisher can be 
reasonably assured that Widespread piracy is not occurring. 
Of course, the end-user could lend, lease or sell the media 
embodying the information product to another Who Would 
install it, and physical security could not prevent it. 

[0007] When the technology for duplicating the media 
embodying an information product becomes ubiquitous, or 
it becomes easy to copy the information product from one 
computer to another over a netWork, publishers often 
employ “cryptographic security” to thWart copyright 
infringers. 
[0008] According to one technique, the installer accom 
panying the softWare Will not install the softWare on the 
end-user’s computer until an acceptable passWord is entered 
by the end-user at the time of installation. The passWord is 
received by the end-user from the publisher after the end 
user registers With the publisher and the publisher is assured 
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that the end-user has paid for the softWare. Although this 
technique is Widely used, it suffers from the Weakness that 
the end-user can use the media and passWord again to install 
the softWare on another computer. Furthermore, the end-user 
can post the passWord publicly on an electronic bulletin 
board and the advantage of the secret passWord are lost. 

SUMMARY OF THE INVENTION 

[0009] Some embodiments of the present invention are 
capable of distributing information products Without many 
of the costs and restrictions associated With techniques in the 
prior art. In particular, some embodiments of the present 
invention are capable of distributing one or more informa 
tion products together (e.g., on a physical medium, elec 
tronically over a netWork, etc.) While reserving to the 
publisher the ability to control Which products are actually 
installed on an end-user’s computer. 

[0010] An illustrative embodiment of the present inven 
tion comprises: receiving a launch code that comprises a 
candidate authentication code and an explicit ?rst indicium 
of a ?rst information product; decrypting the launch code 
With a string, R, as the key to recover the candidate authen 
tication code; and installing the ?rst information product 
into a computer When the candidate authentication code 
matches a ?rst knoWn authentication code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 depicts a ?oWchart of the steps associated 
With distributing information products in accordance With 
the illustrative embodiment of the present invention. 

[0012] FIG. 2 depicts a directed graph that indicates 
Which ?les in a group of ?les contain hypertext links to 
Which other ?les. 

[0013] FIG. 3 depicts a ?oWchart of the detailed steps 
associated With the step of locating and cleansing the token 
in FIG. 1. 

[0014] FIG. 4 depicts a ?oWchart of the detailed steps 
associated With the steps of providing authoriZation and 
obtaining information in FIG. 1. 

DETAILED DESCRIPTION 

[0015] The illustrative embodiment of the present inven 
tion facilitates the distribution of a plurality of information 
products by a publisher in such a manner that each product 
can be licensed, installed and used independently or in 
combination With other information products. Advanta 
geously, this is accomplished, in part, through the use of a 
program commonly knoWn as an “installer.” As is Well 
knoWn to those skilled in the art, an installer is a program 
that is prepared by the publisher of an information product, 
that is distributed along With the information product, and 
that controls the installation of the information product onto 
the end-user’s computer. Although the installer runs on the 
end-user’s computer, it acts as a remote agent of the pub 
lisher to control hoW and under What circumstances the 
information products are installed on the end-user’s com 
puter. 

[0016] Each information product associated With the illus 
trative embodiment constitutes a plurality of hypertext ?les 
or “Web pages” that are accessed by the end-user through a 
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browser such as Netscape Navigator or Internet Explorer. 
Although each information product comprises hypertext 
?les, the ?les are not intended to be accessed by the end-user 
via the Internet. Instead, all of the information products are 
advantageously distributed together on a single medium 
(e.g., a CD-ROM, etc.) or electronically (e.g., via the 
Internet, etc.) and are installed on the end-user’s computer, 
or on an intranet server associated With the end-user. It Will 
be clear to those skilled in the art hoW to use a broWser such 
as Netscape Navigator or Internet Explorer to broWse 
through Web pages that are stored locally in contrast to using 
the broWser to broWse Web pages that are stored on http 
servers across the Internet. 

[0017] One example of an information product that can be 
used With embodiments of the present invention comprises 
a plurality of Web pages that constitute some of the legis 
lative, administrative and judicial materials associated With 
patent laW. Another example of an information product that 
can be used With embodiments of the present invention 
comprises a plurality of Web pages that constitute some of 
the legislative, administrative and judicial materials associ 
ated With trademark laW. And yet another example of an 
information product that can be used With embodiments of 
the present invention comprises a plurality of Web pages that 
constitute some of the legislative, administrative and judicial 
materials associated With copyright laW. 

[0018] Information products that Work With embodiments 
of the present invention need not relate to laW, or reference 
materials, or even text. Other information products could 
comprise music, video, multimedia, or data or other 
executables. It Will be clear to those skilled in the art hoW to 
make and use embodiments of the present invention that are 
associated With information products that comprise other 
than hypertext ?les. 

[0019] Each information product associated With the illus 
trative embodiment constitutes a single issue of a periodical 
to Which an end-user can subscribe and receive monthly 
updates. It Will be clear to those skilled in the art that other 
embodiments of the present invention can be used to dis 
tribute a single information product. It Will also be clear to 
those skilled in the art that other embodiments of the present 
invention can be used to distribute one or more information 

products that are not part of a serialiZation or that are part of 
a serialiZation that issues sporadically, in contrast to peri 
odically. 
[0020] FIG. 1 depicts a ?oWchart that outlines the steps 
associated With distributing information products in accor 
dance With the illustrative embodiment of the present inven 
tion 

[0021] 
[0022] In accordance With step 101, each information 
product is created by the publisher. To assist in describing 
the illustrative embodiment, three information products are 
created Whose subject matter is related. For the purposes of 
this speci?cation, the three products are named “Patent LaW 
Library,”“Trademark LaW Library” and “Copyright LaW 
Library.” It Will be clear to those skilled in the art hoW to 
make and use embodiments of the present invention When a 
different number of products are created, or When their 
subject matter is not related, or both. 

I. Create the Information Products 

[0023] For the purposes of the illustrative embodiment, 
the Patent LaW Library is a set of ?les that contain Title 35 
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of the United States Code as marked-up in the Hypertext 
Markup Language (“HTML”); the Trademark LaW Library 
is a set of ?les that contain the Lanham Act as marked-up in 
HTML, and the Copyright LaW Library is a set of ?les that 
contain Title 17 of the United States Code as marked-up in 
HTML. The ?les in each information product are advanta 
geously vieWed on an end-user’s computer through a 
broWser such as Netscape Navigator or Internet Explorer. 

[0024] Although all three products are advantageously 
distributed together, any one, tWo or all three of the products 
can be installed into an end-user’s computer. In other Words, 
in accordance With the illustrative embodiment, one end 
user can install just the Patent LaW Library although another 
user installs both the Patent LaW Library and Copyright LaW 
Library. 

[0025] Because of the perishable nature of the subject 
matter of each of the illustrative products, the Patent LaW 
Library, Trademark LaW Library and Copyright LaW Library 
are each a single issue of a periodical, Which issues monthly. 

[0026] Each product advantageously comprises one or 
more ?les Within one or more directories in a hierarchical 

?le structure. When a product contains a large number of 
?les, it is usually advantageous to arrange the ?les in 
multiple directories. It Will be clear to those skilled in the art 
hoW to determine When a speci?c information product 
should contain multiple directories. For pedagogical rea 
sons, the ?les Within each of the three illustrative informa 
tion products are contained Within one of three sub-direc 
tories, Which have a common root directory. 

[0027] Some or all of the ?les in the illustrative informa 
tion products advantageously contain hypertext links to 
items in other ?les. For example, the reference in 35 U.S.C. 
42(c) to section 31 of the Lanham Act can be implemented 
as a hypertext link from the ?le containing 35 U.S.C. 42(c) 
in the Patent LaW Library to the ?le containing section 31 in 
the Trademark LaW Library. 

[0028] It Will be clear to those skilled in the art that ?les 
associated With other embodiments of the present invention 
can contain, for example, executable programs, data and/or 
references to other ?les, Which target ?les may be in the 
same or other products. It Will also be clear to those skilled 
in the art that information products associated With other 
embodiments of the present invention need not contain 
references to other ?les. It Will be clear to those skilled in the 
art hoW to create the ?les in each information product. 

[0029] All of the ?les in all of the information products are 
advantageously created and arranged in a ?le structure With 
the knoWledge of the name and location in the ?le structure 
of each ?le it is capable of referencing, regardless of Whether 
the ?les are part of the same information product or not. 

[0030] The Patent LaW Library comprises ?ve ?les in the 
hierarchical ?le structure shoWn in Table 1. The Trademark 
LaW Library comprises three ?les in the hierarchical ?le 
structure shoWn in Table 2, and the Copyright LaW Library 
comprises four ?les in the hierarchical ?le structure shoWn 
in Table 3. Advantageously, all three products are designed 
to install into the same hierarchical directory space, relative 
to Whatever the end-user de?nes, during installation, as the 
root directory for the product(s). 
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TABLE 1 

The ?les that compose the Patent LaW Library. 

File Location 

File 1 \directory1\?le1.htm 
File 2 \directory1\?le2.htm 
File 3 \directory1\?le3.htm 
File 4 \directory1\?le4.htm 
File 5 \directory1\?le5.htm 

[0031] 

TABLE 2 

The ?les that compose the Trademark LaW Library. 

File Location 

File 6 \directory2\?le6.htm 
File 7 \directory2\?le7.htm 
File 8 \directory2\?le8.htm 

[0032] 

TABLE 3 

The ?les that compose the Copyright LaW Library. 

File Location 

File 9 \directory3\?le9.htm 
File 10 \directory3\?le10.htm 
File 11 
File 12 

[0033] For pedagogical reasons, the three information 
products in the illustrative embodiment comprise a total of 
12 ?les. In commercial applications, it Will be clear to those 
skilled in the art that a single information product can 
comprise hundreds or thousands of ?les. It Will be clear to 
those skilled in the art hoW to make and use the ?les that 
compose the three information products. 

[0034] The books HTML Publishing for Netscape, Stuart 
Harris & Gayle Kidder, Ventana Communications Group, 
Inc., Research Triangle Park, North Carolina, and HTML: 
The De?nitive Guide, Chuck Musciano & Bill Kennedy, 
O’Reilly & Associates, Inc., Sebastopol, Calif., provide an 
excellent overview the creation of ?les using HTML and are 
incorporated by reference. 

[0035] II. Build the Ancillary Files 

[0036] Because (1) each ?le can contain a hypertext link 
to a target ?le that may not be in the same information 
product, and (2) the information products can be licensed 
and installed separately, the possibility exists that a ?le can 
be installed on a end-user’s computer that contains a hyper 
text link to a target ?le that is not installed on the end-user’s 
computer. The result is a hypertext link that, When executed, 
generates a run-time error because the target ?le is not 
installed on the computer. 

[0037] To preclude run-time errors, the installer advanta 
geously installs a “dummy” or “nominal” ?le into the 
end-user’s computer in the same location and With the same 
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name as each ?le that could be referenced but is not also 
installed. The nominal ?le advantageously does not contain 
the same information as the authentic ?le, but contains a 

notice that it is only a nominal ?le and that access to the 
authentic ?le requires the installation of another information 
product. 

[0038] At step 102, ancillary ?les are built to enable the 
installer to knoW Where to install the nominal ?les. In the 

illustrative embodiment, one ancillary ?le is built for each 
information product and the ancillary ?les indicates the 
name and location of each nominal ?le to be installed When 
that information product is installed. 

[0039] There are tWo alternative techniques that can be 
used by the installer for installing the nominal ?les and the 
authentic ?les. According to the ?rst technique, the installer 
installs all of the authentic ?les for all of the information 
products to be installed, and then installs all of the nominal 
?les into those locations not containing an authentic ?le. 
According to the second technique, the installer installs all 
of the nominal ?les for all of the information products to be 
installed, and then installs all of the authentic ?les to be 
installed over the nominal ?les, perhaps overwriting over 
some or all of the nominal ?les. The choice of technique 
advantageously does not affect hoW the ancillary ?les are 
built. The installer associated With the illustrative embodi 
ment uses the ?rst technique, but it Will be clear to those 
skilled in the art hoW to make and use embodiments of the 
present invention that use the second technique. 

[0040] When the total number of ?les in all of the infor 
mation products is small, each ancillary ?le associated With 
each information product can exhaustively list all of the ?les 
associated With every other information product. In contrast, 
When the total number of ?les in all of the information 
products is large, it is advantageous for each ancillary ?le to 
list only those ?les actually needed. To determine Which ?les 
are needed, all of the ?les in all of the information products 
need to be examined to determine Which ?les reference 
Which other ?les. 

[0041] FIG. 2 depicts an illustrative directed graph that 
represents all of the ?les in the three illustrative products and 
indicates Which ?les contain hypertext links to other ?les. It 
Will be clear to those skilled in the art hoW to determine the 
topology of the directed graph by examining all of the ?les 
in all of the products associated With an embodiment of the 
present invention. 

[0042] Each ?le in each product is represented by a 
polygon enclosing a number. Each of the ?ve ?les associated 
With the Patent LaW Library are depicted by a triangle; each 
of the three ?les associated With the Trademark LaW Library 
are depicted by a square and each of the four ?les associated 
With the Copyright LaW Library are depicted by a pentagon. 
The number inside the polygon indicates exactly Which ?le 
it is associated With. For example, the ?le “?le3.htm” is 
depicted by a triangle enclosing the number 3. 

[0043] An arroW from one polygon to another indicates 
that the ?le associated With the ?rst polygon contains at least 
one hypertext link to the ?le associated With the second 
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polygon. A double-ended arrow indicates that both ?les 
contain hypertext links to each other. 

[0044] Table 4 provides the same information as does 
FIG. 2, but in tabular format. Each roW in Table 4 represents 
a ?le in one of the three products, and an “X” in a box means 

that the ?le associated With the roW contains a hypertext link 
to the ?le associated With that column. Like the directed 
graph in FIG. 2, the entries in Table 4 are illustrative only. 
It Will be clear to those skilled in the art hoW to make a 
similar table by examining all of the ?les in all of the 
information products associated With an embodiment of the 
present invention. 

[0045] Although both the directed graph of FIG. 2 and 
Table 4 illustrate a tendency for ?les Within an information 
product to reference other ?les Within the same product, 
there are occurrence of ?les Within one product containing 
references to ?les in other products. 

TABLE 4 

Which Files Externally Reference Which Files 

1 2 3 4 5 6 7 s 9 10 11 12 

1 x x x x 
2 x x 
3 x x x 
4 x 
5 x x 
6 x x x 
7 x x x x 
s x 
9 x x x 

10 x 
11 x x x x 
12 x x 

[0046] As both FIG. 2 and Table 4 indicate, there are three 
?les (File 6, File 7 and File 11) not Within the Patent LaW 
Library that are referenced by ?les Within Patent LaW 
Library. Therefore, the Patent LaW Library’s ancillary ?le is 
built as shoWn in Table 5. Whenever the Patent LaW Library 
is installed, the ?les listed in the ancillary ?le are advanta 
geously also installed as nominal ?les. 

TABLE 5 

Ancillary File associated With the Patent LaW Library 

Ancillary File 

[0047] As both FIG. 2 and Table 4 indicate, there are four 
?les (File 3, File 5, File 9 and File 10) not Within the 
Trademark LaW Library that are referenced by ?les Within 
Trademark LaW Library. Therefore, the Trademark LaW 
Library’s ancillary ?le is built as shoWn in Table 6. When 
ever the Trademark LaW Library is installed, the ?les listed 
in the ancillary ?le are advantageously also installed as 
nominal ?les. 
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TABLE 6 

Ancillary File associated With the Trademark LaW Library 

Ancillary File 

[0048] As both FIG. 2 and Table 4 indicate, there are four 
?les (File 1, File 5, File 7 and File 8) not Within the 
Copyright LaW Library that are referenced by ?les Within 
Copyright LaW Library. Therefore, the Copyright LaW 
Library’s ancillary ?le is built as shoWn in Table 7. When 
ever the Copyright LaW Library is installed, the ?les listed 
in the ancillary ?le are advantageously also installed as 
nominal ?les. 

TABLE 7 

Ancillary File associated With the Copyright LaW Library 

Ancillary File 

[0049] III. Prepare for Distribution 
[0050] Referring again to step 103 in FIG. 1, When each 
information product and its associated ancillary ?le are built, 
the ?les are advantageously prepared for distribution. 
Because all of the information products are advantageously 
distributed on the same medium (e.g., CD-ROM, DVD, 
diskette) or distributed electronically over a Wide-area 
netWork (e.g., the Internet), each information product is 
advantageously compressed With a lossless compression 
technique and encrypted, in Well-knoWn fashion, With the 
string, S, as the key. 

[0051] The purpose of the compression is to reduce the 
amount of bandWidth each information product consumes 
during distribution and to reduce the entropy of the infor 
mation products before encryption. The purpose of encryp 
tion is to enable the distribution of the information products 
Without alloWing unauthoriZed access to the information 
products after the information products have left the pub 
lisher’s possession. In other Words, the encryption alloWs the 
publisher to give a potential end-user a CD-ROM that 
contains all of information products but to retain control of 
the end-user’s access to the information products. The 
installer advantageously knoWs the cryptosystem and key 
for decrypting each of the information products. HoW the 
publisher grants access to the information products after 
they have left his or her control Will be described in detail 
beloW. 

[0052] It Will be clear to those skilled in the art hoW to 
prepare the information products and ancillary ?les for 
distribution. 

[0053] IV. Distribute the Information Products 

[0054] At step 104, the information products and ancillary 
?les and the accompanying installer and its associated ?les 
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are distributed on a single medium (e.g., a CD-ROM, DVD, 
etc.), on multiple media (e.g., diskettes, etc.) and/or elec 
tronically over a network (e.g., the Internet, etc.). It Will be 
clear to those skilled in the art hoW to distribute the 
information products. 

[0055] V. Receive the Information Products 

[0056] At step 105, the information products and ancillary 
?les and the accompanying installer and its associated ?les 
are received by the end-user. 

[0057] VI. Run the Installer 

[0058] At step 106, the end-user initiates the installation 
process. When the information products are distributed on 
one or more media, the end-user inserts the media into his 
or her computer and runs the installer in Well-knoWn fash 
ion. When the information products are distributed elec 
tronically over a netWork, the end-user collects the ?les on 
his or her computer and then runs the installer in Well-knoWn 
fashion. 

[0059] VI. Locate and Cleanse the Token 

[0060] At step 107, the installer advantageously checks to 
determine if the publisher has previously granted authori 
Zation to install one or more of the information products on 
the end-user’s computer. The installer determines if the 
publisher has previously granted authoriZation by searching 
for a token on the end-user’s computer, Which token Would 
have been placed there by an earlier edition of the installer 
from the publisher. 

[0061] When an end-user obtains a subscription to one or 
more of the information products, the installer memorialiZes 
the authoriZation during the length of the subscription. This 
is advantageous because it relieves the publisher and the 
end-user from having to obtain explicit authoriZation for 
each issue during the length of the subscription. 

[0062] The token can be conceptualiZed as a secret, 
authenticated message from one installer to a subsequent 
installer that indicates to the subsequent installer that the 
end-user’s computer is granted access to certain of the 
information products for a given duration. HoW the token is 
created and placed on the end-user’s computer Will be 
described in detail beloW. 

[0063] Advantageously, the token is a ?le With a name and 
location that are knoWn to the installer. The token advanta 
geously comprises a data structure comprising: 

[0064] (1) an authentication code; 

[0065] (2) an indicium of the name of the end-user; 

[0066] (3) a list of the information products to Which 
the end-user has been granted access; and 

[0067] (4) an indicium of When the authoriZation for 
each information product expires. Furthermore, the 
token ?le is encrypted so as to impede an end-user 
from illicitly obtaining access to an information 
product by doctoring the token. The encryption is 
performed, in Well-knoWn fashion, and the installer 
advantageously knoWs the both the cryptosystem 
and the key, T, for decrypting the token. 
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TABLE 8 

Contents of the Illustrative Token 

Authentication code 

Indicium of End-User’s Identity 
Information Product No. 1; Expiration Date 
Information Product No. 2; Expiration Date 

[0068] The authentication code is advantageously a 32-bit 
or longer string that is knoWn to the installer and publisher 
and is not generally knoWn to the public. 

[0069] The indicium of the name of the user can either be 
the actual name of the end-user or a code that represents the 
name of the end-user. When a user illicitly attempts to share 
the token With others or to post it on a bulletin board or the 
Internet, it indelibly bears an indicium of the name of the 
person to Whom it Was originally given. If the publisher sees 
the token posted publicly, the publisher can decrypt the 
token, learn the identity of the user to Whom the token Was 
given and then investigate Whether that user is inducing 
copyright infringement of the publisher’s information prod 
ucts. 

[0070] The list of information products to Which the 
end-user has been authoriZed access can either list the 
products to Which access has been authoriZed, or, alterna 
tively, can list of all of the information products published 
and an indicium of Whether access has been authorized or 
not for each product. 

[0071] The indicium of When the access for each infor 
mation product expires is advantageously based on the 
information products’ version numbers rather than on cal 
endar dates. Each edition of the installer is told What is the 
version number of the information products that accompany 
it. 

[0072] FIG. 3 depicts a ?oWchart of the illustrative steps 
conducted by the installer in locating and cleansing the 
token, Which is step 107 in FIG. 1. At step 301, the installer 
searches the end-user’s computer for a ?le With the same 
name as the token and in the same location as expected. At 
step 303, if the installer locates a ?le With the same name as 
the token and in the same location as expected, then control 
passes to step 305, else the installer infers that authoriZation 
Was not previously given. At step 305, the installer decrypts 
the found ?le, in Well-knoWn fashion, according to the 
cryptosystem and the key it knoWs. At step 307, the installer 
attempts to locate the candidate authentication code in the 
decrypted ?le and compares the candidate authentication 
code With the knoWn authentication code, Which the installer 
knoWs. If the installer determines that the candidate authen 
tication code matches the knoWn authentication code, the 
installer infers that the token is genuine and has not been 
doctored and control passes to step 309; else the installer 
infers than authoriZation Was not previously given or the 
token Was doctored and control passes to step 315. As a 
practical matter, a mismatched authentication code is likely 
to be the result of an end-user trying to gain unauthoriZed 
access to the information products by tinkering With the 
token. 

[0073] At step 309, the installer determines if the any of 
the information products’ authoriZations have expired. If the 
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any of the information products’ authorizations have 
expired, then control passes to step 311. At step 311, the 
installer noti?es the end-user Which information products’ 
authorizations have expired, and then control passes to step 
313. At step 313, the installer determines if all of the 
information products’ authoriZations have expired, and if 
they have, control passes to step 315. At step 315, the 
installer deletes the token. 

[0074] VII. Subscribe or Re-subscribe? 

[0075] Referring to step 108 in FIG. 1, the end-user is 
queried by the installer Whether the end-user desires to 
subscribe to neW information products or to re-subscribe to 
information products Whose subscriptions have expired. If 
the end-user indicates “No,” then the installation process 
ends. OtherWise, control passes to step 109. 

[0076] VIII. Obtain AuthoriZation 

[0077] At step 109 the end-user seeks authoriZation to 
subscribe or re-subscribe to one or more information prod 
ucts. Because the various information products are 
encrypted, it is dif?cult for the end-user to access the 
information products unilaterally and Without the installer’s 
cooperation. The end-user acquires the installer’s coopera 
tion to decrypt and install the respective information prod 
ucts by entering into the installer a “passWord” or “launch 
code,” Which is chosen from a large number of possibilities 
so that probabilistically it is unlikely that the end-user can 
guess it. Advantageously, the publisher only provides the 
launch code to the end-user after the publisher is satis?ed 
that the end-user has paid for access to the desired infor 
mation products. 

[0078] FIG. 4 depicts a ?oWchart of the steps involved in 
the illustrative embodiment for obtaining and providing 
authoriZation to begin a subscription. First, at step 400 the 
installer advantageously requires that the end-user enter all 
or a portion of his or her name. At step 401, the installer then 
generates and noti?es the end-user of a 32-bit or longer 
“serial number,” R, that is advantageously based on a 
random number generated by the installer. The serial number 
can also be based, in part, on the end-user’s name, as input 
at step 400. It is advantageous that the end-user not be able 
to control What serial number is generated, nor that the same 
serial number be generated each time step 401 is encoun 
tered. 

[0079] At step 403, the end-user then advantageously 
contacts the publisher via the telephone or the Internet and 
provides to the publisher: 

[0080] (1) the end-user’s name and address; 

[0081] (2) the end-user’s credit card information or 
other method of payment; 

[0082] (3) the name of the information products that 
the end-user desires to subscribe to and for What 
duration; and 

[0083] (4) the serial number, R, generated by the 
installer at step 401. 

[0084] When the publisher is satis?ed that he or she Will 
be paid for the subscription, the publisher creates the launch 
code by encrypting a data structure comprising: 
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[0085] (1) an authentication code; 

[0086] (2) an indicium of the name of the end-user; 

[0087] (3) a list of the information products to Which 
the end-user has been granted access; and 

[0088] (4) an indicium of When the authoriZation for 
each information product expires 

[0089] in a cryptosystem knoWn to the installer using R as 
the key. Advantageously, only the publisher and the installer 
knoW the cryptosystem used for encrypting and decrypting 
the launch code. It Will be clear to those skilled in the art hoW 
to create the launch code. At steps 409 and 411, the publisher 
transmits the launch code to the end-user, Who enters the 
launch code into the installer. 

[0090] At step 413, the installer decrypts the launch code 
With R as the key. At step 415, the installer recovers the 
candidate authentication code from the decrypted launch 
code and determines if the candidate authentication code 
matches the authentication code knoWn to the installer. 
When the authentication code matches, the installer infers 
that the launch code is authentic and control passes to step 
419. When the authentication code does not match, the 
installer infers that the launch code has been corrupted or 
doctored, and control passes to step 417. At step 417 the 
end-user is noti?ed by the installer that the launch code is 
not accepted and control passes to step 401. 

[0091] At step 419, the installer noti?es the end-user that 
the launch code is accepted and also advantageously noti?es 
the end-user that subscriptions for What product have been 
authoriZed and for What duration. 

[0092] The purpose of generating a neW serial number, R, 
each time the installer requires a launch code is to prevent 
the end-user from using a single launch code to install the 
information products on multiple computers. The purpose of 
encrypting the data structure at step 407 is to impede an 
end-user from manipulating the parameters in the data 
structure to get more than Was paid for. 

[0093] The purpose of putting an indicium of the end 
user’s identity into the launch code is identical to the reason 
the indicium of the end-user’s identity Was put into the 
token. That is, if an end-user shares the launch code With 
others or to post it on a bulletin board or the Internet, it 
indelibly bears the name of the person to Whom it Was 
originally given. If the publisher sees the launch code posted 
publicly, the publisher can decrypt the launch code, learn the 
identity of the user to Whom the launch code Was given and 
then investigate Whether that end-user is inducing copyright 
infringement of the publisher’s information products. 
Because the publisher may not knoW What value of R Was 
used to encrypt that particular launch code, the existence of 
the knoWn authentication code in the plaintext provides the 
publisher With information to make a knoWn-plaintext cryp 
tanalytic attack on the launch code. 

[0094] IX. Install the Products 

[0095] At step 111 in FIG. 1, the installer installs all of the 
information products that have been authoriZed by the 
publisher to be installed. This includes both the information 
products Whose authoriZation Was given previously in the 
token, and the information products Whose authoriZation 
Was obtained in step 109. 
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[0096] Advantageously, the installer decrypts the autho 
riZed information products and installs them on the end 
user’s computer in Well-known fashion. Then the installer 
uses the ancillary ?le associated With each installed infor 
mation product to install the nominal ?les, if any, on the 
end-user’s computer, as described above. 

[0097] X. MemorialiZe the Authentication 

[0098] At step 112 in FIG. 1, the installer memorialiZes 
the authoriZation of the various information products by 
updating the token located in step 107, if necessary, With the 
neW authoriZations, if any, obtained in step 109. The revised 
token is then advantageously encrypted With a cryptosystem 
and a key, T, that Will be knoWn to later editions of the 
installer. The encrypted token is then stored on the end 
user’s computer With a name and in location to be knoWn by 
later editions of the installer. 

[0099] After the installer memorialiZes the authoriZation 
of the various information products, the installation process 
ends. 

What is claimed is: 
1. A method comprising: 

receiving a launch code that comprises a candidate 
authentication code and an explicit ?rst indicium of a 
?rst information product; 

decrypting said launch code With a string, R, as the key to 
recover said candidate authentication code; and 

installing said ?rst information product into a computer 
When said candidate authentication code matches a ?rst 
knoWn authentication code. 

2. The method of claim 1 Wherein said launch code further 
comprises a ?rst indicium of a second information product. 

3. The method of claim 1 Wherein said launch code further 
comprises a ?rst indicium of a second information product, 
and further comprising installing said second information 
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product into said computer When said candidate authentica 
tion code matches said ?rst knoWn authentication code. 

4. The method of claim 1 Wherein said launch code further 
comprises an indicium of When the authoriZation for said 
?rst information product expires. 

5. The method of claim 1 Wherein said launch code further 
comprises a ?rst indicium of a second information product, 
and an indicium of When the authoriZation for said second 
information product expires. 

6. The method of claim 1 Wherein said launch code further 
comprises an indicium of an end-user for Whom said launch 
code is created. 

7. The method of claim 1 further comprising: 

creating a token comprising a second knoWn authentica 
tion code and a second indicium of said ?rst informa 
tion product; 

encrypting said token With a string, T, to create an 
encrypted token; and 

storing said encrypted token on said computer. 
8. The method of claim 7 Wherein said encrypted token 

further comprises an indicium of When the authoriZation for 
said ?rst information product expires. 

9. The method of claim 7 Wherein said encrypted token 
further comprises a ?rst indicium of a second information 
product. 

10. The method of claim 7 Wherein said encrypted token 
further comprises an indicium of an end-user for Whom said 
launch code is created. 

11. A method comprising: 

receiving a launch code that comprises a ?rst indicium of 
a ?rst information product and a ?rst indicium of a 
second information product; 

installing said ?rst information product and second infor 
mation product into a computer. 

* * * * * 


