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(57) ABSTRACT 

An automated, real-time, reprogrammable monitoring and 
control system for portable, remote sensors and subjects 
includes one or more portable monitoring units, each of the 
portable monitoring units having a sensor, a location-deter 
mining device, and a sensor interface unit. Each sensor 
interface unit is separately con?gured to monitor its sensor 
and to transmit that sensor’s data, via a digital Wireless 
communications netWork, to a central monitoring device. 
The portable unit is carried or Worn by a person or animal, 
or af?xed to an inanimate subject. 
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Operatorturns on Portable Monitoring Unit (PMU) power. I 

1 
Sensor interface unit microprocessor loads application, reads and loads 

initialization parameters, and enters operational state. 

1 
Microprocessor monitors sensors, port, communications device interface and 

and manual input for activity. 

1 
if no activity is detected within an operator preset period of time, the 
microprocessor places the sensor interface unit in an inactive state. 

J. 
A signal from a sensor, port, communications device interface or manual input 
causes microprocessor to return to the operational state and begin servicing it. 

i 
1 If signal comes from the manual input, go to Fig. 5. i 

l Else 
I If signal comes from communications device interface, go to Fig. 6. 1 

l Else 
if signal comes from comes from port 37 and the service requested is to enter 

the admin state, go to Fig. 7. 

l Else 
if the signal source is a sensor or interface to a sensor, and the activity 

requested is data transmission, the communications device is powered up. 

1 
When the communications device is operational, a connection is made to the 

Central Monitoring Device (CMD). 
1 FIG. 4 

When communication with CMD is established, the PMU formats and transmits 
data received from the active sensor(s) to the CMD. 

l 
The CMD receives, processes and stores the received data in a database 

associated with the sending PMU. 

l 
The CMD operator is notified of the reception and provided the opportunity to 
display the received data, along with locally held reference information, for 

review and action as appropriate. 

PMU Initialization and Sensor Initiated Call to CMD 
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If the PMU operator selects a manual input other than the panic button, 
the microprocessor powers up the LCD and services the manual input. H89 

1 
A menu is displayed on the LCD and the operator is allowed to select a 

desired option. 

1 
The microprocessor determines what service is requested, and if a 

message is to be sent, signals the communications device to power up. 

1 
Based on the message type requested, the microprocessor responds 
according to rules associated with the configuration and initialization 

parameters. 

i 
if data transfer was requested, the microprocessor signals the 

appropriate intertace(s), and upon receipt of the required data, formats 
a message, and places it in the transmit queue. 

i 
it the request is a panic call or a communications check, the FIG 5 

communications device is instructed to establish an immediate ' 
connection with the CMD, and a pre-tormatted message is placed in 

the transmit queue. 

1 
When communication with the CMD is established, the formatted 

message is sent to the CMD. 

i 
The PMU stops data transmission upon reaching a condition based on 
message type, is instructed by the PMU operator, or upon loss of the 

communication link with the CMD. 

l 
The CMD receives, processes and stores the received data in a 

database associated with the sending PMU. 

l 
The CMD operator is notified of the reception and provided the 
opportunity to display the received data, along with locally held 
reference information, for review and action as appropriate. 

PMU Operator Initiated Call to CMD 
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The CMD initiates a call to the SlU. 

The PMU communications device wakes up, accepts the incoming connect request 
from the CMD, and sends a wake-up signal to the microprocessor. 

i 
Upon establishing the connection, the CMD transmits the service request. 

1 
The PMU microprocessor returns to the operational state, if not already operational, 

and then reads the service request message from the CMD. 

1 
It a status request and the PMU is configured for operator interaction, an alert 

mechanism is activated until responded to by the operator. 

i 
It a status request and the PMU is not configured for operator interaction, a response 
to the alert is received, or a specified time-out occurs, the microprocessor places an 

appropriate pre-formatted response message in the transmit queue. 

l Else 
If data transfer was requested, the microprocessor signals the appropriate 

interface(s), and then upon receipt of the requested data, builds a formatted ——a 
message, and places it in the transmit queue. 

l Else 
if a communications check was requested, the microprocessor places a pre 

formatted message in the transmit queue. 

l Else 
lf reconfiguration or an application update was requested, the microprocessor 

suspends input from all interfaces, performs the requested action, returns to the 
operational state, and places a pre-formatted update success/failure message in the 

transmit queue. 

l 
The PMU communications device transmits data found in the queue to the CMD. l‘ 

l 
The PMU stops data transmission upon reaching a condition specified in the CMD 

call, predefined by a local operator or message type, or upon loss of the H G 6 
communication link with the CMD. ' 

l 
The CMD receives, processes and stores the received data in a database associated 

with the sending PMU. 

l 
The CMD operator is notified of the reception and provided the opportunity to display 
the received data, along with locally held reference information, for review and action 

as appropriate. 

Else 

Al 

CMD initiated Call to PMU 
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Operator turns on Portable Monitoring Unit (PMU) power. 

Sensor interface unit microprocessor loads application, reads and loads 
initialization parameters, and enters operational state. 

Microprocessor monitors sensors, port, communications device interface and 
and manual input for activity. 

If communication is requested from a sensor, port, communications device 
interface or manual input, determine the service type for each interface. 

It service type User detected on the port, enter the system admin state, stop 
responding to all other interfaces, and standby for commands from the external 

PC at the port. 

Allow user at extemal PC to download a new version of the application PMU 
software, change initialization parameters, and/or define which device type is 

attached to each of the interfaces. 

If user requests to perform admin functions on a device attached to one of the 
other interfaces, verify the device is operational. 

If not operational, alert the user and standby for further user commands. 

FIG. 7 
V 

If operational, indicate ready to support admin functions and route input/output 
to the subject device until done indicated by operator or device. 

If Reset command received, close any open files and attempt to return to 
operational state; if unable display error. 

PMU Configuration and Application Update by PMU Operator 
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REPROGRAMMABLE REMOTE SENSOR 
MONITORING SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] This invention relates to a portable, real-time, 
reprogrammable sensor monitoring system. 

[0002] For over ?fty years, governments have used both 
active and passive detection systems to track vehicles and 
troop movements. Intelligence communities have employed 
multi-million dollar satellite-based sensors including high 
resolution cameras, infrared, and radio direction ?nding 
equipment to covertly monitor areas of interest. Only 
recently have the economies of scale and manufacturing 
breakthroughs permitted using derivatives of this technol 
ogy for commercial applications. 

[0003] Early commercial applications Were satellite-based 
vehicle tracking systems using communications satellites in 
stationary (geosynchronous) orbits above the earth. These 
systems all employ terminal-antenna packages that are suit 
case siZe and have healthy price tags, and consequently have 
been limited in use to large trucking ?rms. To reduce the 
price and terminal siZe for general consumer use, there have 
been tWo approaches. One employs Wireless netWorks using 
loW-earth orbiting satellites, and a second uses local cellular 
capabilities and other eXisting terrestrial Wireless netWorks. 
With these neW capabilities, the mobile asset monitoring and 
tracking market has groWn to include all modes of surface 
transportation. The current major focus is in vehicle security 
and stolen vehicle recovery. The loWer cost of communica 
tions has also permitted the market to expand into small ?eet 
management, as Well as navigation, traf?c control, and 
roadside assistance. 

[0004] Although these capabilities are valuable, the inven 
tor has recogniZed that they do not address from a personal 
perspective a problem of increasing importance in society, 
Which nearly everyone encounters during their lives. This 
problem is based upon the need to monitor a remotely 
located person or other subject that attempts to function 
normally but may or may be able to do so; and, if the subject 
does not function normally, noti?cation must be made and 
corrective action taken. In a commonly encountered situa 
tion, an elderly or in?rm relative attempts to lead a normal, 
independent life, but there is concern that, due to age or 
in?rmity, the relative may not be able to do so. The con 
cerned person may check from time-to-time by calling or 
visiting, but such checking may be unreliable because the 
relative may suddenly become ill long before the neXt check. 
Moreover, both the relative and the concerned person may 
be unable to recogniZe signs of impending distress. Too 
frequent a telephone call or visit may upset the relative. 

[0005] There is a need for an approach that Will alloW a 
subject to function normally but be monitored and maintain 
communication as needed for abnormal or emergency situ 
ations. The present invention ful?lls this need, and further 
provides related advantages. 

SUMMARY OF THE INVENTION 

[0006] The present invention provides an apparatus and a 
method for remotely monitoring the status of a living or an 
inanimate subject. The approach of the invention permits the 
monitoring of the condition and location of the subject, With 
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interaction by the subject in some cases. The nature of the 
monitoring may be varied as necessitated by circumstances. 

[0007] In accordance With the invention, an apparatus for 
remotely monitoring and assessing the status of a subject 
includes a portable monitoring unit comprising at least one 
automatic sensor associated With the subject, a portable-unit 
location-determining device; and a sensor interface unit. The 
sensor interface unit includes a programmable microproces 
sor having an active state and an inactive state. The micro 
processor is operable to change from the inactive state to the 
active state responsive to the occurrence of any of a set of 
activating parameters for an activation condition including a 
preselected state of the at least one automatic sensor, a 
request signal from an external source, and, in the case of a 
human subject, a status signal by the subject. The micro 
processor is in communication With the at least one auto 
matic sensor and the location-determining device. The sen 
sor interface unit further includes a communications device 
interface in communication With the microprocessor, a ?rst 
transceiver of a communications device in communication 
With the communication device interface, and a poWer 
supply that provides poWer to the microprocessor, the com 
munication device interface, and the ?rst terminal of the 
communications device, as Well as any other components of 
the portable unit that require poWer. 

[0008] The one or more sensors are selected appropriately 
to the subject and the reasons for monitoring the subject. For 
eXample, the sensors could include an audio/visual sensor, a 
biological condition sensor, a chemical sensor, a meteoro 
logical sensor, a motion sensor, an electromagnetic sensor, a 
seismic sensor, or an apparatus sensor. 

[0009] The location-determining device may either be 
selected to determine an absolute position of the portable 
monitoring unit or a relative position of the portable moni 
toring unit With respect to some other location. The location 
determining device is preferably a global positioning system 
(GPS) receiver, but other types of devices such as triangu 
lation devices or cellular-telephone-based devices may also 
be used. 

[0010] Additionally, there is a central monitoring device 
including a second terminal of the communications device, 
and, desirably, a display in communication With the second 
terminal of the communications device and a computer that 
receives through the communications device and processes 
information from the sensor interface unit. The central 
monitoring device is typically able to maintain the necessary 
communications With a number of the portable monitoring 
units. The central monitoring device may be portable and 
may include its oWn location-determining capability for 
either an absolute position or a position relative to each 
portable monitoring unit. 
[0011] In operation, the microprocessor is programmed 
With a set of activating parameters for the activation condi 
tions and thereafter enters the inactive state. The micropro 
cessor is activated responsive to the occurrence of the 
activating parameters of any of the activation conditions. 
The microprocessor obtains a status of the subject from the 
automatic sensor and the location of the portable unit from 
the location-determining device, and sends a status message, 
through the communications device, to the central monitor 
ing device. 
[0012] The microprocessor of the sensor interface unit is 
con?gured With a unique unit identi?er, central monitoring 














