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SYSTEM AND METHOD FOR CONTROLLING 
FILE DISTRIBUTION AND TRANSFER ON A 

COMPUTER 

[0001] This application includes material Which is subject 
to copyright protection. The copyright oWner has no objec 
tion to the facsimile reproduction by anyone of the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
?les or records, but otherWise reserves all copyright rights 
Whatsoever. 

[0002] This application claims priority to US. Provisional 
Patent Application No. 60/229,037, ?led August 31, 2000, 
US. Provisional Patent Application No. 60/229,040, ?led 
Aug. 31, 2000, US. Provisional Patent Application No. 
60/229,038, ?led Aug. 31, 2000, US. Provisional Patent 
Application No. 60/229,039, ?led Aug. 31, 2000, US. 
Provisional Patent Application No. 60/248,283, ?led Nov. 
14, 2000, US. Provisional Patent Application No. , 
entitled SYSTEM AND METHODS FOR INCORPORAT 
ING CONTENT INTELLIGENCE INTO NETWORK 
SWITCHING, FIREWALL, ROUTING AND OTHER 
INFRASTRUCTURE EQUIPMENT, ?led Aug. 23, 2001, 
and US. Provisional Patent Application No. , 
entitled SYSTEM AND METHODS FOR POSITIVE 
IDENTIFICATION AND CORRECTION OF FILES AND 
FILE COMPONENTS, ?led Aug. 23, 2001, Which are all 
incorporated herein by reference as if fully recited herein. 

[0003] This application is related to commonly oWned 
US. Patent Application No. , ?led on Aug. 31, 2001, 
entitled SYSTEM AND METHOD FOR TRACKING AND 
PREVENTING ILLEGAL DISTRIBUTION OF PROPRI 
ETARY MATERIAL OVER COMPUTER NETWORKS, 
commonly oWned US. Patent Application No. , ?led 
on Aug. 31, 2001, entitled SYSTEM AND METHOD FOR 
PROTECTING PROPRIETARY MATERIAL ON COM 
PUTER NETWORKS and commonly oWned US. Patent 
Application No. , ?led on Aug. 31, 2001, entitled 
SYSTEM AND METHOD FOR POSITIVE IDENTIFICA 
TION OF ELECTRONIC FILES, Which are all incorporated 
by reference as if fully recited herein. 

FIELD OF THE INVENTION 

[0004] The present invention relates to the ?eld of com 
puter softWare, computer netWorks and the Internet, and 
more particularly, to a system and method for tracking 
privately oWned or copyrighted material, and preventing the 
illegal distribution of privately oWned or copyrighted mate 
rial on computer netWorks. 

BACKGROUND OF THE INVENTION 

[0005] As one example of the problem of content privacy, 
the entertainment industry currently has a problem With their 
copyrighted material being illegally distributed on the Inter 
net. Content is being distributed Without the oWners thereof 
receiving compensation from proprietors of softWare pack 
ages such as Napster, Gnutella, BearShare and others. There 
is currently nothing in place that Would protect the enter 
tainment industry’s interest When their media is distributed 
on the Internet. The Secure Digital Music Initiative (SDMI) 
is making an attempt to address the protection of copyrights 
but the SDMI model has several ?aWs (an important one of 
Which is the protection of legacy content) that Will make it 
dif?cult to enforce copyrights. SDMI states that if a softWare 
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system is not SDMI compliant, it should still be alloWed to 
use the entertainment media. This makes all their efforts to 
protect their currently existing data void. 

SUMMARY OF THE INVENTION 

[0006] Accordingly, the present invention is directed to a 
system and method controlling ?le distribution and transfer 
on a computer that substantially obviates one or more of the 
problems due to limitations and disadvantages of the related 
art. 

[0007] An object of the present invention is to provide a 
robust and effective system and method to control transfers 
of digital information that represents proprietary content. 

[0008] Additional features and advantages of the inven 
tion Will be set forth in the description Which folloWs, and 
in part Will be apparent from the description, or may be 
learned by practice of the invention. The objectives and 
other advantages of the invention Will be realiZed and 
attained by the structure particularly pointed out in the 
Written description and claims hereof as Well as the 
appended draWings. 

[0009] To achieve these and other advantages and in 
accordance With the purpose of the present invention, as 
embodied and broadly described, in one aspect of the present 
invention there is provided an intelligent router including 
means for analyZing content being transferred through it, 
and means for identifying if the content is proprietary. 

[0010] In another aspect of the present invention there is 
provided an intelligent sWitch including means for analyZing 
content being transferred through it; and means for identi 
fying if the content is proprietary. 

[0011] In another aspect of the present invention there is 
provided a method for routing data across a netWork router 
including the steps of analyZing content being transferred 
through it; and identifying if the content is proprietary. 

[0012] In another aspect of the present invention there is 
provided a method for routing data across a netWork sWitch 
including the steps of analyZing content being transferred 
through it; and identifying if the content is proprietary. 

[0013] It is to be understood that both the foregoing 
general description and the folloWing detailed description 
are exemplary and explanatory and are intended to provide 
further explanation of the invention as claimed. 

BRIEF DESCRIPTION OF THE ATTACHED 
DRAWINGS 

[0014] The accompanying draWings, Which are included 
to provide a further understanding of the invention and are 
incorporated in and constitute a part of this speci?cation, 
illustrate embodiments of the invention and together With 
the description serve to explain the principles of the inven 
tion. 

[0015] 
[0016] FIG. 1 shoWs an overvieW of a system of the 
invention on a local or desktop machine; 

[0017] FIG. 2 is a How chart of the algorithm for moni 
toring the ?le system; 

In the draWings: 
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[0018] FIG. 3 is a How chart of the algorithm for moni 
toring the socket connections; 

[0019] FIG. 4 is an overvieW of the system in place on a 
network; and 

[0020] FIG. 5 is a How chart representation of an example 
of an algorithm employed by the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0021] Reference Will noW be made in detail to the pre 
ferred embodiments of the present invention, examples of 
Which are illustrated in the accompanying draWings. 

[0022] In one embodiment, a system and method is pro 
posed for tracking privately oWned or copyrighted material 
and preventing the illegal distribution of privately oWned or 
copyrighted material over computer netWorks. The system 
includes at least tWo parts, both of Which can reside on a 
local computer. The ?rst part monitors the ?le system of the 
computer in order to track ?les on the local computer. 
(Examples of such ?les include, for example, entertainment 
media ?les, executable ?les, private health and pharmaceu 
tical records; con?dential personal documents, such as Wills 
and ?nancial records; images, including digital pictures and 
CAD draWings; trade secrets, such as recipes, formulas, and 
customer lists; and even con?dential corporate documents, 
such as patent applications, video games, etc.) The second 
part monitors netWork socket connections to prevent pro 
tected entertainment media ?les from being illegally distrib 
uted on a computer netWork. This Will alloW the entertain 
ment industry to explore the huge market that computer 
netWorks, such as the Internet, have, While protecting their 
interests in their intellectual property. 

[0023] Thus, one embodiment of the present invention is 
designed to reside on a local computer, for example, a 
desktop computer in a corporate LAN or WAN. Copyrighted 
material is tracked once the material is on the computer, and 
the system prevents the distribution of that material on 
computer netWorks such as the Internet. 

[0024] For the sake of consistent terminology, the folloW 
ing convention Will be used: 

[0025] A unique identi?er (hereinafter, tag, InfoTag, or 
InfoScan identi?er) is created for each ?le, using sophisti 
cated digital signal processing techniques. The InfoTag, 
apart from accurately identifying the ?le, is used to control 
content to ensure that it moves across the netWork infra 
structure consistent With the oWner’s requirements. The 
InfoTag is not embedded in the ?les or the header, thereby 
making it literally undetectable. In the case of music, the 
InfoTag may be created based on, for example, the ?rst 30 
seconds of the song. The InfoTag may also contain such 
information as IP address of the source of the ?le, spectral 
information about the ?le, oWner of the ?le, oWner-de?ned 
rules associated With the ?le, title of Work, etc. 

[0026] InfoMart is an information storage system, nor 
mally in the form of a database. It maintains all the identi 
?ers (tags) and rules associated With the protected ?les. This 
data can be used for other value-added marketing and 
strategic planning purposes. Using the DNS model, the 
InfoMart database can be propagated to ISP’s on a routine 
basis, updating their local versions of the InfoMart database. 
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[0027] InfoWatch collects information about content ?les 
available on the Internet using a sophisticated information 
How monitoring system. InfoWatch searches to ?nd pro 
tected content distributed throughout the Internet. After the 
information is collected, the content is ?ltered to provide the 
content oWners With an accurate pro?le of ?lesharing activi 
ties. 

[0028] InfoGuard is the data sentinel. It Works Within the 
netWork infrastructure (typically implemented Within a 
router or a sWitch, although other implementations are 
possible, such as server-based, as Well as all-hardWare, or 
all-softWare, or all-?rmWare, or a mix thereof) to secure 
intellectual property. InfoGuard can send e-mail alerts to 
copyright violators, embed verbal and visual advertisements 
into the inappropriately distributed content, inject noise into 
the pirated content, or stop the How of the content all 
together. InfoGuard may be thought of a type of intelligent 
?reWall, an intelligent router, or an intelligent sWitch, in that 
it blocks some content ?les from being transferred, While 
permitting others to pass, or to pass With alterations/edits. 
InfoGuard can identify the type of ?le and identity of the ?le 
by creating a tag for it, and comparing the tag to a database 
of tags (InfoMart database). 
[0029] Additionally, the folloWing tWo appendices are 
incorporated by reference as if fully recited herein: APPEN 
DIX 1, entitled White Paper: InfoSeer Audio Scan Tech 
niques, and APPENDIX 2, entitled InfoSeer Inc. Response 
to RIAA/IFPI Requestfor Information onAua'io F ingerprint 
ing Technologies, July 2001. 

[0030] When residing on a local machine, the system 
monitors the ?le system for any neW ?le system events. For 
example, these events could be a ?le being created, deleted, 
modi?ed or renamed. When one of these ?le system events 
occurs, the system looks at the affected ?le to determine if 
it is copyrighted or private media. This may be determined 
by several means. For example, one Way Would be to 
examine the media for a Watermark of some form. When a 
?le is found that is copyrighted, it is added to a local 
InfoMart-type database of information that needs to be 
protected. (The local InfoMart can be updated over a cor 
porate netWork periodically.) Once a ?le is in the local 
InfoMart database, the movement of the ?le system is 
tracked. This ensures that even if the original is not the ?le 
being distributed, the copyright is still being protected. 

[0031] The system also monitors all TCP/IP and UDP/IP 
connections that each application opens for use. These 
connections are monitored to see if one of the ?les being 
protected is about to be distributed. If the data is not 
protected, then the data is alloWed to proceed to its desti 
nation. If the data is being protected, then it is blocked from 
continuing to its destination. In this Way, the privacy or 
copyright of the content is protected. (Note that the inven 
tion is not limited to the TCP/IP and UDP/IP protocols, but 
is applicable to any number of communications protocols.) 

[0032] An overvieW of the invention on a local system is 
shoWn in FIG. 1, Which illustrates a personal computer and 
the actions of monitoring the local system and monitoring 
netWork applications for dispersion or distribution of pri 
vately oWned or copyrighted material. In the preferred 
embodiment, the system monitors ?le system events that 
occur and decides Which action should be taken based on the 
event. 
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[0033] FIG. 2 is How chart representing an example of an 
algorithm utilized to monitor the ?le system. Whenever a 
copyrighted ?le is placed on the system it triggers an “add” 
?le system event (200). At that point, the system scans the 
?le and creates a tag associated With that ?le. It also checks 
to see if a Watermark is present because a Watermark can be 
used to enhance copyright protection. This information is 
stored in the local InfoMart database. Whenever a protected 
?le is modi?ed or renamed, that event is tracked as Well. If 
a ?le is deleted, then it is removed from the system. 

[0034] The system does not track any ?les that are not of 
a type it is interested in (i.e., entertainment media, books, 
movies, photographs, images, technical documents, blue 
prints, medical/?nancial data ?les, etc.). This requires the 
system to eliminate unnecessary ?les from its consideration 
to make the process as fast as possible. Part of this is done 
by looking at the siZe of the ?le and eliminating ?les beloW 
a certain siZe. If they are above that siZe then they are 
scrutiniZed further. The next step is recogniZing the ?le 
format, regardless of the extension. This alloWs ?les to be 
tracked even if the extension is changed in an attempt to 
disguise the ?le. Each ?le has a “header” that identi?es the 
format of the ?le but not necessarily the content. An example 
is the header at the beginning of an audio ?le. Every audio 
?le starts off with “GA 02 08 DC DE”. So if the system 
encountered a ?le beginning With the header “0A 02 08 DC 
DE” the system Would recogniZe the ?le as an audio ?le. 
Movie ?les have their oWn header. Accordingly, in the 
preferred embodiment, the system Will have the capability to 
track all entertainment media ?le types, and any other types 
it is instructed to recogniZe. 

[0035] At this point the system has recogniZed that this 
particular ?le needs to be monitored, so it starts the process 
of tagging the ?le. This may be done using several aspects. 
One aspect is the use of a Watermark, if one is present. The 
manufacturer likely placed the Watermark there, and the 
Watermark is preferably SDMI compliant. The Watermark 
also gives some guidance as to hoW the ?le should be used. 
When the Watermark is extracted, the rules for that ?le can 
be established. Those rules are entered into the database in 
association With this ?le and every ?le derived from the 
original. 
[0036] Another aspect is the use of an algorithm that 
processes the ?le and generates a unique tag. The tag is used 
as determine What actions can be performed on the ?le, such 
as sending it out over a computer netWork, such as the 
Internet, or not to alloW that action. The tag is used to look 
up a set of rules corresponding to the tag in the InfoMart 
database. The InfoMart database returns the rules for the 
protected content, and then the rules may be also stored in 
the same InfoMart database as the rules for the Watermark 
(alternatively, a separate database may be used). 

[0037] Before the data (tag) about the ?le is stored in the 
InfoMart database, it can be encrypted to verify that the 
database cannot be tampered With in order to defeat the 
system. The encryption is ?exible in order to alloW for 
changes or updates if the encryption is compromised. Note 
that each local machine can have its oWn encryption mecha 
nism, so that if a particular desktop is hacked, only that 
desktop, and no other, is compromised. A netWork server 
Would maintain a set of translators for translating tags from 
each local machine into tags stored in the master InfoMart 
database maintained on the netWork server. 
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[0038] As may be seen from FIG. 2, Which shoWs a 
diagram of the ?le system monitor part of the system, When 
a ?le is added to the system, the system registers a “?le 
added” event (200). The system then decides if the ?le is of 
a type that it needs to consider. For example, (201) such a 
decision may be based on ?le siZe. If the ?le is smaller than 
a certain siZe (of if the ?le does not meet some other 
predetermined criteria), subsequent operations With that ?le 
are ignored (202). If the ?le ?ts the criteria, the system then 
attempts to recogniZe if it is a media ?le, or some other type 
of ?le that it knoWs hoW to recogniZe and Watch for (203). 
If the ?le is not of the type that it knoWs to recogniZe, then 
it Will ignore subsequent operations relating to the ?le (204). 
If the ?le is of a type that the system recogniZes, the system 
Will check if it contains a Watermark (205). If there is no 
Watermark, the system Will generate a tag corresponding to 
the ?le (206). The tag Will be stored in an encrypted form in 
memory or on a hard drive. If the ?le does have a Watermark, 
the system Will determine What rules apply to the ?le (208). 

[0039] Note also that in the case of exchange of encrypted 
?les, the InfoTag can be generated for both the unencrypted 
?le and the encrypted ?le, or, alternatively, only for the 
encrypted ?le. Thus, it is not necessary for the tag generation 
mechanism to knoW What the type of ?le it is dealing With, 
if it is encrypted, since it is comparing tags, not ?les 
themselves. Note that it may be possible to unencrypt the ?le 
?rst, to generate a tag, and compare tags for unencrypted 
?les. Alternatively, as noted above, it is possible to compare 
tags for encrypted ?les. 

[0040] FIG. 3 is a flow chart representing an example of 
an algorithm utiliZed to monitor netWork socket connec 
tions. In the preferred embodiment, the second part of the 
system deals With the monitoring of the TCP/IP and UDP/IP 
socket connections to the Internet. Every one of these 
sockets is a possible conduit to the Internet for protected 
data, so they must all be Watched to verify that nothing that 
is protected is being sent out to the Internet. The system 
performs that action by doing the folloWing steps: 

[0041] As may be seen in FIG. 3, the system looks at the 
TCP/IP stack to see if a neW socket/port is opened (301). If 
it is opened, then the system looks at Which application 
opened this port (301). If the application is not being 
monitored, then it is added to list of applications to Watch for 
copyright violations (302). If a socket/port is closed, then 
that application is removed from the list if that Was the only 
socket/port associated With it. If an application has more 
than one socket/port, then it is not be removed from the list 
until all the socket/ports are closed. 

[0042] The system looks at Which applications are using 
the protected ?les. If an application, that has a socket/port 
connection to a computer netWork, such as the Internet, 
attempts to access the protected ?les, the system accesses the 
database that contains the rules associated With that ?le. If 
the rules don’t alloW that ?le to be sent out over the 
computer netWork, the system monitors the socket/ports that 
the application has opened. If the contents of the data being 
sent to the computer netWork match those of the ?le that Was 
accessed, then transaction is stopped, thus protecting the 
copyright. 

[0043] FIG. 3 shoWs a diagram of a process of monitoring 
of socket connections. As may be seen from FIG. 3, the 
system recogniZes that a neW socket has been opened (300). 
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If the process that opened the socket is already being tracked 
(301), the port is added to a list for that application (303). 
OtherWise, the application and the port are added to a list 
that needs to be tracked (302). A triggering event occurs 
When a process tries to access a ?le in a database, With the 
?le being one of the ones that are being monitored (304). If 
the process is on a list of processes that needs to be Watched 
(305), then a decision needs to be made about Whether the 
data is alloWed to go out over the socket or not (307). If the 
process is not on the list of processes that needs to be 
Watched, then the transaction is ignored (306). If the rules 
alloW the ?le or the data to go out over the socket, then the 
system ignores the transaction, and the ?le is transmitted 
over the socket (309). OtherWise, the ?le transfer is blocked 
(308). 
[0044] Another embodiment of the present invention 
Works in conjunction With a routing infrastructure of a 
netWork. Any data coming from certain IP addresses and 
ports is redirected to a monitoring system (InfoGuard) via a 
routing mechanism. A load balancing system determines 
Which privacy control system to send the incoming netWork 
connection to. Once the netWork connection is received by 
the monitoring system (InfoGuard), it can determine if 
intellectual property is being passed through the router. If 
intellectual property is detected, the InfoGuard monitoring 
system takes the action determined (usually in advance) by 
the oWner(s) of the intellectual property. 

[0045] Which IP Addresses and Ports should be routed to 
the InfoGuard system through a router and a ?reWall are 
determined by the InfoWatch system, and distributed 
throughout the Internet infrastructure (akin to DNS data 
base) as the InfoMart database. Routing tables and ?reWall 
settings are regularly updated to monitor only those IP 
addresses and ports of certain machines. This setup alloWs to 
only look at packets of data coming from and going to 
certain machines. The bene?ts of only looking at data 
coming from and going to certain machines are that the 
performance of the netWork is not hindered, and a larger set 
of data does not have to be examined. The InfoGuard system 
then forWards data to the load balancing system Which 
serves multiple purposes. 

[0046] The InfoGuard monitoring system monitors the 
data How path from the Internet to the user, and thus that 
alloWs the InfoGuard monitoring system to inspect data 
packets for suspected intellectual property, and take the 
appropriate action based on instructions of the oWner of the 
intellectual property. 

[0047] FIG. 4 is a representation of the physical nature of 
the InfoGuard system. The load balancing feature of the 
router-based system is bene?cial and serves many purposes. 
The load balancing system alloWs for scalability, redun 
dancy and performance. Scalability comes from the fact that 
one can easily add another InfoGuard machine if an increase 
in usage is seen, as more people are attempting to transmit 
intellectual property Without the permission. Redundancy 
stems from load balancing, because if one machine goes 
doWn due to a hardWare or softWare failure, the system Will 
still function. The performance bene?t comes from the fact 
that one can process multiple requests in parallel as opposed 
to sequentially processing the requests. This also gives 
greater speed and provides the ability to upgrade machines 
as needed. Note that load balancing is not required for the 
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InfoGuard system to Work, but it greatly enhances the 
overall system. See FIG. 4 for an overvieW of the system 
architecture on a netWork. 

[0048] The router portion of the InfoGuard system does 
the processing of netWork and Internet connections and 
packets being sent through that connection. The netWork/ 
Internet connections are routed to a detection and control 
system, and that system in turn establishes a connection to 
the destination machine and an information database. This 
connection establishes the folloWing How of data: 

NetWork/Internet—>Router—>FireWall—>Load 
Balancing.'.InfoGuard Client and Routing System—> 
Destination 

[0049] 
folloWs: 

In another embodiment, the data How may look as 

NetWork/Internet—>InfoGuard Client and Routing Sys 
tem—>FireWall—>Destination 

[0050] Note that a ?reWall is not actually required, 
although most practical implementations Will likely have 
one. 

[0051] The InfoGuard monitoring system buffers packets 
of data and runs a tagging algorithm from an information 
identi?cation module on the buffered data. That tag is then 
compared to the InfoMart database to see if a match is 
located. If there is a match located, the rules that are 
associated With that tag are returned. Those rules dictate 
What action the InfoGuard system takes, and depend on What 
action the oWner of the intellectual property Wants to take. 
Some possible actions could be: log the transaction, stop the 
transaction, add an advertisement into the ?le (e.g., “This 
song is the property of . . . . . . . ”, or a visual advertisement 

for a movie), sprinkle the ?le With dead air, distort the music 
?le or video ?le to the point Where the user Would not Want 
to listen to it or Watch it, or a combination of them. 

[0052] Dead air can be injected into the ?le by removing 
the meaningful data and then replacing that With useless 
data. If dead air is injected into the ?le, the user has the 
perception that they did receive the entire ?le even though 
they in fact didn’t. This is a useful deterrent, because in most 
cases doWnloads take quite some time (especially at sloWer 
modem speeds, such as 56K baud), and if the user keeps 
getting a useless ?le, they are less inclined to steal intellec 
tual property. 

[0053] In order for the system of the present invention to 
do its Work, it must communicate With the InfoMart data 
base. InfoMart is the database that stores all the tags for the 
?les that are being monitored. All the IP Addresses and port 
numbers of machines that are offering intellectual property 
via the Internet is provided in a database called InfoWatch. 
The IP addresses and port numbers are constantly being 
updated as neW machines offer up intellectual property, and 
other machines stop offering up intellectual property. The 
connection to the InfoMart database is through ODBC 
connections to alloW maXimum ?exibility of database con 
?gurations. The current con?guration is done using the SQL 
Server database engine. 

[0054] The InfoGuard system also performs a search of 
the InfoWatch database for neW IP addresses and port 
numbers, and in turn updates the router/?reWall based upon 
the results of that search. This step redirects any data coming 
from a certain IP address and port to the InfoGuard system 
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for processing. This programmatic updating makes the Info 
Guard monitoring system efficient as Well as more accurate. 
It is also possible, but usually not practical, to have a human 
in the loop to update the router/?reWall. 

[0055] As noted above, the InfoGuard system relies on 
(content oWner-provided) rules for deciding What to do With 
a particular ?le. The decision on Which rule to apply is based 
on the InfoTag. The rules may be looked up in a database, 
or, for speed, may be hardWired into the router or sWitch. 

[0056] As may be further seen from FIG. 5, the InfoGuard 
System identi?es that there is an incoming IP connection 
(500). The system then determines if this is a neW connec 
tion (501). If it is a neW connection, a neW buffer for the neW 
IP connection is created (502). If it is not a neW connection, 
the InfoGuard system then asks if there is data in this packet 
that it needs to examine (503). Similarly, once a neW buffer 
for the neW IP connection is created (502), InfoGuard Will 
determine if there is a packet that needs to be examined 
(503). The InfoGuard system Will then add a copy of the data 
to the buffer for the existing connection (504). The Info 
Guard system Will then pass the data on to the destination 
machine (505). The InfoGuard system then determines if the 
buffer siZe is sufficient to tag the data (506). If yes, the data 
is tagged, and the tag is sent to the InfoMart database 510 
(step 507). The InfoGuard system then tries to match the 
neWly created tag to an existing tag and the InfoMart 
database 510 (step 508). If there is a match action Will be 
taken based on rules associated With the particular tag, the 
rules being prede?ned by the oWner of the proprietary 
content (509). The data from the buffer may be stored in a 
terabyte database for later reconstruction if necessary (511). 
InfoGuard logging 512 keeps track of access information 
and Whether the transaction Was alloWed to proceed, or Was 
blocked. 

[0057] Additionally, the buffer can be useful When the 
nature of the ?le is such that even transmitting a portion of 
a ?le or document should not be permitted. For example, in 
the case of a sensitive document, even a portion of it should 
not be transmitted, and a buffer may be needed. On the other 
hand, receiving half a movie is not terribly useful, so a buffer 
might not be used in that application. 

[0058] While the invention has been described in detail 
and With reference to speci?c embodiments thereof, it Will 
be apparent to those skilled in the art that various changes 
and modi?cations can be made therein Without departing 
from the spirit and scope thereof. Thus, it is intended that the 
present invention cover the modi?cations and variations of 
this invention provided they come Within the scope of the 
appended claims and their equivalents. On the other hand, 
receiving half a movie is not terribly useful, so a buffer 
might not be used in that application. 

[0059] While the invention has been described in detail 
and With reference to speci?c embodiments thereof, it Will 
be apparent to those skilled in the art that various changes 
and modi?cations can be made therein Without departing 
from the spirit and scope thereof. Thus, it is intended that the 
present invention cover the modi?cations and variations of 
this invention provided they come Within the scope of the 
appended claims and their equivalents. 
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APPENDIX 1 

White Paper: InfoSeer Audio Scan Techniques 

[0060] This paper is intended to summariZe the capabili 
ties of the audio scan technique developed at InfoSeer and 
provide a description of the algorithm. The audio scan 
technology relies on tWo proprietary algorithms: 

[0061] Scan Data Production—Used to produce a tag 
data structure for a given audio source 

[0062] Scan Data Compare—Used to compare tWo 
tag data structures and produce a ‘percent match’ 
value 

[0063] Scan Capabilities 

[0064] The scan algorithm provides the folloWing func 
tional features: 

[0065] Level Shift Insensitive—If the same source is 
presented at tWo different volume levels, it should be 
recogniZed as such (equal). 

[0066] Stereo ‘Balance’ Insensitivity—Stereo 
sources are recogniZed independent of the direction 
(left and/or right channel) of the source data. 

[0067] Ignore Leading ‘Quiet’ Data—This feature 
Waits for the input level to exceed a ?xed value 
before actual processing begins. (The ?xed threshold 
is very loW and is intended primarily to ignore blocks 
of leading samples that are near Zero level. It is likely 
that these blocks are artifacts produced by the soft 
Ware used to store the original data.) 

[0068] Time Shifting Insensitivity—If someone Were 
to remove the ?rst n seconds from a song We can still 

recogniZe that song as long as n is less than around 
5.0 seconds. 

[0069] Time Compression Insensitivity—Radio sta 
tions sometimes transmit time compressed audio so 
that they can have more time for commercials. I’m 
guessing the industry standard is around 15% com 
pression (85% of the original). In limited testing it 
Was determined that We could support this by pro 
ducing a scan of the compressed source using a 
section siZe that is 85% of the original (e.g., if the 
uncompressed original is scanned using a 30.0 sec 
ond section siZe, a scan of the 15% compressed 
version With a 25.5 second section time Will match 
the original). 

[0070] ‘Whole Source’ Option—When this is 
enabled; the available source is scanned once to 
determine its length in time. Then the section time is 
computed using the speci?ed number of sections 
(section time=(Whole source time-leading quiet 
time)/number of sections) so that When a second pass 
is made the Whole source (minus the leading quiet 
data) is used to compute a tag. This option is 
appropriate for the case Where the source is available 
in its entirety (e.g., local ?le or URL, not a streaming 
source) and a higher degree of recognition is desir 
able and possible (e.g., InfoWatch). 



US 2002/0065832 A1 

[0071] Scan Data Production Parameters 

[0072] We developed a ?exible audio scanning algorithm 
that allows us to choose the following parameters for the 
scan: 

[0073] Section Time—Amount of source (in time) to 
use for scanning for each section. This is a real 
number greater than Zero. 

[0074] Number Of Sections—Number of source sec 
tions to use When computing the scan data. This is an 
integer greater than Zero. 

[0075] Points Per Section—Number of scan data 
points to produce for each section. Integer greater 
than Zero. 

[0076] We currently use 30.0 seconds, 1 and 24 for these 
values in InfoMart. 

[0077] Scan Production Algorithm 

[0078] The algorithm operates on 16 bit audio samples 
(stereo or mono, knoWledge of the associated sample rate is 
required). A FFT (Fast Fourier Transform) siZe is selected to 
maintain a desired bin siZe1 in the output based on the 
sample rate. 
1 2.691650 HZ/bin, selected for performance reasons based on common 
sample rate of 44100 HZ for commercial audio. Under certain circumstances 
a DCT (Discreet Cosine Transform) may be used separately or in addition to 
the FFT and the results could be summed. 

[0079] The input data is doWn sampled (if possible) then 
?ltered through a loW pass ?lter. This removes noise and 
other interferences that could affect the accuracy of the 
result. Also there is statistically little audio data at the higher 
frequencies. The data is processed With the FFT and the 
output magnitude data is accumulated in a result vector. 
Prior to the FFT, a Weighting WindoW is applied to the input 
data. FFT operations can be optionally overlapped on the 
input data by 50% if desired. When all input samples have 
been processed the section is complete. 

[0080] This process is repeated for all desired scan sec 
tions, producing a separate result vector for each section. 
Each section result vector is then normaliZed based on the 
peak magnitude value over all sections. The speci?ed num 
ber of points With the highest magnitude are then selected for 
each section. Each selected point is stored as a magnitude 
and frequency pair. 

[0081] At this point the data is ready for storage or 
comparison With other scan data. 

[0082] Scan Compare Parameters 

[0083] We developed a ?exible audio scanning algorithm 
that alloWs us to choose the folloWing parameters for the 
scan: 
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[0084] Frequency Weight—Amount of “importance” 
(from 0.0 to 1.0) applied to the frequency value When 
comparing data points. 

a n1tu e e1 t— ounto 1m ortance 0085 Mg’ d W'gh Am f“' p ” 
(from 0.0 to 1.0) applied to the magnitude value 
When comparing data points. 

[0086] “Fast Track” Ellipse Magnitude—This value 
is computed from a ?Xed magnitude and frequency 
pair that has had the Weights described above applied 
to each associated component. The value is used in 
a threshold test as described beloW. 

[0087] Scan Compare Algorithm 

[0088] The primary task of the compare algorithm is to 
compare the tWo sets of scan data points (referred in the 
folloWing as scan A and B) created by the scan production 
algorithm and produce a ‘percent match’ result. 

[0089] The ?rst pass of the compare algorithm is to step 
through each point of scan A (Within each section) and ?nd 
the closest point in scan B using a tWo dimensional linear 
distance based on magnitude and frequency. Since there are 
many more data points available than are needed to achieve 
a high con?dence level for the match, only the closest and 
high level points are used in the process. This technique 
further improves the robustness of the detection system. 

[0090] The in?uence of each dimensional component 
(magnitude and frequency) on the distance calculation can 
be adjusted using Weighting values betWeen 0 and 1. This 
associates a level of ‘importance’ When comparing of either 
the magnitude or frequency When comparing data points. 
The distance values for each point in A is stored in an output 
array. 

[0091] Any point in B that Was not selected at least once 
by a point inA(as being closest), is also compared With each 
value in A to ?nd the minimum distance and stored in the 
array. Processing then continues on the output array. If a 
speci?ed percentage of the values in the output array are 
beloW a ?Xed threshold, these values are used in the ?nal 
‘percent match’ computation. OtherWise, the entire output 
array is used in the ?nal computation. For the percent match, 
the average distance Within each section and across all 
sections is used in the folloWing equation: 

PercentMatch=100.0-AverageDistance*MatchScale 

[0092] This equation Will produce negative percent match 
values that are often limited to 0% for display to the user. 

[0093] The MatchScale constant is used to adjust hoW 
“quickly” the percent match Will fall aWay from 100%. In 
our system We use a value greater than 95% to indicate a 
positive match. 
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InfoSeer Inc. Response to RIAA/IFPI Request for Information 
On Audio Fingerprinting Technologies 

July 2001 

1 Introduction 

InfoSeer Inc., (the Company), is engaged in the development of digital ?le identi?cation 
and related technologies, including those for audio ?les. This document responds to the 
Request for Information (RFI), issued by the Recording Industry Association of America 
(RIAA) and the International Federation of the Phonographic Industry (IFPI) and, step by 
step, attempts to answer all the points raised in the RFI. It also expands on explaining the 
surrounding technologies, including distribution control and Peer-to-Peer (P2P) 
commerce, that the Company has developed, or in the case of the latter, is developing. 

The Company’s technology, as correctly indicated in the RFI, operates on the actual ?le 
content and does not alter the ?le header or the content in any way. Therefore, there are 
no audibility issues; neither can the ?les have the ?ngerprint removed, as they exist only 
in the Company’s secure database. There is no normal access to that database. The audio 
?ngerprinting method, which has unique properties, accuracy and special facilities, and 
the associated systems, (to be described), are fully developed and are currently 
operational, portable and demonstrable. 

The architectures of the system and sub-systems are created in such a way that allows 
scalability and versatility so that they can incorporate new audio technologies when they 
are developed and come into widespread use in the future. Furthermore operating 
parameters can be adjusted in software, without returning to ?le sources, so that 
customization for particular applications is straight forward, and does not need extensive 
re-Work of the programs or databases. Therefore the typical possible applications for the 
technology, as described in the RFI, are simple to implement. These points will be 
explained in detail in the appropriate section(s) later. 

The Company’s total system is agnostic to, and can operate with, other technologies such 
as Digital Right’s Management (DRM) and Watermarking. 

This activity by the Company arises because of the demand for the control of Intellectual 
Property (IP) and the associated privacy issues that have been stated by the banking, 
health, federal, defense, movie, publishing and other industries. 

It is fostered by the need for Internet Intellectual Property policies that are a major 
concern of governments worldwide, as exempli?ed by the Digital Millennium Copyright 
Act (DMCA), its critics, and other efforts in the United States (US) and European 
Commission (EC), amongst others. 

The Company is well positioned to address these issues, as many of the staff have 
previously worked for the Federal Bureau Investigative (FBI), Central Intelligence 
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Agency (CIA), National Security Agency (NSA) and other organizations focused on 
solving the problem of implementing the highest possible levels of privacy and security. 
That is one reason Why this Company has developed the philosophy and belief that the 
?ngerprinting of ?les is only one step in the need to protect, and Where appropriate 
particularly for the entertainment industries value add, the proprietary information for the 
creator or owner of that information. The other issues, and some solutions, outside the 
direct scope of this RFI, Will nevertheless be explained in the appropriate general sections 
below. 

But ?rst, the Company Will respond to the audio ?ngerprinting questions directly raised 
by the RFI. 

2 Logistics 

The Company intends to comply With the logistics requirements. 

3 Reference Architecture 

The Company agrees With and complies with the reference architecture insofar as it 
concerns the tracking of ?ngerprints, metadata and ?le veri?cation core technology 
methods. However it will be seen that there are several associated “core” technologies 
that the Company uses that enhance this reference model. As stated in the RFI there are 
also applications that require additional or modi?ed architectures. Enhanced 
architectures Will be described later in this response. 

4 Application Scenarios 

All the application scenarios stated in the RFI are covered by the technology. Further, 
the Internet is being “crawled” by “InfoWatch” software (referred to in the Company as a 
data collector), on a multi-thread basis and about 450,000 results have been obtained in 
24 hours using just one Tl connection. 

Clearly, this can be further scaled up by duplication of the data collectors and links. 

Cease and desist letters are produced automatically with date and time stamp, and there is 
the facility to let the customer see, check and approve and, if desired, send the letters to 
the appropriate authority (usually an Internet Service Provider (ISP), electronically. 
Furthermore, the most offered tracks, or speci?ed artists, are inserted into the letters for 
the given unauthorized address Without human intervention. More details can be given at 
a later time. 

There are several existing audio tracking services for broadcast applications that are 
analog, for example BDS, a VNU company, headquartered in White Plains, New York. 
The Company’s technology Will be able to track broadcasts more accurately over the 
Internet because of the inherent accuracy of digital transmissions. Furthermore, with 
“simulcasters” the technology will be able to give near 100% accuracy rather than the 6 
hours or so per Week sampling methods employed by others. (They sample content at 
approx. 4% of the total time). 
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4.1 Audio Content Tracking and Reporting 

a) The Company is already monitoring and compiling reports and charts of Internet 
P2P usage on Napigator, Gnutella, Bearshare, and File Transfer Protocol (FTP), 
sites. These are being used by several organizations. 

b) Airplay/netplay monitoring and charts are not being issued at this time, it is a 
simple matter to organize however and the Company’s particular interest is to see 
if Webcasters are complying with the DMCA rules governing the frequency 
transmission of a given song in a speci?ed period 

4.2 Internet Audio Content Services 

The Company has created an additional database that is associated with the ?ngerprint 
and meta-data 

Database shown in the reference architecture. This database contains authorization 
“Rules” and can be dynamically updated with the content owner’s intentions. It uses 
information concerning track identities, Internet Protocol addresses and port numbers and 
if necessary, the whereabouts of the relevant ?les. 

4.3 Anti-Piracy Investigation and Enforcement 

The RIAA is in possession of InfoSeer’s system for anti-piracy and CDR activities. It 
basically works by checking the “?ngerprint” database when a suspect CD or CDR is 
played in a coupled computer and veri?es whether the sample CDR is known as a 
member’s recording or not. Thus, a suspect pirated object can have the tracks 
authenticated. Clearly, the system can be used to authenticate master recordings at CD 
plants and for repertoire analysis and Internet authentication, which is also currently 
enabled and in use. 

a) Suspect recordings are being veri?ed 
b) Repertoire is being analyzed and identi?ed 
c) Masters can be screened 
d) lntemet transmissions are being identi?ed 

4.4 Value Added Services 

The Company does not have extensive databases about the ancillary or meta-data 
concerning tracking intelligence. It relies on the many other such databases that exist in 
the market places. Such as the RIAA’s, Gracenote’s, Muze, Soundscan and others from 
the Labels. Our purpose is to de?nitively identify the content and relate its accuracy to 
existing available knowledge about the content. (With technology that can do something 
about it). 

a) The Company requires access to external databases to provide meta-data 
after a track has been identi?ed using the ?ngerprint and associated title 
and artist. 
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b) A major development that is underway in the Company is to enable the 
commercial monitization of streaming and downloads of content with, 
promotion and other services. Systems built by the Company can also be 
organized to insert advertising, hot links etc. into a comprehensive 
infrastructure. The system prevents unauthorized transfer of legally 
obtained content, but at the same time allows and monetizes P2P transfers 
so that value added services can be offered. These value added services 
include, guaranteed ?le quality and download speed, multiple price points, 
line busy indications and availability, facilities that will encourage the 
users to use the service. The resulting transaction analysis and payments 
can be apportioned to copyright holders and artists in a completely 
automatic way. These technologies are discussed later in the next 
sections. 

0) Special promotions and incentives are already built into the overall 
architecture and are operational and demonstrable today. 

5 Technology Documentation Process 

The Company is in total agreement with, Welcomes the opportunity to, and Will comply 
with the stated phases indicated in points 1 and 2. 

5.1 Phase 1 — Analysis of RFI Responses 

5.1.1 Functional Description. 

The technology takes an integrated spectral analysis with a combination of FFT’s and/or 
DCT’s spaced at 90 degrees to avoid raised cosine nulls and generates frequency and 
amplitude vectors, ignoring the imaginary component to avoid circumvention by all pass 
group delay and a/d and d/a networks. The obtained vectors are subtracted to give an 
ellipse of uncertainty about each resultant. This important point will be shown to be very 
useful later. Many of the most dominant vectors are used in the ?ngerprint and are 
logged. However, all must not need to be matched. (This is important for certain anti 
circumvention measures.) The analysis lasts for 30 seconds but this time is arbitrary and 
in practice has been found suitable for the necessary accuracy. This duration is not 
de?nitive in that “?ngerprints” can also be obtained for less time than this and also 
analysis can occur for the whole music ?le (or track) Where available. 

0 The vectors are normalized for amplitude so simple changes in gain are irrelevant. 
They can also be normalized against frequency but this has not been 
implemented, as it has not been found necessary in practice. 

I The content of the database can process the results in a variety of ways using only 
software methods if proved necessary. 
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0 The availability of an excess of information about the track enables several anti 
circumvention facilities to be described later. 

An important point is the ability to adjust the track identi?cation technique in the 
following way. The ratio of false negatives to false positives can be adjusted in software 
without resort to the original music ?le. This is important for many reasons. The 
Company estimates with the currently adjusted identi?cation criteria that false positives, 
i.e. ?les that are found to be copyrighted but are actually in the public domain is about 
one in ten billion. False negatives, in that those ?les that should be found as copyrighted 
but are missed is about one in one thousand. As already stated clearly the identity vector 
ellipse for the tracks is adjustable in software and can be made to produce any ratios 
acceptable to the copyright holder and implied legalities. These results are with a 30 
second analysis. For a three minute song completely analyzed these results would be 
expected to be a factor of about ten higher and lower respectively, Qaower integration), 
i.e. about one in a 100 billion false positives and about one in ten thousand false 
negatives. Because the Company does not have an extensive database of ?ngerprints, 
these estimates have to be proven; currently they are based on the mathematics of our ?le 
detection and uncertainty criteria coupled with experimental results from about 10,000 
tracks. 

The ?le 1D is under 400 bytes and with “house keeping” (time, date, title, etc.). The total 
is about 1 kByte. Thus, one million songs would need a database of about one-gigabyte; 
this is not a large database to search, which would take approximately one millisecond, 
(or a few microseconds in a parallel search). Because of the need to search rapidly in the 
Company’s total infrastructure, short versions of the ?ngerprint of four bytes are used to 
partition the database so “jump to” commands can be enabled to execute very rapid 
searches. 

5.1.2 Description of the Capabilities of the Technology 

Currently, the ?ngerprint algorithms run in software at about 27 times real time, 
(including MP3 decoding). This means that for a 30 second sample of a ?le, the 
?ngerprint can be derived in a little over one second. The Company has calculated that 
With dedicated DSP’s a ?gure of about 50 times this value is expected. They could also 
be arranged to be scalable and multi-threaded. As explained later in the total system 
architecture, it is expected that one system could simultaneously handle 8,000 real time 
song analyses, i.e. about a T3 total bit-rate (approx. 45Mbits/s), for average good quality 
MP3 ?les. 

An important point is that originally the Company expected that there would be one 
different ?ngerprint of a given song for each bit-rate and version or make of MP3 codec. 
This would not slow up the database search, because the ?le header would enable a 
“jump to” the appropriate section of the database. However, the database would have to 
be correspondingly larger. In practice this has not been found necessary. One ?ngerprint 
works equally Well for the tests we have done on three different most popular Codecs and 
seven MP3 bit-rates from 96kbits/s through 360kbits/s and on up to the CD rate of about 
1.4Mbits/s, with no material difference in detection statistics. This is because of our 
technique of “sounding out” the spectra and dynamics of the spectral content. 
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Fingerprints can be derived for MP3 and WMA formats simply by arranging appropriate 
decoding as indicated in the ?le header. 

An interesting facility is the following: If a track is re-mastered from a given master tape 
and a ?ngerprint has been established for the ?rst version of the song. 

The Company normally would create two “?ngerprints” for such a given (nearly the 
same), track. Indeed the original identi?er will not verify the identity of the second 
version. However our technology can identify that the second version comes the same 
identical master tape. This is obtainable by our software without re-using the master, just 
by running a program on the track’s ?ngerprints. More detail is explained in the 
following sections. 

5.1.3 Application Scenarios addressed by the Technology 

All applications speci?ed in the RFI are addressed currently by the technology unless 
speci?cally stated to the contrary. Furthermore many scenarios will be described that are 
not envisaged by the RFI as will become clear below. 

5.1.4 Application Scenarios not Covered by the Technology 

The Company does not know of applications not covered by the technology. To obtain 
?ngerprints of all available tracks however, access must be afforded to music tracks and 
meta-databases, as the Company has not populated its own comprehensive independent 
database of tracks and metadata. 

5.1.5 Complementary Technologies Needed 

There are no other technologies needed. However, music and track information is 
required as detailed in the previous paragraph. The described system is built, operative 
and in-use today. 

5.1.6 Optimum Evaluation and Testing 

It is suggested that the system installed at the Anti-Piracy department at the RIAA is used 
for tests, since the application scenarios already described are in action, including the 
Web-crawlers for Napigator, Gnutella and FTP sites. Furthermore remote secure access 
to the information is available from the Company’s dedicated (to speci?c personnel at the 
RIAA) web site, complete with many layouts of reports for the data. Surrounding 
technologies developed by the Company are also installed, to be described below. 

5.1.7 Technology Road Map 

As stated in the introduction, the Company is developing ?ngerprints for the following 
intellectual properties: 

Movies and TV, Documents, Legal, Health and Banking records, Books, Pictures, CAD 
drawings and JPEGS. 




















