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(57) ABSTRACT 
A processing unit is connectable to a data communications 
network. The processing unit includes a device reader for a 
portable storage device. The portable storage device (e.g., a 
secure smart card) includes storage operable to supply a 
network identity for the processing unit and an access 
controller. The access controller is operable to prevent 
unauthorised writing to the storage. Before reading the 
network identity from the portable storage device, the pro 
cessing device attempts a write to the storage of the portable 
storage device, and, only on determining that the write has 
failed, reads the supplied network identity. The processing 
unit is thereby able to check that the portable storage device 
is a valid secure data storage device and not a counterfeit 
portable storage device. If it is a genuine secure portable 
storage device, the write access will not be permitted, 
whereas if it is a non-secure portable storage device, there is 
a risk that it is a counterfeit. The access control logic of the 
portable storage device can be operable to implement key 
to-key encryption. The processing unit can be operable to 
modify the content of the storage of the portable storage 
device by supplying a key to the access controller, and, in 
response to receipt of a return key from the access controller, 
to send an encrypted command to modify the content of the 
storage of the portable storage device. 
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SECURE NETWORK IDENTIFICATION 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to computer systems, 
and in particular to computer systems having processing 
units, Which are connectable to a communications netWork 
via Which information may be communicated. 

[0002] There are many ?elds in Which mankind has 
become reliant on computers to perform valuable and some 
times essential functions. The reliance on computer systems 
demands that the doWntime of a computer system is as small 
as possible. The doWntime of a computer system is a period 
during Which a computer system is inoperable, for eXample 
as a result of a fault in the system. If a computer system goes 
doWn, the inconvenience and loss of revenue caused can be 
substantial. For eXample, if a computer system is operating 
as a server or eXchange forming part of a telecommunica 
tions system, then during the doWn-time no communications 
can be performed using the telecommunications system, 
Which can result in a considerable loss of business and 
therefore revenue for an organiZation. Computer systems are 
therefore arranged to be as reliable as possible, so that the 
doWntime is reduced to a minimum. Accordingly, the up 
time of a computer system may be required to be in the order 
of 99.9995%, Which equates approximately to a doWn-time 
of a feW seconds per year. 

[0003] Computer systems are designed and manufactured 
to standards that reduce as far as possible the likelihood of 
malfunction. However, in order to minimize any downtime, 
Which may occur as a result of a malfunction, it has been 
proposed to design parts of the computer system such that a 
part can be replaced as quickly as possible With a part Which 
performs the same function. 

[0004] In this conteXt, a processing unit of a computer 
system can be arranged to be replaceable. The computer 
system can include one or more processing units intercon 
nected via a netWork. The processing units are connectable 
to the netWork and can include one or more processors and 
a hard disk drive or other storage device containing softWare 
that controls the operation of the processing unit. Alterna 
tively, or in addition, the processing unit can include a 
preprogrammed controller or microcontroller for providing 
processing functions. The processing unit typically also 
includes other components mounted on one or more carriers, 
for eXample on a motherboard. The processing unit often is 
housed in an enclosure, but may be also be con?gured as a 
motherboard Without a housing that plugs into a backplane. 

[0005] Particularly in systems comprising multiple pro 
cessors interconnected by a netWork for use in a telecom 
munications environment, the processors are con?gured as 
?eld replaceable units (FRUs) that are designed to be 
replaced in the event of a malfunction occurring in the 
processing unit. In such a situation, the hard disk of the 
replacement processing unit is often provided With pre 
loaded softWare equivalent to the softWare processes loaded 
onto the original hard disk. The original processing unit may 
then be repaired off-line. 

[0006] The processing unit can also include communica 
tion interfaces to enable connection to a communications 
netWork. This can be used to effect communication betWeen 
different parts of a computer system, Which computer system 
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includes the processing unit, and/or betWeen different com 
puter systems. The communications netWork concerned can, 
for eXample, be a local bus, a local area netWork, an intranet 
or the Internet or the like. In order to communicate via a 
netWork, the processing unit needs to be able to identify 
itself to the netWork. It is therefore provided With a netWork 
identity. 
[0007] For eXample, communications netWorks, operable 
under an Ethernet protocol or the like, communicate data via 
a common medium to processing units attached to the 
medium by appending the data to netWork identities Which 
the processing units recognise. Each processing unit Which 
is arranged to communicate using a particular netWork 
standard such as Ethernet is therefore provided With a 
unique address, so that the processing unit may communi 
cate via any netWork conforming to that standard. Typically, 
processing units forming part of a computer system are 
provided With a communications interface such an Ethernet 
interface, for embodying the netWork identity. Once the 
processing unit has been connected to the communications 
netWork, the netWork identity for that processing unit Will be 
used by all other processing units connected to the commu 
nications netWork. This is typically arranged in that the 
processing units themselves receive, or a separate process 
ing unit receives, the netWork identities from other process 
ing units and pass(es) the netWork identities via a so-called 
device tree and they are then stored so as to provide 
con?guration information to enable communication via the 
netWork. 

[0008] Accordingly, processing units arranged to commu 
nicate via a communications netWork are each provided With 
a netWork identity, Which is generally stored in memory of 
the processing unit. If a processing unit is replaced by 
another processing unit, the communications netWork and 
the devices connected to the communications netWork Will 
not recognise that processing unit and so Will be unable to 
communicate With the processing unit. 

[0009] In order to effect replacement of a processing unit, 
the replacement processing unit should be arranged to 
communicate via the communications netWork, in substan 
tially the same Way as the original processing unit commu 
nicated. In order to minimiZe doWntime, it is desirable that 
the replacement be made as quickly and ef?ciently as 
possible. 

SUMMARY OF THE INVENTION 

[0010] One aspect of the invention provides processing 
unit connectable to a data communications netWork. The 
processing unit comprises a device reader for a portable 
storage device that includes storage operable to supply a 
netWork identity for the processing unit and an access 
controller, access controller being operable to prevent unau 
thorised Writing to the storage. The processing unit is 
operable, before reading the netWork identity from the 
portable storage device, to attempt a Write to the storage of 
the portable storage device, and, only on determining that 
the Write has failed, to read the supplied netWork identity. 

[0011] An embodiment of the invention addresses the 
technical problem of enabling a replacement processing unit 
to continue communicating via a communications netWork, 
by providing a processing unit With a device reader arranged 
to read a portable storage device bearing a netWork identity. 
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As such, once the original processing unit has been replaced, 
the replacement processing unit can be arranged to use the 
netWork identity of the original processing unit by reading 
this netWork identity from the portable storage device 
through the device reader. The communications netWork and 
the other devices connected to the communications netWork 
are therefore unaWare that the original processing unit has 
been replaced. The replacement processing unit can con 
tinue communicating via the netWork With the same identity 
(eg the same address) as the original processing unit, 
Without any further re-con?guration or requirement to rec 
ognise a neW netWork identity. 

[0012] Moreover, an embodiment of the invention also 
enables the processing unit to check that the portable storage 
device is a valid secure data storage device and not a 
counterfeit portable storage device. If it is a genuine secure 
portable storage device, the Write access Will not be permit 
ted, Whereas if it is a non-secure portable storage device, 
there is a risk that it is a counterfeit. 

[0013] It should be understood that the term ‘processing 
unit’, as used herein, refers to and includes any netWork 
connectable unit of a netWorked computer system that 
includes one or more computers. 

[0014] The device reader of an embodiment of the inven 
tion is arranged to read a hand held and hand insertable 
secure data carrier. This means that the portable storage 
device has a form such that a user may manually insert the 
portable storage device into the device reader by hand 
Without the use of a tool or Without any adaptation or 
arrangement Which is required to insert the portable storage 
device into the reader by any other means other than With the 
human hand alone. The portable storage device is therefore 
of a form such that it is readily insertable and removeable by 
the human hand. 

[0015] In a particular form of the invention, the portable 
storage device is a card having a readable semiconductor 
memory, of the types typically knoWn as a smart card or the 
like, the device reader being arranged to receive and read the 
card memory. A smart card is a secure portable storage 
device that includes a microprocessor, microcontroller or 
other control logic that can act as an access controller. It 
should be appreciated that other forms of secure portable 
storage devices in formats other than that as a smart card 
could be used, With an appropriate device reader also being 
provided. For eXample, formats such as those of a Sub 
scriber Identity Module (SIM) card or the like, or a Memory 
Stick (RTM) With the device reader being arranged to 
receive and read the format concerned, could be used. The 
netWork identity can include, for eXample, a Media Access 
Control (MAC) address. 

[0016] The processing unit can be operable, on being 
poWered up, to determine Whether a portable storage device 
is present in the device reader. If a said portable storage 
device is present in the device reader, it can then be operable 
to copy the supplied netWork identity from the portable 
storage device to the second memory location and to use the 
supplied netWork identity. 

[0017] The access control logic of the portable storage 
device can be operable to implement key-to-key encryption. 
The processing unit can be operable to modify the content of 
the storage of the portable storage device by supplying a key 
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to the access controller, and, in response to receipt of a return 
key from the access controller, to send an encrypted com 
mand to modify the content of the storage of the portable 
storage device. 

[0018] In this manner, using key to key encryption tech 
niques, Which are as such Well knoWn, it is possible for a 
processing unit initially to program a netWork identity into 
a secure portable storage device and/or subsequently to 
modify the netWork identity in the portable storage device, 
subject to having the correct authority as veri?ed by the 
keys, to do this. 

[0019] In a particular embodiment, the portable storage 
device is a smart card, the access controller is a microcon 
troller or microprocessor that forms part of the smart card 
and the device reader is a smart card reader. 

[0020] The processing unit can include a service proces 
sor, the service processor being programmed to control 
reading of the portable storage device. The service processor 
can also be a microcontroller. The processing unit can be 
operable as a computer server, for eXample a rack mountable 
computer server. 

[0021] Another aspect of the invention provides a control 
program for controlling the selection of a netWork identity 
for a processing unit connectable to a data communications 
netWork, Which processing unit having a device reader for a 
portable storage device that includes storage operable to 
supply a netWork identity for the processing unit and an 
access controller, the access controller being operable to 
prevent unauthorised Writing to the storage. The control 
program is operable, before reading the netWork identity 
from the portable storage device, to attempt a Write to the 
storage of the portable storage device, and, only on deter 
mining that the Write has failed, to read the supplied netWork 
identity. The control program can be provided on a carrier 
medium, for eXample a storage or a telecommunications 
medium. The processing unit can include a service proces 
sor, the control program controlling operation of the service 
processor. 

[0022] A further aspect of the invention provides a server 
computer comprising a device reader for reading a portable 
storage, a processor, memory and a microcontroller operable 
as a service processor and connected to read the content of 
storage in a portable storage device mounted in the portable 
storage device. 

[0023] Another aspect of the invention provides a method 
of controlling the selection of a netWork identity for a 
processing unit connectable to a data communications net 
Work, Wherein the processing unit has a device reader for a 
portable storage device that includes storage operable to 
supply a netWork identity for the processing unit and an 
access controller, the access controller being operable to 
prevent unauthorised Writing to the storage. The method 
comprises steps of attempting a Write to the storage of the 
portable storage device, and, only on determining that the 
Write has failed, to read the supplied netWork identity from 
the portable storage device. 

[0024] Another aspect of the invention provides a portable 
storage device that includes storage containing a netWork 
identity for a processing unit connectable to a data commu 
nications netWork and an access controller operable to 
prevent unauthorised Writing to the storage, access control 
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ler being responsive to an unauthorised attempt to Write to 
the storage to indicate that the Write access has failed. 

[0025] The access controller can implements key-to-key 
encryption, the access controller including key storage hold 
ing a stored key and access controller being operable to 
compare a supplied key from the processing unit to the 
stored key and, in response to the supplied key verifying 
against the stored key, returning to the processing unit a 
return key derived from the stored key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] Embodiments of the present invention Will be 
described hereinafter, by Way of example only, With refer 
ence to the accompanying draWings in Which like reference 
signs relate to like elements and in Which: 

[0027] FIG. 1 is a schematic block diagram of a computer 
system; 

[0028] FIG. 2 is an illustrative representation of an Eth 
ernet data packet; 

[0029] FIG. 3 is an aspect vieW of a schematic represen 
tation of a processing unit replaceably mountable Within a 
chassis; 

[0030] FIG. 4 is a part aspect vieW, part block diagram of 
a part of an example of a processing unit, shoWn in FIG. 3, 
embodying the present invention; 

[0031] FIG. 5 is a How diagram representative of the 
operation of the processing unit according to FIG. 4; 

[0032] FIG. 6 is a How diagram representative of an 
alternative operation of the processing unit according to 
FIG. 5; 

[0033] FIG. 7 illustrates a modi?cation to the processes of 
FIGS. 5 and FIG. 6; 

[0034] FIG. 8 is a How diagram illustrating a process for 
monitoring the presence of a portable storage device in the 
processing unit; 

[0035] FIG. 9 is a schematic block diagram of elements of 
an example of a portable storage device; 

[0036] FIG. 10 is a How diagram illustrating a modi?ca 
tion to the processes of FIGS. 5 and 7; 

[0037] FIG. 11 is a How diagram of a process for modi 
fying a netWork identity held on the portable storage device; 

[0038] FIG. 12 is a How diagram of a process for access 
ing secure information held on the portable storage device; 

[0039] FIG. 13 is a schematic diagram illustrating a 
security ?xing on a receiving slot of a device reader; 

[0040] FIG. 14 is a schematic diagram illustrating an 
alternative arrangement of a device reader; 

[0041] FIG. 15 is a schematic representation of an 
example of a processing unit incorporating the invention; 

[0042] FIG. 16 is a block diagram representing functional 
elements of the processing unit of FIG. 15; and 

[0043] FIGS. 17 and 18 illustrate the insertion of a 
portable storage device into a device reader in the processing 
unit of FIG. 15. 
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DESCRIPTION OF PARTICULAR 
EMBODIMENTS 

[0044] A simpli?ed block diagram of a computer netWork 
is shoWn in FIG. 1. In FIG. 1 data processing equipment 1 
is shoWn connected to a data communications netWork 2. 
Also connected to the data communications netWork 2 are 
further examples of data processing equipment 4, 8 and 10, 
and other devices such as, for example, a printer 6. It Will be 
appreciated that these are just examples of possible devices 
that can communicate via the data communications netWork. 
The data communications netWork may be a local area 
netWork (LAN), a Wide area netWork (WAN), the Internet. 
etc. 

[0045] The computer netWork shoWn in FIG. 1 is pro 
vided as an example only of an arrangement in Which 
devices are designed to communicate data via a data com 
munications netWork 2. The data communications netWork 2 
can operate, for example, in accordance With an Ethernet 
protocol in Which data is communicated via an Ethernet 
cable Which provides a common medium through Which all 
devices connected to the medium can receive and transmit 
data. Data to be communicated to a particular one of the 
devices connected to the netWork is detected and received by 
that device by an Ethernet address appended to the data. A 
conceptual diagram of the structure of an Ethernet packet is 
shoWn in FIG. 2 Where a ?rst ?eld A represents the address 
of the device to receive the data and a second ?eld D 
represents the data being communicated. 

[0046] The computer system may also include a second 
communications netWork 3, Which may be provided for 
reasons Which Will be explained shortly. 

[0047] The present invention ?nds application in facilitat 
ing communication via a data communications netWork, 
particularly in a situation Where a device coupled to the 
netWork is replaced by another, replacement, device. Any 
one of the devices shoWn in FIG. 1 could be con?gured in 
accordance With the invention. HoWever in the folloWing, as 
an illustration of the invention, embodiments of the inven 
tion Will be described in the context of data processing 
equipment 1 as a device embodying the invention. 

[0048] FIG. 3 is a schematic representation of an example 
of data processing equipment (data processor) 1 that 
includes a chassis 20 in Which there is replaceably mounted 
a processing unit 22. The processing unit 22 is shoWn to 
include a motherboard 24, including a processor (CPU), a 
memory, etc) and a hard disk drive 26, although it Will be 
appreciated that the processing unit 1 comprises other parts 
that are not shoWn in FIG. 3. 

[0049] In order to communicate via the netWork, the 
processing unit 22 needs to have a netWork identity that can 
be recognised by other devices on the netWork. Also, the 
processing unit 22 Will have associated With it certain 
parameters that de?ne aspects of its con?guration. 

[0050] Conventionally, devices to be connected to a com 
munications netWork are provided With a unique netWork 
identity from the manufacturer that is ?xed throughout the 
lifetime of the component. As a result the device may be 
connected to any data communications netWork conforming 
to the same standard for Which the device has been con?g 
ured to effect data communications. 
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[0051] An operating system running on the processing 
unit 22 can access the network identity, or network address, 
of each device in the computer netWork system via a device 
tree. The netWork identities of the devices are usually 
maintained for each of the devices by the operating system, 
unless and until the netWork is re-con?gured. The addresses 
of the devices connected to the netWork are established once 
by the operating system, using the device tree. Thereafter to 
effect communication via the netWork, the same netWork 
identity for a particular device is alWays used. 

[0052] This is in itself all Well and good. HoWever, dif? 
culties arise When a processing unit has to be replaced With 
another unit, for eXample as a result of a fault developing 
With the processing unit 22. In such a situation, and bearing 
in mind the requirements for high system availability, par 
ticularly in telecommunications applications, the most ef? 
cient Way of restoring system availability minimising doWn 
time is to replace the faulty unit. HoWever, this brings With 
it the problem of allocating the netWork identity and the 
other con?guration data to the replacement unit. 

[0053] As represented in FIG. 3, therefore, in the event 
that the processing unit 22 is identi?ed as being faulty, then 
the processing unit 22 is removed and is replaced by a 
corresponding processing unit 22‘ that performs an equiva 
lent function. As such the hard disk 26 of the replacement 
processing unit 22‘ Will typically have the same softWare as 
that loaded onto the hard disk of the original, and noW faulty, 
processing unit 22. The arroW 28 represents the replacement 
unit 22‘ replacing the original processing unit 22 to perform 
the same function of the original processing unit 22 thereby 
minimising the doWntime. 

[0054] Simply replacing the processing unit 22 With a 
replacement unit 22‘ Would not in itself alloW the neW 
processing unit 22‘ to operate. In particular, if one device on 
the netWork is simply replaced by another, communications 
via the data communications netWork cannot be made, 
because the replacement device Will have a different net 
Work identity from that of the original device. 

[0055] An embodiment of the present invention contrib 
utes to enabling the replacement processing unit 22‘ reliably 
and securely to continue communicating using the data 
communications netWork 2 Without requiring a recon?gu 
ration of the netWork. 

[0056] An arrangement is provided in Which data com 
munications via the netWork can continue after a device has 
been replaced. This arrangement provides continued com 
munications, Without the devices comprising the computer 
system having to change the address to Which data destined 
for that device is communicated, Which Would be required if 
the netWork Were to be re-con?gured. 

[0057] FIG. 3 schematically represents that the mother 
board 24 includes a device reader having a receiving gap 32 
through Which a portable storage device may be received 
and read by the device reader. Abetter understanding of the 
arrangement of the motherboard 24 is provided through an 
illustration of a ?rst eXample of processing unit shoWn in 
FIG. 4 Where parts also appearing in FIG. 3 bear the same 
numerical designation. 

[0058] It should be noted that although in this eXample the 
device reader is described as being on a motherboard, this is 
merely for convenience of illustration. For eXample, a 
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processing unit may not include a motherboard. Also, the 
device reader may be located anyWhere in a processing unit 
as long as it is functionally interconnected With other 
elements of the processing unit to enable the reading and 
processing of data from a portable storage device. 

[0059] In FIG. 4, the motherboard 24 has a device reader 
40 that is connected to a processor 42 on the motherboard 
via a local bus 44. The local bus 44 may be for eXample an 
I2C serial bus. The motherboard also includes a non-volatile 
random access memory 46 that is also connected to the 
processor 42. The motherboard 24 further includes a boot 
programmable read only memory (PROM) 48 Which is 
connected via the 12C bus 44 to the processor 42 and to a 
communications port 50, Which is connected via connector 
52 to the data communications netWork 2. FIG. 4 also 
represents, by means of the arroW 56, the insertion of a 
portable storage device 54 into the device reader 40. 

[0060] The portable storage device 54 in the eXample 
embodiment of the present invention is a smart card Which 
includes a random access memory (RAM) 58 in Which a 
netWork identity and other data to be used by the processing 
unit is pre-stored. The smart card also includes a microcon 
troller 59 that is to provide security of access to at least the 
netWork identity stored in the smart card. 

[0061] HoWever it Will be appreciated that a smart card is 
merely an eXample of a portable storage device 54 that is 
hand holdable and hand insertable into and removable from 
the reader 40. Other portable storage devices could be used, 
such as a Subscriber Identity Module (SIM) or the like, or 
a MEMORY STICK (RTM) or the like con?gured as a 
secure storage medium. 

[0062] The operation of the processing unit shoWn in FIG. 
4 Will noW be explained. In order to provide a facility 
through Which the replacement processing unit 22‘ may use 
the same netWork identity as the original processing unit 22, 
data representing the netWork identity is pre-stored in the 
smart card 54. As such, When the processing unit 22 is 
replaced, the smart card 54 may be removed from the smart 
card reader 40 on the motherboard 24 and introduced into 
the corresponding smart card reader 40 of the motherboard 
24 in the replacement processing unit 22‘. 

[0063] FolloWing poWer-up of the data processing equip 
ment 1, the processor 42 on the motherboard 24 reads 
instructions from the boot PROM 48. In accordance With 
these instructions the processor 42 operates to interrogate 
the smart card reader 40 via the 12C bus 44 to ascertain 
Whether or not a smart card is present in the smart card 
reader 40. If the smart card is present, the processor 42 
operates to read the netWork identity from the smart card 54 
and to con?gure the communications port 50 With this 
netWork identity. The address is then used to update a device 
tree, Which provides a list of the netWork identities of the 
devices connected to the netWork, With this address in a 
conventional manner. Thereafter, data communications are 
effected via the data communications netWork 2 through the 
link 52 using the address supplied from the smart card 54. 

[0064] Accordingly, it Will be appreciated that for the 
netWork 2 and the other devices 4, 6, 8 and 10 communi 
cations are unaffected, and apart from the period during 
Which the original processing unit 22 is replaced by the 
processing unit 22‘, communications via the netWork are 
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substantially uninterrupted. In the event, however, that the 
smart card 54 is not present in the reader 40, the processing 
unit could be arranged to terminate the boot operation and to 
signal a fault. 

[0065] An example of the operation of the processor 42 on 
reading the code in the boot PROM 48 is summarised by the 
How diagram shoWn in FIG. 5. In FIG. 5 at the start of the 
process 80 the processor reads the boot PROM 48 and 
performs the folloWing steps. 

[0066] At decision step 82 the processor determines 
Whether there is a smart card present in the smart card reader 
40. If the smart card is present then the processor operates 
at step 84 to read the netWork identity from the smart card. 
At process step 86 the processor con?gures the communi 
cations port 50 to use the netWork identity from the smart 
card to communicate via the netWork. At this point the 
process terminates 88. 

[0067] If the smart card is not present in the smart card 
reader then the processing unit is operable to terminate the 
boot operations and to signal a fault in step 90. 

[0068] As an alternative to terminating the boot operation 
in the absence of a smart card, if a set of unique netWork 
identities different from those used on the smart cards Were 
made available by the hardWare manufacturer, it Would be 
possible, When the smart card Was not present, for the 
processor 42 to read such a default netWork identity from a 
non-volatile RAM 46 provided, for eXample, on the moth 
erboard. The non-volatile RAM 46 can be arranged to store 
the default netWork identity, Which Would be pre-designated 
and pre-loaded into the non-volatile RAM 46 by the manu 
facturer of the motherboard 24 and Would not be transport 
able betWeen systems. In such a case, in the event that the 
smart card 54 is not present in the smart card reader 40, then 
the default netWork identity from the non-volatile RAM 46 
could be used by the motherboard to communicate via the 
netWork 2. 

[0069] An eXample of the operation of the processor 42 on 
reading the code in the boot PROM 48 for this alternative is 
summarised by the How diagram shoWn in FIG. 6. In FIG. 
6 at the start of the process 80 the processor reads the boot 
PROM 48 and performs the folloWing steps. 

[0070] At decision step 82 the processor determines 
Whether there is a smart card present in the smart card reader 
40. If the smart card is present then the processor operates 
at step 84 to read the netWork identity from the smart card. 
At process step 86 the processor con?gures the communi 
cations port 50 to use the netWork identity from the smart 
card to communicate via the netWork. At this point the 
process terminates 88. If the smart card is not present in the 
smart card reader then the processor operates to read the ?rst 
netWork identity from the non-volatile RAM (NV RAM) 46 
at process step 90. The processor then operates to use the 
?rst netWork identity from the NV RAM 46 to con?gure the 
communications port 50 to communicate using the ?rst 
netWork identity via the communications netWork 92. The 
process then terminates 88. 

[0071] Whichever alternative process is used, once the 
processor 42 has read the boot PROM 48 and con?gured the 
communications port 50 With the netWork identity, the 
processor probes all the devices and passes the results of the 
probe to the operating system via a device tree. As Will be 
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appreciated, the address of the processing unit comprising 
the motherboard is particularly important to the computer 
system because this represents the root level Media Access 
Control (MAC) address of the computer system. 

[0072] Alternative eXamples of processing units may be 
provided With more than one communications port for 
connection to more than one data communications netWork. 
This is shoWn in FIG. 1 as the second communications 
netWork 3. The additional communication port(s) may be 
provided on the motherboard in order to increase redun 
dancy so that if one communications netWork should fail 
then data communications may be made via the other 
communications netWork. This may also be required in order 
to increase the bandWidth Which may be communicated to 
and from the motherboard. Another reason for providing tWo 
netWorks Would be to alloW for tWo separate netWorks to be 
established. One netWork may be used for system adminis 
tration and one for netWork communications, Which may 
include Internet access. The system administration may be 
performed by a management netWork. Therefore the com 
munications port is arranged to provide multiple Ethernet 
ports through Which data may be communicated in parallel. 
Accordingly, the smart card for this further embodiment Will 
include a second netWork identity for use in communicating 
via the second netWork, and the NV RAM may include a 
second initial netWork identity. 

[0073] One potential problem With the use of a smart card 
or other portable storage device carrying the netWork iden 
tity (e.g., the MAC address) for a processing unit can occur 
Where the smart card is removed from a processing unit 
While it is running, and is then placed in another processing 
unit Which is then started. As a result of this, it could occur 
that tWo processing units connected to the same netWork 
could have the same netWork identity (e.g., MAC address), 
Whereby the netWork could be brought doWn. As described 
later in this document, it is possible to provide security 
devices to prevent unauthorised removal of the smart card, 
or the like. HoWever, it can also occur that during mainte 
nance or other authorised operations, tWo smart cards could 
be removed from tWo processing units, and then those smart 
cards could inadvertently be replaced in the Wrong process 
ing unit. 

[007 4] 
problem. 

FIG. 8 illustrates a process to address this potential 

[0075] The presence of the smart card 54 can readily be 
monitored by a simple hardWare presence pin, that is a pin 
and associated signal line Which carries a signal indicating 
that a card is present in the card reader. Such a pin forms a 
standard part of a typical card reader and the signal could be 
carried by a dedicated signal line or via presence signals 
over an I2C bus in a Well understood manner. 

[0076] The process indicated in FIG. 8 uses this presence 
indicator to monitor the presence of the smart card. A 
prerequisite for the method of FIG. 8 is the storage in the 
processing unit (possibly in main memory, but advanta 
geously in persistent storage such as in an EEPROM or a 
disk drive) of the netWork identity read from the smart card 
in step 84 of the processes described With reference to FIGS. 
5 and 6. 

[0077] FIG. 7 illustrates an additional step 100 that is 
performed betWeen the steps 84 and 86 in the process of 
















