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What is disclosed is an apparatus having a ?rst interface With 
a device driver for interfacing With an doWnstrearn device; 
and, a second interface having a control and parse engine 
and an input/output control interface for interfacing With the 
?rst interface. 
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ARCHITECTURE FOR COMMUNICATING WITH 
AND CONTROLLING SEPARATE UPSTREAM 

AND DOWNSTREAM DEVICES 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to the ?eld of estab 
lishing computer networks for computers using separate 
upstream and doWnstream devices, such as one-Way cable 
modems. Speci?cally, the present invention provides an 
architecture for communicating With and controlling sepa 
rate upstream and doWnstream devices. 

[0003] 2. Description of Related Art 

[0004] Currently, most home personal computers (clients) 
are connecting With the Internet and other on-line services 
using the public telephone netWork. Most often, data is 
transferred using Transmission Control Protocol/Internet 
Protocol (TCP/IP) implemented over such protocols as the 
Point-to-Point Protocol (PPP) or the Serial Line Internet 
protocol (SLIP). PPP and SLIP alloW clients to become part 
of a TCP/IP netWork (such as the internet) using the public 
telephone netWork and either an analog modem or an 
Integrated Services Digital NetWork (ISDN) device. Clients 
connect to a netWork by “dialing-up” a Point of Presence 
(POP), or “headend”, server, Which then assigns the client an 
IP address. 

[0005] The public telephone netWork has a sWitched point 
to-point architecture and only offers relatively loW band 
Width as it Was originally designed for analog voice com 
munication. Thus, it does not scale Well to the delivery of 
broadband data such as multimedia. As a result, there are 
several efforts to create a broadband data delivery infrastruc 
ture for client applications. Such an infrastructure, When 
combined With the increasingly poWerful clients that are 
noW available, Will enable the delivery of rich multimedia 
programming to the home. 

[0006] Broadband data delivery may be accomplished 
over a variety of different delivery infrastructures. Of these, 
perhaps the most promising is the infrastructure currently 
used to deliver cable television. Recent advancements in 
radio frequency modulation and demodulation technology, 
along With a large base of cable television subscribers, has 
made cable television service providers a strong candidate 
for becoming the preferred provider of broadband services 
to the home. In the broadband netWork architecture, a client 
Will be continuously connected to the broadband netWork 
and Will be in communication With one or more headend 
servers at all times. 

[0007] HoWever, as the cable television netWork Was 
originally intended only for transmitting data from a head 
end server located at the cable television service provider’s 
site to one or more subscribers/users (i.e., the netWork Was 
designed for a one-to-many transmission of information), no 
provision Was made for receiving data from the equipment 
(i.e., clients) located at the users’ locations. Thus, the 
broadband netWork architecture only provides for the deliv 
ery, and not the receipt, of data]. Moreover, although certain 
broadband netWorks are becoming equiped With the capa 
bility of tWo Way communications, in broadband netWorks 
Without this capability, no data can be sent back from client 
to the headend. 
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[0008] A solution has been proposed to achieve tWo-Way 
communication of data using the eXisting cable television 
infrastructure. “DoWnstream data”, de?ned to be data sent 
from a headend server to a client, is transferred over coaXial 
cable from the headend server into the home and to the 
user’s client PC, While “upstream data”, de?ned to be data 
sent from the client to the headend server, is transferred over 
the public telephone netWork. The asymmetrical allocation 
of upstream/doWnstream bandWidth is acceptable for most 
applications as the majority of users requires a larger doWn 
stream bandWidth compared to the upstream bandWidth (i.e., 
most users are “data consumers” rather than “data genera 

tors”). 
[0009] In operation, doWnstream data is received by a 
client using a “one-Way” cable modem While upstream data 
is transmitted by an analog modem or an ISDN device, over 
the public telephone netWork, to the headend server via a 
Plain Old Telephone Service (POTS) server at the headend 
of?ce. The POTS server forWards any upstream data sent by 
the client to the headend server for appropriate action (e.g., 
providing domain name server (DNS) services, simple mail 
transfer protocol (SMTP) services, gateWay or proXy ser 
vices, etc.). Without the public telephone netWork, there is 
no upstream data path as the client cannot transmit any 
information to the headend server through the cable modem. 

[0010] The client and the headend server communicate 
using TCP/IP. Data is transmitted in packets, Where packets 
are de?ned as a block of data With appropriate transmission 
data attached in the form of a header and footer to be sent 
or received over a netWork. DoWnstream and upstream data 
are sent using the Ethernet standard, as de?ned by the 
Institute of Electrical and Electronics Engineers (IEEE) 
802.3, modulated for transmission over: (1) coaXial cable 
using the cable modem; or, (2) a telephone line using the 
analog modem or the ISDN device and PPP or SLIP proto 
cols. 

[0011] In order for the client to use the cable modem for 
communication, the cable modem is installed as an Ethernet 
adapter in the client, and the client is con?gured as a TCP/IP 
netWork machine. All netWork traffic appears as digital 
Ethernet data to the client. HoWever, the data received by the 
cable modem is transmitted over a coaXial cable netWork 
using the analog quadrature ampliture modulation With 6 bit 
encoding (QAM64) techniques. The QAM64 modulated 
data transmitted by the headend server is demodulated to 
digital Ethernet data by the radio frequency (R/F) circuitry 
of the cable modem. 

[0012] The upstream and doWnstream data sent and 
received by the client over the separate devices are to be 
treated as a single communications session. HoWever, cur 
rent operating systems do not provide for the necessary 
control and communication interfaces needed for both the 
upstream netWork device and the doWnstream netWork 
device. Present operating systems are geared toWards con 
trolling netWork devices that provide both upstream and 
doWnstream traf?c. 

[0013] Therefore, an architecture needs to be provided for 
the above-identi?ed situation Where a client PC has separate 
upstream and doWnstream device such that the operating 
system of the client PC can interface With the separate 
devices. It Would also be desirable for this architecture to 
support different upstream and doWnstream devices based 
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on technologies other than analog modems, digital adapters, 
and cable modems. For example, the architecture should be 
usable With satellite receivers as the one-Way data device. 

SUMMARY OF THE INVENTION 

[0014] What is disclosed is an apparatus having a ?rst 
interface With a device driver for interfacing With an doWn 
stream device; and, a second interface having a control and 
parse engine and an input/output control interface for inter 
facing With the ?rst interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram of a computer netWork 
With a client and a server con?gured in accordance With one 
embodiment of the present invention; 

[0016] FIG. 2 is a block diagram of a memory system of 
the client con?gured in accordance With one embodiment of 
the present invention; 

[0017] FIG. 3 is a How diagram of the operation of the 
architecture contained in the memory system of the client in 
the computer netWork for interfacing With separate upstream 
and doWnstream devices in accordance With one embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0018] The present invention provides an architecture for 
interfacing With separate upstream and doWnstream devices. 
For purposes of explanation, speci?c embodiments are set 
forth to provide a thorough understanding of the present 
invention. HoWever, it Will be understood by one skilled in 
the art, from reading this disclosure, that the invention may 
be practiced Without these details. Further, although the 
present invention is described With a one-Way asymmetric 
cable modem netWork, most, if not all, aspects of the 
invention apply to all netWorks in general. Moreover, Well 
knoWn elements, devices, process steps, and the like are not 
set forth in detail in order to avoid obscuring the present 
invention. 

[0019] The proposed system architecture is used for com 
puter systems communicating in netWorks such as one Way 
cable modem netWorks that use analog modems or ISDN 
adapters for upstream transmissions and cable modems for 
doWnstream transmissions. The system architecture includes 
components for different upstream and doWnstream devices. 
The target operating systems are Microsoft® Corporation’s 
WindoWs 95® and WindoWs NT® operating systems. 

[0020] The system components used by the cable modem 
includes a device driver, an application to interface and 
control the driver, and an animated user interface to re?ect 
the traf?c activity and control the service daemon. A trans 
port layer driver is also used to interface With the device 
driver for operating systems Which do not alloW applications 
to directly communicate With device drivers. After the initial 
con?guration and initialiZation of the cable modem, data 
Would come from the headend server over the coaxial cable 
in the cable netWork. The application is also used to interface 
and control the device driver for the analog modem 

[0021] In order to control the R/F circuitry contained in 
the cable modem, a Cable Services Library (CSL) is used in 
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the cable modem device driver. Various input/output control 
(IOCTL) entry points into the cable modem driver, provided 
by data structures such as object attribute identi?ers (OID), 
are also provided Which alloW the application to interact and 
set the cable modem driver parameters. The application can 
communicate With the driver and provide real-time user 
feed-back With animated icons to re?ect traf?c activity or 
can set various hardWare parameters using the OID inter 
face. 

[0022] FIG. 1 is a block diagram of a system con?gured 
in accordance With a preferred embodiment of the present 
invention. In FIG. 1, headend server 8 has a CPU 10, a 
memory system 12, a cable modem 14 and an analog modem 
44 communicating With each other over bus 18. Headend 
server 8 provides high-speed data services and can offer 
access to the internet and proprietary netWorks through the 
use of special interfaces (not shoWn). 

[0023] Also in FIG. 1 is a client 22 Which includes a bus 
24 to Which a CPU 26, a cable modem 28 and an analog 
modem 30 are connected. A memory system 32 is also 
connected to bus 24. Memory system 32 may be solely 
random access memory or a combination of random access 

memory and other, non-volatile, data storage units such as 
read-only memory or magnetic disk media. Memory system 
32 has a client daemon 34 stored in it Which cooperate With 
CPU 26 to provide the desired results. Client 22 is coupled 
to and communicates With headend server 8 through the use 
of cable 20. 

[0024] Client 22 is connected and sends data to headend 
server 8 through the use of analog modem 30 and a tele 
phone line 36. Headend server 8 receives data from client 22 
using analog modem 44. As explained beloW, headend 
server 8 communicates With client 22 using a communica 
tion protocol such as the Transmission Control Protocol/ 
Internet Protocol (TCP/IP). This protocol alloWs the perfor 
mance of a large number of functions including packetiZing 
data by attaching a header and footer to a block of data to be 
transmitted over a netWork and setting up a tWo-Way con 
nection betWeen headend server 8 and client 22. Thus, both 
headend server 8 and client 22 are con?gured as ordinary 
TCP/IP netWork machines. 

[0025] In operation, data packets are assembled by head 
end server 8 and sent to cable modem 14, Which transmits 
the data packets to client 22 on cable 20. Cable modem 14 
includes an Ethernet adapter Which supports the Ethernet 
standard as de?ned by the Institute of Electrical and Elec 
tronics Engineers (IEEE) 802.3. In addition, cable modem 
14 is responsible for transmitting Ethernet packets over 
cable 20. Some packets are intended to be received by all 
clients While other packets are targeted for one or more 
speci?c clients. 

[0026] It is to be noted that the functions performed by 
headend server 8 to transmit and receive the data over cable 
20 and telephone line 36 can be divided betWeen one or 
more servers. For example, a separate server can be used 
only to handle the communication of data over telephone 
line 36 While leaving headend server 8 to handle only the 
communication of data over cable 20. 

[0027] Memory system 32 of client 22 has various soft 
Ware elements stored in it that cooperate With CPU 26 to 
provide desired results. These softWare elements, shoWn in 
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FIG. 2, include an operating system. As detailed below, in 
one embodiment, the operating system includes a transport 
stack layer. The transport stack layer includes a TCP/IP layer 
and a netWork driver interface layer. In other embodiments, 
these layers can be added onto the operating system. Layers 
are logical divisions in a computer system among its hard 
Ware and softWare functional components. 

[0028] The TCP/IP layer enables client 22 to receive and 
send data on a TCP/IP netWork, such as the Internet. The 
TCP/IP layer surrounds data passed from upper layers in 
client 22 With header information before sending the data to 
other layers in the communication subsystem of client 22. 

[0029] The netWork driver interface layer provides com 
munication betWeen the transport layer and a netWork driver 
(also referred to as a device driver). Examples of netWork 
driver interface layers include the Open Data-Link Interface 
(ODI) layer from Novell®, Incorporated, and the Network 
Driver Interface Speci?cation (NDIS) layer from 
Microsoft® Corporation. 

[0030] In one embodiment, the operating system is Win 
doWs 95® or WindoWs NT® from Microsoft® Corporation. 
Both of these operating systems include a transport stack 
Which includes a TCP/IP layer and an NDIS layer. Further 
information about the NDIS layer is disclosed, for eXample, 
in a CD-ROM from Microsoft® Corporation entitled 
Microsoft® Developer’s Network Library/(1996), incorpo 
rated herein by reference, and in DhaWan, Sanjay, Network 
ing Device Drivers, ch. 5, pp. 197-231, Van Noscrand 
Reinhold (1995), also incorporated herein by reference. 

[0031] Device drivers that interface With an NDIS layer 
are referred to as “miniport” drivers. Miniport drivers are 
positioned betWeen the NDIS layer and devices such as a 
netWork controller or an analog modem to provide control 
and data interfaces to the system. Device drivers are typi 
cally suited only for a particular device, although generic 
device drivers are available for particular categories of 
devices. 

[0032] Other softWare elements stored Within client 22 
include application programs and, in one embodiment of the 
present invention, interface softWare that includes routines 
to control the function of a cable modem interface unit. The 
interface softWare, When used With an NDIS layer, is imple 
mented as a miniport driver. 

[0033] In the preferred embodiment, cable modem 28 is 
installed as an internal card Which interfaces to bus 24 of 
client 22. For eXample, bus 24 can be a bus Which conforms 
to the Peripheral Component Interconnect (PCI) standard 
and cable modem 28 can be contained on a card Which 
Would interface With PCI busses. Similar to cable modem 
14, cable modem 28 includes an Ethernet adapter Which 
supports the Ethernet standard as de?ned by IEEE 802.3. 
Cable modem 28 is also responsible for transmitting the 
Ethernet packets from client 22 to headend server 8 over 
cable 20. 

[0034] Thus, after the initial con?guration and initialiZa 
tion of cable modem 14, doWnstream data Would come to 
client 22 from headend server 8 over cable 20. HoWever, in 
order for client 22 to send data back to headend server 8, an 
upstream connection Would need to be initiated With head 
end server 8. Once the connection is established, the TCP/IP 
stack contained on client 22 becomes multi-homed (i.e. 
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client 22 Would have tWo IP addresses—one for analog 
modem 30 and one for cable modem 28), and any data that 
need to go upstream (i.e. to headend server 8) Would go over 
telephone line 36 While any data that needs to come doWn 
stream is still transmitted over cable 20. 

[0035] FIG. 2 illustrates the content of memory system 32 
of client 22 containing a cable connector component 50, a 
Winsock unit 54, a TCP/IP stack 58, a netWork driver 
interface speci?cation (NDIS) layer 60, a cable modem 
driver 62, and an analog modem driver 64. Memory system 
32 of client 22 also contains other system softWare compo 
nents that are used in the operation of client 22, but are not 
shoWn in FIG. 2. 

[0036] In one embodiment of the present invention, cable 
connector component 50 is an application program run by 
client 22 during system initialiZation to alloW client 22 to 
communicate With cable modem 28 and analog modem 30 
through the cable modem driver 62 and analog modem 
driver 64, respectively. Cable connector component 50 con 
tains a graphical user interface 202, a control and parse 
engine 204, a RASDial telco component 206, an input/ 
output control (IOCTL) interface 208, and a Winsock com 
ponent 210. 

[0037] Control and parse engine 204 of cable connector 
component 50 controls the operations of the other modules 
of cable connector component 50. For eXample, control and 
parse engine 204 controls both the establishment of connec 
tivity and the responding to poll/command messages from 
headend server 8. Information received from headend server 
8 by Winsock component 210 is passed on to control and 
parse engine 204 to be parsed and then used to perform 
various operations. Control and parse engine 204 connects 
and disconnect the telephone/ISDN upstream connection 
using RasDial telco component 206, as described beloW. 
Control and parse engine 204 interacts With cable modem 
driver 62 using IOCTL interface 208. Also, When cable 
connector component 50 is initially invoked, control and 
parse engine 204 Will access the Registry to obtain default 
values for the parameters. A complete listing of all param 
eters required Will be de?ned later. 

[0038] Graphical user interface 202 provides both the 
control and the information interface for a user of client 22. 
In one embodiment, graphical user interface 202 takes the 
form of an animated WindoWs 95® tray icon Which rotates 
to indicate netWork traf?c and displays different colors to 
indicate the status of the connection betWeen client 22 and 
headend server 8 over cable 20. Cable modem driver 62 
noti?es the intermediate transport driver, Win95 transport 
VXD 212, Which in turn noti?es graphical user interface 202 
When certain events occur. As a result, graphical user 
interface 202 changes its state and re?ects the changes in the 
tray icon by either changing colors or rotating. Control and 
parse engine 204 communicates With graphical user inter 
face 202 by sending user datagram protocols UDP data 
grams across the Winsock interface. 

[0039] RASDial telco component 206 provides the analog 
telephone/ISDN connection capability by using the 
Microsoft® remote access services (RAS) application pro 
gramming interface (API) to enable control and parse engine 
204 to start a RAS connection operation, get information 
about eXisting RAS connections, and end a RAS connection. 
RASDial telco component 206 is used to establish the RAS 
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connection between control and parse engine 204 (a RAS 
client) and headend server 8 (a RAS server or terminal 
server). The connection established creates a multi-homed 
stack effect in TCP/IP stack 58, Which alloWs the stacks to 
receive data over one interface (cable modem) and transmit 
over another (analog phone/ISDN). Cable modem driver 62 
also has autodialing capability that causes RASDial telco 
component 206 to set-up a connection every time an 
upstream data packet is generated by an application When 
the upstream connection is not present. The autodialing 
feature is disclosed in a co-pending application by Mannan 
Mohammed, one of the named inventors, titled Method and 
Apparatus for Detecting Network Traf?c and Initiating a 
Dial-Up Connection, US. patent application Ser. No. 
08/829,584, ?led on Mar. 31, 1997, and is incorporated by 
reference herein. 

[0040] Input/output control (IOCTL) interface 208 pro 
vides a direct interface to cable modem driver 62 via 
DeviceIOControl calls, during Which IOCTL interface 208 
?rst opens a connection to cable modem driver 62 using the 
“CreateFile” API call. The CreateFile API returns a handle 
(i.e., pointer) that is used in all future interactions. The 
IOCTL calls use prede?ned object attribute identi?ers 
(OID’s), Which are prede?ned data structures containing 
command and data information, to pass parameters betWeen 
control and parse engine 204 cable modem driver 62. 

[0041] Control and parse engine 204 connects to the 
standard transport stacks using a standard UDP socket 
provided by Winsock component 210. This socket Will bind 
to a knoWn port, in one embodiment, port #473, and stays in 
a “listen” state, Waiting for any data to be forWarded to the 
knoWn port. In one embodiment, this socket connection is 
planned to be used for one-Way doWnstream traf?c, and is a 
mechanism for control and parse engine 204 to receive the 
control and polling messages from headend server 8. The 
socket connection should be non-blocking (i.e., control 
comes back immediately to the application and the applica 
tion can continue to receive packets While the application is 
processing other packets), and implement callback routines 
(i.e., a sub-routine that is eXecuted When an external event 
occurs), to notify cable connector component 50 of received 
data. 

[0042] Winsock unit 54 is used as an interface to TCP/IP 
stack 58, and provides an application program interface 
(API) for application programs such as application 50 to 
access TCP/IP stack 58. Winsock unit 54 also contains a 
listing of the port numbers that are being used cable con 
nector component 50 and other applications and the sockets 
Which are bound to those port numbers. 

[0043] As discussed above, TCP/IP stack 58 performs the 
functions required When communicating With a TCP/IP 
netWork such as the Internet. NDIS layer 60 provides the 
interface betWeen the netWork protocol and the netWork 
driver. In one embodiment of the present invention, When 
WindoWs 95® or WindoWs NT® are used as the operating 
system of client 22, TCP/IP stack 58 and NDIS layer 60 are 
included With the operating system. 

[0044] In addition to having separate devices for upstream 
and doWnstream data transfers, a client Will be said to be 
“multi-homed” in that the client’s upstream device and its 
doWnstream device Will both have different IP addresses as 
the upstream device (i.e., the analog modem or ISDN 
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device), Will be assigned an IP address in addition to the IP 
address already assigned to the cable modem. In the multi 
homed environment, all upstream data Will be sent to the IP 
address of the upstream device While all doWnstream data 
Will be received from the IP address of the doWnstream 
device. 

[0045] Before multi-homing of the client’s TCP/IP stack 
takes place, all packets (data frames) being sent by the client 
Will be delivered to the doWnstream device (i.e., the cable 
modem) for transmission to the headend server. HoWever, as 
the cable modem does not support transmission of upstream 
data, the cable modem cannot transmit the packets, and as a 
result, the packets are lost. After multi-homing of the client’s 
TCP/IP stack takes place, upstream data Will be sent using 
the upstream device (i.e., the analog modem on ISDN 
device) While doWnstream data Will still be received over the 
cable modem. 

[0046] In order for the client to become multi-homed and 
capable of sending data back to the headend server, a user 
either (1) manually “dials-up” (i.e., the user initiates a 
connection to) the headend server using functions such as 
those provided by the Remote Access Services (RAS) 
library provided by Microsoft® Corporation in its WindoWs 
NT® and WindoWs 95® operating systems; or (2) launches 
an application that causes the system to automatically dial 
up the headend server. Once the connection is established, 
the TCP/IP stack becomes multi-homed and any data that 
needs to go upstream Would go over the public telephone 
netWork While any data that needs to come doWnstream still 
comes over the coaXial cable. 

[0047] Analog modem driver 64 is the softWare controller 
for analog modem 30 and provides access to the functions 
provided by analog modem 30. Thus, analog modem driver 
64 is used to communicate With analog modem 30, Which in 
turn is used to communicate With analog modem 44 of 
headend server 8. In one embodiment, analog modem 30 and 
analog modem 44 are standard modems con?gured to Work 
With the public sWitch telephone netWork. In an alternate 
embodiment, adapters transmitting signals using digital 
technologies such as ISDN can be used. It is also to be noted 
that any netWork/medium can be used to provide the 
upstream connection from client 22 to headend server 8, in 
addition to analog modems or ISDN adapters. Thus, even 
adapters Which use Wireless communications technology 
can also be used. 

[0048] Cable modem driver 62 is the softWare controller 
for cable modem 28 and provides access to the functions 
provided by cable modem 28. In one embodiment of the 
present invention, cable modem driver 62 is a NDIS 
Miniport driver Written to the Microsoft® Corporation’s 
NDIS 3.1 speci?cation that alloWs drivers to be binary 
compatible With WindoWs 95® as Well as WindoWs NT®. 
Cable modem driver 62 contains an object attribute identi?er 
(OID) module 214 and a cable services library (CSL) 218 in 
addition to a NDIS miniport module 216. 

[0049] CSL module 218 provides the cable modem spe 
ci?c API’s for manipulating the R/F analog hardWare com 
ponents of cable modem 28. CSL module 218 contains 
routines that perform functions such as setting the upstream/ 
doWnstream frequency and R/F circuit poWer levels of cable 
modem 28. CSL module 218 also provides API’s for check 
ing the status of cable modem 28. A list of the API’s 
provided by CSL module 218 is contained in Appendix B As 
described beloW, the API’s contained in CSL module 218 is 
accessed by applications through the OID’s in OID module 
214. 
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[0050] OID module 214 provides an interface for appli 
cations to interrogate and set the hardware parameters of 
cable modem driver 62. Applications Will use DeviceIO 
Control (IOCTL) calls to communicate With cable modem 
driver 62. The IOCTL calls use OID’s to identify all prior art 
API’s, in addition to the custom API’s, such as those 
contained in CSL module 218, Which Will be required by 
applications such as cable connector component 50 to 
manipulate cable modem 28. As described above, OID’s are 
prede?ned data structures containing command and data 
information used to call speci?c routines in cable modem 
driver 62. For example, the OID to call the function Set 
DoWnstreamFrequency() in one embodiment is the value 
“0XFF010154.” Cable modem driver 62 provides support for 
all OID’s needed to interface With cable modem 28. A 
complete list of OID’s is provided in AppendiX A. 

[0051] Cable modem driver 62 and analog modem driver 
64 are speci?c to cable modem 28 and analog modem 30, 
respectively. They are used to initialiZe, con?gure and 
control cable modem 28 and analog modem 30, respectively, 
and are loaded at system boot time. In alternate embodi 
ments, the functions of cable modem driver 62 and analog 
modem driver 64 can be implemented by one module or 
more than one modules. 

[0052] RASDial telco component 206 and analog modem 
driver 64, are used to initiate an upstream connection With 
headend server 8. RASDial telco component 206 is a dae 
mon application Which is resident in memory system 32 and 
performs the functions necessary to cause analog modem 30 
to dial-up headend server 8. In one embodiment, RASDial 
telco component 206 uses the RASDIAL API library under 
WindoWs 95® to initiate a dial-up connection. 

[0053] When a packet is received by client 22 using cable 
modem 28, it is passed on to cable modem driver 62. Cable 
modem driver 62 in turn transfers the packet onto TCP/IP 
stack 58. In TCP/IP stack 58, the packet is checked for 
errors, stripped of its header and footer and passed on to 
cable connector component 50. 

[0054] Conversely, Where the data is generated by cable 
connector component 50, the data is sent to analog modem 
driver 64 for transmission by analog modem 30 to analog 
modem 44. Thus, cable connector component 50 Would 
generate a packet Which Would be sent to TCP/IP stack 58, 
Which Would place the proper header and footer on the 
packet before sending it to analog modem driver 64. 

[0055] It is to be noted that before an upstream path is 
established, and before TCP/IP stack 58 becomes multi 
homed, cable modem driver 62 is sent any upstream packets. 
In prior art systems, the cable modem Would just discard the 
upstream traffic. HoWever, as disclosed above, cable modem 
driver 62 contains the capability to initiate the establishment 
of an upstream connection through the use of cable connec 
tor component 50 When cable modem driver 62 receives any 
upstream packets. 

[0056] Also, other applications programs can generate the 
upstream traf?c that is sent to TCP/IP stack 58. An eXample 
of an application program is an Internet Web broWser that is 
used to vieW data received from the Internet and initiate 
requests of data from the Internet. Thus other application 
programs can also cause cable modem driver 62 to initiate 
an upstream connection. 

[0057] FIG. 2 also contains a Win95 transport VXD 212 
that is used in operating systems like WindoWs 95®, Where 
an application cannot directly interact With a device driver 
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(e.g., cable modem driver 62). Win95 transport VXD 212 is 
a transport level driver that communicates With NDIS layer 
60 and alloWs IOCTL interface 208 of cable connector 
component 50 to communicate With cable modem driver 62 
in operating systems such as WindoWs 95®. Win95 transport 
VXD 212 is not needed in operating systems, such as 
WindoWs NT®, that alloW an application to directly interact 
With a device driver. 

[0058] FIG. 3 is a How diagram of the operation of the 
architecture contained in memory system 32 of client 22. 
The operation of cable connector component 50 begins 
When cable connector component 50 is initiated, either by a 
user or by the operating system. 

[0059] In step 302, cable connector component 50 estab 
lishs a socket connection in Winsock unit 54. In one embodi 
ment, The socket connection Will be bound to port number 
473 so that all data sent to that port number is forWarded to 
cable connector component 50. After the socket connection 
is established, cable connector component 50 enters an idle 
mode and Waits for data to be received on that port. 

[0060] In step 304, cable modem 28 is initialiZed to 
receive data from headend server 8. In one embodiment, 
headend server 8 constantly broadcasts data and commands 
to cable modem 28. Thus, cable modem 28 needs to be 
con?gured to the correct broadcast frequency Whenever 
client 22 is operational. Cable modem 28 is con?gured by 
either the user or the system at the booting of the client 22. 
When the user con?gures the system, the user issues a 
con?guration command at graphical user interface 202. This 
con?guration command is translated into an OID and deliv 
ered to cable modem driver 62 through IOCTL interface 208 
(Win95 transport VXD 212 is optionally used for operating 
systems such as WindoWs 95®, as discussed above). The 
initialiZation command Will tune cable modem 28 to a 
frequency Where it can start receiving packets. When cable 
modem 28 is con?gured at boot time, the OID Will be issued 
by the system and cable modem driver 62 uses knoWn valid 
defaults from a non-volatile source such as the Registry of 
the operating system to tune cable modem 28. In one 
embodiment, user intervention to con?gure the system 
Would be required only When the default tuning by cable 
modem driver 62 fails. 

[0061] In step 306, after the system is con?gured, cable 
connector component 50 is idle until data is received on the 
port established in step 302. Any data received by the socket 
is passed to control and parse engine 204. Control and parse 
engine 204 interprets the information contained in the 
received packets and takes the appropriate action according 
to the discussion beloW. 

[0062] In step 308, the received data is parsed by the 
control and parse engine 204 to determine if a command or 
poll packet is received from either headend server 8 or the 
user. If a command or poll packet is received, operation Will 
continue With step 310. OtherWise, operation Will continue 
With step 312. 

[0063] In step 310, a command or poll packet is received 
by cable connector component 50. Any request to change to 
the con?guration of cable modem 28 (e.g., changing poWer 
levels or tuning to different frequency), is responded to by 
control and parse engine 204. Control and parse engine 204 
uses IOCTL interface 208 to communicate With cable 
modem driver 62 by sending appropriate OID’s. If an 
acknoWledgment to the command or poll packet is required 
to be sent, control and parse engine 204 generates the 
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acknowledgment. If the user issues commands to either 
query or change the parameters of cable modem driver 62 or 
cable modem 28, control and parse engine 204 parses the 
commands and uses IOCTL interface 208 to communicate 
with cable modem driver 62. Once a reply is returned by 
cable modem driver 62, cable connector component 50 
displays the information back to the user through the use of 
graphical user interface 202. 

[0064] In step 312, if control and parse engine 204 deter 
mines that the received data does not contain a command or 
poll packet, then, in one embodiment of the invention, 
control and parse engine 204 assumes that the received data 
contains upstream data that is received because the upstream 
connection and multi-homing have not been con?gured. 
Thus, cable connector component 50 will establish an 
upstream (RAS) connection. To establish a RAS connection, 
the dial-up phone number of headed server 8 is obtained by 
control and parse engine 204 from either the Registry, or a 
dial-up packet that is frequently broadcasted by headend 
server 8 and is received by control and parse engine 204 on 
the socket connection. 

[0065] Using the username and password supplied by the 
user or obtained from the Registry, control and parse engine 
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204 establishes a RAS connection with headend server 8. 
After the connection is established, the upstream traf?c will 
be sent out over the RAS connection due to the multi-homed 

nature of the transport stacks (i.e., TCP/IP stack 58). Down 
stream traf?c is still received by cable modem 28 and is 
passed up to the transport stacks (i.e., TCP/IP stack 58), 
using NDIS layer 60. 

[0066] It is to be noted that the present invention can be 
used in other systems with separate upstream and down 
stream devices. For eXample the present invention can be 
used where the downstream device is a satellite modem. 

[0067] While the present invention has been particularly 
described with reference to the various ?gures, it should be 
understood that the ?gures are for illustration only and 
should not be taken as limiting the scope of the invention. 
Many changes and modi?cations may be made to the 
invention, by one having ordinary skill in the art, without 
departing from the spirit and scope of the invention. 

APPENDIX A—OID De?nitions 

[0068] 

#de?ne FLINTiSPECIFICiOIDiMASK OXFFOOOOOO 
#de?ne FLINTiSETiOIDiMASK OxFFOlOOOO 
#de?ne FLINTiGETiOIDiMASK OXFFOZOOOO 
/* 
The OxFFOlOlXX OIDs de?ne the operational oids where 
some parameters of the hardware are set. 

*/ 
#de?ne OIDiFLINTiINITiALL OXFFO1O1O1 
#de?ne OIDiFLINTiINITiDEMOD OxFFOlOlOZ 
#de?ne OIDiFLINTiINITiUP OXFFO1O1O3 
#de?ne OIDiFLINTiINITiRF OXFFO10104 
#de?ne OIDiFLINTiSETiTUNERiFREQ OxFFOlOlOS 
#de?ne OIDiFLINTiSETiQAMiACQUIRE OXFFO1O1O8 
#de?ne OIDiFLINTiSETiUPiFREQ OXFFO1O1O6 
#de?ne OIDiFLINTiSETiUPiPWR OXFFO1O1O7 
#de?ne OIDiFLINTiWRITEiEEPROM OXFFO10109 
#de?ne OIDiFLINTiEXIT OxFFOlOlOA 
#de?ne OIDfFLINTfRESETfDlOO OxFFOlOlOB 
#de?ne OIDiFLINTiCHANGEiMACiADDR OxFFOlOlOC 
#de?ne OIDiFLINTiCHANGEiMCAiLIST OxFFOlOlOD 
/* 
The OXFFOZOlXX OIDs de?ne the statistical oids where 
some parameters of the hardware are fetched. 

*/ 
#de?ne OIDiFLINTiISiTUNERiLOCKED OXFFO2O1O1 
#de?ne OIDiFLINTiISiDEMODiLOCKED OXFFOZOlOZ 
#de?ne OIDiFLINTiISiFLINT OXFFO2O1O3 
#de?ne OIDiFLINTiGETiDOWNiSTAT US OXFFO2O1O4 
#detine OIDiFLINTiGETiFECiSTAT US OXFFOZOlOS 
#de?ne OIDiFLINTiGETiDEMODiSTATUS OXFFO2O1O6 
#de?ne OIDiFLINTiGETiDEMODiTAP OXFFO2O1O7 
#de?ne OIDiFLINTiGETiQAMiMODE OXFFO2O1O8 
#de?ne OIDiFLINTiGETiSNR OXFFO2O1O9 
#de?ne OIDiFLINTiGETiRAWiSNR OXFFOZOlOA 
#de?ne OIDiFLINTiGETiAGC OXFFOZOlOB 
#de?ne OIDiFLINTiGETiSYMBOLiRATE OXFFOZOlOC 
#de?ne OIDiFLINTiGETiCCSLiVERSION OXFFOZOlOD 
#de?ne OIDiFLINTiGETiLASTiERROR OXFFOZOlOE 
#de?ne OIDiFLINTiREADiEEPROM OXFFOZOlOF 
#de?ne OIDiFLINTiGETiPACKETSiRCVD OXFFO2O11O 
#de?ne OIDiFLINTiGETiCORRECTABLEiERRORS OXFFO2O111 
#de?ne OIDiFLINTiGETiUNCORRECTABLEiERRORS OXFFO2O112 
#de?ne OIDiFLINTiGETiDRIVERiVERSION OXFFO2O113 
#de?ne OIDiFLINTiGETiHWiINFO OXFFO2O114 
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Appendix B—Cable Service Library API Calls 

[0069] eXtern BOOL ccslClientInitAll( 

IN OUT CCSLIF *pCcslif); 

[0070] /* set the tuner to a speci?c frequency */ 

[0071] /* obsolete tuning function, use SetFineTune() 
instead */ 

[0072] eXtern BOOL ccslClientSetTunerFreq( 

IN OUT CCSLIF *pccslif, 
IN DWORD dChannel); 

[0073] /* set tuner to speci?c frequency and include ?ne 
tuning */ 

[0074] eXtern BOOL ccslClientSetFineTune( 

IN OUT CCSLIF *pCcslif 
IN DWORD dFreqInHZ, /* channel frequency 

[0075] in HZ */ 

IN SWORD WFreqOffset, /* offset in steps 

[0076] of 125 KhZ for PLL#2 only, for frequency offset 
problems*/ 

IN SWORD WIntSpurOffset, /* offset in steps 

[0077] of 125 khZ for both PLLs, for internal spur/noise 
problems */ 

IN SWORD WEXtSpurOffset);/* offset in steps 

[0078] of 1 MhZ for both PLLs, for external spur/noise 
problems */ 

[0079] /* setup the broadcom and try to acquire only 
once, enable receiver */ 

[0080] eXtern BOOL ccslClientInitialiZeDemod( 

IN OUT CCSLIF *pCcslif ); 

[0081] /* setup the entire upstream into transmit mode 
using values in pCcslif */ 

0082 /* not im lemented in HW, so function has no P 
effect */ 
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[0083] eXtern BOOL ccslClientInitialiZeUp( 

IN OUT CCSLIF *pCcslif ); 

[0084] /* set the frequency of the upstream channel */ 

[0085] /* not implemented in HW, so function has no 
effect */ 

[0086] eXtern BOOL ccslClientSetUpFreq( 

IN OUT CCSLIF *pccslif, 
IN DWORD dFreq, 
IN DWORD dBandWidth); 

[0087] /* set the poWer of the upstream signal */ 

[0088] /* not implemented in HW, so function has no 
effect */ 

[0089] eXtern BOOL ccslClientSetUpPoWer( 

IN OUT CCSLIF *pccslif, 
IN SBYTE cPoWerLevel ) ; 

[0090] /* does sW reset, sets bIsInitialiZed=FALSE */ 

[0091] eXtern BOOL ccslClientEXit( 

IN OUT CCSLIF *pCcslif) ; 

[0092] /* reacquire on the doWnstream signal */ 

[0093] eXtern BOOL ccslClientQamAcquire( 

IN OUT CCSLIF *pCcslif) ; 

[0094] /* enables the receiver input to the 82557 */ 

[0095] eXtern BOOL ccslClientEnableReceiver( 

IN OUT CCSLIF *pCcslif) ; 

[0096] /* disables the receiver input to the 82557 */ 

[0097] eXtern BOOL ccslClientDisableReceiver( 

IN OUT CCSLIF *pCcslif) ; 

[0098] /* * * * * status functions * * * */ 

[0099] /* returns the current derotator values from the 
broadcom */ 
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[0100] eXtern BOOL ccslClientGetDerotator( [0112] /* get the correctable errors */ 

[0113] eXtern BOOL ccslClientGetCorrectErrors( 

IN OUT CCSLIF *pCcslif, 
OUT WORD *pDrIntegrator, 
OUT WORD *pDrFilter) ; IN OUT CCSLIF *pccslif, 

OUT DWORD *pCorrectCount); 

[0101] /* update pCcslif With the hardware con?g info _ _ 
read from ?ash */ eXtern BOOL ccslClientGetHard- [0114] /* returns SUCCESS 1f the broadcom 1S FEC 
WareCOn?g( locked onto the incoming data */ 

[0115] eXtern BOOL ccslClientIsDernodLocked( 

IN OUT CCSLIF *pCcslif) ; 

IN OUT CCSLIF *pCcslif, 
OUT BOOL *pIsLocked); 

[0102] /* return some useful version info so you can tell 
What ccsl.lib you are using */ 

[0103] eXtern BOOL ccslClientGetCcslversion( [0116] /* returns Snr’ qammode’ age and other status 
from the broadcorn */ 

[0117] eXtern BOOL ccslClientGetDernodStatus( 
IN CCSLIF *pCcslif, 
OUT CCSLVERSION *pCcslVersion) ; 

IN OUT CCSLIF *pCcslif, 
OUT DEMODSTATUS *pDernodStatus); 

[0104] /* returns a structure full of broadcorn FFE and 
DFE values */ 

[0105] extem BOOL ccslClientGetDemOdTapStatuS( [0118] /* returns the entire doWnstrearn status Which is 
gobs of data mostly from the broadcom */ 

[0119] eXtern BOOL ccslClientGetDoWnStatus ( 
IN OUT CCSLIF *pCcslif, 
OUT DEMODTAPSTATUS *pDernodTapStatus) ; 

IN CCSLIF *pCcslif, 
_ _ _ OUT DOWNSTATUS *pDoWnStatus); 

[0106] /* returns SUCCESS 1f the tuner ‘fold’ bit is 
high, tuner is locked */ 

[0107] extem BOOL CCS1C1ientISTunerLOCked( [0120] /* returns SUCCESS if the card is veri?ed to be 
a FLINT card */ 

[0121] /* and also sets IsFlint=TRUE */ 
IN OUT CCSLIF *pCcslif, ~ ~ _ 

OUT B 0 0L *pISLOCked) ; *pegréeszrinf BOOL ccslCl1entIsFl1nt(IN OUT CCS 

[0108] /* returns the lock status and error counts of the 
FEC */ OUT BOOL *pIsFlint); 

[0109] eXtern BOOL ccslClientGetFecStatus( 

[0123] /* returns the current QAM mode of the broad 
corn */ 

IN OUT CCSLIF * C If, _ 

OUT FECSTATUS *gFgcssltatus); [0124] eXtern BOOL ccslClIentGetQarnModeStatus( 

* * 
[0110] / get the uncorrectable errors / IN OUT CCSLIF *pccsli? 

[0111] eXtern BOOL ccslClientGetUncorrectErrors( OUT WORD *PQamMOde); 

[0125] /* returns the current symbol rate of the broad 
IN OUT CCSLIF *pccslif, Com >k/ 
OUT WORD *pUncorrectCount); 

[0126] /* application must rnultiply *pSyrn by 
0015258789 to get symbol rate in HZ */ 
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[0127] eXtern BOOL ccslClientGetSyrnbolRateStatus( [0141] eXtern BOOL ccslReset( 

IN OUT CCSLIF *pCcslif, IN OUT CCSLIF *pCcslif); 
OUT DWORD *pSyrn); 

[0128] /* returns the SNR value in dB from the broad 
corn */ 

[0129] eXtern BOOL ccslClientGetSnrStatus( 

IN OUT CCSLIF *pccslif, 
OUT WORD *pSnr); 

[0130] /* returns the SNR register value in heX from the 
broadcorn, provides greater resolution */ 

[0131] /* to covert to dB SNR use: SNR=77.488—20 
*log10(pSnr) */ 

[0132] eXtern BOOL ccslClientGetSnrRegStatus( 

IN OUT CCSLIF *pccslif, 
OUT WORD *pSnr); 

[0133] /* returns the AGC values from the broadcorn in 
hundreths of volts */ 

[0134] eXtern BOOL ccslClientGetAgcStatus( 

IN OUT CCSLIF *pccslif, 
OUT SWORD *pAgc); 

[0135] /* returns TRUE if the receiver input to the 
82557 is enabled */ 

[0136] eXtern BOOL ccslClientIsReceiverEnabled( 

IN OUT CCSLIF *pccslif, 
OUT BOOL *pIsEnabled); 

[0137] /* returns pIsLocked=LOCKED if Broadcorn is 
SNR (QAM) locked */ 

[0138] eXtern BOOL ccslClientIsSnrLocked( 

IN OUT CCSLIF *pccslif, 
OUT BOOL *pIsLocked); 

[0139] /***** debug functions *****/ 

[0140] /* reset the RF circuitry on the Flint */ 

[0142] /* reset the 557 and the RF circuitry */ 

[0143] eXtern BOOL ccslReset557( 

IN OUT CCSLIF *pCcslif); 

[0144] /* raise the EECS lead on the 557 */ 

[0145] eXtern BOOL ccslRaiseEECS( 

IN OUT CCSLIF *pCcslif); 

[0146] /* loWer the EECS lead on the 557 */ 

[0147] eXtern BOOL CCS1I?W€rEECS( 

IN OUT CCSLIF *pCcslif); 

[0148] /* send a serial data stream out to the serial rnuX 
*/ 

[0149] eXtern BOOL ccslShiftOutBits( 

IN OUT CCSLIF *pCcslif, 
IN BYTE cData, 
IN BYTE cCount); 

[0150] /* enable the ?ash accesses */ 

[0151] eXtern BOOL ccslClientEnableFlash( 

IN OUT CCSLIF *pCcslif); 

[0152] /* read a register value from the broadcorn */ 

[0153] eXtern BOOL ccslQarnRead( 

IN OUT CCSLIF *pCcslif, 
IN BYTE cAccess, 
IN BYTE cRegAddr, 
OUT WORD *pVall 
OUT WORD *pValZ); 

[0154] /* Write a value to a broadcorn register */ 



[0156] #ifdef DOS /* for now, these functs are only 
DOS compatible */ 

[0157] /*ISSUE do We need to construct macros to 
make them NT compatible */ 

[0158] /* read a ?ash space register value */ 

[0159] eXtern BOOL ccslClientReadReg( 

IN OUT CCSLIF *pCcslif 
IN BYTE cOffset, 
OUT BYTE *pDataByte); 

[0160] /* Write a ?ash space register value */ 

[0161] eXtern BOOL ccslClientWriteReg( 

IN OUT CCSLIF *pCcslif 
IN BYTE cOffset, 
IN BYTE *pDataByte); 

[0162] /* point the muX to a speci?c serail device: 
broadcom, eeprom, tuner or unused */ 

[0163] eXtern BOOL ccslClientSerialSelect( 

IN OUT CCSLIF *pCcslif 
IN BYTE cDevice); 

[0164] /* initialiZe the broadcom using the script ?le 
name parameter */ 

[0165] eXtern BOOL ccslInitDemodScript( 

IN OUT CCSLIF *pCcslif, 
IN SBYTE *pFileName); 

[0166] eXtern BOOL ccslClientGetDemodStatusDe 
bug( 

IN OUT CCSLIF *pCcslif, 
OUT DEMODSTATUS *pDemodStatus, 
IN WORD WFuncDelay); 
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[0155] eXtern BOOL ccslQamWrite( [0167] eXtern BOOL ccslClientGetFecStatusDebug( 

IN OUT CCSLIF *pCcslif, IN OUT CCSLIF *pCcslif, 
IN BYTE cAccess, OUT FECSTATUS *pFecStatus 
IN BYTE cRegAddr, IN WORD WFuncDelay); 
IN WORD WVall, 
IN WORD WValZ); 

[0168] /* for printout of the SetFineTune() variables 
and output for all channels, run this function */ 

[0169] eXtern BOOL ccslClientTestFineTune( 

IN OUT CCSLIF *pCcslif, 
IN DWORD dFreqInHZ, 
IN SWORD WFreqOffset, 
IN SWORD WIntSpurOffset, 
IN SWORD WEXtSpurOffset); 

[0170] /* turns off the tuner */ 

[0171] eXtern BOOL ccslClientDisableTuner( 

IN OUT CCSLIF *pCcslif); 

[0172] /* alloWs bit level programming of tuner to any 
desired frequency setting */ 

[0173] eXtern BOOL ccslClientSetTunerDebug( 

IN OUT CCSLIF *pCcslif 
IN BOOL currentihigh, 
IN BYTE 211, 
IN BYTE bhl, 
IN BYTE b11, 
IN BYTE rh1, 
IN BYTE r11, 
IN BYTE 212, 
IN BYTE b112, 
IN BYTE I112, 
IN BYTE rh2, 
IN BYTE r12); 

What is claimed is: 
1. An apparatus comprising: 

a ?rst interface having a device driver for interfacing With 
an doWnstream device; and, 

a second interface having a control and parse engine and 
an input/output control interface for interfacing With 
said ?rst interface. 

2. The apparatus of claim 1, Wherein said second interface 
further comprises: 

a graphical user interface; 

a third interface having a component for interfacing With 
a WinSock unit; and 

a fourth interface having a component for interfacing With 
an upstream device. 

3. The apparatus of claim 1, Wherein said device driver is 
a cable modem driver. 
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4. The apparatus of claim 2, wherein said upstream device respond to said command; and if said data packet 
is an Wide area network device. does not contain a command, then communicating 

5. The apparatus of claim 1, Wherein said device driver With said upstream device to initiate an upstream 
further comprises: connection. 

7. The apparatus of claim 6, Wherein said upstream device 
is a Wide area netWork device. 

a set of application programming interfaces. 8. The apparatus of claim 6, Wherein said doWnstream 
6. An apparatus comprising: device is a cable modem. 

9. The apparatus of claim 6, Wherein said socket connec 
tion has an associated port number. 

an upstream device coupled to said processor; 10. The apparatus of claim 6, Wherein said step of 
communicating With said doWnstream device comprises the 
steps of: 

a set of object attributes identi?ers; and, 

a processor; 

a doWnstream device coupled to said processor; and, 

l d t 'd d ? d t . . . . . . a memory .coup e O Sal processor an Con gum O determining said command contained in said data packet; 
cause said processor to: 

. . determining an associated object attribute identi?er for 
establish a socket connection; . 

said command; and 
' ? td t k t' d . . . . . . . . 

recelve a rs a a pm: 6 ’ an ’ issuing said associated ob]ect attributes identi?er to a 

determine if said data packet contains a command, device driver. 
Wherein if said data packet contains a command, 
then communicating With said doWnstream device to * * * * * 


