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COMMUNICATION DEVICE FOR DETERMINING 
PARTICIPANTS IN A NET WITHIN A GROUP 

COMMUNICATION NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a division of US. patent appli 
cation Ser. No. 09/518,776, ?led Mar. 3, 2000, pending, 
Which application is incorporated herein by reference in its 
entirety. 

FEDERAL RESEARCH STATEMENT 

[0002] The US. Government has a paid-up license in this 
invention and the right in limited circumstances to require 
the patent oWner to license others on reasonable terms as 
provided by the terms of MDA904-96-G-0035 aWarded by 
the National Security Agency. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] The present invention relates to point to multi-point 
communications systems. More speci?cally, the present 
invention relates to a method and apparatus for determining 
participants in a net Within a group communication network. 

[0005] 2. Description of the Related Art 

[0006] Point-to-multipoint communication systems have 
been used to provide communications generally betWeen a 
central location and multiple users of the system. For 
eXample, dispatch systems using Land Mobile Radios 
(LMRs) have been used in trucks, taXis, buses, and other 
vehicles in order to communicate scheduling information 
betWeen a central dispatch center and one or more corre 

sponding ?eet vehicles. Communications may be directed at 
a speci?c vehicle in the ?eet or to all vehicles simulta 
neously. 
[0007] Another eXample of a point-to-multipoint commu 
nication system is a Wireless push-to-talk system. Such a 
system alloWs a group of individuals, each having a Wireless 
communication device, to communicate With other members 
of the group. Typically, a push-to-talk system relies on a 
single frequency, or dedicated channel, over Which commu 
nications are received by the Wireless communication 
devices. In most systems, only one member may transmit 
information to the other members at a time. HoWever, all 
members can listen to the dedicated broadcast channel to 
receive communications from the single member Who is 
transmitting. Members desiring to transmit to other mem 
bers of the system typically sends an access request by 
depressing a push-to-talk button on their respective com 
munication device that alloWs the user sole access to the 
dedicated channel. 

[0008] Push-to-talk systems are typically used in outdoor 
settings Where a group of people, or members, require 
communications With each other in a “point-to-multipoint” 
fashion. EXamples of push-to-talk system uses include 
Workgroup communications, security communications, con 
struction site communication, and localiZed military com 
munications. The group of people requiring communications 
With each other is commonly knoWn as a “net,” each 
member of the net sometimes referred to as a “net member.” 
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[0009] In a typical push-to-talk system, a dedicated chan 
nel, sometimes referred to as a broadcast channel, is used to 
transmit communications from one member to multiple 
other members of the net simultaneously. The dedicated 
channel may comprise a single channel or frequency, or a 
group of individual channels managed by a controller to 
imitate the single channel. In either case, only one member 
may transmit voice and/or data communications to the other 
member users at any given time. If another member attempts 
to transmit over the broadcast channel While another mem 
ber is transmitting, interference betWeen the tWo competing 
communications Will occur, resulting in non-intelligible 
communications being received by the other net members. 

SUMMARY OF THE INVENTION 

[0010] The disclosed embodiments provide a novel and 
improved method and apparatus for determining participants 
a net Within a group communication network. In one aspect 
of the invention, a method in a communication device for 
determining participants in a net Within a group communi 
cation netWork includes the steps of sending a message to a 
controller, the message being for determining Whether the 
communication device is a participant in the net, and listing 
the communication device as a participant in the net if the 
controller sends a response to the message Within a prede 
termined time period. 

[0011] In another aspect of the invention, a communica 
tion device for determining participants in a net Within a 
group communication netWork includes a memory unit, a 
transmitter to send a message to a controller, a receiver to 
receive a response from the controller, and a processor 
communicatively coupled to the receiver, the transmitter, 
and the memory unit. In one aspect, the processor is capable 
of sending a message to a controller, the message being for 
determining Whether the communication device is a partici 
pant in the net, and listing the communication device as a 
participant in the net if the controller sends a response to the 
message Within a predetermined time period. In one aspect, 
the communication device is a push-to-talk (PTT) device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The features and advantages of the present inven 
tion Will become more apparent from the detailed descrip 
tion set forth beloW When taken in conjunction With the 
draWings in Which like reference characters identify corre 
spondingly throughout and Wherein: 

[0013] 
[0014] FIG. 2 illustrates a NBS net and hoW communi 
cation devices interact With a communications manager 

(CM) 104. 
[0015] FIG. 3 illustrates a functional block diagram of the 
CM. 

[0016] FIG. 4 illustrates an eXample of a NBS SIP sig 
naling protocol stack. 

[0017] FIG. 5 illustrates an NBS media signaling protocol 
stack. 

FIG. 1 illustrates a net broadcast system. 

[0018] FIG. 6 illustrates real time protocol voice media 
protocol stack. 

[0019] FIG. 7 illustrates a UDP voice media protocol 
stack. 
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[0020] 

[0021] 
[0022] FIG. 10 illustrates the high level functionality of 
the group services module 500 of the CD. 

[0023] FIG. 11 illustrates SIP call signaling 350. 

[0024] FIG. 12 illustrates a media signaling message 
sequence. 

FIG. 8 illustrates a media traf?c protocol stack. 

FIG. 9 illustrates a DNS client protocol stack. 

[0025] FIG. 13 illustrates the sequence of media signaling 
messages With respect to dormancy. 

[0026] FIG. 14 illustrates a sequence of NBS media 
signaling messages. 

[0027] FIG. 15 illustrates a state diagram of the CM 104. 

[0028] FIG. 16 illustrates a state diagram of the CD 352. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0029] The net broadcast service (NBS) system enables 
Internet Protocol (IP) communication devices to participate 
in a group voice and data conference. NBS is primarily a 
Voice over IP (VoIP) application. Voice communication is 
transmitted from a talker endpoint communication device to 
one or more listeners by encapsulating voice frames in IP 
datagrams. Data With voice may also be transmitted in this 
manner. The NBS system is described in US. patent appli 
cation Ser. No. 09/518,622, ?led Mar. 3, 2000 and US. 
patent application Ser. No. 09/518,985, ?led Mar. 3, 2000, 
and are speci?cally incorporated by reference herein. 

[0030] FIG. 1 illustrates a functional block diagram of a 
group communication system 10. The group communication 
system 10 is also knoWn as a push-to-talk system, a net 
broadcast service (NBS), a dispatch system, or a point-to 
multi-point communication system. Ade?ning characteristic 
of such the NBS system is that, generally, only one user may 
transmit information to other users at any given time. In the 
NBS 10, a group of communication device users, individu 
ally knoWn as net members, communicate With one another 
using a communication device assigned to each net member. 

[0031] The term “net” denotes a group of communication 
device users authoriZed to communicate With each other. 
Generally, a central database contains information identify 
ing the members of each particular net. More than one net 
may operate in the same communication system. For 
instance, a ?rst net may be de?ned having ten members and 
a second net may be de?ned, having tWenty members. The 
ten members of the ?rst net can communicate With each 
other, but generally not to members of the second net. In 
other situations, members of different nets are able to 
monitor communications betWeen members of more than 
one net, but are only able to transmit information to mem 
bers Within their oWn net. 

[0032] The net operates over an existing communications 
system, Without requiring substantial changes to the existing 
infrastructure. Thus, a controller and users on a net may 
operate in any system capable of transmitting and receiving 
packet information using Internet Protocol (IP), such as a 
Code Division Multiple Access (CDMA) system, a Time 
Division Multiple Access (TDMA) system, a Global System 
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for Mobile Communications (GSM) system, satellite com 
munication systems such as GlobalstarTM or IradiumTM, or a 
variety of other systems. 

[0033] Net members communicate With each other using 
an assigned communication device, shoWn as communica 
tion devices (CD) 12, 14, 16 and 17. CDs 12, 14, 16 and 17 
may be Wireline or Wireless communication devices such as 
terrestrial Wireless telephones, Wireline telephones having 
push-to-talk capability, satellite telephones equipped With 
push-to-talk functionality, Wireless video cameras, still cam 
eras, audio devices such as music recorders or players, 
laptop or desktop computers, paging devices, or any com 
bination thereof. For example, the CD 12 may comprise a 
Wireless terrestrial telephone having a video camera and 
display. Furthermore, each CD may be able to send and 
receive information in either a secure mode, or a non-secure 

(clear) mode. Throughout the folloWing discussion, refer 
ence to an individual CD may be expressed by a Wireless 
push-to-talk phone. HoWever, it should be understood that 
reference to a CD is not intended to be limited as such, and 
may encompass other communication devices that have the 
capability to transmit and receive packet information in 
accordance With Internet Protocol (IP). 

[0034] In the NBS system 100 of FIG. 2, a transmission 
privilege is de?ned that generally alloWs a single user to 
transmit information to other net members at any given time. 
The transmission privilege is granted or denied to requesting 
net members, depending on Whether or not the transmission 
privilege is currently assigned to another net member When 
the request is received. 

[0035] The process of granting and denying transmission 
requests is knoWn as arbitration. Other arbitration schemes 
evaluate factors such as priority levels assigned to each CD 
in determining Whether a requesting net member is granted 
the transmission privilege. 

[0036] In order to participate in the NBS system 10, CDs 
12, 14, 16, and 17 each have the ability to request trans 
mission privilege from a controller or a communications 

manager (CM) 18. 

[0037] CM 18 generally manages the real-time and admin 
istrative operation of nets. The CM is any type of computer 
type device having at least one processor and memory. In an 
embodiment, the CM is a Sun Workstation Netra T1 TM. 

[0038] The CM 18 maintains a list of de?ned nets, de?ned 
as either clear or secure. Transitions betWeen clear and 
secure are generally not permitted. A secure net relies on 
encryption provided by the individual CDs to provide 
authentication and guard against eavesdropping. Encryption 
for secure nets is implemented on an end-to-end basis, 
meaning that encryption and decryption takes place Within 
each CD. The CM 18 generally operates Without knoWledge 
of security algorithms, keys, or policies. 

[0039] The CM 18 manages remotely through either a 
communication system service provider, net members, or 
both, assuming that authoriZation is provided by the service 
provider. The CM 18 may receive net de?nitions through an 
external administration interface. Net members may request 
administrative actions through their service provider or 
administrate net functions through de?ned systems, such as 
a member-operated security manager (SM) 20 that conforms 
to a CM 18 administration interface. The CM 18 can 
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authenticate to high-grade commercial standards any party 
attempting to establish or modify a net. 

[0040] The SM 20 is an optional component of the NBS 
system 10 that performs key management, user authentica 
tion, and related tasks to support secure nets. Asingle group 
communication system may interact With one or more SM 
20. The SM 20 is generally not involved in the real-time 
control of a net, including net activation or PTT arbitration. 
The SM 20 may have administration capabilities compatible 
With a CM 18 interface to automate administration func 
tions. The SM 20 may also be capable of acting as a data 
endpoint for the purpose of participating in a net, broadcast 
net keys, or simply monitor net traf?c. 

[0041] In one embodiment, the means for requesting the 
transmission privilege from a CD comprises a push-to-talk 
(PTT) key or sWitch. When a user in the NBS 10 desires to 
transmit information to other net members, the push-to-talk 
sWitch located on his or her CD is depressed, sending a 
request to obtain the transmission privilege from the CM 18. 
If no other net member is currently assigned the transmis 
sion privilege, the requesting user is granted the transmis 
sion privilege and is noti?ed by an audible, visual, or tactile 
alert through the CD. After the requesting user has been 
granted the transmission privilege, information may be then 
transmitted from that user to the other net member. 

[0042] In one embodiment of the present invention, each 
Wireless net member establishes a forWard link and a reverse 
link With one or more base stations 22 or a satellite gateWay 

24, as the case may be. The base station 22 is used to 
describe a communication channel from the base station 22 
or the satellite gateWay 24 to a CD. The satellite gateWay 24 
is used to describe a communication channel from a CD to 
a base station 22 or gateWay 24. Voice and/or data is 
converted into data packets using a CD, the data packets 
suitable for a particular distributed netWork 26 through 
Which communications to other users take place. In one 
embodiment, distributed netWork 26 is the Internet. In 
another embodiment, a dedicated forWard channel is estab 
lished in each communication system (i.e.,a terrestrial com 
munication system and a satellite communication system) 
for broadcasting information from each net member to the 
other net members. Each net member receives communica 
tions from other net members over the dedicated channel. In 
yet another embodiment, a dedicated reverse link is estab 
lished in each communication system for transmitting infor 
mation to the CM 18. Finally, a combination of the above 
schemes may be used. For instance, a scheme may be 
establishing a dedicated forWard broadcast channel but 
requiring Wireless CDs to transmit information to the CM 18 
over an individual reverse link assigned to each CD. 

[0043] When a ?rst net member Wishes to transmit infor 
mation to other members of the net, the ?rst net member 
requests the transmission privilege by pressing a push-to 
talk key on his or her CD, Which generates a request 
formatted for transmission over the distributed netWork 26. 
In the case of CDs 12, 14 and 16, the request is transmitted 
over-the-air to one or more base stations 22. A mobile 
sWitching center (MSC) 28 comprises a Well-knoWn inter 
Working function (IWF) for processing data packets, includ 
ing the request, betWeen the MSC 28 and the distributed 
netWork 26. For CD 16, the request is transmitted via 
satellite to satellite gateWay 24. For the CD 17, the request 
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is transmitted to the Public SWitched Telephone NetWork 
(PSTN) 30, then to a modem bank 32. Modem bank 32 
receives the request and provides it to the distributed net 
Work 26. A NBS terminal 34 monitors traf?c of the NBS 
system through its connection to the Internet 26. Since the 
NBS terminal 34 is connected to the Internet 26, geographic 
proXimity to net participants is not necessary. 

[0044] If no other member currently holds the transmis 
sion privilege When the transmission privilege request is 
received by CM 18, CM 18 transmits a message to the 
requesting net member, notifying it that the transmission 
privilege has been granted. Audio, visual, or other informa 
tion from the ?rst net member may then be transmitted to the 
other net members by sending the information to CM 18, 
using one of the just-described transmission paths. In one 
embodiment, CM 18 then provides the information to the net 
members by duplicating the information and sending each 
duplicate to the net members. If a single broadcast channel 
is used, the information need only be duplicated once for 
each broadcast channel in use. 

[0045] In an alternative embodiment, CM 18 is incorpo 
rated into MSC 28 so that data packets from supporting base 
stations are routed directly to CM 18 Without being routed 
onto distributed netWork 26. In this embodiment, CM 18 is 
still connected to distributed netWork 26 so that other 
communication systems and devices can participate in a 
group communication. 

[0046] CM 18 maintains one or more databases for man 
aging information pertaining to individual net members as 
Well as to each de?ned net. For eXample, for each net 
member, a database may comprise information such as the 
user name, account number, a telephone number, or dial 
number, associated With the member’s CD, a Mobile Iden 
ti?cation Number assigned to the CD, the current member’s 
status in the net, such as Whether the member is actively 
participating in the net, a priority code for determining hoW 
the transmission privilege is assigned, a data telephone 
number associated With the CD, an IP address associated 
With the CD, and an indication of Which nets the member is 
authoriZed to communicate. Other related types of informa 
tion may also be stored by the database With respect to each 
net member. 

[0047] As part of the NBS infrastructure, the communi 
cations manager (CM) forms connections of individual 
communication terminals to form one talk group, or net. The 
CM comprises a variety of functional capabilities in hard 
Ware and softWare that are con?gurable in different Ways to 
accommodate different applications. Generally, the CM pro 
vides capability to manage realtime, administrative, and 
authenticity operations of (NBS) nets, push-to-talk (PTT) 
request arbitration, maintenance and distribution of net 
membership and registration lists, call set-up and tear-doWn 
of necessary CDMA system and netWork resources, as Well 
as overall control of net status. 

[0048] The NBS net may be Within a stand-alone deploy 
able cellular system, or a large multiple site con?guration. In 
the case of a large con?guration, multiple CMs may be 
deployed geographically to form a single, integrated system, 
each operates as a plug-in module into eXisting cellular 
infrastructure. As such, neW features introduced by NBS 
nets are available to cellular users Without requiring modi 
?cation to eXisting cellular infrastructure. 
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[0049] Afunction of the CM is to maintain a list of de?ned 
NBS nets. Each net de?nition includes a net identi?er, a list 
of members, including phone numbers or other identifying 
information, user priority information, and other generic 
administration information. Nets are hi statically de?ned as 
either clear or secure, and transitions betWeen clear and 
secure are not permitted. A secure NBS net typically uses 
media encryption to provide authentication and guard 
against eavesdropping. Media encryption for secure nets is 
implemented on an end-to-end basis, meaning encryption 
and decryption takes place Within the communication 
device. The CM operates Without knoWledge of security 
algorithms, keys, or policies. 

[0050] The CM receives net de?nitions through an exter 
nal administration interface. Customers may request admin 
istrative actions through its service provider or administrate 
net functions through de?ned systems, such as a customer 
operated security manager that conforms to the CM admin 
istration interface. The CM authenticates to high-grade 
commercial standards for any party attempting to establish 
or modify a net. 

[0051] Before one embodiment of the invention is 
explained in detail, it is to be understood that the invention 
is not limited in its application to the details of the con 
struction and the arrangement of the components set forth in 
the folloWing description or illustrated in the draWings. The 
invention is capable of other embodiments and are carried 
out in various Ways. 

[0052] Also, it is understood that the phraseology and 
terminology used herein is for purpose of description and 
should not be regarded as limiting. 

[0053] FIG. 2 illustrates a NBS net 100 and hoW com 
munication devices interact With a CM 104. 

[0054] Multiple CMs 104 may be deployed as desired for 
large-scale NBS nets 100. In FIG. 2, communication device 
108, or a CD 108, has permission to transmit media onto the 
net. In this case, the CD 108 is knoWn as the talker, and 
transmits media over a channel. When the CD 108 is 
designated as the talker, the remaining net participants, 
communication devices 112 and 116 (or CD 112 and CD 
116) do not have permission to transmit media to the net. 
Accordingly, CD 112 and CD 116 are designated as listen 
ers. If CD 116 is designated as the talker, CD 108 and CD 
112 are designated as listeners, and so on. 

[0055] As described above, each CD 108, 112 and 116 is 
connected to the CM 104 using at least one channel. In an 
embodiment, the channel is divided into separate channels 
comprising a session initiation protocol (SIP) channel 120, 
a NBS media signaling channel 124, and a media traf?c 
channel 128. The session initiation protocol (SIP) channel 
120 and the NBS media signaling channel 124 may be used 
at any time as bandWidth alloWs, regardless of being des 
ignated a talker or a listener, by any of the CD’s 108, 112 and 
116. The SIP is an Internet Engineering Task Force (IETF) 
de?ned application-layer protocol that describes control 
mechanisms to establish, modify, and terminate multimedia 
sessions operating over Internet Protocol (IP). SIP provides 
a general solution to call-signaling problems for Internet 
telephony applications by supporting means to register and 
locate users, mechanism that de?ne user capabilities and 
describe media parameters, mechanisms to determine user 
availability, call setup, and call-handling. 
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[0056] The SIP channel 120 is used to start and end 
participation of a CD Within the net 100. Optionally, a 
session description protocol (SDP) signal may also be used 
Within the SIP channel 120. When the CD’s participation 
Within an NBS net is setup using the SIP channel 120, 
real-time call control and signaling betWeen the CD and the 
CM 104 takes place using the NBS media signaling channel 
124. Speci?cally, among other tasks, the NBS media sig 
naling channel 124 is used for handling push-to-talk requests 
and releases, arbitrate betWeen con?icting requests, or ?oor 
control, announce the beginning and end of information 
transmission, manage net dormancy, track endpoint connec 
tivity, request and exchange net status, noti?cation and error 
messages. The protocol of the NBS media signaling channel 
124 minimiZes the length of the most common messages, 
and to simplify the task of interpreting replies and respond 
ing to requests While retaining ?exibility for future enhance 
ments. The protocol of the NBS media signaling channel 
124 also alloWs requests to be resent Without adversely 
affecting protocol state. 

[0057] Signaling traf?c on the media channel 124 may 
further be differentiated into tWo categories: call setup and 
control signaling, Which consists primarily of SIP invitation 
requests and acknoWledgements, and media signaling, 
Which is comprised primarily of real-time ?oor control 
requests and related asynchronous messages. Media traf?c 
on the media traf?c channel 128 is comprised of real-time 
point-to-multi-point voice and/or data broadcasts. Both mes 
saging categories have unique functional attributes. In addi 
tion, each CD may issue Domain Name Service (DNS) 
client requests to facilitate mapping fully-quali?ed DNS 
hostnames to Internet netWork addresses. 

[0058] NBS call setup and call control signaling is per 
formed according to SIP semantics. Although SIP may be 
transported using either the Well knoWn User Datagram 
Protocol (UDP) or Transmission Control Protocol (TCP), in 
a preferred embodiment, each CD performs SIP based 
signaling functions using UDP, as illustrated in FIG. 4. Also, 
each CM expects to receive all SIP signaling requests via 
UDP. Real-time signaling occurs via dynamic UDP/IP inter 
faces on the CM and each CD. Other signaling may take 
place via a ?xed TCP/IP interface betWeen the CM and the 
CD using the SIP. 

[0059] FIG. 3 illustrates the modules and physical make 
up of the CM 200. The CM 200 comprises of a CM core 
module or complex 204, at least one net module, or media 
control unit (MCU) 208 and 212, a DNS server 216, a 
redirect server 220 and an administration Workstation 224. 
The CM core complex 204 provides administration capa 
bility to a JavaTM-capable Web-broWser. One or more DNS 
servers 216 may also be included in the CM core complex 
204. The CM core complex 204 further comprises a CM 
node 228 and a database server 232. The CM 200 is 
separable into at least tWo parts, the CM core complex 204 
and each MCU node 208. After initial connection into the 
CM core complex 204, a net is operated by MCU node 208. 
The MCU node 208 sends and receives information as 
necessary from the CM core complex 204. The separability 
of the CM core complex 204 alloWs for versatility in that 
once a particular net is established, the net is operated by a 
dedicated MCU node 208. This alloWs CM core complex 
204 to provide initial connections With other potential nets, 
irrespective of the type of communication structure in Which 
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the net Wishes to operate. Also, the CM core complex 204 
may be geographically displaced from the MCU node 208. 
For example, a single CM core complex 204 may be located 
in the central part of the United States, and a plurality of 
MCU nodes 208 may be located regionally to operate nets 
from its given region. As such, the CM core complex 204 
may route a user to a particular MCU node 208 based on the 
location of the user. Also, information may be provided to a 
user or group of users based on location, such as location 
based broadcasting, directions, or identi?cation of land 
marks. 

[0060] The CM node 228 provides centraliZed function 
ality associated With NBS nets. The CM node 228 comprises 
a session initiation protocol user agent server (SIP UAS) 
server 236, and CM manager 240, a central billing log 244, 
and an administration server 248. The SIP UAS server 236 
supports user requests for net lists and handles SIP invite 
messages for nets. When a SIP invite message is received 
from a communication device, the net assigns the commu 
nication device to an appropriate MCU node 208, and directs 
the communication device to the MCU node 208. 

[0061] The CM manager 240 monitors the status of all the 
MCU nodes Within a net, and assigns the execution of nets 
to given MCU nodes, such as the MCU node 208. The CM 
manager 240 handles administrative functions pertaining to 
net administration, including the creation and deletion of 
nets, de?ning neW and deleting existing users, adding and 
removing users as net members, and adjusting various 
operating parameters at a user, net, or CM Wide basis. 

[0062] The central billing log 244 maintains time and 
identi?cation information for billing purposes. The central 
billing log receives billing log information from a local log 
server 260 of the MCU node 208. Detailed log information 
of each user, such as Which communication devices are 
active on the net, for hoW long, from Where, and When and 
for hoW long each CD is a talker or a listener, is maintained. 
The Administration Server 248 supports an interface to 
alloW the Administration Workstation 224 to retrieve status 
information, initiate database administration and system 
management functions through the net status interface. 

[0063] The CM implements both the SIP user-agent server 
236 and a SIP MCU server 252. To support NBS, each CD 
implements a SIP user-agent client. The CM receives incom 
ing SIP connections on an advertised node, or port. When a 
connection occurs, the SIP server 236 receives and processes 
requests according to SIP call-signaling conventions. The 
SIP server 236 is capable of processing multiple call 
signaling connections in parallel. 

[0064] To conserve netWork resources, the CD may 
release its UDP connection With the SIP server 236 after it 
has successfully (or unsuccessfully) joined the NBS net 100. 
The UDP connection may be reinstated later to send addi 
tional SIP call-signaling requests (for example, to leave the 
net or sWitch to another net). 

[0065] FIG. 4 illustrates an example of a NBS SIP sig 
naling protocol stack 300. The stack is a collection of 
protocol layers that implements netWork communication. 
The protocol associated With each layer communicates With 
the layers immediately above and beloW it, and assumes the 
support of underlying layers. Because UDP is a less reliable 
connectionless transport, application level reliability is pref 
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erable to insure robust communication, Which is achieved by 
implementing by SIP compliant endpoints. Generally, SIP 
call-signaling 302 on UDP streams 304 are encapsulated 
Within IP protocol 306. No special formatting is required. 
SIP call-signaling IP packets 306 are exchanged betWeen, 
for example, a CDMA cellular based CD or a dial-up PSTN 
based CD, Which are encapsulated Within point-to-point 
protocol (PPP) frames 308. Accordingly, no special format 
ting is required. Also, SIP call-signaling PPP frames 308 
exchanged betWeen a CDMA cellular based CD and a base 
station are encapsulated Within a radio link protocol (RLP) 
310. For dial-up PSTN based users, an appropriate modem 
standard, such as V32 bis or V.90, may replace RLP 310. In 
either case, special treatment is generally not required and an 
error-free physical link is not assumed. 

[0066] FIG. 5 illustrates an NBS media signaling protocol 
stack 312, transporting voice and data traf?c using UDP 
datagrams 304 over IP 306. NBS media signaling 314 is 
layered onto UDP/IP traf?c, and is handled in a similar 
manner With respect to the description of FIG. 4. 

[0067] FIG. 6 illustrates a real-time voice-media protocol 
stack 320. In this embodiment, vocoder payload data 322 is 
layered on real time protocol (RTP) 324. RTP 324 is then 
layered onto UDP 304 and IP 306. In an optional embodi 
ment, compressed real time protocol (CRTP) header com 
pression 330 is used to further encapsulate media traf?c 
using RTP 324 at the application layer. Header compression 
techniques may be applied as appropriate to all UDP/IP 
incoming and outgoing UDP/IP traffic illustrated in FIGS. 
4-9. Media signaling requests and responses are encapsu 
lated Within UDP datagrams. When available, CRTP header 
compression may be applied to reduce the impact of sending 
uncompressed UDP/IP headers. In FIG. 6, CRTP com 
presses RTP layer 324, UDP layer 304, IP layer 306 and the 
PPP layer 308. In FIGS. 4, 5 and 7-9, CRTP 320 compresses 
the layers betWeen and including UDP 304 to PPP 308. 

[0068] In operation, each CD dynamically selects a UDP 
port on Which it intends to listen for NBS media signaling 
requests and communicates the port number to the SIP 
server 236 as part of the SIP invitation it delivers When 
attempting to join a net. The net’s CM media signaling 
destination address (including the UDP port number) is 
described in the net’s session description delivered as part of 
a successful SIP INVITE request’s response to the CD. 
Unlike SIP signaling addresses, media signaling destination 
addresses are net speci?c and may change betWeen instances 
of a CD joining a net. Multiple nets hosted by the same CM 
generally operate independently and do not share media 
signaling or media traffic ports. HoWever, it is contemplated 
that multiple nets may share media signaling and media 
traffic ports. 

[0069] Referring to FIG. 6, voice traffic is encapsulated by 
grouping one or more vocoder frames Within an RTP/UDP 
324 or UDP payload 304. The use of RTP 324 With CRTP 
330 enabled is used to minimiZe end-to-end media latency 
and provide interoperability With IP telephony applications 
and services. In either case, the CD dynamically selects the 
UDP port on Which it expects to receive media traf?c and 
communicates the port number to the SIP server 236 as part 
of the SIP invitation it delivers When attempting to join a net. 

[0070] The net’s vocoder and transport encapsulation pro 
tocol, as Well as its media traf?c destination address (includ 
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ing the UDP port number), is described in the session 
description response to a successful SIP invitation request 
from the SIP server 236. Like a net’s media signaling 
addresses, the media traf?c destination addresses are net 
speci?c and may change betWeen instances of a CD joining 
a net. 

[0071] Typically, as shoWn in FIG. 6, voice traf?c is 
encapsulated at the application layer using RTP 324, Which 
segments each UDP datagram 304 into a RTP header 324 
and vocoder payload 322. FIG. 7 illustrates a UDP voice 
media protocol stack 332. Voice traffic may optionally be 
encapsulated purely using UDP datagrams 304, With no RTP 
encapsulation, typically When CRTP header compression 
330 is unavailable or unsupported by a net member. FIG. 8 
illustrates a media traffic protocol stack 334. The media 
traf?c protocol stack 334 is used for net participants With no 
application-level RTP encapsulation. Data 336 is encapsu 
lated into UDP datagrams 304. 

[0072] The structure of the UDP payload 304 folloWs the 
de?nition given for a corresponding RTP payload 324, 
Without the RTP header ?elds. The decision to encapsulate 
media directly into UDP 304 is con?gured by the net’s 
administrator 248 and advertised by the net’s session 
announcement. In addition to voice media, NBS nets may 
also support arbitrary data broadcasts. If a net supports a 
data broadcast channel, the SIP server 236 advertises the 
media type in the net’s SIP session description When a CD 
formally joins the net. 

[0073] FIG. 9 illustrates a DNS client protocol stack 338. 
Each CD includes the capability to resolve Internet domain 
names into Internet addresses using a Domain Name Service 
(DNS) protocol 340. The CD operates as a DNS client. The 
CD encapsulates DNS 340 requests using UDP 304, as 
shoWn in FIG. 9. In order for the CD to resolve DNS 
hostnames, the CD is provisioned With the IP netWork 
address of the DNS server 216, as shoWn in FIG. 3. The 
DNS address is also con?gurable by the CD service provider 
and, optionally, by the user. 

[0074] In addition to voice media, nets may also support 
arbitrary data broadcasts, such as secure net rekey, email, 
data ?les, etc. If a net supports a data broadcast channel, the 
CM advertises the media type in the net’s SIP session 
description When the CD formally joins the net. Like tradi 
tional media broadcasts, generic data broadcasts operate 
over RLP in one embodiment (or a corresponding physical 
layer) but are generally considered less reliable transports. 

[0075] The CD includes the capability to resolve Internet 
domain names into Internet addresses using the Domain 
Name Service (DNS) protocol, as de?ned in RFC 1034. 
Alternatively, the CD operates as a DNS client or resolver, 
as described in RFC 1035. 

[0076] In order for the CD to resolve DNS hostnames, the 
CD is preprogrammed With the IP netWork address of a DNS 
server. The DNS address is also con?gurable by the CD 
service provider and, optionally, by the user. 

[0077] The CM 104 may optionally be con?gured to act as 
a DNS server 216. Although it may respond to DNS requests 
from foreign entities using TCP as the transport protocol, for 
the purpose of servicing requests originating With the CD, 
the SIP server 236 also encapsulates DNS messages using 
the UDP 304 according to FIG. 8. 
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[0078] The NBS also takes advantage of the development 
of a cellular multicast channel. Such a channel generically 
alloWs one transmitting station to address N listening sta 
tions directly over one forWard channel, Without the need for 
N separate rebroadcasts of the transmitted data. The pres 
ence of a cellular multicast channel implies changes to the 
NBS media stack primarily beloW the IP netWork layer. To 
take advantage of the ef?ciencies provided by a cellular 
multicast channel, a net’s media signaling and traf?c desti 
nation addresses are conventional IP multicast channels, and 
CM originated media signaling and traffic broadcasts are 
multicast broadcasts. Each CD originated media signaling 
and traf?c broadcasts and SIP signaling remain as point-to 
point communications. 

[0079] The Radio Link Protocol (RLP) 310 shoWn in 
FIGS. 4-9 may be modi?ed Within each CD to minimiZe the 
latency experienced When link-layer (RLP frame) loss 
occurs. Such modi?cations are optional and do not neces 
sarily affect the operation of transport of application layer 
protocols, since neither TCP nor UDP 304 assumes a reliable 
netWork (IP) or link-layer service. 

[0080] A variety of the RLP 310 modi?cation strategies 
are possible. For eXample, the RLP 310 may be modi?ed to 
send multiple messages, such as NAK responses, after an 
initial RLP timeout, thus prompting the remote end to 
transmit multiple copies of the lost RLP 310 frame and 
improving the chances of a successful the RLP 310 recovery. 
The RLP 310 may also be modi?ed to never send a NAK 
responses (after the RLP timeout expires) and alloW dropped 
RLP 310 frames to force higher levels of the protocol stack 
to generate errors. Any application level protocols based on 
TCP recover routinely using TCP’s error recovery mecha 
nisms. Traf?c relying on the UDP 304 for transport already 
contends With the potential for loss. 

[0081] Referring back to FIG. 2, once the CD establishes 
participation Within the NBS net 100 using the SIP channel 
120, the CD is prepared to send and receive media from the 
net 100 on a speci?c media port of the CD over the media 
traffic channel 128. If the CD gains control of the ?oor 
through media signaling, as the case With CD 108 of FIG. 
2, the CD transmits media to the destination netWork and 
transport addresses as indicated in the session description of 
the net 100. The CD decodes media received on its media 
ports according to the vocoder and media format de?ned in 
the session description of the net 100 received in an invite 
response When the CD joined the net 100. The CD codes and 
encapsulates media sent to the net 100 according to the 
vocoder and media format de?ned in the session description 
of the net 100 received in an invite response When the CD 
joined the net 100. 

[0082] Each CD participating in a net determines the 
destination netWork and transport address for each media 
channel from the session description received from the SIP 
server 236 of the CM 104 and acknoWledged during the SIP 
call set-up and use it to address corresponding media sent 
Within the net 100. Each CD provides a packet data con 
nection to the CM. Changes in the CD implementation of 
this interface may be made to optimiZe NBS performance. 
Changes to the infrastructure side of this interface are 
generally not necessary. The CD may optionally support 
most NBS activities using Quick Net Connect (QNC), as 
further described herein. 
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[0083] Upon delivery to a service provider, the CM man 
ager 240 goes through basic administrative con?guration 
before supporting NBS activities. Initial con?guration 
involves basic system con?guration such as assigning pass 
Words to operating system level accounts for root-level 
system administration and con?guring CM manager 240 
netWork interfaces for proper operation on the local Wireless 
infrastructure netWork. 

[0084] Once the CM 104 is con?gured, general net admin 
istration can take place. Net administration functions take 
place through an HTML or other netWork interface built 
over TCP/IP. The administration Workstation 224 interacts 
With the CM core complex 204 using a conventional World 
Wide Web broWser. Administration can take place 
locally or remotely (anyWhere on the Internet, or via dial 
up). HoWever, the underlying transport path for administra 
tive access is typically TCP/IP. Also, multiple (at least three) 
simultaneous administration connections are alloWed. 

[0085] Upon connecting to the CM core complex 204 for 
the purpose of net administration, the administrator Work 
station 224 successfully authenticates itself to insure that 
only authoriZed administrative actions are accepted. Differ 
ent levels of access are accommodated; for example, autho 
riZed net members may connect directly to the CM’s admin 
istrative interface 248 to modify speci?c net membership 
lists. More generic administrative privileges are generally 
reserved for speci?c administrative accounts. For clarity, 
administrative actions are generally separated into those that 
deal speci?cally With user de?nitions and those that de?ne 
nets. A user de?nition comprises information such as the 
username, unique CD cellular system identi?er, CD phone 
number, and user e-mail address. Aunique user identi?er is 
de?ned that may be passed to the CD and used to uniquely 
identify the user in signaling messages. A net de?nition 
comprises information such as the net-address, net hang 
time, private dispatch timeout, and member list. A net’s 
member list comprises of information such as of a list of 
member records, Which individually contain a user identi?er 
and priority level. A member With the minimal level of 
priority typically has listen-only privileges. 

[0086] The CM administrator 248 may monitor the current 
status of nets for Which they have administrative privileges. 
In particular, the CM administrator 248 may determine the 
current list of net participants, as Well as monitor the net’s 
state (active, inactive, dormant, in Wake-up, etc.). Whenever 
the net is active, the CM administrator 248 may also monitor 
the identity of the current talker. Additional statistics and 
status, such as the length of current session, total talk Aft 
time, mean number of registrants, etc., may also be available 
to administrators through the administrative interface. 

[0087] The administration server 248 interface comprises 
of at least tWo netWork nodes, or ports. One is a TCP/IP 
based Hyper Text Transfer Protocol (HTTP) interface sup 
porting administrative access through a conventional 
J avaTM-capable Web broWser. The second is a TCP/IP based 
NBS speci?c Command Lime Interface (CLI). 

[0088] The administration server 248 makes all adminis 
trative functions available to a generic Web broWser via a 
HTTP Web server interface With one or more pages format 

ted using an Internet readable medium, such as Hyper Text 
Markup Language (HTML) syntax. At least one of the 
administrative pages may include a reference to an embed 
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ded JavaTM applet. Some administrative functions may 
optionally be performed through HTTP GET and POST 
commands issued by the Web broWser using conventional 
HTACCESS authoriZation mechanisms. The administrative 
functions supported are generally a subset of those sup 
ported by the CLI interface. 

[0089] The HTTP interface may be used to deliver a 
J avaTM applet to the Web broWser. The applet may then rely 
on the administrative server 248 CLI interface to provide 
additional administrative functionality to the user through a 
Web broWser interface. Prior to being granted access to the 
CLI interface, a potential administration Workstation 224 
connecting to the administrative server 248 CLI interface is 
authenticated. In a preferred embodiment, the CLI interface 
is reachable on a Well-knoWn, ?xed, TCP port address and 
is able to simultaneously manage multiple CLI sessions. 

[0090] The data base server 232 is responsible for storage 
of net information and parameters, net user information, 
status information associated With the MCUs 208 and 212, 
and the CM node 228. The database server 232 also serves 
this information to the remainder of the CM 104, such as the 
SIP server 236 and other modules that need such informa 
tion. The database server 232 maintains databases that 
capture information that support NBS net activities, includ 
ing an NBS net database portion and an NBS user database 
portion. Information supporting administration activities 
and privileges may be stored in either database, or a third 
functionally distinct database. The database server may be 
further subdivided into a user portion and a net portion. 

[0091] The CLI interface supports administrative func 
tions such as CLI create user/net, delete user/net, modify 
user/net, list/shoW user, list/shoW net, status and help. The 
Create User function alloWs the administration server 248 to 
create neW users in the user portion of the database, includ 
ing specifying all user record ?elds. The Delete User func 
tion alloWs the administration server 248 to delete existing 
user records in the user portion of the database 232. The 
Modify User function alloWs the administration server 248 
to modify existing user records in the user portion of the 
database 232, including modifying all record ?elds for a 
speci?c user. 

[0092] The Create Net function alloWs the administration 
server 248 to create neW nets in the user portion of the 
database 232, including specifying all net de?nition param 
eters. The Delete Net function alloWs the administration 
server 248 to delete existing nets in the user portion of the 
database 232. The Modify Net function alloWs the admin 
istration server 248 to modify existing nets in the user 
portion of the database 232, including modifying all net 
de?nition parameters for a speci?c net. The List User 
function alloWs the administration server 248 to list all users, 
by user name, dial number, and user identi?er, in the user 
portion of the database 232. 

[0093] The List Net function alloWs the administration 
server 248 to list all nets, by net-address and net identi?er, 
in the net portion of the database 232. The ShoW User 
function alloWs the administration server 248 to shoW all 
?elds for a speci?c user identi?ed by the user’s user iden 
ti?er. The ShoW Net function alloWs the administration 
server 248 to shoW all ?elds for a speci?c net identi?ed by 
the net’s net identi?er or net address. The Status function 
alloWs the administration server 248 to query for a static 
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status report for a speci?c net. The Status function may also 
allow the administration server 248 to query for real-time 
(updated) reports. In particular, the status function identi?es 
the current list of net participants, the current talker, the 
presence or absence of media traf?c, and identi?es any and 
all media signaling messages sent or received by the CM. 
The Help function alloWs the administration server 248 to 
query for a brief human-readable summary of each sup 
ported CLI command, including usage and syntax descrip 
tion. 

[0094] The NBS user portion of the database 232 tracks 
individual users of NBS. The user records contained Within 
the database 232 may or may not necessarily be members of 
net’s de?ned in the CM’s net portion of the database 232. 

[0095] Each record in the user portion of the database 232 
is comprised of ?elds such as user name, user identi?cation, 
vocoder list, dial number, user type, CRTP support, CD user 
address, and CD pretty good privacy (PGP) public key. The 
vocoder list is a list of vocoders supported by the subscrib 
er’s CD. The list may include vocoders not supported by 
NBS. The dial number is the dial number of the subscriber’s 
CD. This ?eld is empty, or null, for generic Internet users. 
The user type is a type ?eld describing Whether the user is 
a CDMA cellular or generic Internet user. Users Who con 
nect via PSTN dial-up are considered generic Internet users. 
The CRTP support is a ?ag indicating Whether the CD 
supports and attempts to negotiate CRTP Header Compres 
sion over PPP When connecting. This ?ag is valid for cellular 
as Well as PSTN based users. The CD user address is the 
globally unique user address for the CD. A CD knoWn by 
multiple user addresses Will have multiple corresponding 
entries in the user portion of the database 232. The PGP 
public key is the key associated With the CD user address. 

[0096] The NBS net database de?nes the set of nets knoWn 
to the CM. The net portion of the database 232 also lists the 
de?ned members of each net; that is, those users Who may 
request to join and become participants in a net. Each record 
in the net portion of the database 232 is comprised of a 
variety of ?elds. Fields include a net identi?er, Which is a 
unique integer identifying the net Within the conteXt of the 
CM. Fields also include a net-address, Which is the SIP 
compatible net-address of the net. Net oWner(s), a non 
empty list of users, is identi?ed by user identi?ers Who have 
administrative privileges (de?ned separately) for the net. 
Also, net security status is a ?eld for a ?ag indicating 
Whether the net is clear or secure. 

[0097] Fields also include arbitration scheme, Which is a 
unique value identifying the arbitration scheme used to 
resolve PTT arbitration con?icts betWeen net participants. 
Net vocoder describes a ?eld having a unique value identi 
fying the standard vocoder shoWn in the net’s advertised 
session description. De?ned members of the net have this 
vocoder listed in their list of supported vocoders. PTT 
fail-safe timeout is the maXimum number of seconds a net 
participant may transmit media to the net before the CM 
revokes control of the ?oor With a PTX denial message. 
Hang-time timeout value is the maXimum number of sec 
onds the net may remain idle before the CM Will place it in 
the dormant state. PTX Dormancy Response timeout value 
is the maXimum number of seconds the CM Waits after 
determining that a dormant net’s ?oor can be granted before 
transmitting the PTX grant response to the requesting CD. 
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Wake-up timeout value is the maXimum number of seconds 
the CM Waits for net participants to respond to the AYT 
“Wake-up” message before granting an outstanding PTT 
request. Late-riser timeout value is the maXimum number of 
seconds the CM Waits for a CD to respond to the CM’sAYT 
“Wake-up” message before the CM Will remove the non 
responding CD from the net’s list of active participants. AYT 
timeout value is the maXimum number of seconds the CM 
Waits for a CD to respond to a CM’s AYT message before 
the CM removes the CD from the net’s list of active 
participants. Media channels list is a list of media channels, 
including payload speci?cations, for the net (nets list at least 
one media channel, Which transports voice). 

[0098] The net membership list de?nes the set of users 
Who may request to join the net as participants and associ 
ated net speci?c privileges. Each entry in the list contains 
?elds such as the user identi?er, Which is a unique identi?er 
of a user listed in the CM’s user database 232. Fields also 
include the user net priority level, Which is the user’s priority 
level to be used by the net’s PTT arbitration algorithm in 
resolving PTT con?icts. A priority level of Zero indicates 
that the user has listen-only privileges and may never be 
granted control of the net. Fields may also include a user 
authoriZation list, Which details the authoriZation privileges, 
if any, the user has for the net. Privileges may include the 
ability to add, edit, or modify entries in the net’s member 
ship list and the ability to modify other net parameters. 

[0099] Each CD maintains a database, also knoWn as the 
group-list, identifying knoWn nets that the CD may request 
to join. Each entry in the CD database includes ?elds such 
as net address, net security advisory ?ag, net traf?c encryp 
tion key, and dormancy babysit timer. The net address is the 
net’s formal SIP net-address that the CD uses to request to 
join the net as an active participant. The Net security 
advisory ?ag is the clear/secure advisory ?ag distributed by 
the CM’s SIP server 236 in its list of available nets or set by 
the user to indicate that a net de?ned to carry Type IV secure 
media traffic. The net traf?c encryption key is the traf?c 
encryption key used to encrypt and decrypt all media traf?c 
for Type IV secure nets. The dormancy baby-sit timer is the 
length of the interval, in seconds, the CD Will Wait When in 
the Dormant/Idle state betWeen transitioning to the Con 
nected state, con?rming that the packet data call remains 
valid and the base station has not unilaterally dropped the 
connection. 

[0100] The MCU node 208 comprises of an MCU 252, a 
MCU node manager 256 and the local log server 260. The 
MCU node 208 and 212 may also optionally comprise of an 
additional MCU 264. The MCU node 212 is substantially 
the same as the MCU node 208. For description purposes, 
only the MCU node 208 is discussed herein. The MCU 252 
is responsible for control of a single active net. The MCU 
supports SIP, media signaling, and media interfaces for the 
net, and provides the functionality associated With the nor 
mal operation of the net. Each MCU node 208 may have a 
pool of MCUs 252 that may be directed to manage nets as 
appropriate. Each MCU 252 provides a MCU management 
interface to support functions such as starting, stopping, and 
status reporting. 

[0101] The MCU node manager 256 monitors the opera 
tion of the MCU node 208 and manages the operation of 
each MCU 252 on its MCU node 256. The MCU node 
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manager 256 also provides an external interface to the CM 
core complex 204 to alloW for startup and/or shutdown, 
assigning a net to the node, and sharing of status informa 
tion. The local log server 260 locally records all log events 
for the MCU node 208. The local log server 260 also 
responds to requests from the central log server 244 via its 
log events interface. Requests include uploading certain 
event classes or priorities. In order to prevent loss of events, 
the messages are stored in the local log server 260 until an 
acknowledgement is received by the central billing log 
server 244. 

[0102] The DNS server 216 provides name services to the 
NBS communication devices. The DNS server 216 may 
service SRV record requests. The DNS server 216 may be 
located anyWhere on the netWork. In an embodiment, the 
DNS server 216 is a part of the CM core complex 204. 

[0103] Each CD maintains a list of nets, or a group-list, 
internally representing the set of knoWn nets in Which the 
CD can participate. The list is non-volatile, but may be 
updated as needed either through interactions With a CM 104 
or interactively by the user. The user is also able to deter 
mine Who and hoW many users are either active or inactive 
in the net. The NBS group-list maintained internally by a CD 
is analogous in function to the list of names and dial 
numbers maintained in the phonebook and used to facilitate 
voice-services. The NBS group list may be integrated With 
the phone’s conventional phone book. In either case, the act 
of selecting a net from the group list instructs the phone to 
attempt to join the selected net. 

[0104] In order to participate in a speci?c NBS net, each 
CD initially requests that the CM add itself to the list of 
active net participants for a speci?c net. Thus, each CD 
initially is aWare or is able to learn the net-address of any 
nets in Which it Wishes to participate. Further, each CD 
initially knoWs or is able to be con?gured With the address 
of a top-level SIP server 236 to Which SIP requests may be 
sent. 

[0105] Net addresses may be provisioned or learned by a 
CD in several different Ways. For example, in an embodi 
ment the CD may be initially provisioned With the address 
of a knoWn or default top-level SIP server 236 that provides 
a current list of nets in Which the CD can participate. The CD 
may also be provisioned With a group-list, Which de?nes at 
least one net-address in Which the CD is a member. The CD 
may later send a request to the top-level SIP server 236 to 
update its group-list. In the event that no explicit NBS 
provisioning has taken place for the CD, the user may be 
provided With a top-level SIP server 236 and net address to 
interactively enter into the CD before using NBS. The user 
may also interactively enter additional net-addresses to a 
group-list that has already been provisioned With entries. 
Such a con?guration step is analogous to entering personal 
names and dial-numbers into the conventional phone-book. 

[0106] Note that although users may interactively enter a 
net-address into the CD group-list, the corresponding net 
and top-level SIP server 236 are preferably in existence and 
the user is needed to be listed as a member of the net in order 
for the CD to be able to successfully participate in the net. 

[0107] The CD may also be provisioned With the IP 
netWork address of the primary Domain Name Service 
(DNS) server 216, to Which the CD can send DNS queries. 
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Typically, the address of the DNS server 216 operated by a 
CDMA cellular carrier is provisioned. The CD may also be 
provisioned With the IP netWork address of an alternate DNS 
server. 

[0108] In order to support SIP authentication, the CD may 
be provisioned With a unique PGP user-id and secret key that 
it can use to sign SIP transactions When requested by the CM 
104. The PGP user-id may also be used as the CD user 
address for generic SIP transactions. 

[0109] FIG. 10 illustrates the high level functionality of 
the group services module 500 of the CD. Normally, the 
group services module is initialiZed to a default idle state 
504 When the CD is poWered on. From the idle state 504, the 
CD may transition to other states that alloW it to actively 
participate in NBS nets. 

[0110] The user may Wish to temporarily disable NBS 
services through a menu option Within the CD user-inter 
face. If the user has disabled NBS services, the group 
services module defaults to a disabled state 508 When the 
CD is poWered on. When disabled, the CD does not attempt 
to automatically join in any NBS nets. Further, the CD does 
not perform any NBS speci?c SIP transactions (the CD may 
maintain registrations or perform other SIP transactions for 
other IP based telephony applications residing Within the 
CD). 
[0111] Optionally, group services may be hidden entirely 
from the user by provisioning group services Within the CD 
to an unequipped state 512. The unequipped state disables 
group services, Where an equipped state enables group 
services. Once unequipped, the CD requires administrative 
provisioning to equip group services. When group services 
are unequipped, the NBS group services functionality and 
related user interface features are not available to the user. 

[0112] The CD may support over-the-air provisioning to 
equip NBS group services. In the event that the group-list of 
the CD contains more than one net-address, no more than 
one net-address may be identi?ed as a default net 514. If a 
net-address is selected, the CD attempts to automatically 
transition from the idle state 504 by attempting to join this 
selected net shortly after the CD is poWered on. 

[0113] When the CD is connected, the CD cycles from a 
quiet state 516, a listen state 520, a talk state 524 and a 
dormant state 528 based on Where the user is in the push 
to-talk system as described With respect to FIG. 16. 

[0114] The NBS relies on call signaling syntax and seman 
tics as de?ned by the SIP to advertise available net-addresses 
and provide mechanisms by Which an individual CD can 
formally join or leave nets. The CM 104, along With other 
functional entities, includes the a top-level SIP server 236, 
one or more multipoint control units (MCUs) 252 and 
associated SIP user-agent servers, and user and net portions 
of the administration database 232. The top-level SIP server 
236 acts as a knoWn rendeZvous point to participate in the 
system. Each MCU 252 performs media signaling and 
media traffic sWitching for one or more nets. The database 
232 stores and provides knoWn user, administration, and 
net-address de?nitions and may serve multiple CM instal 
lations or be accessed remotely. 

[0115] Each CD is provisioned With a list of net-addresses, 
and one or more top-level SIP server 236 addresses. If the 






























