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METHODS AND APPARATUS FOR 
IMPLEMENTING A CRYPTOGRAPHY ENGINE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority under U.S.C. 
119(e) from US. Provisional Application No. 60/235,190, 
entitled “E-Commerce Security Processor,” as of ?ling on 
Sep. 25, 2000, the disclosure of Which is herein incorporated 
by reference for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to implementing a 
cryptography engine. More speci?cally, the present inven 
tion relates to methods and apparatus for ef?cient perfor 
mance of a cryptography algorithm such as a DES algo 
rithm. 

[0004] 2. Description of Related Art 

[0005] Conventional softWare and hardWare designs for 
implementing various cryptography algorithms including 
the DES and the triple DES algorithms have signi?cant 
performance limitations. Many designs for performing cryp 
tography processing are Well knoWn in the art and are 
discussed, for example, in Applied Cryptography, Bruce 
Schneier, John Wiley & Sons, Inc. (ISBN 0471128457), 
incorporated by reference in its entirety for all purposes. In 
order to improve the speed of cryptography processing, 
specialiZed cryptography accelerators have been developed 
that typically out-perform similar softWare implementations. 
Examples of such cryptography accelerators include the 
BCMTM 5805 manufactured by Broadcom, Inc. of San Jose, 
Calif. 

[0006] Although specialiZed hardWare cryptography 
accelerators can often outperform softWare Written to per 
form the same tasks, conventional hardWare cryptography 
accelerators have signi?cant performance limitations for 
implementing cryptography algorithms including the DES 
and the triple DES algorithms. Some performance bottle 
necks include limitations related Sbox logic and clock 
synchroniZation. 
[0007] It is therefore desirable to provide methods and 
apparatus for improving the implementation of cryptogra 
phy algorithms With respect to some or all of the perfor 
mance limitations noted above. 

SUMMARY OF THE INVENTION 

[0008] Methods and apparatus are provided for imple 
menting a cryptography engine for cryptography processing. 
A variety of techniques are described. A cryptography 
engine such as a DES engine running at a clock frequency 
higher than that of surrounding logic can be synchroniZed 
With the surrounding logic using a frequency synchroniZer. 
Sbox logic output can be more ef?ciently determined by 
intelligently arranging Sbox input. 

[0009] In one embodiment, a cryptography engine for 
performing cryptographic operations on a data block is 
provided. The cryptography engine includes expansion logic 
con?gured to expand a ?rst bit sequence into a second bit 
sequence by moving and duplicating selected bits in the ?rst 
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bit sequence to form a second bit sequence having a length 
greater than the length of the ?rst bit sequence. The resulting 
bit sequence has duplicated bits and nonduplicated bits 
corresponding to a portion of the data block. The cryptog 
raphy engine also includes Sbox logic coupled to the output 
of expansion logic, Wherein nonduplicated bits are selected 
and provided as inputs to a critical path of the Sbox logic to 
perform cryptographic operations on the portion of the data 
block. 

[0010] The Sbox logic can comprise a plurality of stages. 
The stages can be components such as case statements, table 
lookup components, or multiplexers. 

[0011] In another embodiment, a method for performing 
cryptographic operations on a data block is provided. A ?rst 
bit sequence is provided to expansion circuitry, Where the 
expansion circuitry is con?gured to move and duplicate bits 
in the ?rst bit sequence to output a second bit sequence 
having a length greater than the length of the ?rst bit 
sequence. Nonduplicated bits output by the expansion cir 
cuitry are identi?ed. Nonduplicated bits are provided to a 
?rst stage of Sbox circuitry. Duplicated bits output by the 
expansion circuitry are identi?ed. The duplicated bits cor 
respond to bits in a ?rst bit sequence that are replicated to 
produce a second bit sequence. Duplicated bits and the 
output of the ?rst stage of Sbox circuitry is provided to a 
second stage of Sbox circuitry, Wherein duplicated bits are 
provided to the second stage of Sbox circuitry after nondu 
plicated bits are provided to the ?rst stage of Sbox circuitry. 

[0012] In another embodiment, a method for performing 
cryptographic operations on a data block is provided. Non 
duplicated and duplicated bits resulting from expansion 
circuitry are identi?ed. Nonduplicated bits are provided to a 
?rst stage of Sbox circuitry. Duplicated bits as Well as data 
resulting from the ?rst stage is provided to a second stage of 
Sbox circuitry. 

[0013] In another embodiment, a cryptography accelerator 
for performing cryptography operations is provided. The 
cryptography accelerator includes a DES engine, a fre 
quency synchroniZer coupled to the DES engine, and sur 
rounding logic coupled to the DES engine and the frequency 
synchroniZer, Wherein the DES engine operates at a ?rst 
clock rate and the surrounding logic operates at a second 
clock rate different from the ?rst clock rate. 

[0014] The frequency synchroniZer can use a reference 
clock associated With the surrounding logic to synchroniZe 
a 1><clock and a higher multiple clock associated With the 
DES engine. In one embodiment, the cryptography accel 
erator uses the negative edge of the 1><clock to catch a start 
signal associated With the reference clock to alloW consid 
eration of skeW. 

[0015] These and other features and advantages of the 
present invention Will be presented in more detail in the 
folloWing speci?cation of the invention and the accompa 
nying ?gures, Which illustrate by Way of example the 
principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The invention may best be understood by reference 
to the folloWing description taken in conjunction With the 
accompanying draWings, Which are illustrative of speci?c 
embodiments of the present invention. 
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[0017] FIG. 1 is a diagrammatic representation of a sys 
tem that can use the techniques of the present invention. 

[0018] FIG. 2 is a diagrammatic representation of a cryp 
tography engine having a frequency synchroniZer, surround 
ing logic, and a DES engine. 

[0019] FIG. 3 is a diagrammatic representation of DES 
engine start logic. 

[0020] FIG. 4 is a graphical representation of a timing 
diagram depicting the clock synchroniZation for reading data 
from the surrounding logic. 

[0021] FIG. 5 is a diagrammatic representation of DES 
engine output logic. 

[0022] FIG. 6 is a graphical representation of a timing 
diagram depicting the clock synchroniZation for reading data 
from the DES engine. 

[0023] FIG. 7 is diagrammatic representation of a DES 
engine in accordance With one embodiment of the present 
invention. 

[0024] FIG. 8 is a diagrammatic representation of expan 
sion logic providing data to an Sbox. 

[0025] FIG. 9 is a diagrammatic representation of expan 
sion logic providing data to an Sbox having a plurality of 
stages. 

[0026] FIG. 10 is a process How diagram shoWing the 
expansion logic providing bits to the Sbox logic. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

[0027] Reference Will noW be made in detail to some 
speci?c embodiments of the invention including the best 
modes contemplated by the inventors for carrying out the 
invention. Examples of these speci?c embodiments are 
illustrated in the accompanying draWings. While the inven 
tion is described in conjunction With these speci?c embodi 
ments, it Will be understood that it is not intended to limit the 
invention to the described embodiments. On the contrary, it 
is intended to cover alternatives, modi?cations, and equiva 
lents as may be included Within the spirit and scope of the 
invention as de?ned by the appended claims. In the folloW 
ing description, numerous speci?c details are set forth in 
order to provide a thorough understanding of the present 
invention. The present invention may be practiced Without 
some or all of these speci?c details. In other instances, Well 
knoWn process operations have not been described in detail 
in order not to unnecessarily obscure the present invention. 

[0028] Techniques are provided for enabling the imple 
mentation of ef?cient cryptographic processing, such as 
DES and triple DES processing. DES speci?es encrypting 
individual 64-bit data blocks. A 64-bit data block of unen 
crypted data is provided to the DES engine, combined With 
a key and an initial vector, and output as a 64-bit data block 
of encrypted data. The key used for DES processing is 
typically a 56-bit number, although the key can be expressed 
as a 64-bit number. DES describes breaking up a 64-bit 
block of data into a right half and a left half, each 32-bits 
long. As Will be appreciated by one of skill in the art, sixteen 
rounds of cryptographic operations are then performed. In 
each round, operations on the right half of the data include 
expansion, permutation, Sbox operations, and combination 
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With a round key. A round key can be determined based on 
the round number of DES processing is referred to herein as 
a round key. The round key can be derived by applying 
permutation and shift functions to all 56 bits of the original 
key. The round number of DES determines the shift amount. 

[0029] An XOR function is used to combine the right half 
of the data With a version of the key based on the round. The 
result can then be combined With the left half also by Way 
of an XOR function. The unprocessed right half of the data 
becomes the left half of the data for the next round. Triple 
DES speci?es performing three 16 round DES operations 
consecutively using three different keys. Typical hardWare 
implementations for DES or triple DES perform one round 
calculation per clock cycle. The performance of DES or 
triple DES engines is therefore related to the clock rate. 
HoWever, a variety of hardWare design constraints have 
traditionally limited the clock rate of cryptographic process 
ing engines. 
[0030] One design constraint that has traditionally limited 
the clock rate of cryptographic processing engines is the 
clock rate of circuitry surrounding the cryptographic pro 
cessing unit. Surrounding logic typically has a sloWer clock 
rate than the DES engine. Methods and apparatus are 
described for providing a synchroniZer to bridge the clock 
rate differences betWeen the DES engine and the surround 
ing logic. The bridged DES engine and surrounding logic 
alloW ?exibility in setting different clock ratios. The ?ex 
ibility alloWs the DES engine to be designed to operate at a 
much higher clock rate than the surrounding logic. 

[0031] Other design constraints relate to Sbox processing. 
As noted above, expansion logic takes a 32-bit block, moves 
and replicates certain bits, and outputs a 48-bit block. Each 
Sbox associated With Sbox logic takes a six bit portion of the 
48-bit block and maps the six bits to a four bit block. The 
expansion logic, hoWever, is not able to provide all bits of 
the 48-bit block at the same time. In one example, replica 
tion of certain bits takes time and expansion logic can 
provide nonduplicated bits before it can provide duplicated 
bits. Each individual Sbox, hoWever, typically Waits for a 
complete six bit block before processing the block to output 
a four bit block. To optimiZe Sbox processing, the tech 
niques of the present invention enables the processing of 
nonduplicated bits ?rst. In other Words, bits from expansion 
logic can be processed as soon as they become available. In 
one embodiment, bits three and four in each six bit sequence 
are processed as the nonduplicated bits by an Sbox before 
the duplicated bits one, tWo, ?ve, and six. 

[0032] Each Sbox can have a variety of components. 
Multiplexers can be used to determine What it to select based 
upon an input control line. In one embodiment, the tech 
niques of the present invention contemplates using a table 
lookup component to process the nonduplicated bits from 
expansion logic. A table lookup component can be imple 
mented more efficiently than a multiplexer. The Sbox can 
use the nonduplicated bits and the table lookup component 
to begin the process of mapping the six bit input to a four bit 
output. The Sbox can then use the duplicated bits to com 
plete the process of mapping. 

[0033] The techniques of the present invention can be 
implemented in a variety of contexts. FIG. 1 describes the 
present invention in terms of a cryptographic accelerator 
system that can be implemented in a number of Ways, such 
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as for example, as a stand alone integrated circuit, as 
embedded software, or as a subsystem included in, for 
example, a server computer used in a variety of Internet and 
Internet related activities. It should be noted, however, that 
the invention is not limited to the described embodiments 
and can be used in any system where data encryption is 
desired. 

[0034] FIG. 1 is a diagrammatic representation of one 
example of a cryptographic processing system 100 in accor 
dance with an embodiment of the invention. As shown in 
FIG. 1, the present invention may be implemented in a 
stand-alone cryptography accelerator 102 or as part of the 
system 100. In the described embodiment, the cryptography 
accelerator 102 is connected to a bus 104 such as a PCI bus 
via a standard on-chip PCI interface. The processing system 
100 includes a processing unit 106 and a system memory 
unit 108. The processing unit 106 and the system memory 
unit 108 are coupled to the system bus 104 via a bridge and 
memory controller 110. Although the processing unit 106 
may be the central processing unit or CPU of a system 100, 
it does not necessarily have to be the CPU. It can be one of 
a variety of processors in a multiprocessor system, for 
example. A LAN interface 114 can couple the processing 
system 100 to a local area network to receive packets 
for processing and transmit processed packets. Likewise, a 
Wide Area Network interface 112 connects the 
processing system to a WAN (not shown) such as the 
Internet and manages in-bound and out-bound packets, 
providing automatic security processing for IP packets. 

[0035] A cryptography accelerator 102 can perform many 
cryptography algorithms including the DES and the triple 
DES algorithms. It should be noted that although the tech 
niques of the present invention will be described in the 
context of DES and triple DES for clarity, one of skill in the 
art will appreciate that the techniques can also apply to other 
cryptography algorithms including variations to the DES 
and triple DES algorithms. 

[0036] FIG. 2 is a diagrammatic representation of a cryp 
tographic processing unit in accordance with one embodi 
ment of the present invention. The cryptographic processing 
unit 201 has input and output buffers 203 and 205. The input 
and output buffers 203 and 205 may be coupled to an 
external processor as shown in FIG. 1. The cryptographic 
processing unit 201 contains a cryptography engine 207. The 
cryptographic processing unit 201 can also contain an 
authentication engine. As will be appreciated by one of skill 
in the art, other components including decoding logic may 
also be components in the cryptographic processing unit 
201. The cryptography engine 207 contains surrounding 
logic 209 and DES engine 213. The DES engine 213 is 
coupled with the surrounding logic 209. However, the DES 
engine 213 may operate at a much higher clock rate than the 
surrounding logic 209. A frequency synchroniZer 211 
coupled to both the DES engine 213 and the surrounding 
logic 209 can manage data transmissions between DES 
engine 213 and surrounding logic 209. The frequency syn 
chroniZer can coordinate data transmissions to the DES 
engine 213 to indicate when processing in the DES engine 
213 should begin and notify surrounding logic 209 when 
data should be read from DES engine 213. 

[0037] The surrounding logic 209 can parse the data to 
allow processing of portions of the data by the DES engine 
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213. The DES engine 213 can process a data block whenever 
a frequency synchroniZer 211 sends a start signal. The 
frequency synchroniZer 211 can compensate for the rate 
mismatch between the surrounding logic 209 and the DES 
engine 213. The frequency synchroniZer 211 provides ?ex 
ibility for setting different clock ratios between DES engine 
213 and surrounding logic 209 and allows reuse of the same 
DES engine 213 design in other processor con?gurations. In 
one example, the clock ratio between the DES engine 213 
and the surrounding logic 209 is 3 to 1. In this example, the 
DES engine can operate at about 300 MHZ while the 
surrounding logic can operate at about 100 MHZ. 

[0038] While this embodiment of the invention is 
described with respect to a DES engine, the invention may 
be applied more generally to other cryptography engines 
such as AES. 

[0039] FIG. 3 is a diagrammatic representation of logic 
for synchroniZing the DES engine 213 and the surrounding 
logic 209. The logic can be implemented in a frequency 
synchroniZer 211. FIG. 3 will be described with reference to 
the timing diagram shown in FIG. 4. In the cryptography 
engine 207, the DES engine 213 can be operated at a high 
clock rate in relation to surrounding logic 209 in order to 
optimiZe cryptography processing. In one embodiment, the 
DES engine operates at 300 MHZ while the surrounding 
logic operates at 100 MHZ. In various embodiments, the 
surrounding logic can also be operated at 300 MHZ to build 
a fully synchronous cryptography engine. However, operat 
ing the surrounding logic at 300 MHZ uses more on chip 
resources that can be used to improve the speed of the DES 
engine. To allow surrounding logic operating at a slower 
clock frequency to interact with a DES engine operating at 
a higher clock frequency, several mechanisms can be used. 
One mechanism is the use of asynchronous FIFOs. Asyn 
chronous FIFOs are described in related US. patent appli 
cation Ser. Nos. 09/892,240, 09/892,310, 09/892,242 all 
entitled “Methods And Apparatus For Implementing A 
Cryptography Engine,” as of their ?ling date on Jun. 26, 
2001, the entireties of which are herein incorporated by 
reference for all purposes. 

[0040] Another mechanism to allow operation of sur 
rounding logic clocked at a slower frequency and a DES 
engine clocked at a higher frequency is to use a frequency 
synchroniZer. One problem associated with running a DES 
engine at a higher clock frequency than surrounding logic 
relates to skew. It should be noted that other problems such 
as jitter are also contemplated. Skew refers to the timing 
difference between design and actual elements. Skew can 
result from differences in signal paths and can reach a full 
nanosecond. Jitter may result from indeterministic variations 
in clock periods. In one example, a 100 MHZ clock may not 
have a period of exactly 10 ns during every cycle. It may 
have a period of 10.005 ns in one cycle and 9.5 ns in another 
cycle. 

[0041] Surrounding logic may expect that the DES engine 
will read a signal every 10 ns. Consequently, surrounding 
logic may provide a signal such as a start signal to begin 
DES processing when this 10 ns interval occurs. However, 
the high-speed clock associated with the DES engine may 
have skew associated with it. In one example, the DES 
engine will read a start signal when this 10 ns interval 
arrives. However, due to skew, the DES engine may attempt 
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to read a start signal after 9.995 ns. In other Words, the DES 
engine may attempt to read a start signal before the start 
signal is available from the surrounding logic. Skew may 
cause the DES engine to miss the start signal. 

[0042] In the example Where the DES engine operates at 
three times the clock rate of the surrounding logic, frequency 
synchronization logic shoWn in FIG. 3 having timing char 
acteristics shoWn in FIG. 4 can be used. Group GI 301 
provides a signal iloadl to Group G2303 at 401. The signal 
iloadl 311 is read upon the occurrence of a negative edge 403 
of a 1><clock. The negative edge 403 of the 1><clock instead 
of the rising edge 419 of the 1><clock is used so that the iloadl 
signal Will not be missed because of skeW. The signal is then 
read again using rising edge 405 to provide iload2_desclk 
313. A delay element 307 is then introduced so that the 
iload2_desclk 313 signal Will not be read at 3><clock leading 
edge 415 but instead at 3><clock leading edge 417. Various 
delays are contemplated. The delay amount can factor in the 
clock frequency of the DES engine, the clock frequency of 
the surrounding logic, and the amount of expected skeW. The 
amount of delay can vary from a fraction of a nanosecond to 
several nanoseconds. In one embodiment Where the 3><clock 
is 300 MHZ and the 1><clock is 100 MHZ, the amount of 
delay is 1.5 ns. Using the delay element 307, group G3305 
reads the start signal at rising edge 417 and provides the start 
signal to the DES engine. 

[0043] The DES engine can then perform DES processing. 
It should be noted that the surrounding logic Will be able to 
anticipate the number of clock cycles needed to complete 
DES processing. As Will be appreciated by one of skill in the 
art, a typical implementation of DES uses a predetermined 
number of clock cycles. The surrounding logic can then read 
data from the DES engine after the predetermined number of 
clock cycles has elapsed. 

[0044] FIG. 5 is a diagrammatic representation of data out 
logic and Will be described With reference to the timing 
diagram shoWn in FIG. 6. In one embodiment shoWn in 
FIGS. 5 and 6, the surrounding logic Waits one clock cycle 
of the high speed clock before reading the data from the DES 
engine. Group G3503 provides a signal hf_froZen_dout 501 
to Group G1505. Group G1505 reads the signal not on the 
1><clock rising edge 605 corresponding to rising edge 601 of 
the 3><clock but on the second rising edge 603 of the 
3><clock. By Waiting one clock cycle, the risk of missing the 
signal due to skeW can be reduced. 

[0045] As Will be appreciated by one of skill the art, a 
variety of components such as registers, ?ip-?ops, and delay 
elements can be used to implement a frequency synchro 
niZer. Furthermore, it Will be appreciated that the frequency 
synchroniZer can be associated With edge triggering, level 
triggering, or other triggering mechanisms. 

[0046] FIG. 7 is a diagrammatic representation of a DES 
engine 213 as shoWn in FIG. 2. The DES engine can be 
coupled to a frequency synchroniZer 211 to alloW the DES 
engine 213 to operate at a different clock rate than surround 
ing logic. According to various embodiments, a 64-bit data 
block is combined With an initialiZation vector from initial 
iZation vector block 705. InitialiZation vectors (IV) are 
described in RFC 2405 titled The ESP DES-CBC Cipher 
Algorithm With Explicit IV, the entirety of Which is incor 
porated by reference for all purposes. The 64-bit block then 
undergoes an initial permutation at 707. The initial permu 
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tation occurs before round 1. It should be noted that in some 
variations to DES, to Which the present invention is appli 
cable, initial permutation and ?nal permutation operations 
are not performed. The 64-bit block can then be passed to a 
multiplexer stage 709. 

[0047] The multiplexer stage 709 contains logic for deter 
mining Whether to load initial data, sWap data from the 
previous round, or not sWap data from the previous round. 
In one embodiment, the multiplexer uses a 3-to-1 multi 
plexer to select either the initial data, the sWapped feedback 
data, or the non-sWapped feedback data. Initial data is 
loaded in the ?rst round of DES processing. Data is sWapped 
betWeen rounds of DES processing. Data is not sWapped in 
triple DES betWeen the completed 16 rounds of DES pro 
cessing. Control logic (not shoWn) can track the round 
number in order to determine What signals to send to the 
multiplexers. 
[0048] Registers 711 and 713 receive the initial data or the 
feedback data. It should be noted that the registers refer 
enced in FIG. 7 can be clocked at a high speed clock rate 
different than that of surrounding logic. Register 711 con 
tains the last half of this initial 64-bit block in round 1. 
Register 713 contains the right half of the 64-bit block in 
round 1. Registers 711 and 713 both typically hold 32-bits 
of data. The 32-bit data block contained in register 713 is 
provided to both expansion stage 715 and to register 711 
through multiplexer stage 709 for the next round. Control 
signals in multiplexer stage 709 are con?gured to provide 
the 32-bit data block contained in register 713 to register 711 
in the next round of DES processing. The 32-bit data block 
is provided to expansion logic 715. 

[0049] As Will be appreciated by one of skill in the art, the 
expansion logic 715 changes the order of the bits in the 
32-bit at block and also repeats certain bits. The expansion 
logic 715 uses the 32-bit block to generate a 48-bit block. 
The expansion logic improves the effectiveness of the 
encryption process and also makes the 32-bit block into a 
48-bit block that corresponds to the siZe of the key. The 
48-bit block can then be combined With an XOR With the 
48-bit round key at 717. 

[0050] Keys are provided by key generation logic or key 
scheduler circuitry 719. A version of the key for cryptogra 
phy processing of the original 64-bit block is provided by 
key scheduler 719. Key scheduler 719 can provide a differ 
ent version of the original key for every round by applying 
permutation and shift functions to all 56 bits of the original 
key. The 48-bit block resulting from the XOR at 717 is 
provided to Sbox stage 727. As Will be appreciated by one 
of skill the art, each Sbox in Sbox stage 727 converts a 
six-bit input into a four-bit output. According to various 
embodiments eight Sboxes are provided in Sbox stage 727. 
Sboxes, expansion logic, and other cryptography operations 
are described in Applied Cryptography, Bruce Schneier 
(ISBN 0471128457), the entirety of Which is incorporated 
by reference for all purposes. 

[0051] The 32-bit output of Sbox stage 727 is provided to 
permutation stage 729. Apermutation stage 729 maps input 
bits in certain positions to different output positions. In one 
example, bit 1 is moved to position 16 of the output, bit 2 is 
moved to position 7 of the output, and bit 3 is moved to 
position 20 of the output, etc. The 32-bit output of permu 
tation stage 729 is combined With an XOR With the value in 
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register 711 at 731. The result of the XOR is provided to the 
register 711 through multiplexer stage 709 for the next round 
of DES processing. The same process occurs for the subse 
quent rounds of DES processing. That is, the right half is 
expanded, combined With an XOR function With a version 
of the key, provided to an Sbox stage, permuted, and 
combined With an XOR With the left half. After the last 
round, the outputs are Written to register 733 and register 
735. The output can then undergo a ?nal permutation at 737. 
The result of a ?nal permutation at 737 is combined by Way 
of an XOR With an initialiZation vector as noted above When 
the DES engine is used to decrypt data. OtherWise, the result 
of the ?nal permutation at 737 can remain unchanged by 
combining by Way of an XOR With a sequence of Zeros. 

[0052] For triple DES, the outputs at 733 and 735 are 
passed back to multiplexer stage 709. Control circuitry 
determines hoW to pass the data back to register 711 and 713 
for a next 16 rounds of DES processing. The processed data 
resulting from the DES or triple DES algorithm is provided 
to output register 741. 

[0053] FIG. 8 is a diagrammatic representation of expan 
sion logic 801 coupled to Sbox logic 815. As Will be 
appreciated by one of skill in the art, expansion logic 
rearranges and duplicates bits in a 32-bit block to output a 
48-bit data block. The 48-bit data block can then be XORed 
With a round key and provided to Sbox logic 815. The 32-bit 
data block along path 803 is divided into a 16-bit data block 
along path 807 and a 16-bit data block along path 805. The 
16-bit data block along path 805 is duplicated and provided 
along data paths 811 and 809 as 16-bit data blocks. HoW 
ever, the bit duplication process takes time. Consequently, 
the 16-bit data blocks on paths 811 and 809 are generated 
after the 16-bit data block on path 807 is output to Sbox logic 
815. 

[0054] In conventional implementations, the Sbox logic 
815 Waits for the entire 48-bit data block from the expansion 
logic 801 before proceeding With Sbox processing. HoW 
ever, Waiting for the entire 48-bit bit data block does not 
bene?t from the fact that the 16-bit data block along path 
807 can be provided at a slightly earlier time. By beginning 
processing of the 16-bit data block 807 before processing the 
16-bit data blocks on path is 811 and 809, Sbox logic can be 
optimiZed to process data as soon as it is available. Gener 
ally, the data block that is most quickly output from expan 
sion logic 801 is referred to herein as the nonduplicated 
block or nonduplicated bits. A less quickly output data 
block, typically delayed because of replication logic, is 
referred to herein as a duplicated block or duplicated bits. 
According to various embodiments, the 16-bit data block on 
path 807 has nonduplicated bits While the 16-bit bit data 
blocks provided on paths 811 and 809 has duplicated bits. 

[0055] It should be noted that duplicated and nondupli 
cated bits can be provided to each individual Sbox as Well. 
As Will be appreciated by one of skill in the art, Sbox logic 
815 is commonly implemented using eight separate indi 
vidual Sboxes. Each individual Sbox receives a six-bit input 
and maps the six-bit input to the corresponding four-bit 
output. The expansion logic provides each Sbox With a 
six-bit input. Expansion logic rearranges and duplicates bits 
in a four-bit data block to output a six-bit data block. The 
six-bit data block can then be XORed With a key and 
provided to Sbox logic 815. 
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[0056] FIG. 9 is a diagrammatic representation shoWing 
expansion logic providing data to Sbox logic having mul 
tiple components. Sbox logic can be implemented using a 
variety of components. As noted above, and Sbox maps a 
six-bit input to a four-bit output. In other Words, and Sbox 
can map a value ranging from 000000 to 111111 to a value 
ranging form 0000 to 1111. In one implementation, a table 
With the 64 entries ranging from 000000 to 111111 can be 
referenced in order to determine the four-bit output ranging 
from 0000 to 1111. The six-bit input can be referenced to the 
64 entries to locate the corresponding four-bit entry. HoW 
ever, referencing a large table using six bits can be inef? 
cient. Furthermore, referencing a 64 entry table using a 
six-bit input does not bene?t from the nonduplicated bits 
being provided more quickly to the Sbox logic 865. 

[0057] According to various embodiments, the Sbox 865 
uses nonduplicated bits from expansion logic When they 
become available. Atable lookup component 917 can use the 
nonduplicated bits provided on path 857 to narroW the 64 
possible bit values to 16 possible bit values. In one example, 
bits three and four are the nonduplicated bits on path 857. 
Depending on Whether bits three and four correspond to (0, 
0), (0, 1), (1, 0), or (1, 1), 16 possible bit values are provided 
to multiplexer stage 915. Code for implementing the map 
ping of six bit values on to four bit values using Sbox 
components is provided in Table 1 beloW. After a table 
lookup component 917 has narroWed the possible values 
from 64 to 16 using bits three and four, the 16 possible 
values are provided to multiplexer stage 915. According to 
various embodiments, the component 917 can be referred to 
herein as a ?rst stage. The ?rst stage can be a component 
such as a table lookup component, a case statement, or a 
multiplexer. The ?rst stage 917 can pass data to a second 
stage 915 that may comprise a multiplexer. The multiplexer 
stage 915 uses duplicated bits, such as bits one and tWo or 
bits ?ve and six to narroW the 16 possible values to four 
possible values depending on Whether the duplicated bits 
correspond to (0, 0), (0, 1), (1, 0), or (1, 1). Before possible 
values are provided to multiplexer stage 913 Which outputs 
a single four bit values based on duplicated bits provided on 
path 859. It should be noted that multiplexer stage 913 can 
be referred to herein as a third stage. 

[0058] It should be noted in various embodiments, multi 
plexer stage 913 cannot process bits on path 859 until 
provided information from multiplexer stage 915. A multi 
plexer stage 915 similarly cannot process bits on path 861 
until provided information from table lookup stage 917. 
Consequently, table lookup stage 917 is associated With the 
critical path of Sbox 865. Amultiplexer stage is 913 and 915 
can only process after table lookup component 917 has 
completed processing. The multiplexer stages 913 and 915 
can be referred to as less critical paths in Sbox 865. It is 
bene?cial to alloW table lookup component 917 to begin 
operations as soon as possible, as multiplexer stages 915 and 
913 can not perform processing until table lookup compo 
nent 917 is ?nished. One Way of alloWing the table lookup 
component 917 to begin operations quickly is to provide 
nonduplicated bits from expansion logic 851. As noted 
above, nonduplicated bits can be provided from expansion 
logic 851 before duplicated bits. 

[0059] According to other embodiments, table lookup 
component 917 can be implemented as a multiplexer stage. 
HoWever, by using a table lookup component 917 instead of 
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a multiplexer stage, the processing of the bits on path 857 
can be performed more efficiently. A multiplexer stage 913 
uses inputs from path 859 and from multiplexer 915. A 
multiplexer stage 915 uses inputs from path 861 and from 
component 917. According to various embodiments, com 
ponent 917 can provide outputs using input only from path 
857. Thus, a table lookup component can be used instead of 
a multiplexer at 917. 

[0060] FIG. 10 is a process How diagram shoWing the 
interaction of expansion logic and Sbox logic. At 1001, 
nonduplicated values from expansion logic are identi?ed. 
The nonduplicated values are typically bits three and four in 
a six bit block provided from expansion logic to a single 
Sbox. At 1003, the nonduplicated values are provided to the 
most critical path of the Sbox. According to various embodi 
ments, the most critical path is the table lookup component 
the provides input to a subsequent multiplexer stage as 
shoWn in FIG. 9. At 1005, a table lookup component can be 
used to process bits in the most critical path. At 1007, the 
duplicated values or delayed values are provided to bless 
critical path of the Sbox. The duplicated values may be 
provided in tWo bit blocks to separate multiplexer stages or 
another example, the duplicated values may be provided as 
a four bit block to another table lookup component. As Will 
be appreciated by one of skill in the art, a variety of different 
components can be used in a critical paths of an Sbox. For 
example, a variety of 2 to 1, 3 to 1, and 4 to 1 multiplexers 
can be used along With table lookup components. 

[0061] While the invention has been particularly shoWn 
and described With reference to speci?c embodiments 
thereof, it Will be understood by those skilled in the art that 
changes in the form and details of the disclosed embodi 
ments may be made Without departing from the spirit or 
scope of the invention. For example, embodiments of the 
present invention may be employed With a variety of encryp 
tion algorithms and should not be restricted to the ones 
mentioned above. Therefore, the scope of the invention 
should be determined With reference to the appended claims. 

TABLE 1 

Sbox Implementation Source Code 

module cryihsisboxl (keyidata, rightidata, sbox1); 
input [1:6] keyidata; 
input [1:6] rightidata; 
output [1:4] sbox1; 
/*96*969696969696*96*9696969696969696*96*9696*96969696*96969696969696969696969696969696969696969696/ 
Wire [1:6] sboxlisel; 
reg [1:4] sbox1a,sbox1b,sbox1c,sbox1d,sbox1e,sbox1f,sbox1g,sbox1h; 
reg [1:4] sbox1i,sbox1j,sbox1k,sbox1l,sbox1m,sbox1n,sbox1o,sbox1p; 
Wire [1:4] sbox1W, sbox1x, sbox1y, sbox1z; 
Wire [1:4] sbox1; 
/*96*969696969696*96*96*9696969696969696*9696*9696969696*96*9696969696969696969696969696969696969696/ 
assign sboxlisel = keyidata Arightidata; 
/****************/ 
always @(sboxlisel) 

begin 
// case ({chunk[3:4, 1:2, 5:6]}) 
case (sbox1isel[3:4]) // synopsys fullicase parallelicase 

2'bOO/*OO OO*/: sbox1a[1:4]=4'd14; 
2'bO1/*OO OO*/: sbox1a[1:4]=4'd13; 
2'b10/*OO OO*/: sbox1a[1:4]=4'd2; 
2'b11/*OO OO*/: sbox1a[1:4]=4'd11; 

endcase 
case (sbox1isel[3:4]) // synopsys fullicase parallelicase 

2'bOO/*O1 OO*/: sbox1b[1:4]=4'd3; 
2'bO1/*O1 OO*/: sbox1b[1:4]=4'd6; 
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TABLE 1-continued 

Sbox Implementation Source Code 
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TABLE l-continued 

Sbox Implementation Source Code 

a 

/********************************26************************/ 
endmodule // cryisboxl 

What is claimed is: 
1. A cryptography engine for performing cryptographic 

operations on a data block, the cryptography engine com 
prising: 

expansion logic con?gured to expand a ?rst bit sequence 
into a second bit sequence by moving and duplicating 
selected bits in the ?rst bit sequence to form a second 
bit sequence having a length greater than the length of 
the ?rst bit sequence, the resulting bit sequence having 
duplicated bits and nonduplicated bits corresponding to 
a portion of the data block; 

Sbox logic coupled to the output of expansion logic, 
Wherein nonduplicated bits are selected and provided as 
inputs to a critical path of the Sbox logic to perform 
cryptographic operations on the portion of the data 
block. 

2. The cryptography engine of claim 1, Wherein the Sbox 
logic comprises a plurality of stages. 

3. The cryptography engine of claim 2, Wherein nondu 
plicated bits are selected as inputs to a ?rst stage of the Sbox 
logic. 
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4. The cryptography engine of claim 3, Wherein the ?rst 
stage of the Sbox logic performs a table lookup. 

5. The cryptography engine of claim 2, Wherein the ?rst 
stage of the Sbox logic is a multiplexer. 

6. The cryptography engine of claim 5, Wherein the 
second stage of the Sbox logic is a multiplexer. 

7. The cryptography engine of claim 6, Wherein dupli 
cated bits are provided as inputs to the second stage of the 
Sbox logic. 

8. The cryptography engine of claim 1, Wherein bits 3 and 
4 are provided to the critical path of the Sbox logic. 

9. The cryptography engine of claim 1, Wherein the ?rst 
bit sequence is 6 bits in length. 

10. The cryptography engine of claim 1, Wherein the 
second bit sequence is 4 bits in length. 

11. Amethod for performing cryptographic operations on 
a data block, the method comprising: 

providing a ?rst bit sequence to expansion circuitry, the 
expansion circuitry con?gured to move and duplicate 
bits in the ?rst bit sequence to output a second bit 
sequence having a length greater than the length of the 
?rst bit sequence; 

identifying nonduplicated bits output by the expansion 
circuitry; 

providing nonduplicated bits to a ?rst stage of Sbox 
circuitry; 

identifying duplicated bits output by the expansion cir 
cuitry, Wherein duplicated bits correspond to bits in a 
?rst bit sequence that are replicated to produce a second 
bit sequence; 

providing duplicated bits and the output of the ?rst stage 
of Sbox circuitry to a second stage of Sbox circuitry, 
Wherein duplicated bits are provided to the second 
stage of Sbox circuitry after nonduplicated bits are 
provided to the ?rst stage of Sbox circuitry. 

12. The method of claim 11, Wherein the Sbox circuitry 
comprises three stages. 

13. The method of claim 12, Wherein the ?rst stage of 
Sbox circuitry is a case statement. 

14. The method of claim 12, Wherein the ?rst stage of 
Sbox circuitry performs a table lookup. 

15. The method of claim 12, Wherein the ?rst stage of 
Sbox circuitry is a multiplexer. 

16. The method of claim 15, Wherein the second stage of 
Sbox circuitry is a multiplexer. 

17. The method of claim 11, Wherein bits 3 and 4 of a 6 
bit block are provided to the ?rst stage of Sbox circuitry. 

18. A cryptography accelerator for performing crypto 
graphic operations on a data block, the cryptography accel 
erator comprising: 

means for providing a ?rst bit sequence to expansion 
circuitry, the expansion circuitry con?gured to move 
and duplicate bits in the ?rst bit sequence to output a 
second bit sequence having a length greater than the 
length of the ?rst bit sequence; 

means for identifying nonduplicated bits output by the 
expansion circuitry; 

means for providing nonduplicated bits to a ?rst stage of 
Sbox circuitry; 



US 2002/0061107 A1 

means for identifying duplicated bits output by the eXpan 
sion circuitry, wherein duplicated bits correspond to 
bits in a ?rst bit sequence that are replicated to produce 
a second bit sequence; 

means for providing duplicated bits and the output of the 
?rst stage of SboX circuitry to a second stage of SboX 
circuitry, Wherein duplicated bits are provided to the 
second stage of SboX circuitry after nonduplicated bits 
are provided to the ?rst stage of SboX circuitry. 

19. The cryptography accelerator of claim 18, Wherein the 
SboX circuitry comprises three stages. 

20. The cryptography accelerator of claim 19, Wherein the 
?rst stage of SboX circuitry is a case statement. 

21. The cryptography accelerator of claim 19, Wherein the 
?rst stage of SboX circuitry performs a table lookup. 

22. The cryptography accelerator of claim 19, Wherein the 
?rst stage of SboX circuitry is a multiplexer. 

23. The cryptography accelerator of claim 22, Wherein the 
second stage of SboX circuitry is a multiplexer. 

24. The cryptography accelerator of claim 18, Wherein 
bits 3 and 4 of a 6 bit block are provided to the ?rst stage of 
SboX circuitry. 

25. A cryptography accelerator for performing cryptog 
raphy operations, the cryptography accelerator comprising: 

a DES engine; 

a frequency synchroniZer coupled to the DES engine; 
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surrounding logic coupled to the DES engine and the 
frequency synchroniZer, Wherein the DES engine oper 
ates at a ?rst clock rate and the surrounding logic 
operates at a second clock rate different from the ?rst 
clock rate. 

26. The cryptography accelerator of claim 25 , Wherein the 
?rst clock rate is faster than the second clock rate. 

27. The cryptography accelerator of claim 25 , Wherein the 
frequency synchroniZer signals the DES engine to begin 
perforrning cryptography operations. 

28. The cryptography accelerator of claim 25 , Wherein the 
frequency synchroniZer signals the surrounding logic to read 
processed data from the DES engine after cryptography 
operations are performed. 

29. The cryptography accelerator of claim 25, Wherein the 
frequency synchroniZer uses a reference clock associated 
With the surrounding logic to synchroniZe a 1><clock and a 
higher rnultiple clock associated With the DES engine. 

30. The cryptography accelerator of claim 25 , Wherein the 
negative edge of the 1><clock is used to catch a start signal 
associated With the reference clock to alloW consideration of 
skeW. 

31. The cryptography accelerator of claim 25 , Wherein the 
second positive edge of the 3><clock is used to catch the start 
signal 


