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METHOD AND APPARATUS FOR TRANSPORTING 
BEHAVIOR IN AN EVENT-BASED DISTRIBUTED 

SYSTEM 

FIELD OF THE INVENTION 

[0001] This invention relates generally to a distributed 
computer system and more speci?cally to event handling 
procedures in a distributed computer system. 

BACKGROUND OF THE INVENTION 

[0002] Distributed computer systems are systems in Which 
the programming and data that the computer operates on are 
spread out over more than one computer, usually over a 
netWork With many computers. One conventional method 
for organiZing a distributed system uses the client-server 
model, in Which one part of the distributed system (the 
client) asks for some service from another part of the 
distributed system (the server). The server responds and then 
handles the client’s request appropriately. 

[0003] Under the client-server model, When the client 
encounters a procedure located at the server, the procedure 
may be implemented using some form of a Remote Proce 
dure Call (RPC): the client informs the server that it Would 
like the procedure eXecuted using certain parameters, the 
server eXecutes the procedure, and the server returns the 
results of the eXecution to the client. 

[0004] An alternative method for organiZing distributed 
systems uses the event/noti?cation model. In this model, a 
“listener” process, Which is interested in the occurrence of 
an event Within another entity Within the system, registers its 
interest With a second process, a “noti?er” process, designed 
to monitor such events. When the event occurs, the noti?er 
noti?es the listener or noti?es another process (i.e., a third 
party process) designated by the listener When registering 
With the noti?er. After receiving the event noti?cation, that 
noti?ed entity (i.e., the listener or the third party listener, as 
the case may be) may execute a function designated in the 
noti?cation and present in the address space of the noti?ed 
process. In the event-noti?cation model, there is no single 
point of control as in the client-server model; instead, 
control is determined by noti?cations sent in response to the 
occurrence of designated events. 

[0005] In a non-distributed system, the association of an 
event With the function to be run in response to the noti? 
cation, called a callback function, is straightforWard, since 
the event, the listener, and the callback function are all in a 
single address space. Life is not so simple in a distributed 
system. The listener may be in one address space or physical 
machine, the event may be generated in a second address 
space or physical machine (e.g., the address space of the 
noti?er or an address space that the noti?er monitors), and 
the noti?cation may be sent to a third address space or 
physical machine (e.g., the address space of the third party 
process). This makes it difficult for the listener to insure that 
the third party process Will be able to respond to the event 
in an appropriate manner, as the tWo may be separated and, 
possibly, might not even knoW of the other’s existence. For 
eXample, the listener, to ensure that the correct function is 
eXecuted by the third party, must keep track of Whether the 
function is available in the third party’s address space. This 
can be particularly burdensome When an administrator 
desires to update functions in the third party’s address space, 
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as all the potential distributed users of the neW function must 
be updated on the status of the neW function. 

[0006] Thus, there is a need in the art to more effectively 
handle distributed programs collaborating using the event 
noti?cation model. This need is particularly poignant in 
systems in Which the requesting entity is not able to easily 
verify the status of a function present at the executing entity. 

SUMMARY OF THE INVENTION 

[0007] Objects and advantages of the invention Will be set 
forth in part in the description Which folloWs, and in part Will 
be obvious from the description, or may be learned by 
practice of the invention. The objects and advantages of the 
invention Will be realiZed and attained by means of the 
elements and combinations particularly pointed out in the 
appended claims. 

[0008] To achieve the objects and in accordance With the 
purpose of the invention, as embodied and broadly described 
herein, a ?rst aspect consistent With the present invention 
includes a method for controlling program eXecution in a 
distributed computer system comprising the steps of: (1) 
registering interest in an occurrence of an event in the 
distributed computer system, the registration of interest 
including information identifying the occurrence of the 
event, an identi?er of a softWare entity in the distributed 
system, and a ?rst object including a process and parameter 
data corresponding to the process; (2) monitoring at least a 
portion of the distributed computer system for the occur 
rence of the registered event; (3) notifying the softWare 
entity identi?ed in the registration of interest When the event 
occurs, the noti?cation including a copy of the ?rst object 
and an identi?cation of the event that occurred; and (4) 
eXecuting methods contained Within the ?rst object in 
response to the notifying step. 

[0009] To achieve the objects and in accordance With the 
purpose of the invention, as embodied and broadly described 
herein, a second aspect consistent With the present invention 
includes a protocol for controlling the eXecution of pro 
cesses in a distributed computer system, the protocol com 
prises a number of steps, including: (1) receiving a regis 
tration of interest in an event that is eXpected to occur in the 
distributed computer system, the registration including an 
identi?er of a softWare entity in the distributed system and 
a ?rst object, the ?rst object including computer instructions 
for performing a process and parameter data corresponding 
to the process; (2) monitoring the distributed system for the 
occurrence of the registered event; and (3) notifying the 
softWare entity identi?ed in the registration of interest When 
the event occurs, the noti?cation including a copy of the ?rst 
object and an identi?cation of the event that occurred. 

[0010] A third aspect of the present invention is a com 
puter system comprising memories having ?rst, second, and 
third virtual machines, respectively. The second virtual 
machine eXecutes a process that receives, from the ?rst 
virtual machine, a registration of interest in an event and 
transmits a message in response to the occurrence of the 
event, the registration of interest and the message including 
an object. The third virtual machine receives the message 
and eXecutes methods contained Within the object. 

[0011] Additional aspects of the present invention, related 
to the ?rst aspect, are directed to a computer readable 
medium and a computer data signal embodied in a carrier 
Wave. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The accompanying drawings, Which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
several embodiments consistent With this invention and, 
together With the description, help explain the principles of 
the invention. In the draWings, 

[0013] 
system; 

[0014] FIG. 2 is a diagram of an exemplary computer 
Within the exemplary distributed system; 

[0015] FIG. 3A is a How chart illustrating methods con 
sistent With the present invention for notifying and trans 
porting behavior in an event based distributed system; 

[0016] FIG. 3B is a table shoWing exemplary event noti 
?cation requests stored in a computer memory; and 

[0017] FIG. 4 is a block diagram illustrating a distributed 
computing system containing three exemplary computer 
platforms connected to one another via a netWork. 

FIG. 1 is a diagram of an exemplary distributed 

DETAILED DESCRIPTION 

[0018] This disclosure describes a protocol alloWing a 
listener process to register interest in an event occurring in 
another address space or physical machine in such a Way as 
to alloW the subsequent noti?cation of the event’s occur 
rence to contain an object that may include methods that are 
to be run on receipt of the noti?cation. When the noti?cation 
is received, either by the listener or by a third party, the 
methods may be executed as speci?ed by the listener. 

[0019] Referring to the accompanying draWings, a 
detailed description of an embodiment consistent With the 
present invention Will noW be described. 

[0020] Methods and systems consistent With the present 
invention operate in a distributed system (“the exemplary 
distributed system”) With various components, including 
both hardWare and softWare. The exemplary distributed 
system (1) alloWs users of the system to share services and 
resources over a netWork of many devices; (2) provides 
programmers With tools and programming patterns that 
alloW development of robust, secured distributed systems; 
and (3) simpli?es the task of administering the distributed 
system. To accomplish these goals, the exemplary distrib 
uted system utiliZes the JavaTM programming environment 
to alloW both code and data to be moved from device to 
device in a seamless manner. Accordingly, the exemplary 
distributed system is layered on top of the Java program 
ming environment and exploits the characteristics of this 
environment, including the security offered by it and the 
strong typing provided by it. The Java programming envi 
ronment is more clearly described in JaWorski, Java 1.1 
Developer’s Guide, Sams.net (1997), Which is incorporated 
herein by reference. 

[0021] In the exemplary distributed system, different com 
puters and devices are federated into What appears to the 
user to be a single system. By appearing as a single system, 
the exemplary distributed system provides the simplicity of 
access and the poWer of sharing that can be provided by a 
single system Without giving up the ?exibility and person 
aliZed response of a personal computer or Workstation. The 
exemplary distributed system may contain thousands of 
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devices operated by users Who are geographically disperse, 
but Who agree on basic notions of trust, administration, and 
policy. 
[0022] Within the exemplary distributed system are vari 
ous logical groupings of services provided by one or more 
devices, and each such logical grouping is knoWn as a Dj inn. 
A “service” refers to a resource, data, or functionality that 
can be accessed by a user, program, device, or another 
service and that can be computational, storage related, 
communication related, or related to providing access to 
another user. Examples of services provided as part of a 
Djinn include devices, such as printers, displays, and disks; 
softWare, such as applications or utilities; information, such 
as databases and ?les; and users of the system. 

[0023] Both users and devices may join a Djinn. When 
joining a Djinn, the user or device adds Zero or more services 

to the Djinn and may access, subject to security constraints, 
any one of the services it contains. Thus, devices and users 
federate into a Djinn to share access to its services. The 
services of the Djinn appear programmatically as objects of 
the Java programming environment, Which may include 
other objects, softWare components Written in different pro 
gramming languages, or hardWare devices. A service has an 
interface de?ning the operations that can be requested of that 
service, and the type of the service determines the interfaces 
that make up that service. 

[0024] FIG. 1 depicts the exemplary distributed system 
100 containing a computer 102, a computer 104, and a 
device 106 interconnected by a netWork 108. The device 106 
may be any of a number of devices, such as a printer, fax 
machine, storage device, computer, or other devices. The 
netWork 108 may be a local area netWork, Wide area 
netWork, or the Internet. Although only tWo computers and 
one device are depicted as comprising the exemplary dis 
tributed system 100, one skilled in the art Will appreciate that 
the exemplary distributed system 100 may include addi 
tional computers or devices. 

[0025] FIG. 2 depicts the computer 102 in greater detail to 
shoW a number of the softWare components of the exem 
plary distributed system 100. One skilled in the art Will 
appreciate that computer 104 or device 106 may be similarly 
con?gured. Computer 102 includes a memory 202, a sec 
ondary storage device 204, a central processing unit (CPU) 
206, an input device 208, and a video display 210. The 
memory 202 includes a lookup service 212, a discovery 
server 214, and a JavaTM runtime system 216. The Java 
runtime system 216 includes the JavaTM remote method 
invocation system (RMI) 218 and a JavaTM virtual machine 
220. The secondary storage device 204 includes a Jav 
aSpaceTM222. 

[0026] As mentioned above, the exemplary distributed 
system 100 is based on the Java programming environment 
and thus makes use of the Java runtime system 216. The Java 
runtime system 216 includes the JavaTM API, alloWing 
programs running on top of the Java runtime system to 
access, in a platform-independent manner, various system 
functions, including WindoWing capabilities and netWorking 
capabilities of the host operating system. Since the Java API 
provides a single common API across all operating systems 
to Which the Java runtime system 216 is ported, the pro 
grams running on top of a Java runtime system run in a 
platform-independent manner, regardless of the operating 
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system or hardware con?guration of the host platform. The 
Java runtime system 216 is provided as part of the J avaTM 
softWare development kit available from Sun Microsystems 
of Mountain VieW, Calif. 

[0027] The Java virtual machine 220 also facilitates plat 
form independence. The Java virtual machine 220 acts like 
an abstract computing machine, receiving instructions from 
programs in the form of byte codes and interpreting these 
byte codes by dynamically converting them into a form for 
execution, such as object code, and executing them. RMI 
218 facilitates remote method invocation by alloWing 
objects executing on one computer or device to invoke 
methods of an object on another computer or device. Both 
RMI and the Java virtual machine are also provided as part 
of the Java softWare development kit. 

[0028] The lookup service 212 de?nes the services that are 
available for a particular Djinn. That is, there may be more 
than one Djinn and, consequently, more than one lookup 
service Within the exemplary distributed system 100. The 
lookup service 212 contains one object for each service 
Within the Djinn, and each object contains various methods 
that facilitate access to the corresponding service. The 
lookup service 212 and its access are described in greater 
detail in co-pending US. patent application No. , 
entitled “Method and System for Facilitating Access to a 
Lookup Service,” Which has previously been incorporated 
by reference. 

[0029] The discovery server 214 detects When a neW 
device is added to the exemplary distributed system 100, 
during a process knoWn as boot and join or discovery, and 
When such a neW device is detected, the discovery server 
passes a reference to the lookup service 212 to the neW 
device, so that the neW device may register its services With 
the lookup service and become a member of the Dj inn. After 
registration, the neW device becomes a member of the Djinn, 
and as a result, it may access all the services contained in the 
lookup service 212. The process of boot and join is described 
in greater detail in co-pending US. patent application 
No. , entitled “Apparatus and Method for providing 
DoWnloadable Code for Use in Communicating With a 
Device in a Distributed System,” Which has previously been 
incorporated by reference. 

[0030] The JavaSpace 222 is an object repository used by 
programs Within the exemplary distributed system 100 to 
store objects. Programs use the JavaSpace 222 to store 
objects persistently as Well as to make them accessible to 
other devices Within the exemplary distributed system. J av 
aSpaces are described in greater detail in co-pending US. 
patent application Ser. No. 08/971,529, entitled “Database 
System Employing Polymorphic Entry and Entry Match 
ing,” assigned to a common assignee, ?led on Nov. 17, 1997, 
Which is incorporated herein by reference. One skilled in the 
art Will appreciate that the exemplary distributed system 100 
may contain many lookup services, discovery servers, and 
J avaSpaces. 

[0031] Although systems and methods consistent With the 
present invention are described as operating in the exem 
plary distributed system and the Java programming envi 
ronment, one skilled in the art Will appreciate that the 
present invention can be practiced in other systems and other 
programming environments. Additionally, although aspects 
of the present invention are described as being stored in 
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memory, one skilled in the art Will appreciate that these 
aspects can also be stored on or read from other types of 
computer-readable media, such as secondary storage 
devices, like hard disks, ?oppy disks, or CD-ROM; a carrier 
Wave from the Internet; or other forms of RAM or ROM. 
Sun, Sun Microsystems, the SunLogo, Java, and Java-based 
trademarks are trademarks or registered trademarks of Sun 
Microsystems Inc. in the United States and other countries. 

[0032] FIG. 3A is a How chart illustrating methods con 
sistent With the present invention for notifying and trans 
porting behavior in an event-based distributed system. Lis 
tener objects interested in the occurrence of a certain event 
must register an interest in the event. In particular, for each 
interest to be registered, the registering object sends a 
message to a noti?er process, Which is preferably an object 
containing procedures for monitoring the occurrence of the 
event (step 301). Generally, the noti?er Will be present in the 
virtual machine in Which the event is expected to occur. The 
registration message includes: (1) implicit or explicit infor 
mation identifying the event that is to be monitored, (2) 
information identifying the object that is to be noti?ed When 
the event occurs, and (3) an object, or a reference to an 
object, that is to be passed to the noti?ed object When the 
event occurs. The noti?er may use a table to store informa 

tion relating to registration messages it has received, such as 
the table shoWn in FIG. 3B. The noti?er monitors its system 
or the netWork for the occurrence of the event (step 302). 
When the event occurs (step 303), the noti?er noti?es the 
object identi?ed by the registering object that the registered 
event has occurred (step 304). Consistent With the present 
invention, the noti?cation includes an identi?cation of the 
event that occurred and the object or reference to the object 
that Was passed to the noti?ed object When the event 
occurred (step 304). 

[0033] An “event” as used throughout this speci?cation 
can be broadly de?ned as a change of system state. An event 
may be, for example, a timer event, a mouse click event, or 
a disk access event. 

[0034] FIG. 4 is a block diagram illustrating a distributed 
computing system containing three exemplary computer 
systems 412, 413, and 414, connected to one another via a 
netWork. Computer systems 412-414 are physically similar 
to computer systems 102 and 112. In particular, each of 
computer systems 412, 413, and 414 includes a computer 
platform or machine 409, 410, and 411, respectively, execut 
ing a virtual machine 406, 407, or 408. Processes 402, 403, 
and 404 reside on their respective virtual machines 406, 407, 
and 408. Consistent With the present invention, computer 
systems 412, 413, and 414 form a distributed computing 
system using the event/noti?cation model. 

[0035] A hypothetical situation illustrating an application 
of the present invention Will noW be described With refer 
ence to the distributed system shoWn in FIG. 4. Assume that 
“administrator ” process 402, executing in virtual machine 
406, has the responsibility of monitoring the netWork and 
reporting potential problems to a human operator—such as 
a disk drive running out of free space. Noti?er process 403, 
executing on virtual machine 407, monitors the system for 
the occurrence of disk drive full events. To register interest 
in a “DiskFull” event, process 402 transmits a registration 
message, called, for example, “RegisterInterest,” to notify 
process 403, such as the message: 
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[0036] RegisterInterest (DisktFull, Referenc 
eToVM408, SendPage(“<parameters>”)). 

[0037] In this message, “DiskFull” identi?es the event that 
is to be monitored, “ReferenceToVM408” is a reference to 
the entity that is to be noti?ed in response to the occurrence 
of the event (in this case, virtual machine 408), and 
“SendPage” is an object that includes methods and data that, 
When executed on a computer having a telephone connection 
and the ability to dial a pager number, Will instruct the 
computer to page a person at a speci?ed number. 

[0038] When the DiskFull event occurs, noti?er process 
403 noti?es the designated entity, virtual machine 408, using 
a generic notify method including the SendPage object, or a 
reference to the “SendPage” object, and an indication that 
the DiskFull event has occurred. In response, virtual 
machine 408 may create a process such as process 404 that 
executes the methods designated in the SendPage object. 
The SendPage object Will then cause computer system 411 
to page the appropriate technician. 

[0039] As mentioned above, the notify method is prefer 
ably a generic method, meaning each virtual machine and/or 
computer platform may include its oWn unique implemen 
tation of the notify method, although each implementation 
must meet the speci?cations required by the de?nition of the 
generic notify method. 

[0040] Because the SendPage object includes, Within 
itself, all required methods and data for execution, SendPage 
is considered to be an object having “closure.” By passing 
an object having closure to a designated entity, the object 
initially registering the object does not have to be aWare of 
the functions available at the ?nal destination of the passed 
object. This is particularly advantageous as it alloWs the 
object initially registering the event to easily modify the 
functionality of the passed object. For example, if the policy 
(functionality) of the SendPage object is created by an 
operator at computer 412, it is relatively easy for the 
operator to modify the policy of SendPage by, for example, 
instructing SendPage to page a backup technician if the page 
is not returned by the primary technician Within tWenty 
minutes. 

[0041] Although SendPage Was described as having clo 
sure by virtue of having all its required methods and data 
encapsulated Within the object, other objects may be passed 
that have closure even though code still must be supplied by 
the executing system. In particular, if the code that must be 
supplied by the executing system implements Well knoWn 
methods that can be implemented in any one of a number of 
acceptable Ways, the object may have closure merely by 
referencing the generic method de?nitions and alloW the 
executing system to provide the precise implementation. 

[0042] While there has been illustrated and described What 
are at present considered to be preferred embodiments and 
methods of the present invention, it Will be understood by 
those skilled in the art that various changes and modi?ca 
tions may be made, and equivalents may be substituted for 
elements thereof Without departing from the true scope of 
the invention. For example, While the foregoing systems and 
methods have been described With reference to a Java based 
run-time environment, other run-time environments could 
conceivably be used to implement the present invention. 

[0043] In addition, many modi?cations may be made to 
adapt a particular element, technique or implementation to 
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the teachings of the present invention Without departing 
from the central scope of the invention. Therefore, it is 
intended that this invention not be limited to the particular 
embodiments and methods disclosed herein, but that the 
invention include all embodiments falling Within the scope 
of the appended claims. 

What is claimed: 
1. A method for controlling program execution in a 

distributed computer system comprising the steps of: 

registering interest in an occurrence of an event in the 
distributed computer system, the registration of interest 
including information identifying the occurrence of the 
event, an identi?er of a softWare entity in the distrib 
uted system, and a ?rst object including a process and 
parameter data corresponding to the process; 

monitoring at least a portion of the distributed computer 
system for the occurrence of the registered event; 

notifying the softWare entity identi?ed in the registration 
of interest When the event occurs, the noti?cation 
including a copy of the ?rst object and an identi?cation 
of the event that occurred; and 

executing methods contained Within the ?rst object in 
response to the notifying step. 

2. The method of claim 1, Wherein the noti?cation step 
further includes the step of using a generic notify method to 
notify the softWare entity. 

3. The method of claim 1, Wherein the step of registering 
interest further includes registering interest by a process 
located in a virtual machine different than the virtual 
machine in Which the softWare entity is located. 

4. The method of claim 1, Wherein the step of monitoring 
the distributed computer system is performed by a process in 
a virtual machine different than the virtual machine in Which 
the softWare entity is located. 

5. A distributed computer system comprising: 

a memory containing a ?rst virtual machine; 

a memory containing a second virtual machine executing 
a process that receives, from the ?rst virtual machine, 
a registration of interest in an event and transmits a 
message in response to the occurrence of the event, the 
registration of interest and the message including com 
puter code; and 

a memory containing a third virtual machine for receiving 
the message and executing the computer code; and 

processors for running the ?rst virtual machine, the sec 
ond virtual machine, and the third virtual machine. 

6. The distributed computer system of claim 5, Wherein 
the message transmitted by the second virtual machine is a 
generic notify method. 

7. The distributed computer system of claim 5, Wherein 
the registration of interest by the second virtual machine 
includes an identi?cation of the event and an identi?cation 
of the third virtual machine. 

8. The distributed computer system of claim 5, Wherein 
each said virtual machine is on a separate computer. 

9. The distributed computer system of claim 5, Wherein 
the computer code is implemented in an object. 
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10. Aprotocol for controlling the execution of processes 
in a distributed computer system, the protocol comprising 
the steps of: 

receiving a registration of interest in an event that is 
expected to occur in the distributed computer system, 
the registration including an identi?er of a softWare 
entity in the distributed system and a ?rst object, the 
?rst object including computer instructions for per 
forming a process and parameter data corresponding to 
the process; 

monitoring the distributed system for the occurrence of 
the registered event; 

notifying the softWare entity identi?ed in the registration 
of interest When the event occurs, the noti?cation 
including a copy of the ?rst object and an identi?cation 
of the event that occurred. 

11. The protocol of claim 10, Wherein the notify step 
further includes the step of using a generic notify method to 
notify the softWare entity. 

12. A computer readable medium containing instructions 
for controlling program execution in a distributed computer 
system, the instructions causing the distributed computer 
system to perform the steps of: 

registering interest in an event in the distributed computer 
system, the registration of interest including informa 
tion identifying the event, an identi?er of a softWare 
entity in the distributed system, and computer code for 
executing a process; 
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monitoring at least a portion of the distributed computer 
system for the occurrence of the registered event; 

notifying the softWare entity identi?ed in the registration 
of interest When the event occurs, the noti?cation 
including a copy of the computer code and an identi 
?cation of the event that occurred; and 

executing methods contained Within the ?rst object in 
response to the notifying step. 

13. A computer readable medium containing instructions 
for implementing a protocol for controlling the execution of 
processes in a distributed computer system, the instructions 
causing a computer in the distributed computer system to 
perform the steps of: 

receiving a registration of interest in an event in the 
distributed computer system, the registration including 
an identi?er of a softWare entity in the distributed 
system and a ?rst object, the ?rst object including 
computer instructions for performing a process and 
parameter data corresponding to the process; 

monitoring the distributed system for the occurrence of 
the registered event; and 

notifying the softWare entity identi?ed in the registration 
of interest When the event occurs, the noti?cation 
including a copy of the ?rst object and an identi?cation 
of the event that occurred. 


