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METHOD AND SYSTEM FOR INVOKING 
METHODS OF OBJECTS OVER THE INTERNET 

TECHNICAL FIELD 

[0001] The present invention relates generally to a com 
puter method and system for invoking methods, and more 
speci?cally, to a method and system of invoking methods of 
a server object over the Internet. 

BACKGROUND OF THE INVENTION 

[0002] The Internet comprises a vast number of computers 
interconnected so that information can be exchanged among 
the computers. Various protocol and other interface stan 
dards have been developed for the Internet so that each 
computer Will understand information of the other comput 
ers. The World-Wide Web (“WWW”) is a subset of the 
Internet computers that support the Hypertext Transfer Pro 
tocol (“HTTP”). HTTP is an application-level protocol for 
distributed, collaborative, hyper-media information systems 
that de?nes the format and contents of messages and 
responses sent betWeen client programs (“clients”) and 
server programs (“servers”) over the Internet. In addition, 
HTTP is a generic, stateless, object-oriented protocol Which 
can be used for many other tasks, such as name servers and 
distributed object management systems, through various 
extensions. 

[0003] The Internet facilitates information exchange 
betWeen servers and clients that are located throughout the 
World. Each computer on the Internet has a unique address 
(e.g., “acme.com”). When a client Wishes to access a 
resource (e.g., document), the client speci?es a Uniform 
Resource Locator (“URL”) that uniquely identi?es the com 
puter on Which the server executes and the resource. An 
example of a URL is “http://acme.com/page1.” In this 
example the server is identi?ed by “acme.com” and the 
resource is identi?ed by “pagel.” The URL has tWo parts: a 
scheme and a scheme-speci?c part. The scheme identi?es 
the high-level protocol through Which the information is to 
be exchanged, and the scheme-speci?c part contains addi 
tional information that identi?es the server computer and the 
resource. The “http” at the beginning of the example URL is 
the scheme and indicates that the remainder of the URL 
should be interpreted according to HTTP. The remainder 
speci?es a server computer (e.g., “acme.com”) folloWed by 
additional information that is speci?c to the server. For 
example, the additional information may be a path name 
Within the server computer to a Hypertext Markup Language 
(“HTML”) document. 

[0004] HTTP is based on a request/response paradigm. An 
HTTP message consists of a request from a client sent to a 
server and a response sent from the server to the client. A 
client sends a request to the server in the form of a request 
line comprising a method (e.g., “GET”) and a URL, option 
ally folloWed by a request header that alloWs the client to 
pass additional information about the request, a general 
header that alloWs a client to specify optional behavior that 
can be performed by the server, and an entity header and 
entity body that alloW the client to send arbitrary informa 
tion that is understood by a server. The server responds With 
a status line indicating status of the request (e.g., success or 
fail) folloWed by a response header that alloWs the server to 
send additional information to a client, and a general header, 

May 16, 2002 

entity header, and entity body that is analogous to those sent 
in the request. The request line of an HTTP request begins 
With a method token folloWed by a request URL. HTTP 
de?nes three request line methods that include “get,”“head,” 
and “post.” HTTP further de?nes extension methods. The 
status line of an HTTP response includes a status code and 
a user readable reason phrase that indicates the status of the 
request. The headers generally contain a list of ?elds that 
include a ?eld name, a colon, and a ?eld value. 

[0005] HTTP has been extended to permit a client to 
specify that a computer program is to be executed by the 
server. TWo such extensions are the Common GateWay 
Interface (“CGI”) and the Internet Server Application Pro 
gramming Interface (“ISAPI”). CGI de?nes a sub-protocol 
of HTTP for running external softWares or gateWays under 
a server in a platform-independent manner. A URL in an 

HTTP request speci?es not only the protocol and server 
computer, but also a script, a behavior of the script, and 
parameters to pass to the script. When a server using CGI 
receives a URL, it recogniZes that the client is requesting 
that a script be invoked. The server parses the information 
from the HTTP request and stores the information in “envi 
ronment variables.” For example, an environment variable 
named “script_name” contains the name of the script to be 
executed, and the environment variable named “con 
tent_length” contains the length of the entity body attached 
to the request. The server also invokes the speci?ed script. 
The executing script can then request the various environ 
ment variables to be supplied by the server. Although the 
CGI and ISAPI protocols specify the format and semantics 
of executing a computer program at servers, they do not 
specify hoW to implement such server or scripts. 

[0006] Because a client can specify a program to execute, 
there is a possibility that a client may request execution of 
a program for Which it is not authoriZed or that may cause 
serious problems on the server computer. For example, if a 
client sends to a server a ?le that contained a program to 
erase a disk drive and requests that it be stored on the server 
computer. The client might then request that the client 
execute that ?le, Which Would result in erasure of the disk 
drive. Although servers could be developed to ensure that no 
such programs can be executed, currently typical servers do 
not provide such assurances. It Would be desirable to have 
a mechanism that Would alloW existing servers to provide 
such assurances. 

SUMMARY OF THE INVENTION 

[0007] The present invention provides a method and sys 
tem for invocation by a client program of a function of an 
object of an object class through a server program executing 
on a server computer system. The server program receives a 
request sent from the client program that identi?es a shim 
script, an object class, and a function of the object class. In 
response to receiving the request, the server program loads 
and transfers control to the identi?ed shim script. When an 
object of the identi?ed object class does not exist, the shim 
script instantiating an object of the identi?ed object class. 
The shim script then invokes the identi?ed function of the 
instantiated object. The invoked function performs its 
behavior, creates a response to be sent to the client program, 
and sends the response to the client program. The response 
contains state information describing a state of the object 
after the behavior of the function is performed. The client 
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program can send this state information When invoking 
another function of the object. The object can then be 
initialized to this state information to allow continued pro 
cessing Where it left off. In one embodiment, the server 
program and the shim script supports an Internet Server 
Application Programming Interface (“ISAPI”) protocol. To 
avoid excessive overhead of instantiating objects, the shim 
script maintains a reference to the object so that upon 
receiving a subsequent request from a client program to 
invoke a function of an object of the identi?ed object class, 
the referenced instance of the object can be used Without 
instantiating a neW object of the identi?ed object class. 

[0008] In another aspect, the present invention provides a 
method and system for modifying messages being trans 
ferred betWeen a client program and a server program. The 
system de?nes a template having command lines that 
specify a command to perform on a message. The system 
performs the command of each command line of the tem 
plate on the message to generate a shadoW message. For 
each line in the shadoW message, the system then determines 
Whether the line contains a parameter and performs a behav 
ior associated With the parameter. The parameters can be 
either a substitute parameter or a function parameter. 

[0009] When the parameter is a substitute parameter, the 
system replaces the parameter With a value. When the 
parameter is a function, the system invokes a function 
associated With the parameter to modify the message. The 
message can either be a Hypertext Transfer Protocol 
(“HTTP”) request or an HTTP response. After the param 
eters are processed, the resulting message is processed by an 
HTTP client or server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 illustrates an example of simulating the 
maintaining of state by a server. 

[0011] FIG. 2 is a block diagram illustrating a server 
computer system. 

[0012] FIG. 3 is a How diagram illustrating the processing 
of an HTTP request that is received by the HTTP server. 

[0013] FIG. 4 is a How diagram of the thread to process 
an HTTP request. 

[0014] 
Shim. 

[0015] FIG. 6 is a How diagram of an embodiment of the 
procedure HTTPExtensionProc that is provided by the 
Shim. 

[0016] FIG. 7 is a How diagram of an embodiment of a 
sample method of an object. 

[0017] FIG. 8 is a How diagram of the Respond method of 
the CHttpRequest class. 

[0018] FIG. 9 is a block diagram illustrating template 
processing. 

[0019] FIG. 10 illustrates an HTTP request, an HTTP 
template, a resulting shadoW HTTP request, and a resulting 
?nal HTTP request. 

[0020] FIG. 11 is a How diagram of an implementation of 
the merge template component. 

FIG. 5 shoWs various data structures used by the 
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[0021] FIG. 12 is a How diagram of an implementation of 
the processing of an add default command. 

[0022] FIG. 13 is a How diagram of an implementation of 
the processing of a ?lter command. 

[0023] FIG. 14 is a How diagram of an implementation of 
the substitute parameters component. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0024] The present invention provides a method and sys 
tem that extends an Internet protocol to alloW methods of 
object classes to be invoked via Internet servers. In one 
embodiment, a shim script manages the invoking of the 
methods of object classes in response to receiving requests 
from clients (e.g., broWsers). A server, upon receiving from 
a client a request that identi?es the shim script, loads and 
executes the shim script passing information describing the 
received request. The shim script retrieves from the request 
an indication of an object class and a method of the object 
class to invoke. The shim script instantiates an object of the 
indicated object class and invokes the indicated method. The 
invoked method performs its behavior and sends a response 
to the client. The response contains information describing 
the state of the instantiated object after the method performs 
its behavior. The client can then send to the server a second 
request to invoke a method of the object class. The second 
request includes the state information that Was received in 
the response. When the server receives the request, it 
handles the request in the same manner as the original 
request. That is, the shim script is executed, the object is 
instantiated, and the method is invoked. HoWever, the 
invoked method performs its behavior based on the state 
information that Was sent in the request. In this Way, a client 
can invoke methods of objects that appear to maintain their 
state in-betWeen the sending of requests from the client to 
the server. Thus, even though the model of an Internet 
communications protocol speci?es a stateless protocol, that 
is a server does not maintain state relating to a request after 
a response is sent, the maintaining of state is simulated for 
objects of arbitrary object classes. 

[0025] FIG. 1 illustrates an example of simulating the 
maintaining of state by a server. In this example, the server 
computer provides a computer program that alloWs a user to 
order books. To alloW the ordering of books electronically 
via the Internet, the computer program exposes certain of its 
objects via OLE Automation. (OLE Automation is described 
in detail in Inside OLE2, Kraig Brockschmidt, Microsoft 
Press, 1994.) For example, the computer program may 
expose an order object class that alloWs for the electronic 
ordering of books. An HTML document Would be de?ned 
that Would, When displayed, alloW a purchaser to select a 
book to add to their order. When the purchaser indicates that 
a certain book is to be added to the order, a request With a 
URL 101 that encodes the shim script (e.g., “shim.dll”), the 
order object class (e.g., “book.exe”), the method to add a 
book to an order (e.g., “order”), and the identi?cation of the 
book (e.g., “book1”) is sent to the server. The server loads 
and executes 102 the shim script. The shim script, Which is 
developed to invoke objects exposed via OLE Automation, 
instantiates an object of the order object class and invokes 
the method to add a book to an order passing the request 
received from the client 103. The method creates 104 an 
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order for the purchaser and adds the book to the order. The 
method then stores information describing the order into a 
response and sends the response to the client. When the 
client receives the response, the purchaser then selects 105 
another book to purchase. In response, a second request 106 
is sent to the server program, but this time the request 
includes the current state of the order. When the method is 
eventually invoked 107, it uses the received state informa 
tion to determine that an order has already been created and 
adds 108 the second book to the order. Eventually, the 
purchaser Would select 109 to actually purchase the order. In 
response, the broWser Would send a request to the server 
With the purchase method of the order object class encoded 
into the URL. 

[0026] In another aspect, the present invention pre-pro 
cesses HTTP requests and post-processes HTTP responses. 
This processing alloWs for modi?cation of a request before 
it is processed by a server and of a response after it is 
generated by the server. By modifying an HTTP request, an 
HTTP request, Which Was originally received in a format 
that is not in conformance With the server, can be modi?ed 
to be in conformance. Similarly, an HTTP response that is 
not in a format, Which is in conformance With the requesting 
client, can be modi?ed to be in conformance. In one embodi 
ment, a template is de?ned Which speci?es the modi?cations 
to be made to a response or request. The modi?cation can be 
conditional. For eXample, the template may indicate that a 
certain ?eld should be added if not already present in the 
HTTP request. Thus, the ?eld is added only if not already 
present. The templates can be applied either at the client 
computer or at the server computer. 

[0027] FIG. 2 is a block diagram illustrating a server 
computer system. The server computer system 201 com 
prises an HTTP server 202, Shim dynamic link library 
(DLL) 203, and implementations of various object classes 
204. When the HTTP server receives an HTTP request, it 
parses the request to determine Whether it is a request to load 
a dynamic link library. For eXample, if the script is identi?ed 
With the suf?X “DLL,” then the HTTP server assumes that 
the HTTP client is requesting to load a dynamic link library. 
The HTTP server then locates the dynamic link library of the 
speci?ed name (e.g., “shim.dll”) and loads it into memory. 
The dynamic link library contains a procedure named 
“HTTPEXtensionProc,” Which is used to pass information 
relating to the HTTP request to the dynamic link library. The 
HTTP server also provides a callback routine so that the 
dynamic link library can retrieve or set various environment 
variables. When the procedure HTTPEXtensionProc of the 
Shim is invoked, the procedure determines from the URL the 
object class of the object to be instantiated. If the object of 
that object class is not already instantiated, then the Shim 
instantiates an object of that object class. In one embodi 
ment, the Shim maintains a reference to the objects that it 
instantiates even after a response is sent to the client that on 
Whose behalf the object Was instantiated. When another 
request is received, irrespective of Whether the request Was 
sent from the same or different client, to invoke a method of 
an object class corresponding to a referenced object, then the 
Shim can simply invoke the method of the referenced object. 
In this Way, the Shim avoids the overhead of instantiating 
and destroying an object for each request. This overhead 
may be excessive When the object is instantiated in a 
separate process from the server process. Rather, the Shim 
can effectively re-use the instantiated objects. The Shim then 
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invokes the method of the instantiated object indicated by 
the URL. When the method completes its processing, it 
formats and sends an HTTP response to the HTTP client. 
The HTTP response includes the current state of the object 
so that a subsequent request from the client program can 
include the current state. The method then returns to the 
Shim, Which returns to the HTTP server. Shim programs can 
eventually destroy the instantiated objects to make space 
available for other objects or When a certain object has not 
been accessed for a certain time period. 

[0028] FIG. 3 is a How diagram illustrating the processing 
of an HTTP request that is received by the HTTP server. The 
HTTP server processes requests that specify a dynamic link 
library in the URL by loading the dynamic linked library and 
invoking a function of the loaded library. In step 301, the 
HTTP server parses the URL of the received request. In step 
302, if a dynamic link library is designated to be loaded and 
eXecuted, then the server continues at step 303, else the 
HTTP server continues With its normal processing. In step 
303, if a dynamic link library of the speci?ed name is 
already loaded, then the HTTP server continues at step 305, 
else the HTTP server continues at step 304. In step 304, the 
HTTP server loads and initialiZes the designated dynamic 
link library. In step 305, the HTTP server initialiZes the 
environment variables. These environment variables include 
server properties such as authoriZation type and content 
length, input headers from the HTTP request, and identi? 
cation of the client. These variables are passed to the 
dynamic link library via callback routine. In step 306, the 
HTTP server starts a thread to process the HTTP request and 
then completes. The HTTP server allocates a thread for 
processing each HTTP request that speci?es a dynamic link 
library. Rather than creating and destroying a neW thread 
Whenever such an HTTP request is received, the HTTP 
server maintains a pool of threads that it can simply allocate 
and de-allocate for processing each HTTP request. 

[0029] FIG. 4 is a How diagram of the thread to process 
an HTTP request. Once the thread is started, the thread 
invokes the procedure HTTPEXtensionProc passing the 
HTTP request. 

[0030] FIG. 5 shoWs various data structures used by the 
Shim. Each thread maintains a local reference 501 to an 
object class table 502 that contains references to objects 503 
instantiated by the Shim. The object class table maps the 
program identi?er received in the URLs to references to 
objects. Whenever a method of a certain object class is to be 
invoked, the Shim scans the object class table to determine 
Whether it contains a reference to an object of that object 
class. When the Shim does invoke the method, the Shim 
passes an object 504 of class CHttpRequest as a parameter. 
The CHttpRequest object has data members that describe the 
request and has a method Respond for sending a response to 
the client. The Shim sets the data members of the CHttpRe 
quest object based on the environment variables retrieved 
from the server and based in the request itself. The CHt 
tpRequest object has the folloWing data members: param 
eters, server properties, input header, output header, log 
record, requester, authoriZation, version, and document. 

[0031] FIG. 6 is a How diagram of an embodiment of the 
procedure HTTPEXtensionProc that is provided by the 
Shim. This procedure initialiZes the CHttp request object, 
instantiates an object of the requested object class (if not 
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already instantiated), and invokes the request method of the 
instantiated object. In step 601, the procedure determines 
Whether the local reference to the object class table has been 
initialiZed. If so, the thread has already been initialiZed and 
the procedure continues at step 605, else the procedure 
continues at step 602. In step 602, the procedure initialiZes 
the local reference to point to the object class table. In step 
603, the procedure invokes the function OLEInitialiZe to 
register the thread With OLE. The function OLEInitialiZe is 
a standard function provided as part of OLE Automation. In 
step 604, the procedure instantiates an object of the CHt 
tpRequest class. In step 605, if the program identi?er in the 
URL is already in the object class table, then the procedure 
continues at step 609, else the procedure continues at step 
606. In step 606, the procedure gets the class identi?er for 
the program identi?er from the central registry. The central 
registry contains a mapping from program identi?ers to the 
object class eXposed by that program. In step 607, the 
procedure invokes the function CoCreateInstance to create 
an instance of the identi?ed class and receives a pointer to 
the IDispatch interface of that instance. The function CoCre 
ateInstance is a function provided as part of OLE Automa 
tion. The IDispatch interface alloWs for the invocation of 
methods that are bound to at run time. In step 608, the 
procedure stores the pointer to the IDispatch interface in the 
object class table. In step 609, the procedure retrieves the 
pointer to the IDispatch interface from the object class table. 
In step 610, the procedure initialiZes the CHttpRequest 
object With information retrieved by invoking the callback 
of the HTTP server and by processing the HTTP request. In 
step 611, the procedure invokes the method of the URL 
using the IDispatch interface passing the CHttpRequest 
object and then returns. 

[0032] FIG. 7 is a How diagram of an embodiment of a 
sample method of an object. The sample method is passed 
the HttpRequest object. In step 701, the method retrieves the 
initial state for the object from the CHttpRequest object. The 
initial state is stored in the input header data member. In step 
702, the method performs the behavior of the method (e.g. 
checking book inventory and adding a book to an order). In 
step 703, the method stores the current state in the CHt 
tpRequest object in the output header data member. In step 
704, the method invokes the method Respond of the CHt 
tpRequest object to create and send a response to the 
requesting client. In step 705, if there Was an error in 
responding to the client, then the method continues at step 
706, else the method returns. In step 706, the method backs 
out of any processing performed (e.g., decrementing inven 
tory) since it Was invoked and returns an error. The method 
Would also update the log record data member to log the 
invocation. 

[0033] FIG. 8 is a How diagram of the Respond method of 
the CHttpRequest class. This method prepares an HTTP 
response based on the data in the CHttpRequest object and 
sends the HTTP response to the client. In step 801, the 
method prepares an HTTP response based on the informa 
tion in the CHttpRequest object. In step 802, the method 
sends the HTTP request to the requesting client. In step 804, 
the method invokes a callback of the HTTP server to log the 
status of the response and any logs in the log record data 
member of the HttpRequest object. In step 804, if there Was 
an error in responding, then the method returns an error, else 
the method returns an indication of success. 
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[0034] FIG. 9 is a block diagram illustrating template 
processing. The merged template component 902 receives 
an HTTP request 901 and an HTTP template 906 and merges 
the HTTP template With the HTTP request to produce the 
shadoW HTTP request 903. The substitute parameters com 
ponent 904 inputs the shadoW HTTP request and substitutes 
any parameters in the request based on the parameters table 
907 or invokes a function 908 as speci?ed by a function 
parameter. The substitute parameter component generates 
the ?nal HTTP request 905 Which is then input to the server. 
Although not explicitly illustrated, analogous components 
can be used to apply HTTP templates to HTTP responses. 

[0035] FIG. 10 illustrates an HTTP request, an HTTP 
template, a resulting shadoW HTTP request, and a resulting 
?nal HTTP request. The HTTP request 1001 contains the 
request line 1001a, a User-Agent ?eld 1001b, and a From 
?eld 1001c. The template 1002 contains an Add_Default 
command 1002a, a Filter command 1002b, and a Delete 
command 1002c. The Add_Default command indicates that 
if an Authorization ?eld is not present in the HTTP request, 
then an authoriZation ?eld should be added With its value 
equal to “public.” The Filter command indicates that if the 
HTTP request is sent from a grade school, then the param 
eter %func.checkbooks% should be added to the HTTP 
request. The parameters are delimited by percent symbols 
(“%”). A parameter With the pre?X “func” indicates that a 
function is to be invoked to process the HTTP request. The 
Delete command indicates that if a Server ?eld is in the 
HTTP request, then it should be deleted. The shadoW HTTP 
request 1003 indicates the result of merging the template 
With the HTTP request. The AuthoriZation ?eld 1003b has 
been added to the shadoW HTTP request, and the parameter 
10036 was added to the HTTP request. To generate the ?nal 
HTTP request 1004, the system processes the parameters of 
the shadoW HTTP request 1003. In this eXample, the only 
parameter is the parameter “func.checkbooks.” The substi 
tute parameters component detects that the parameter “func 
.checkbooks” is a call to a function named “checkbooks.” 
The substitute parameters component invokes the function 
“checkbooks” passing the shadoW HTTP request. That func 
tion determines that a grade school is not authoriZed to order 
“bookl.” Therefore, the function replaced the request line 
With a request to retrieve a restricted message. Thus, the 
purchaser Would vieW the restricted message rather than a 
con?rmation of the order. 

[0036] FIG. 11 is a How diagram of an implementation of 
the merge template component. The merge template com 
ponent inputs the HTTP request and the HTTP template and 
outputs the shadoW HTTP request. The merge template 
component processes each line of the HTTP template and 
applies the command to the HTTP request. In step 1101, the 
component selects the neXt line of the HTTP template. In 
step 1102, if all the lines of the HTTP template have already 
been selected, then the component is done, else the compo 
nent continues at step 1103. In step 1103, the component 
retrieves the command (e.g., “Add_Default”) from the 
selected line HTTP template. In step 1104, if the command 
is the add default command, then the component continues 
at step 1104a to process the add default command, else the 
component continues to step 1105. In step 1105, if the 
command is the ?lter command, then the component con 
tinues at step 1105a to process the ?lter command, else the 
component continues at step 1106. In step 1106, if the 
command is the delete command, then the component con 
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tinues at step 1106a to process the delete command, else the 
component continues processing the various commands of 
an HTTP template ?le. The component then loops to step 
1106 to select the neXt line of the HTTP template. 

[0037] FIG. 12 is a How diagram of an implementation of 
the processing of an add default command. This processing 
determines Whether the HTTP request includes a line With a 
?eld name designated on the add default line. If the HTTP 
request does not include such a ?eld name, then the pro 
cessing adds the ?eld name and the ?eld value. In step 1201, 
the processing scans the HTTP request for the ?eld name 
that is designated in the command line. In step 1202, if no 
such ?eld name is found in the HTTP request, then the 
processing completes, else the processing continues at step 
1203. In step 1203, the processing adds the ?eld name and 
?eld value from the command line to the HTTP request and 
returns. 

[0038] FIG. 13 is a How diagram of an implementation of 
the processing of a ?lter command line. The processing 
determines if there is a ?eld With the speci?ed name and if 
so, determines if it passed the ?lter. If it does not pass the 
?lter, then an action speci?ed by the command line is 
performed. In step 1301, the processing selects the neXt line 
of the HTTP request. In step 1302, if all the lines have 
already been selected, then the processing completes, else 
the processing continues at step 1303. In step 1303, if the 
?eld name of the selected line is equal to the ?eld name of 
the ?lter command line, then the processing continues at step 
1304, else the processing loops to step 1301 to select the 
neXt line in the HTTP request. In step 1304, if the ?eld value 
of the selected line passes the ?lter of the command line, 
then the processing loops to step 1301 to select the neXt line 
in the HTTP request, else the processing continues at step 
1305. In step 1305, the processing performs the action of the 
command line on the HTTP request. For eXample, as shoWn 
in 1002b, the action indicates that a function invocation 
parameter should be added to the HTTP request. The pro 
cessing then loops to step 1301 to select the neXt line in the 
HTTP request. 

[0039] FIG. 14 is a How diagram of an implementation of 
the substitute parameters component. The substitute param 
eters component receives a shadoW HTTP request and 
searches the shadoW HTTP request for parameters. The 
parameters may be either substitution parameters or function 
parameters that indicate a function should be invoked. When 
a substitution parameter is encountered, the component 
replaces the parameter With its corresponding value from the 
parameters table. If a function parameter is encountered, the 
component invokes that function passing the shadoW HTTP 
request. The function performs the appropriate processing 
on the shadoW HTTP request. In step 1401, the component 
selects the neXt line of the shadoW HTTP request starting 
With the s ?rst line. In step 1402, if all the lines of the 
shadoW HTTP request have already been selected, then the 
component is done, else the component continues at step 
1403. In step 1403, if the selected line contains a substitution 
parameter, then the component continues at step 1403a, else 
the component continues at step 1404. In step 1403a, the 
component replaces the substitution parameter With a 
parameter from the parameter table and loops to step 1403. 
In step 1404, if the selected line contains a function param 
eter, then the component continues at step 1404a, else the 
component loops to step 1401 to select the neXt line of the 
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shadoW HTTP request. In step 1404a, the component 
invokes the function designated by the function parameter 
passing the shadoW HTTP request. The component then 
loops to step 1403. By looping to step 1403 after performing 
a parameter substitution or function invocation, the compo 
nent recursively applies a parameter processing to the 
selected line. Alternatively, the component could loop to the 
?rst line in the HTTP request to start the processing over. 

[0040] Although the present invention has been described 
in terms of various embodiments, it is not intended that the 
invention be limited to these embodiments. Modi?cation 
Within the spirit of the invention Will be apparent to those 
skilled in the art. The scope of the present invention is 
de?ned by the claims that folloW. 

1. A method for invoking a function of an object of an 
object class, the object being provided by a server computer 
system to be invoked by a client computer system, the 
function having a behavior, the method comprising: 

sending a request from a client program to a server 
program, the request comprising a Universal Resource 
Locator (“URL”) that identi?es an object class and 
identi?es a function of the object class to invoke; 

receiving the request at the server program; and 

in response to receiving the request, 

instantiating an object of the object class identi?ed in 
the URL of the received request; 

invoking the function identi?ed in the URL of the 
received request; and 

under control of the invoked function, 

performing the behavior of the function; 

creating a response to be sent to the client program, 
the response containing state information describ 
ing a state of the object after the behavior of the 
function is performed; and 

sending the response to the client program 

Whereby When the client program subsequently sends a 
request to invoke a function of the object class, the 
state information is included in the request so that the 
function can perform its behavior based on the state 
information. 

2. The method of claim 1 Wherein the URL identi?es a 
shim program for instantiating the object of the object class 
and for invoking the function of the object. 

3. The method of claim 2 Wherein the shim program is 
stored in a dynamic linked library that is identi?ed by the 
URL. 

4. The method of claim 3 Wherein the server program and 
the shim program support an Internet Server Application 
Programming Interface (“ISAPI”) protocol. 

5. The method of claim 2 Wherein the shim program 
maintains a reference to the object so that upon receiving a 
subsequent request from a client program to invoke a 
function of an object of the object class, the referenced 
instance of the object can be used Without instantiating a 
neW object of the object class. 

6. The method of claim 5 Wherein the shim program 
passes to the invoked function the state information from the 
received subsequent request. 








