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(57) ABSTRACT 

A client machine connects directly to a proxy server Without 
the knowledge or Without a programmed expectation that the 
proxy server Will connect to another server at all. The client 

machine sends a request directly to the proxy server, expect 
ing that the content requested by the client machine resides 
on the proxy server. The proxy server, if it does not contain 
the requested content, obtains the requested content from a 
second server Without the client machine ever knowing that 
the content did not originally reside on the proxy server, and 
Was instead obtained from the second server. 
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CACHING PROXY STREAMING APPLIANCE 
SYSTEMS AND METHODS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of Invention 

[0002] This invention is directed to systems and methods 
for using a proxy server to cache and stream data streams. 

[0003] 2. Description of Related Art 

[0004] Proxy servers are conventionally used in distrib 
uted netWork environments for a variety of purposes. Tra 
ditionally, a WorldWide Web proxy is implemented With the 
knowledge of the user. The user, communicating using a 
client machine, knoWs that a proxy server is present in the 
netWork. The user ultimately Wishes to communicate With a 
destination server machine. The user also knoWs that the 
client machine must connect to this proxy server, rather than 
connecting to What the user believes to be the actual desti 
nation server. In this case, Which is shoWn in FIG. 1, the 
client machine connects to the proxy server that it knoWs 
about over the netWork. 

[0005] The client machine sends a message to the proxy 
server to inform the proxy server of the ?nal destination 
server that the client machine Wants to talk to. In general, the 
client machine does this by providing the Website name or 
URL address of the actual destination server (server B) to 
the proxy server (server A), in addition to providing the ?le 
name on the actual destination server that is to be doWn 
loaded to the client machine, Where server A indicates the 
server the client machine thinks he is communicating With, 
and server B is another server in the communication loop. In 
response, the proxy server connects to the actual destination 
server. The proxy server then retrieves the ?le from the 
actual destination server and sends that ?le back to the client 
machine. 

[0006] This use of a proxy server is particularly useful 
When the client Wants to retrieve a ?le having a predeter 
mined length, and Which has no special transport require 
ments, such as, for example, a Web page, a program to be 
retrieved over the netWork, or the like, that are single pieces 
of data. In particular, this use of a proxy server is inappro 
priate for data streaming applications Where the ?le may not 
have a ?xed or predetermined length, and Where the data is 
streamed such that there are signi?cant transport require 
ments Which must be met for the data to be properly 
streamed to the client machine. 

[0007] Conventional transparent proxy servers are also 
used in distributed netWork environments. Conventional 
transparent proxy servers are proxy servers that are inte 
grated into a netWork structure. Client machines often 
attempt to connect directly to actual destination servers that 
contain the ?les or data that the user Wishes to doWnload to 
the client machine. Thus, in this case, Which is shoWn in 
FIG. 2, in contrast to the traditional proxy servers described 
above and shoWn in FIG. 1, the client machine initially 
attempts to connect directly to the actual destination server 
that contains the desired doWnload ?le, by outputting a 
request directed to the Website name or URL address of the 
actual destination machine and containing the ?le name of 
the ?le the user Wishes to doWnload or retrieve. 

[0008] The distributed netWork hardWare installed at the 
location of the client machine, or installed at an upstream 
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point in the distributed netWork from the client, transpar 
ently intercepts this request. This distributed netWork hard 
Ware forWards the intercepted request to the transparent 
proxy server. The transparent proxy server determines the 
Web site name or URL address of the actual destination 
server, and generates a neW request to the actual destination 
machine for the ?le originally requested by the client 
machine. The transparent proxy server obtains the ?le from 
the actual destination machine and forWards the obtained ?le 
to the client machine. 

[0009] Because this method of proxying is integrated into 
the netWork, the transparent proxy server is able to deter 
mine, from the netWork data, Where the request from the 
client machine Was originally destined for. As a result, the 
transparent proxy server can determine the actual destination 
server to connect to in order to retrieve the requested ?le. 

[0010] Importantly, in conventional proxy servers, the 
client machine, and thus the user, never actually “sees” the 
proxy server. The client machine acts as if the client machine 
Were directly connected to the actual destination server that 
the client machine originally submitted the request to. Thus, 
as far as the client machine knoWs, the client machine is 
communicating With the actual destination server (server A) 
When the client machine is really communicating With a 
transparent proxy server (server B). That is, to the client 
machine, the transparent proxy server is transparent in the 
sense that the client machine never sees the interaction of the 
transparent proxy server With the actual destination server. 
In other Words, the client machine never knoWs that the 
transparent proxy server is there at all. 

[0011] The transparent proxy server is particularly useful 
When the netWork administrator Wants to control Which 
servers the client machine directly communicates With. This 
is usually done to create ?reWalls betWeen the client 
machine and a distributed netWork that the client machine 
can connect to. By using the transparent proxy server, 
virus-infected ?les and attacks by hackers on the client 
machine can be trapped and defended against. 

SUMMARY OF THE INVENTION 

[0012] This invention provides systems and methods that 
implement a proxy server that communicates transparently 
With servers containing content desired by a client machine 
that are not knoWn by the client machine. 

[0013] This invention separately provides systems and 
methods that implement a proxy server that caches content 
obtained from another server as the proxy server transmits 
the content to a client machine. 

[0014] This invention provides systems and methods that 
implement a proxy server that maps the locations of other 
servers from Which the proxy server Was able to obtain 
content requested by a client machine communicating With 
the proxy server. 

[0015] In various exemplary embodiments of the systems 
and methods according to this invention, the client machine 
connects directly to the proxy server Without the knoWledge 
or Without a programmed expectation that the proxy server 
Will connect to another server at all. The client machine 
sends a request directly to the proxy server (server A) 
expecting that the content requested by the client machine 
resides on the proxy server. The proxy server, if it does not 
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contain the requested content, obtains the requested content 
from a second server (server B) Without the client machine 
ever knowing that the content did not originally reside on the 
proxy server, and Was instead obtained from the server B. 

[0016] These and other features and advantages of this 
invention are described in, or are apparent from, the folloW 
ing detailed description of various exemplary embodiments 
of the systems and methods according to this invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] Various exemplary embodiments of this invention 
Will be described in detail, With reference to the folloWing 
?gures, Wherein: 

[0018] FIG. 1 is a block diagram of a netWork including 
a ?rst conventional proxy server; 

[0019] FIG. 2 is a block diagram of a netWork including 
a second conventional proxy server; 

[0020] FIG. 3 is a block diagram of a netWork including 
a ?rst exemplary embodiment of a proxy server according to 
this invention; 

[0021] FIG. 4 is a block diagram of a netWork including 
a second exemplary embodiment of a proxy server accord 
ing to this invention; 

[0022] FIG. 5 is a block diagram of a netWork including 
a third exemplary embodiment of a proxy server according 
to this invention; 

[0023] FIG. 6 is a ?oWchart outlining a ?rst exemplary 
embodiment of a method for responding to a content request 
according to this invention; 

[0024] FIG. 7 is a ?oWchart outlining a second exemplary 
embodiment of a method for responding to a content request 
according to this invention; 

[0025] FIG. 8 is a ?oWchart outlining a third exemplary 
embodiment of a method for responding to a content request 
according to this invention; 

[0026] FIG. 9 is a ?oWchart outlining a fourth exemplary 
embodiment of a method for responding to a content request 
according to this invention; 

[0027] FIG. 10 is a ?oWchart outlining a ?fth exemplary 
embodiment of a method for responding to a content request 
according this invention; and 

[0028] FIG. 11 is a sixth exemplary embodiment of a 
method for responding to a content request according to this 
invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

[0029] FIG. 3 is a block diagram of a netWork 100 
including a ?rst exemplary embodiment of a proxy server 
120 according to this invention. As shoWn in FIG. 3, the 
netWork 100 includes a client machine 110, the proxy server 
120 and any number of distinct secondary servers 140. The 
client machine 110 generates one or more requests 112 for 
content and directs these requests 112 directly to the proxy 
server 120. The proxy server 120 receives these requests 112 
and transmits the requested content 124 back to the client 
machine. 
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[0030] Conventionally, the proxy server 120 Would be 
able to transmit the requested content to the client machine 
110 only if the requested content Were previously stored in 
a content storage device 130 of the proxy server 120. 
OtherWise, the proxy server 120 Would transmit an error 
message to the client machine 110. 

[0031] In contrast, according to the systems and methods 
of this invention, if the proxy server 120 does not currently 
contain in the content storage device 130 the content iden 
ti?ed in the request 112 from the client machine 110, the 
proxy server 120 contacts one of the secondary servers 140 
of the netWork 100 that contains the requested content. In 
particular, the proxy server 120 generates a neW request 122 
and directs that request 122 to a particular one of the 
secondary servers 140 that is knoWn to contain the content 
identi?ed in the request 112. This secondary server 140, in 
response to the request 122, transmits the requested content 
142 to the proxy server 120. The proxy server 120 then 
retransmits the content 142 received from the secondary 
server 140 to the client machine 110 as the content 124. 

[0032] Thus, in contrast to the traditional proxy server 
shoWn in FIG. 1, the client machine 110 does not need to 
knoW, or even identify to the proxy server 120, the name or 
address of the secondary server 140 that actually contains 
the content corresponding to the content request 112. Nor 
does the client machine 110 intend or care Whether the proxy 
server 120 contacts a secondary server 140 to obtain the 
content 124 that corresponds to the content request 112. 

[0033] Moreover, the interactions betWeen the proxy 
server 120 and the secondary server 140 are transparent to 
the client machine 110. HoWever, in contrast to the conven 
tional transparent proxy server shoWn in FIG. 2, Where the 
client Wishes to communicate With a secondary server but 
ends up communicating With a proxy server, according to the 
systems and methods of this invention, the client machine 
110 according to the systems and methods of this invention 
actually intends to communicate With the proxy server 120, 
not any of the secondary servers 140. 

[0034] Thus, according to the systems and methods of this 
invention, in various exemplary embodiments, the proxy 
server 120 connects to one or more secondary servers 140 to 

obtain the content that the user has requested, Without the 
user ever knoWing to Which particular secondary server 140 
the proxy server 120 Was connected to obtained the 
requested content, or even Whether or not the proxy server 
120 has to connect to some secondary server 140 to obtain 
the requested content. 

[0035] It should be appreciated that, in various other 
exemplary embodiments, the content storage device 130 can 
be omitted from the proxy server 120. In this case, the proxy 
server 120 has no native content that can be provided to the 
client machine as the content 124 in response to the request 
122. As a result, the proxy server 120 Would need to obtain 
all requested content from the various secondary servers 140 
of the netWork 100. 

[0036] It should also be appreciated that, in various exem 
plary embodiments, the proxy server 120 can contain, as part 
of the content storage device 130, a list or table of secondary 
servers 140 and the actual content, and/or the categories of 
content, that can be obtained from each such secondary 
server 140. It should further be appreciated that, if the 
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content storage device is to be omitted because the content 
storage device 130 Will not be used to store content, the 
content storage device 130 can be nonetheless retained to 
store this list or table of the secondary servers 140 and the 
actual content that can be obtained from each such second 
ary server 140. 

[0037] It should further be appreciated that, in various 
exemplary embodiments, the proxy server 120 can obtain 
the content corresponding to the content request 112, When 
the proxy server 120 either does not contain that content in 
the content storage device 130, or the content storage device 
130 is either omitted or is not used to store content, by 
generating one or more Web searches to identify one or more 

secondary servers 140 that contain the content correspond 
ing to the content request 112. It should also be appreciated 
that this can be used to augment the list or table of secondary 
servers 140 discussed above, should the list or table of 
secondary servers 140 fail to identify a secondary server 140 
that contains the requested content. 

[0038] FIG. 4 is a block diagram of a netWork 200 
including a second exemplary embodiment of a proxy server 
220 according to this invention. As shoWn in FIG. 4, the 
netWork 200 includes a client machine 210, the proxy server 
220 and any number of distinct secondary servers 240. The 
client machine 210 generates one or more requests 212 for 
content and directs these requests 212 directly to the proxy 
server 220. The proxy server 220 receives these requests 212 
and transmits the requested content 224 back to the client 
machine. 

[0039] Conventionally, the proxy server 220 Would be 
able to transmit the requested content to the client machine 
210 only if the requested content Were previously stored in 
a content storage device 230 of the proxy server 220. 
OtherWise, the proxy server 220 Would transmit an error 
message to the client machine 210. 

[0040] In contrast, according to the systems and methods 
of this invention, if the proxy server 220 does not currently 
contain in the content storage device 230 the content iden 
ti?ed in the request 212 from the client machine 210, the 
proxy server 220 contacts one of the secondary servers 240 
of the netWork 200 that contains the requested content. In 
particular, the proxy server 220 generates a neW request 222 
and directs that request 222 to a particular one of the 
secondary servers 240 that is knoWn to contain the content 
identi?ed in the request 212. This secondary server 240, in 
response to the request 222, transmits the requested content 
242 to the proxy server 220. The proxy server then retrans 
mits the content received from the secondary server 240 to 
the client machine as the content 224. 

[0041] At the same time, in this second exemplary 
embodiment of the proxy server 220, the proxy server 220 
also stores the content received from the secondary server 
240 into a retrieved content portion 232 of the content 
storage device 230. Thus, the next time the client 210 
transmits a request 212 to the proxy server 220 for that 
content, the proxy server 220 Will have that content stored 
in the retrieved content portion 232 of the content storage 
device 230 as native content. As a result, the proxy server 
220 Will not need to connect to the appropriate secondary 
server 240 from Which that content 242 Was originally 
obtained, and Will be able to immediately transmit the 
content 224 in response to the request 212. 

May 16, 2002 

[0042] It should be appreciated that, in various exemplary 
embodiments, the content storage device 230 can initially 
contain no native content. In this case, the proxy server 220 
initially has no native content that can be provided to the 
client machine 210 as the content 224 in response to the 
request 212. As a result, the ?rst time the proxy server 220 
receives a request 212 for any particular content, the proxy 
server 220 Would need to obtain that requested content 242 
from one of the secondary servers 240 of the netWork 200. 
Thereafter, that requested content 242 Would then be stored 
in the retrieved content portion 232 of the content storage 
device 230 as native content. 

[0043] It should also be appreciated that, in various exem 
plary embodiments, the proxy server 220 can contain, as part 
of the content storage device 230, a list or table of secondary 
servers 240 and the actual content, and/or the categories of 
content, that can be obtained from each such secondary 
server 240. 

[0044] It should further be appreciated that, if the content 
242 in the retrieved content portion 232 of the content 
storage device 230 that Was obtained from a secondary 
server 240 has become “stale”, When a next request 212 for 
that content 242 is received by the proxy server 220, the 
proxy server 220 can “refresh” that obtained content 242 
stored in the retrieved content portion 232 of the content 
storage device 230 by again connecting With the appropriate 
secondary server 240 to obtain a current version of that 
content 242. The proxy server 220 Would then replace the 
“stale” version of that content 242 in the content storage 
device 230 With the current version of that content 242. 

[0045] It should be appreciated that the proxy server 220 
can use any knoWn or later-developed method or technique 
to determine Whether or not the content 242 that is stored in 
the retrieved content portion 232 is “stale” When a content 
request 212 that corresponds to that content 242 is received 
by the proxy server 220. For example, in various exemplary 
embodiments, the proxy server 220 can determine that the 
content 242 corresponding to a particular content request 
212 stored in the retrieved content portion 232 is “stale” 
based on one or more of the length of time that the content 
242 has been stored in the retrieved content portion 232, the 
type of the content 242 stored in the retrieved content 
portion 232, expiration information embedded in the content 
242 stored in the retrieved content portion 232, an explicit 
request in the received content request 212 for updated 
content, or the like. 

[0046] It should further be appreciated that, in various 
exemplary embodiments, the proxy server 220 can obtain 
the content 224 corresponding to the content request 212, 
When the proxy server 220 either does not contain the 
content 242 corresponding to that content request 212 in the 
retrieved content portion 232 of the content storage device 
230, or the version of the content 242 in the retrieved content 
portion 232 of the content storage device 230 is “stale”, by 
generating one or more Web searches to identify one or more 
secondary servers 240 that contain the content 242 corre 
sponding to that content request 212. It should also be 
appreciated that this can be used to augment the list or table 
of secondary servers 240 discussed above, should the list or 
table of secondary servers 240 fail to identify a secondary 
server 140 that contains the content 242 corresponding to 
that content request 212. 
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[0047] FIG. 5 is a block diagram of a network 300 
including a third exemplary embodiment of a proxy server 
320 according to this invention. As shoWn in FIG. 5, the 
netWork 300 includes a client machine 310, the proxy server 
320 and any number of distinct secondary servers 340. The 
client machine 310 generates one or more requests 312 for 
content and directs these requests 312 directly to the proxy 
server 320. The proxy server 320 receives these requests 312 
and transmits the requested content 324 back to the client 
machine. 

[0048] Conventionally, the proxy server 320 Would be 
able to transmit the requested content to the client machine 
310 only if the requested content Were previously stored in 
a content storage device 330 of the proxy server 320. 
OtherWise, the proxy server 320 Would transmit an error 
message to the client machine 310. 

[0049] In contrast, according to the systems and methods 
of this invention, if the proxy server 320 does not currently 
contain in the content storage device 330 the content iden 
ti?ed in the request 312 from the client machine 310, the 
proxy server 320 contacts one of the secondary servers 340 
of the netWork 300 that contains the requested content. In 
particular, the proxy server 320 generates a neW request 322 
and directs that request 322 to a particular one of the 
secondary servers 340 that is knoWn to contain the content 
identi?ed in the request 312. This secondary server 340, in 
response to the request 322, transmits the requested content 
342 to the proxy server 320. The proxy server then retrans 
mits the content received from the secondary server 340 to 
the client machine as the content 324. 

[0050] In this third exemplary embodiments, the proxy 
server 320 contains, as part of the content storage device 
330, a list or table, or, more generally, a content location map 
334, of secondary servers 340 and the actual content, and/or 
the categories of content, that can be obtained from each 
such secondary server 340. Furthermore, in this third exem 
plary embodiment, as the proxy server 320 obtains content 
342 from various ones of the secondary servers 340, the 
proxy server 320 updates the content location map 334, such 
that the content location map 334 forms a mapping of the 
various secondary servers 340 and the content 342, and/or 
one or more categories of content 342, that each secondary 
server 340 contains. As a result, if the proxy server 320 
needs to obtain a more current version of the content 342 
that corresponds to a particular content request 312 that is 
currently stored in the content storage device 330, the proxy 
server 320 can use the content location map 334 to identify 
Which secondary server 340 stores the content to be updated. 
Similarly, if the proxy server 320 receives a content request 
312 for content 342 that is not stored in the content storage 
device 330, the proxy server 320 can consult the content 
location map 334 to identify Which one or more of the 
secondary servers 340 have similar content and/or to iden 
tify Which one or more of the secondary servers 340 store the 
appropriate category of content and thus might store the 
content that corresponds to a particular content request 312. 

[0051] It should be appreciated that, in various exemplary 
embodiments, the proxy server 320 according to this third 
exemplary embodiment can be combined With the second 
exemplary embodiment of the proxy server 220. In this case, 
the proxy server 320 also stores the content received from 
the secondary server 340 into a retrieved content portion 232 

May 16, 2002 

of the content storage device 330. Thus, the next time the 
client 310 transmits a request 312 to the proxy server 320 for 
that content, the proxy server 320 Will have that content 
stored in the content storage device 330 as native content. As 
a result, the proxy server 320 Will not need to connect to the 
appropriate secondary server 340 from Which that content 
342 Was originally obtained, and Will be able to immediately 
transmit the content 324 in response to the content request 
312. 

[0052] It should be appreciated that, in various exemplary 
embodiments, the content storage device 330 can initially 
contain no native content. In this case, the proxy server 320 
initially has no native content that can be provided to the 
client machine as the content 324 in response to the request 
312. As a result, the ?rst time the proxy server 320 receives 
a request 312 for any particular content, the proxy server 320 
Would need to obtain the content corresponding to that 
particular content request 312 from one of the secondary 
servers 340 of the netWork 300. Thereafter, the content 
corresponding to that particular content request 312 Would 
then be stored in the content storage device 330 as native 
content. 

[0053] It should further be appreciated that, as the content 
342 in the content storage device 330 that Was obtained from 
a secondary server 340 has become “stale”, When a next 
request 312 for the content 342 corresponding to that 
particular content request 312 is received by the proxy 
server 320, the proxy server 320 can “refresh” the obtained 
content 342 corresponding to that particular content request 
312 stored in the content storage device 330 by again 
connecting With the appropriate secondary server 340 to 
obtain a current version of the content 342 corresponding to 
that particular content request 312. The proxy server 320 
Would then replace the “stale” version of the content 342 
corresponding to that particular content request 312 in the 
content storage device 330 With the current version of the 
content 342 corresponding to that particular content request 
312. 

[0054] It should further be appreciated that, in various 
exemplary embodiments, the proxy server 320 can obtain 
the content 342 corresponding to that particular content 
request 312, When the proxy server 320 either does not 
contain the content corresponding to that particular content 
request 312 in the content storage device 330, or the version 
of the content 342 corresponding to that particular content 
request 312 in the content storage device 330 is “stale”, by 
generating one or more Web searches to identify one or more 

secondary servers 340 that contain the content 342 corre 
sponding to that particular content request 312. It should 
also be appreciated that this can be used to augment the 
content location map 334 of the secondary servers 340 
discussed above, should the content location map 334 of the 
secondary servers 340 fail to identify a secondary server 140 
that contains the content 342 corresponding to that particular 
content request 312. Moreover, beyond merely augmenting 
the content location map 334, the results of the search can 
be incorporated into the content location map 334 so that 
that search is memorialiZed, and thus the results immedi 
ately available to the proxy server 300 Without having to 
re-run that search. 

[0055] Thus, the list or table 334 acts as a map of the 
secondary servers 340 and the content and/or categories of 
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content obtainable from those secondary servers 340. More 
over, if the proxy server 320 ?nds, or is unable to ?nd, the 
content 342 corresponding to that particular content request 
312 on a particular one of the secondary server 340, the 
proxy server 320 can add that information to the content 
location map 334. Thus, the content location map 334 Will 
also indicate information about success and failure of vari 
ous secondary servers 340 to supply various elements of 
requested content. The proxy server 320 could then use this 
information to make decisions about Which secondary serv 
ers 340 to contact ?rst or last to obtain the content 342 that 
corresponds to any particular content request 312. 

[0056] As Well as streaming and proxy functionality, the 
proxy servers 120-320 also possesses the ability to cache 
streaming content. This alloWs this content to migrate onto 
the edge of the netWork, Where the content Will remain for 
more than one use. Caching alloWs bandWidth consumption 
to be minimiZed across expensive Wide area netWork links, 
or on more saturated internal backbones. This translates to a 

signi?cant cost advantage over conventional delivery sys 
tems across a netWork infrastructure. 

[0057] FIG. 6 is a ?oWchart outlining a ?rst exemplary 
embodiment of a method for responding to a content request 
according to this invention. As shoWn in FIG. 6, the method 
begins in step S100 and continues to step S110, Where a ?rst 
content request is received from a ?rst client machine. Then, 
in step S120, a second content request is generated from the 
?rst content request. Next, in step S130, the second content 
request is transmitted to one or more secondary servers. In 
general, but not necessarily, the secondary servers to Which 
the second content request is transmitted are those secondary 
servers either knoWn or believed to store content corre 

sponding to the second content request. Operation then 
continues to step S140. 

[0058] In step S140, content corresponding to the second 
content request is received from one of the one or more 
secondary servers to Which the second content request Was 
transmitted. Next, in step S150, the content received from 
the one of the one or more secondary servers in response to 
the second content request is transmitted to the requesting 
client machine as the content that corresponds to the ?rst 
content request received from the client machine. Then, in 
step S160, operation of the method stops. 

[0059] FIG. 7 outlines a second exemplary embodiment 
of the method for responding to a content request according 
to this invention. As shoWn in FIG. 7, operation of the 
method begins in step S200, and continues to step S210, 
Where the ?rst content request is received from the client 
machine. Then, in step S220, a determination is made 
Whether the content corresponding to the received ?rst 
content request is available locally at the recipient. If so, 
operation jumps from step S220 to step S260. OtherWise, 
operation continues to step S230. 

[0060] In step S230, a second content request is transmit 
ted to one or more secondary servers, such as those second 
ary servers that are knoWn or believed to contain content 

corresponding to the ?rst content request. Next, in step 
S240, content corresponding to the second content request is 
received from one of the one or more secondary servers. 

Then, in step S250, the content corresponding to the second 
content request that Was received from the one of the one or 
more secondary servers is transmitted to the client machine 
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as the content corresponding to the ?rst content request. 
Operation then continues to step S270. 

[0061] In contrast, in step S260, the locally stored content 
is transmitted to the client machine as the content corre 
sponding to the ?rst content request. Then, in step S270, 
operation of the method ends. 

[0062] FIG. 8 is a ?oWchart outlining a third exemplary 
embodiment of the method for responding to a content 
request according to this invention. As shoWn in FIG. 8, 
beginning in step S300, operation continues to step S310, 
Where a ?rst content request is received from a client 
machine. Then, in step S320, a determination is made 
Whether the content corresponding to the received ?rst 
content request is available locally at the recipient. If so, 
operation jumps from step S320 to step S370. OtherWise, 
operation continues to step S330. 

[0063] In step S330, a second content request is transmit 
ted to one or more secondary servers that are knoWn or 

believed to contain content corresponding to the ?rst content 
request. Next, in step S340, content corresponding to the 
second content request is received from one of the one or 
more secondary servers. Then, in step S350, the content 
corresponding to the second request received from the one 
of the one or more secondary servers in response to the 
second content request is stored locally so that the received 
content is available locally should there be any further 
requests from the client machine for that content. That is, in 
response to further requests for that content, that content can 
be supplied Without having to generate a second content 
request for that content. Operation then continues to step 
S360. 

[0064] In step S360, the content corresponding to the 
second content request that Was received from the one of the 
one or more secondary servers is transmitted to the client 
machine as the content corresponding to the ?rst content 
request. Operation then jumps to step S380. In contrast, in 
step S370, the locally stored content is transmitted to the 
client machine as the content corresponding to the ?rst 
content request. Then, in step S380, operation of the method 
ends. 

[0065] FIG. 9 is a ?oWchart outlining a fourth exemplary 
embodiment of the method for responding to a content 
request according to this invention. As shoWn in FIG. 9, 
operation of the method begins in step S400, and continues 
to step S410, Where a ?rst content request is received from 
a client machine. Then, in step S420, a determination is 
made Whether the content corresponding to the ?rst content 
request is available locally at the recipient. If not, operation 
jumps directly to step S440. OtherWise, if the content 
corresponding to the ?rst content request is available locally, 
operation continues to step S430. 

[0066] In step S430, a determination is made Whether the 
locally available content corresponding to the ?rst content 
request needs to be updated. If so, operation continues to 
step S440, otherWise, operation jumps to step S480. It 
should be appreciated that the locally available content 
corresponding to the ?rst content request may need to be 
updated for any of a variety of reasons. For example, an 
expiration date embedded in the content may have expired. 
Alternatively, the length of time that the locally available 
content has been stored locally may be greater than a 
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predetermined or dynamically determined time limit, or the 
content may be the type of content that is alWays updated in 
response to a further request for that content. Additionally, 
the ?rst content request could have been received With an 
explicit indication that updated content is desired or 
required. 

[0067] In step S440, a second content request is transmit 
ted to one or more secondary servers that are knoWn or 

believed to contain content corresponding to the ?rst content 
request. Next, in step S450, content corresponding to the 
second content request is received from one of the one or 
more secondary servers. Then, in step S460, the content 
corresponding to the second request received from the one 
of the one or more secondary servers in response to the 
second content request is stored locally so that the received 
content is available locally should there be any further 
requests from the client machine for that content. That is, in 
response to further requests for that content, that content can 
be supplied Without having to generate a second content 
request for that content. Operation then continues to step 
S470. 

[0068] In step S470, the content corresponding to the 
second content request that Was received from the one of the 
one or more secondary servers is transmitted to the client 
machine as the content corresponding to the ?rst content 
request. Operation then jumps to step S490. In contrast, in 
step S480, the locally stored content is transmitted to the 
client machine as the content corresponding to the ?rst 
content request. Then, in step S490, operation of the method 
ends. 

[0069] FIG. 10 is a ?oWchart outlining a ?fth exemplary 
embodiment of a method for responding to a content request 
according to this invention. As shoWn in FIG. 10, operation 
of the method begins in step S500, and continues to step 
S510, Where a ?rst content request from a client machine is 
received. Then, in step S520, the identity of one or more 
secondary servers that store content corresponding to the 
?rst content request are determined based on a stored 

content map. Next, in step S530, a determination is made 
Whether a location, i.e., one of the available secondary 
servers, is stored in the content map for the content corre 
sponding to the ?rst content request. If so, operation jumps 
to step S560. OtherWise, operation continues to step S540. 

[0070] In step S540, a search query is developed and the 
distributed netWork to Which the recipient is connected is 
searched to identify one or more secondary servers that store 
content corresponding to the ?rst content request. Next, in 
step S550, the search results obtained from searching the 
distributed netWork for the content corresponding to the ?rst 
content request is stored in the content map. Operation then 
continues to step S560. 

[0071] In step S560, a second content request is transmit 
ted to one or more secondary servers based on the informa 

tion contained in the content map. Then, in step S570, 
content corresponding to the second content request is 
received from one of the one or more secondary servers to 

Which the second content request Was transmitted. Next, in 
step S580, the content corresponding to the second content 
request received from the one of the one or more secondary 
servers is transmitted to the client machine as the content 
corresponding to the ?rst content request. Then, in step 
S590, operation of the method ends. 
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[0072] FIG. 11 is a ?oWchart outlining a sixth exemplary 
embodiment of a method for responding to content requests 
according to this invention. As shoWn in FIG. 11, operation 
of the method begins in step S600, and continues to step 
S610, Where a ?rst content request from a client machine is 
received. Then, in step S620, a determination is made 
Whether the content corresponding to the ?rst content 
request is available locally at the recipient. If not, operation 
jumps directly to step S640. OtherWise, if the content 
corresponding to the ?rst content request is available locally, 
operation continues to step S630. 

[0073] In step S630, a determination is made Whether the 
locally available content corresponding to the ?rst content 
request needs to be updated. If so, operation continues to 
step S640, otherWise, operation jumps to step S690. It 
should be appreciated that the locally available content 
corresponding to the ?rst content request may need to be 
updated for any of a variety of reasons. For example, an 
expiration date embedded in the content may have expired. 
Alternatively, the length of time that the locally available 
content has been stored locally may be greater than a 
predetermined or dynamically determined time limit, or the 
content may be the type of content that is alWays updated in 
response to a further request for that content. Additionally, 
the ?rst content request could have been received With an 
explicit indication that updated content is desired or 
required. 

[0074] In step S640, one or more secondary servers that 
store the requested content based on a stored content map are 
determined. It should be appreciated that the determination 
in step S640 can be implemented as outlined above With 
respect to steps S520-S550 in FIG. 10. Next, in step S650, 
a second content request is transmitted to the determined one 
or more secondary servers. Then, in step S660, content 
corresponding to the second content request is received from 
one of the one or more secondary servers. Operation then 
continues to step S670. 

[0075] In step S670, the content corresponding to the 
second request received from the one of the one or more 
secondary servers in response to the second content request 
is stored locally so that the received content is available 
locally should there be any further requests from the client 
machine for that content. That is, in response to further 
requests for that content, that content can be supplied 
Without having to generate a second content request for that 
content. Next in step S680, the content corresponding to the 
second content request that Was received from the one of the 
one or more secondary servers is transmitted to the client 
machine as the content corresponding to the ?rst content 
request. Operation then jumps to step S700. In contrast, in 
step S690, the locally stored content is transmitted to the 
client machine as the content corresponding to the ?rst 
content request. Then, in step S700, operation of the method 
ends. 

[0076] The various proxy servers 120-320 are, in various 
exemplary embodiments, implemented on a programmed 
general purpose computer. HoWever, the various proxy 
servers 120-320 can also be implemented on a special 
purpose computer, a programmed microprocessor or micro 
controller and peripheral integrated circuit elements, an 
ASIC or other integrated circuit, a digital signal processor, 
a hardWired electronic or logic circuit such as a discrete 
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element circuit, a programmable logic device such as a PLD, 
PLA, FPGA or PAL, or the like. In general, any device, 
capable of implementing a ?nite state machine that is in turn 
capable of implementing any of the ?oWcharts shown in 
FIGS. 6-11, can be used to implement the various proxy 
servers 120-320. 

[0077] The various storage devices 130-330 can be imple 
mented using any appropriate combination of alterable, 
volatile or non-volatile memory or non-alterable, or ?xed, 
memory. The alterable memory, Whether volatile or non 
volatile, can be implemented using any one or more of static 
or dynamic RAM, a ?oppy disk and disk drive, a Writable or 
re-reWriteable optical disk and disk drive, a hard drive, ?ash 
memory or the like. Similarly, the non-alterable or ?xed 
memory can be implemented using any one or more of 

ROM, PROM, EPROM, EEPROM, an optical ROM disk, 
such as a CD-ROM or DVD-ROM disk, and disk drive or 
the like. 

[0078] It should be understood the various proxy servers 
120-320 shoWn in FIGS. 3-5 can be implemented as portions 
of a suitably programmed general purpose computer. Alter 
natively, each of the various proxy servers 120-320 shoWn 
in FIGS. 3-5 can be implemented as physically distinct 
hardWare circuits Within an ASIC, or using a FPGA, a PDL, 
a PLA or a PAL, or using discrete logic elements or discrete 
circuit elements. The particular form each of the various 
proxy servers 120-320 in FIGS. 3-5 Will take is a design 
choice and Will be obvious and predicable to those skilled in 
the art. 

[0079] Moreover, each of the various proxy servers 120 
320 can be implemented as softWare executing on a pro 
grammed general purpose computer, a special purpose com 
puter, a microprocessor or the like. In this case, each of the 
various proxy servers 120-320 can be implemented as a 
resource residing on a server or the like. Each of the various 
proxy servers 120-320 can also be implemented by physi 
cally incorporating it into a softWare and/or hardWare sys 
tem. 

[0080] While this invention has been described in con 
junction With the exemplary embodiments outlined above, it 
is evident that many alternatives, modi?cations and varia 
tions Will be apparent to those skilled in the art. Accordingly, 
the exemplary embodiments of the invention, as set forth 
above, are intended to be illustrative, not limiting. Various 
changes may be made Without departing from the spirit and 
scope of the invention. 

What is claimed is: 
1. A method for responding to a content request received 

from a requesting client machine, comprising: 

receiving a ?rst content request from the requesting client 
machine; 

generating second content request based on the ?rst 
content request; 

transmitting the second content request to at least one 
secondary server; 

receiving content corresponding to the second content 
request from at least one of the at least one secondary 
server; and 
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forWarding to the requesting client machine the received 
content as the content corresponding to the ?rst content 
request. 

2. The method of claim 1, further comprising: 

determining, before generating the second content 
request, if the content corresponding to the ?rst content 
request is locally available; and 

forWarding the locally-available content as the content 
corresponding to the ?rst content request in place of 
performing the generating, transmitting, receiving and 
received content forWarding steps. 

3. The method of claim 2, further comprising locally 
storing the received content corresponding to the second 
content request, the locally-stored received content being 
locally available to a subsequent content request from the 
requesting client machine requesting content at least similar 
to the ?rst content request. 

4. The method of claim 3, further comprising: 

determining, if the content corresponding to the ?rst 
content request is locally available, Whether to update 
the locally available content corresponding to the ?rst 
content request; 

forWarding the locally-available content as the content 
corresponding to the ?rst content request in place of 
performing the generating, transmitting, receiving and 
received content forWarding steps if the locally avail 
able content is not to be updated; and 

performing the generating, transmitting, receiving and 
received content forWarding steps if the locally avail 
able content is to be updated. 

5. The method of claim 4, Wherein determining Whether 
to update the locally available content corresponding to the 
?rst content request comprises at least one of: 

determining if the locally available content corresponding 
to the ?rst content request is older than an update age; 

determining if the locally available content corresponding 
to the ?rst content request is a type of content that is to 
be update automatically; 

determining if the locally available content corresponding 
to the ?rst content request includes expiration informa 
tion; and 

determining if the content request includes an indication 
to update the locally available content. 

6. The method of claim 4, further comprising: 

determining Whether at least one secondary server is 
knoWn to store at least a type of content that corre 
sponds to the content corresponding to the ?rst content 
request based on a stored content map; 

searching, if at least one secondary server is not knoWn a 
plurality of secondary servers to identify at least one 
secondary server that contains at least a type of content 
that corresponds to the content corresponding to the 
?rst content request; 

adding, in response to the searching step, to the stored 
content map the at least one identi?ed secondary server 
located by the search; and 

transmitting, based on the at least one secondary server 
identi?ed in the content map, the second content 
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request to that at least one secondary server in response 
to either the adding step or the at least one secondary 
server determining step. 

7. The method of claim 2, further comprising: 

determining Whether at least one secondary server is 
knoWn to store at least a type of content that corre 
sponds to the content corresponding to the ?rst content 
request based on a stored content map; 

searching, if at least one secondary server is not knoWn a 
plurality of secondary servers to identify at least one 
secondary server that contains at least a type of content 
that corresponds to the content corresponding to the 
?rst content request; 

adding, in response to the searching step, to the stored 
content map the at least one identi?ed secondary server 
located by the search; and 

transmitting, based on the at least one secondary server 
identi?ed in the content map, the second content 
request to that at least one secondary server in response 
to either the adding step or the at least one secondary 
server determining step. 

8. The method of claim 1, further comprising: 

determining Whether at least one secondary server is 
knoWn to store at least a type of content that corre 
sponds to the content corresponding to the ?rst content 
request based on a stored content map; 

searching, if at least one secondary server is not known a 
plurality of secondary servers to identify at least one 
secondary server that contains at least a type of content 
that corresponds to the content corresponding to the 
?rst content request; 

adding, in response to the searching step, to the stored 
content map the at least one identi?ed secondary server 
located by the search; and 

transmitting, based on the at least one secondary server 
identi?ed in the content map, the second content 
request to that at least one secondary server in response 
to either the adding step or the at least one secondary 
server determining step. 

9. The method of claim 1, further comprising locally 
storing the received content corresponding to the second 
content request. 

10. The method of claim 9, further comprising: 

determining Whether at least one secondary server is 
knoWn to store at least a type of content that corre 
sponds to the content corresponding to the ?rst content 
request based on a stored content map; 

searching, if at least one secondary server is not knoWn a 
plurality of secondary servers to identify at least one 
secondary server that contains at least a type of content 
that corresponds to the content corresponding to the 
?rst content request; 

adding, in response to the searching step, to the stored 
content map the at least one identi?ed secondary server 
located by the search; and 

transmitting, based on the at least one secondary server 
identi?ed in the content map, the second content 
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request to that at least one secondary server in response 
to either the adding step or the at least one secondary 
server determining step. 

11. A system usable to respond to a content request 
received from a requesting client machine, comprising a 
proXy server able to receive the content request and generate 
and transmit a second content request to at least one sec 
ondary server and able to receive the content from at least 
one of the at least one secondary server and transmit the 
received content to the requesting content machine as the 
content corresponding to the requesting client machine. 

12. The system of claim 11, further comprising a storage 
device usable to store content locally relative to the proxy 
server. 

13. The system of claim 12, Wherein the proXy server 
determines Whether content corresponding to the ?rst con 
tent request is stored in the storage device, such that, When 
content corresponding to the ?rst content request is stored in 
the storage device, the proXy server transmits the content 
stored in the storage device corresponding to the ?rst content 
request to the requesting client machine as the content 
corresponding to the ?rst content request. 

14. The system of claim 12, Wherein the proXy server 
determines, for a particular content stored in the storage 
device, Whether to update that particular content stored in 
the storage device in response to receiving a content request 
to Which that particular content corresponds. 

15. The system of claim 14, Wherein, When the proxy 
server determine to update the content, the proXy server 
transmits a second content request to Which that particular 
content corresponds to at least one secondary server. 

16. The system of claim 12, further comprising a content 
map that indicates, for at least some content requests, at least 
one secondary server knoWn to store at least a type of 
content that corresponds to that content request. 

17. The system of claim 16, Wherein the proXy server 
determines the at least one secondary server to Which the 
second content request is transmitted based on the content 
map. 

18. The system of claim 16, Wherein the proXy server 
determines Whether the content map indicates at least one 
secondary server knoWn to store at least a type of content 
that corresponds to the content corresponding to the ?rst 
content request, the proXy server generating a search of a 
plurality of secondary servers if the content map does not 
indicates at least one secondary server knoWn to store at 
least a type of content that corresponds to the content 
corresponding to the ?rst content request, the proXy server 
updating the content map based on results of the search. 

19. The system of claim 11, further comprising a content 
map that indicates, for at least some content requests, at least 
one secondary server knoWn to store at least a type of 
content that corresponds to that content request. 

20. The system of claim 19, Wherein the proXy server 
determines the at least one secondary server to Which the 
second content request is transmitted based on the content 
map. 

21. The system of claim 19, Wherein the proXy server 
determines Whether the content map indicates at least one 
secondary server knoWn to store at least a type of content 
that corresponds to the content corresponding to the ?rst 
content request, the proXy server generating a search of a 
plurality of secondary servers if the content map does not 
indicates at least one secondary server knoWn to store at 




