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(57) ABSTRACT 

A system for frame peeking at a node of a data network 
includes a controller, a forwarding engine and an interface. 
The interface includes a subscribe/publish interface for 
allowing the controller to request (or subscribe) to receive a 
selected portion of a How (a group of packets), and a facility 
access interface for allowing the controller to control each 
frame or packet. By providing only a selected portion of 
received packets to the controller rather than the entire 
packet, the controller can operate on the incoming data 
without signi?cantly degrading the forwarding performance 
of the system. Frame peeking can also be used in an 
end-system to minimiZe packet processing. 
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METHOD AND APPARATUS FOR FRAME 
PEEKING 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to data networks, and 
more particularly, to a method and apparatus for peeking at 
a portion of a frame or packet rather than the full packet. 

[0002] Computer networks can be managed using a vari 
ety of techniques. Increasingly, it is becoming more desir 
able to actively manage computer networks, for eXample, to 
provide consistent service quality. However, in order to 
actively manage computer networks in an effective manner, 
systems must typically operate in the data path. In other 
words, systems must operate on the data packets to be 
forwarded. However, by operating on the packets to be 
forwarded, added delay is introduced in the packet forward 
ing process which can exacerbate network congestion. 

[0003] FIG. 1 illustrates a system 10 located at a node of 
a data network. FIG. 1 illustrates an eXample of a system 
that operates in the data path. System 10 includes a control 
ler 12 for controlling the operation of system 10, a forward 
ing engine 14 for forwarding packets received on line 18. 
Packets are output (forwarded) via line 20. Controller 12 and 
forwarding engine 14 can communicate via interface lines 
16. Congestion is a common problem in data networks. 
Congestion occurs when there is more data to be carried over 
the network than the network can support. 

[0004] There are several congestion control techniques 
that can be used to decrease network congestion. One 
common technique used to decrease network congestion is 
to discard packets. Because some packets have a higher 
priority or a greater importance than other packets, it may 
desirable to selectively discard certain packets over others. 
However, each of the packets must be analyZed to determine 
whether the packet should be discarded or forwarded. 

[0005] Referring to the system of FIG. 1, a group of 
packets are input to forwarding engine 14 via line 18. The 
received packets are stored in a buffer 15 and then routed via 
path 21 to controller 12. At the application level, the packets 
can be analyZed by controller 12 to determine which packets 
should be discarded and which packets should be forwarded. 
The packets can be analyZed based upon application seman 
tics. The packets are then each copied back to buffer 15 of 
forwarding engine 14 for forwarding on line 20. 

[0006] While this selective discard technique can decrease 
congestion and loss in utility due to congestion, this tech 
nique can also increase the delay in the forwarding process. 
The critical forwarding path of the network is the data path 
which is input on line 18 and is output on line 20. A 
signi?cant delay is introduced by moving each of the 
packets along path 21 from buffer 15 of forwarding engine 
14 to the controller 12 and then back to buffer 15. This delay 
is very signi?cant because the interface between controller 
12 and forwarding engine 14 has a very limited bandwidth. 

[0007] Moreover, in an Asynchronous Transfer Mode 
(ATM) network, controller 12 operates on application level 
frames, which can include many ATM cells. Therefore, in an 
ATM network, the ATM cells received on line 18 must 
typically be reassembled into application level frames. After 
the cells are reassembled into an application level frame, 
controller 12 can then analyZe the data to determine whether 
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the cells should be discarded or forwarded. The application 
level frame must then be segmented back into the separate 
ATM cells before moving the individual cells back to buffer 
15 in forwarding engine 14. This reassembly and segmen 
tation process further slows the forwarding task that must be 
performed by system 10. 

[0008] System 10 of FIG. 1 can improve reception quality 
during congestion by operating in the data path to selectively 
discard less important packets and forward more important 
packets. However, this is done at the price of a signi?cant 
delay incurred through the data path 21 that is routed 
through controller 12. There are many additional examples 
in which a data network can be actively managed by 
operating in the data path. As described above, fully oper 
ating in the data path can improve network control, but also 
signi?cantly degrades forwarding performance of the sys 
tem. Therefore, there is a need for a technique to operate on 
data in the data path without signi?cantly degrading the 
forwarding performance of the system. 

SUMMARY OF THE INVENTION 

[0009] The present invention includes a method and appa 
ratus for frame peeking that enables a controller to operate 
on data in the data path without signi?cantly degrading the 
forwarding performance of the system. According to an 
embodiment of the present invention, the system includes a 
controller, a forwarding engine for forwarding packets, and 
an interface interconnecting the controller and the forward 
ing engine. The interface includes a subscribe/publish inter 
face and a facility access interface. The subscribe interface 
allows the controller to request (subscribe) to receive a 
selected portion of a packet or packets of a ?ow. The publish 
interface allows the forwarding engine to publish the 
requested data to the controller. The facility access interface 
allows the controller to control packets stored in a buffer of 
the forwarding engine. 

[0010] After the controller has subscribed to receive a 
portion of a packet, a copy of the portion of the received 
packet is provided to the controller. The controller may then 
analyZe the received portion of the packet to determine how 
the packet should be controlled. The controller can then use 
the facility access interface to control the packet (e.g., 
discard or block the packet, reschedule the forwarding of the 
packet, allow the packet to be forwarded normally). There 
fore, because only a selected portion of a packet is provided 
to the controller, the controller can operate on the data 
without signi?cantly degrading the forwarding performance 
of the system. 

[0011] In addition, frame peeking can be used at an 
end-system to reduce the number of copies that are made of 
a packet in memory and improve packet processing ef? 
ciency. In traditional layered data retrieval, two copies of a 
received packet must be made in memory. The end-system 
must ?rst copy the packet into kernel memory and then 
determine which portion of user or application memory 
should receive the packet. The packet is then copy from 
kernel space into the speci?c user memory space. Thus, two 
copies must be made, thereby, creating additional packet 
processing and delay. According to an embodiment of the 
present invention, the end-system includes an interface card 
for receiving packets, a processor or controller and memory. 
The controller requests or subscribes to receive a portion of 
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packets received at the interface card. Packets are received 
at the interface card and a portion of requested packets are 
provided to the controller. The controller identi?es a location 
to store the packet in memory based on the portion of the 
packet. The packet is then stored in memory at the identi?ed 
location. Thus, according to an embodiment of the present 
invention, only one copy of the packet is made in memory. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 illustrates a system located at a node of a 
data netWork. 

[0013] FIG. 2 illustrates a system located at a node of a 
data netWork according to an embodiment of the present 
invention. 

[0014] FIG. 3 is a How chart illustrating the operation of 
the system of FIG. 2 according to an embodiment of the 
present invention. 

[0015] FIG. 4 illustrates a computer system operating as 
an end-system according to an embodiment of the present 
invention. 

DETAILED DESCRIPTION 

[0016] Referring to the draWings in detail, Wherein like 
numerals indicate like elements, FIG. 2 illustrates a system 
at a node of a data netWork according to an embodiment of 
the present invention. System 20 in FIG. 2 includes a 
controller 22 for controlling operation of system 20, and a 
forwarding engine 24 for forwarding packets input on line 
34 to other nodes via output line 36. System 20 can be 
implemented in hardWare and/or softWare. The packets can 
include Internet Protocol (IP) packets, Asynchronous Trans 
fer Mode (ATM) application level frames (such as ATM 
Adaptation Layer frames) or the like. Control signals are 
input to controller 22 via line 38 and may be provided on a 
separate signaling connection, but may also be in-band. 
ForWarding engine 24 also includes a buffer 26 for storing 
packets input via line 34. 

[0017] An interface 28 couples controller 22 to forWarding 
engine 24. Interface 28 includes a subscribe/publish inter 
face 32 and a facility access interface 30. The subscribe/ 
publish interface 32 alloWs controller 22 to subscribe to 
request a predetermined portion of speci?c packets from 
forWarding engine 24, and alloWs forWarding engine 24 to 
publish or send the requested portion of the packet to 
controller 22. Facility access interface 30 alloWs controller 
22 to control the forWarding of the received packets. Inter 
faces 30 and 32 are described in greater detail beloW. Adata 
netWork includes many nodes, Where each node can include 
a system 20. 

[0018] System 20, according to an embodiment of the 
present invention, provides a mechanism for frame-peeking 
that enables controller 22 to peek at a portion of a requested 
packet. This frame-peeking mechanism enables controller 
22 to only peek at parts of each requested packet as opposed 
to having to be fully in the data path. As a result, the 
frame-peeking mechanism of the present invention 
improves forWarding ef?ciency by reducing the amount of 
data routed through controller 22 (e.g., limiting bandWidth 
needs of controller 22) and by avoiding removing or copying 
the packet from the buffer 26 of forWarding engine 24. 
Moreover, an ATM sWitch may support frame-peeking With 
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out performing reassembly and segmentation of the full 
application level frame. In an IP router, packet-peeking 
limits the bandWidth from a kernel router located in the 
forWarding engine 24 to the How controller at controller 22. 

[0019] One of the bene?ts of interface 28 is that controller 
22 may dynamically change the volume of data that goes 
through it. For eXample, during congestion, controller 22 
may perform a selective discard of selected packets. Ini 
tially, controller 22 may subscribe only to the How statistics 
until buffer 26 ?lls up to a predetermined level of fullness 
(indicating the onset of congestion) at Which time controller 
22 starts peeking at the application level frames (e.g., 
subscribes to a portion of the frames or packets). By peeking 
at the incoming packets, controller 22 can then selectively 
discard the less important packets using facility access 
interface 30. Because only a small portion of the data is 
copied to the controller 22, the volume of data going through 
controller 22 is minimal. In this manner, controller 22 can 
operate on the data Without being fully in the data path. 

[0020] According to an embodiment of the present inven 
tion, controller 22 can request (or subscribe) to peek into a 
particular group of packets of interest. Each group of packets 
is de?ned as a ?oW. According to an embodiment of the 
present invention, a How is one or more packets satisfying 
an equivalence relation. Typically, a How can be identi?ed 
by a common sequence of bits (i.e., a common bit pattern) 
in each packet. A Wide variety of bit sequences can be used 
for How identi?cation. For eXample, in a connection oriented 
netWork, such as an ATM netWork, a How can be, for 
eXample, the group of ATM cells or application level frames 
corresponding to the ATM connection. ATM, for eXample, 
alloWs for the How (or connection) to be identi?ed by 
information in the application level frame, such as part of an 
RTP frame. In a connectionless netWork, such as IP, a How 
can be a group of packets or datagrams that are associated 
With each other. For eXample, a How can include all IP 
packets from a speci?c IP address, or directed to a speci?c 
IP address, or having a predetermined pre?X in the IP 
destination address (e.g., all packets directed to England). IP 
version 6 (IPv6) even provides a “?oW label” for identifying 
?oWs of packets or IP datagrams. In IP, a predetermined IP 
option can be used in a group of packets to identify a ?oW. 
A How could also include, for eXample, packets providing 
data of a particular type, such as MPEG-4 video packets. In 
such case, the type of data (e.g., MPEG-4 video) carried in 
the packet payload may be identi?ed in the application level 
header in the payload. 

[0021] The subscribe/publish interface 32 alloWs control 
lers to subscribe to (request) events and information to be 
published (on request) by forWarding engine 24. According 
to an embodiment of the present invention, subscribe/pub 
lish interface 32 includes three primitives (or commands) 
that alloWs controller 22 to subscribe (or request) to receive 
packet information, and a primitive or command that alloWs 
the forWarding engine 24 to publish or provide the requested 
information to controller 22. 

[0022] The Subscribe primitives include: 

[0023] Subscribe-Stats(?oW identi?er)—requests a sub 
scription to simple ?oW statistics, such as number of packets 
and bytes transmitted since last invocation, or the number of 
bytes (or packets) currently in the buffer 26 using the 
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subscribe-stats primitive. If the How identi?er is set to 0, the 
controller 22 receives nodal statistics about buffer length and 
packet loss rate. 

[0024] Subscribe-Peek(?oW identi?er, offset, length)— 
implements frame peeking according to an embodiment of 
the present invention, alloWing controller 22 to subscribe to 
receive (peek at) a portion of requested packets. Subscribe 
peek does not cancel subscription to statistics. Offset—is the 
offset Where peeking is to begin Within the payload of the 
packet. Length—is the number of bytes to peek at, With 0 
indicating all. 

[0025] Subscribe-Ignore(?oW identi?er)—cancels all sub 
scriptions. 

[0026] The Publish interface includes at least one primi 
tive: 

[0027] Publish(?oW identi?er, packet reference, requested 
data)—this is used by the forWarding engine 24 to publish 
the peek event, including the data subscribed or requested by 
the controller 22. A publish message (or published peek 
event) is issued by forWarding engine 24 to controller 22. 
The published peek event contains a How identi?er identi 
fying the How for the packet, a packet reference identifying 
the packet and a copy of the data from the packet (that Was 
earlier requested or subscribed to by controller 22). The 
packet reference may be used by controller 22 to manipulate 
the packet through facility access interface 30, as described 
in greater detail beloW. 

[0028] Acontroller can subscribe to particular packet data 
for one or more different ?oWs. Therefore, Where a single 
controller 22 is used for multiple ?oWs, a How identi?er is 
necessary in each publish message. HoWever, as With all of 
the primitives described herein, the publish primitive can be 
implemented in a variety of Ways. For example, there may 
be several controllers 22 Within system 20, Wherein each 
controller 22 only monitors a single ?oW. In such a case, 
identi?cation of the How can be provided implicitly from 
forWarding engine 24 (rather than explicitly) because there 
is only one controller 22 for each ?oW. 

[0029] Facility access interface 30 provides controller 22 
With access to the resources of forWarding engine 24. 
Facility access interface 30 is used by controller 22 to 
manipulate data ?oW. Some of the facility access primitives 
according to an embodiment of the present invention are 
listed beloW. 

[0030] The Facility Access Interface 30: 

[0031] Actions on ?oWs (implicit argument: ?oW iden 
ti?er): 

[0032] 

[0033] Iblock(subset of input ports): blocks input on 
the subset of ports speci?ed. Arriving packets on 
these ports are discarded. Blocking is removed on a 
port by excluding that port from the subset of a 
subsequent block. 

I) ForWarding 

[0034] Oblock(subset of output ports): blocks output 
on the subset of ports speci?ed. Blocking is removed 
on a port by excluding that port from the subset of a 
subsequent block. 
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[0035] Delay(A-time, subset of output ports): sched 
ules arriving packets for forWarding at least A-time 
units after arrival, on the subset of ports speci?ed. 

[0036] Actions on individual packets (implicit argu 
ment: packet reference): 

[0037] Release-at(time, subset of output ports): 
schedules packet for departure on the subset of 
output ports speci?ed. 

[0038] Block(subset of output ports): blocks packet 
on the subset of output ports speci?ed. 

[0039] Discard(: discards the packet, and removes it 
from the How buffer. 

[0040] Controller 22 can control packets via facility access 
interface 30. Controller 22 can control ?oWs or individual 
packets. At the How level, controller 22 can block packets on 
input ports or on output ports, or can schedule arriving 
packets of a How for a delayed output. Controller 22 can 
similarly block or delay the output of individual packets 
using a packet reference to identify each packet to be 
blocked or delayed. On connection oriented hardWare (e.g., 
an ATM sWitch), these primitives Would manipulate virtual 
circuit (VC) tables, Whereas in a connectionless router (e.g., 
an IP router), an output port is blocked. Therefore, controller 
22 can control the fate of each packet entering forWarding 
engine 24 Without being fully in the data path. Controller 22 
can discard an individual packet, reschedule (delay) the 
transmission of a packet, or can do nothing and alloW the 
packet to be forWarded normally by forWarding engine 14. 
In contrast to an in-data-path solution, this set of primitives 
supports ?oW level connectivity management Without being 
fully in the data-path. 

[0041] The operation of System 20 Will noW be described 
With reference to FIG. 3. FIG. 3 is a How chart illustrating 
the operation of system 20 according to an embodiment of 
the present invention. 

[0042] At Step 50, controller 22 requests (or subscribes) to 
receive a pre-determined portion of packets corresponding 
to a particular ?oW. Controller 22 can subscribe to receive 
(peek-at) a portion of the incoming packets of an identi?ed 
?oW using the Subscribe-Peek primitive or command, or 
other technique. The How identi?er argument of the Sub 
scribe-Peek command can be used to identify the How (the 
group of packets of interest). The How identi?er argument 
can identify a How using a variety of different bit sequences 
in each packet (e.g., IP packets directed to a speci?ed IP 
address, packets having a speci?c IPv6 “?oW label”, a How 
identi?cation provided as a predetermined IP option, an 
ATM VPI/VCI, header or other information identifying or 
classifying the data in the payload). The offset argument 
identi?es the number of bytes or bits offset from the begin 
ning of the packet Where the peeking shall begin, and the 
length argument identi?es the number of bytes to be pro 
vided to the controller 22. 

[0043] At step 52, packets are received at forWarding 
engine 24 and stored in buffer 26. 

[0044] At step 53, forWarding engine 24 identi?es the 
requested or subscribed packets. In other Words, forWarding 
engine 24 identi?es received packets that are part of the How 
to Which the peek-subscription applies. This can be per 
formed by analyZing each packet received by forWarding 
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engine 24. For example, forwarding engine 24 can identify 
the requested packets by comparing a predetermined 
sequence of bits (e.g., the IP address for the destination, or 
the IPv6 ?oW label, or header information) in each packet 
With the How identi?er provided from controller 22. Amatch 
indicates that the packet is part of the How Which has been 
subscribed to or requested by controller 22. 

[0045] At step 54, a copy of the subscribed (requested) 
portion of each identi?ed packet is provided With a packet 
reference from forWarding engine 24 to controller 22. This 
can be done using the publish primitive, described above, or 
using another technique. For eXample, the forWarding 
engine 24 can interrupt the controller When a packet of the 
subscribed How is received (and the requested portion is 
available). Alternatively, the controller 22 can periodically 
poll the forWarding engine 24 and request to receive any 
portions of packets the controller 22 previously subscribed. 

[0046] For step 54, according to an embodiment of the 
present invention, forWarding engine 24 uses the offset and 
length arguments (provided in the Peek-Subscribe message 
or primitive from controller 22) to identify the beginning 
and length of the portion of the packet of interest. The offset 
can be provided relative to the start of a packet or frame or 
relative to the start of a header (for some types of packets 
these tWo are the same). This portion of the packet is then 
copied and placed in a Publish message that also includes the 
How identi?er (optional) and a packet reference. The How 
identi?er is the same as that provided by controller 22 (or a 
reference to that How identi?er). The packet reference is 
assigned by forWarding engine 24 and may indicate, for 
eXample, a packet number (e.g., packet number 17). The 
Publish message is then sent from forWarding engine 24 to 
controller 22. Therefore, it can be seen that, rather than 
routing the entire packet from the buffer 26 to controller 22, 
only the selected (subscribed) portion of the received packet 
and a packet reference (identifying the packet) is provided to 
controller 22. This minimiZes the amount of data passing 
through controller 22 and avoids degradation of the packet 
forWarding process. 

[0047] At Step 56, controller 22 analyZes the received 
portion of the packet to determine hoW the packet should be 
controlled (and even if the packet should be controlled at 
all). For eXample, controller 22 can analyZe the portion of 
the packet and determine that the packet stored in buffer 26 
is a loW priority packet and should be discarded due to high 
congestion. 

[0048] At Step 58, if controller 22 determines that the 
packet should be controlled controller 22 issues a command 
With a packet reference identifying the packet to forWarding 
engine 24 to indicate hoW the packet should be controlled or 
manipulated. This can be done, for eXample, via facility 
access interface 30. For example, if controller 22 determines 
that, based on the received portion of the packet, the packet 
is a loW priority and should be discarded, the discard 
primitive can be used by controller 22 to instruct forWarding 
engine 24 to discard the packet. Controller 22 can issue 
many other types of messages or commands to forWarding 
engine 24 to control the packet stored in buffer 26. 

[0049] The frame peeking technique of the present inven 
tion can be applied to nodes (e.g., a router) in a netWork to 
improve forWarding performance. In addition, the frame 
peeking technique of the present invention can also be 
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applied to end-systems to improve ef?ciency in packet 
processing. Currently, end-systems (such as a user’s per 
sonal computer or PC) include an interface card (e.g., 
Ethernet card With memory), a processor and main memory. 
When a packet is received and stored by the interface card, 
the interface card issues an interrupt to the processor. The 
packet is then copied into kernel memory. The processor 
then analyZes the packet stored in kernel memory to deter 
mine its destination (user application). There may be one or 
more user applications currently running on the end-system 
that are receiving packets. After analyZing the packet, the 
packet is then copied again into into user memory for the 
user application. Thus, the end-system must make tWo 
copies of the packet in main memory, causing additional 
delay. 
[0050] According to an embodiment of the present inven 
tion, frame peeking can be used at an end-system to avoid 
making tWo full copies of the packet in memory. FIG. 4 
illustrates a computer system operating as an end-system. 
Computer system 70 includes an interface card 72, a pro 
cessor 74 and memory 76. Processor 74 issues a subscribe 
peek command to interface card 72 identifying the portion of 
the speci?c packets that processor 74 Would like to receive 
(peek), as described above. The packets are received and 
identi?ed by the interface card 72 as part of the How that is 
subscribed or requested by the processor 74. The designated 
portion (e. g, indicated by offset and length arguments) of the 
packet is copied by interface card 72 and forWarded to 
processor 74 along With a packet reference. The portion of 
the packet (and possibly the packet reference) is then stored 
by processor 74 in kernel space of memory 76. Processor 74 
then analyZes the stored portion of the packet to determine 
Where the (complete) packet should be stored in memory 76 
(e.g., in Which user space the packet should be stored). 
Processor 74 then issues a store command With the packet 
reference to the interface card 72 to request a copy of the 
complete packet. Processor 74 receives and then identi?es 
the packet based on the packet reference and then stores the 
packet in the identi?ed user space in memory. This avoids 
making tWo full copies of the packet in main memory, 
reducing processing time. 

[0051] The present invention includes a method and appa 
ratus for frame peeking that operates on data in the data path 
Without signi?cantly degrading the forWarding performance 
of the system. According to an embodiment of the present 
invention, system 20 includes a controller 22 for controlling 
the system and a forWarding engine 24 for forWarding 
packets. Interface 28 interconnects controller 22 and for 
Warding engine 24. Interface 28 includes a subscribe/publish 
interface 32 and a facility access interface 30. The subscribe/ 
publish interface 32 alloWs controller 22 to request (sub 
scribe) to receive a selected portion of packets input to 
forWarding engine 24. The facility access interface 30 alloWs 
controller 22 to control packets stored in buffer 26 of 
forWarding engine 24. 

[0052] After controller 22 has subscribed to receive a 
portion of a packet, a copy of the requested portion of the 
received packet is provided to controller 22. Controller 22 
then analyZes the received portion of the packet to determine 
hoW the packet should be controlled. Controller 22 may then 
use the facility access interface 30 to control the packet. 
Unlike previous techniques, the entire packet or How is not 
routed to controller 22 for analysis. In this manner, control 
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ler 22 can operate on the data Without being fully in the data 
path. Accordingly, network control can be improved by 
operating on the data Without degrading forWarding perfor 
mance of the system. Moreover, in an ATM network, reas 
sembly and segmentation are unnecessary because only a 
small portion of an ATM cell or application level frame is 
provided from forWarding engine 24 to controller 22, rather 
than the entire ATM cell or application level frame. 

[0053] Several embodiments of the present invention are 
speci?cally illustrated and/or described herein. HoWever, it 
Will be appreciated that modi?cations and variations of the 
present invention are covered by the above teachings and 
Within the purvieW of the appended claims Without departing 
from the spirit and intended scope of the invention. For 
eXample, interface 28 provides merely one eXample of hoW 
controller 22 and forWarding engine 24 can communicate to 
perform frame-peeking. There are many other Ways to 
provide communication betWeen controller 22 and forWard 
ing engine 24. 

What is claimed is: 
1. Amethod of peeking into a portion of a packet received 

at a system in a data netWork, the system including a 
receiving section and a control section, said method com 
prising the steps of: 

receiving a plurality of packets at the receiving section of 
the system; 

selecting one of said received packets; 

copying a portion of the selected packet; 

providing the copied portion of the selected packet to the 
control section of the system. 

2. The method of claim 1 and further comprising the steps 
of: 

analyZing the requested portion of the packet; and 

controlling forWarding of the packet based on said step of 
analyZing. 

3. The method of claim 1 and further comprising the step 
of the control section issuing a request message to the 
receiving section requesting to receive a portion of a packet, 
the request message identifying the packet and the portion 
requested. 

4. The method of claim 3 Wherein said step of the control 
section issuing a request comprises the step of the control 
section issuing a request message to the receiving section 
identifying the packet and a length and offset. 

5. The method of claim 3 Wherein said step of the control 
section issuing a request message comprises the step of the 
control section issuing a request message to the receiving 
section that requests to receive a portion of each of a group 
of packets received at the receiving section, the request 
message identifying the group of packets and the portion of 
each packet. 

6. The method of claim 5 Wherein said request message 
identi?es the group of packets using a common sequence of 
bits in each packet. 

7. The method of claim 5 Wherein said group of packets 
each satis?es an equivalence relation, said group of packets 
comprising a ?oW. 

8. The method of claim 6 Wherein said common sequence 
of bits comprises a How identi?er for identifying a ?oW, said 
How comprising the group of packets. 
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9. The method of claim 6 Wherein said common sequence 
of bits comprises an IPv6 ?oW label. 

10. The method of claim 6 Wherein said common 
sequence of bits comprises at least a portion of an address. 

11. The method of claim 6 Wherein said common 
sequence of bits comprises an IP option. 

12. The method of claim 6 Wherein said common 
sequence of bits comprises a portion of a packet header. 

13. The method of claim 1 Wherein said packet comprises 
an Internet Protocol (IP) packet. 

14. The method of claim 1 Wherein said packet comprises 
an ATM frame. 

15. The method of claim 1 Wherein said packet comprises 
a plurality of ATM cells. 

16. The method of claim 3 Wherein said control section 
comprises a controller and said receiving section comprises 
a forWarding engine. 

17. The method of claim 1 Wherein said step of providing 
comprises the step of providing the copied portion of the 
selected packet and a packet identi?er to the control section 
of the system. 

18. The method of claim 1 Wherein said step of providing 
comprises the step of providing the copied portion of the 
selected packet and a packet identi?er to the control section 
of the system for controlling or manipulating the packet. 

19. The method of claim 1 and further comprising the 
steps of: 

analyzing the requested portion of the packet; and 

identifying a location in memory to store the packet. 

20. The method of claim 19 and further comprising the 
steps of: 

receiving the packet; 

storing the packet at the identi?ed location in memory. 
21. A method of peeking into a portion of one or more 

packets of a How for controlling the forWarding of the 
packets, the method comprising the steps of: 

sending a request message from a controller to a forWard 
ing engine to request a portion of each packet of a How 
received at the forWarding engine, the request message 
identifying the How and the portion of each packet; 

receiving at the forWarding engine one of the packets 
corresponding to the ?oW; 

storing the received packet; 

identifying that the received packet corresponds to the 
?oW; 

sending a copy of the portion of the identi?ed packet from 
the forWarding engine to the controller for controlling 
forWarding of the packet. 

22. A method of peeking into a portion of one or more 
packets of a How for controlling the storing of the packets, 
the method comprising the steps of: 

sending a request message from a controller to an inter 
face to request a portion of each packet of a How 
received by the interface, the request message identi 
fying the How and the portion of each packet; 
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receiving at the interface one of the packets corresponding 
to the ?oW; 

storing the received packet in the interface; 

identifying that the received packet corresponds to the 
?oW; 

sending a copy of the portion of the identi?ed packet from 
the interface to the controller for controlling storing of 
the identi?ed packet. 

23. The method of claim 22 and further comprising the 
steps of: 

identifying a location in memory to store the identi?ed 
packet based on said portion of the identi?ed packet; 

sending the identi?ed packet to the controller; and 

storing the identi?ed packet at the identi?ed location in 
memory. 

24. The method of claim 22 Wherein said controller and 
interface are located at an end-system. 
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25. An apparatus at a node for peeking into a portion of 
a frame comprising: 

a controller; 

a forWarding engine receiving a plurality of packets as an 
input and forWarding the packets under control of the 
controller; 

an interface coupling the controller and the forWarding 
engine, the interface alloWing the controller to request 
a copy from the forWarding engine of a portion of a 
packet received by the forWarding engine and alloWing 
the forWarding engine to send the portion of the 
requested packet from the forWarding engine to the 
controller. 

26. The apparatus of claim 25 Wherein said interface 
further alloWs the controller to control the forWarding of the 
requested packet based on the received portion of the 
requested packet. 

27. The apparatus of claim 25 Wherein said controller 
comprises a plurality of controllers, each said controller for 
controlling the forWarding of a different group of packets. 

* * * * * 


