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(57) ABSTRACT 
In order to support ?ltering operations in a CORBA system, 
the marshaling and unmarshaling process is encapsulated in 
a server invocation object created from a class Which con 
tains data, including the request ID, the marshal buffer and 
the marshal and unmarshal methods. Filtering is supported 
by extending the class With a subclass that overrides the 
marshal and unmarshal methods to invoke the ?lters at the 
proper points. During operation, the CORBA object request 
broker examines the request to determine Whether ?ltering is 
requested and instantiates a server invocation object either 
from the parent class, if ?ltering is not requested, or from the 
subclass, if ?ltering is requested. 
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MARSHALING AND UNMARSHALING tem”, ?led by Ken M. Cavanaugh, assigned attorney 
FRAMEWORK FOR SUPPORTING FILTERS INA docket no. P2750/PJSI and ?led on an even date 

DISTRIBUTED OBJECT SYSTEM herewith. 

CROSS REFERENCE TO RELATED FIELD OF THE INVENTION 

APPLICATIONS [0015] This invention relates to distributed object systems 
[0001] The following US. patent applications are related uslng Common ObJeCF Request Broker Archltecture 
to the present application and are incorporated by reference (CORBA) and, more Parna?a?y, to a method and apparatus 
herein in their entirety; for implementing pre-marshaling and post-marshaling ?lters 

_ _ in an object request broker. 
[0002] US. patent application Ser. No. 08/554,794, 

?led Nov. 11, 1995 as a continuation to US. patent BACKGROUND OF THE INVENTION 
application Ser. No. 07/995,863, ?led Dec. 21, 1992 
(HOW abandoned). [0016] SoftWare programs are continually becoming more 

_ _ complicated. Early programs consisted of straightforWard 
[0003] US. patent appllcatlon Ser- NO- (18/670,682, procedural code that presented a simple, command line 

?led Jun. 26, 1996; interface and teXt display to the user. These simple programs 

[0004] Us patent application Sen NO‘ 08/673 181 have gradually been replaced With compleX programs that 
?led Jun 26 1996 ’ ’ have graphical user interfaces and multiple features. 

[0005] US. patent application Ser. No. 08/670,700, [0017] AS Programs ave grown in. Complexity’ the 
?led Jun‘ 26 1996 amount of effort Which is required to' Write and debug the 

’ ’ programs has also increased drastically. Consequently, 
[0006] US. patent application Ser. No. 08/670,681, major efforts have been made to reduce the amount of 

?led Jun. 26, 1996; programming necessary to produce a modern, full-featured 
. . roduct. One of the most successful of these efforts has been 

[0007] Us‘ patent apphcanon Ser' NO‘ 08/670’684’ fJhe development of object-oriented programming in Which 
?led Jun‘ 26’ 1996; programs are designed as collections of discrete elements 

[0008] [)5 Patent application Ser' NO_ (kg/669,782, called “objects”. The objects can be modi?ed and reused in 
?led Jun, 26, 1996; many cases, thereby reducing the development effort. 

[0009] US. Patent Application entitled “Method and [0018] As will be understood by those Skilled in the an, 
Apparatus for Deferred Throwing of Exceptions in objects in the conteXt of object-oriented programming are 
CH5’, ?led by Christian ]_ Callsen and Ken M_ softWare entities comprising data and methods or operations 
Cavanaugh, assigned attorney docket no on that data. The methods of an object collectively form an 
SUN1P171/P2736 and ?led on an even date here- interface for manipulating the data in the object. The objects 
with; eXist only at program runtime and are created, or instanti 

_ _ _ “ ated, from object “classes” Which are actually Written by the 
[0010] U-S- Patent Apphcanon enmled Method and programmer. The class code Written by a programmer can be 

Apparatus for Fast> POFal CORBA Object Refer‘ “reused” by another programmer by instantiating objects 
ences”, ?led by Christian J. Callsen and Ken M. from that Code_ 
Cavanaugh, assigned attorney docket no. 
SUN1P170/2735 and ?led on an even date hereWith; [0019] In Order to further reduce the Programming burdem 

distributed object systems have been developed in Which 
[0011] U-S- Patent Application entitled “Method and methods in objects resident on a server can be eXecuted or 

Apparatus for Constructing Stable Iterators in a invoked remotely over a netWork from a client application. 
Shared Data Collectioni ?led by Christian J~ In this manner, the objects can be developed and maintained 
Callsen and Ken M- Cavanaugh> assigned attorney by a party different from the party that developed the client 
dOCkeF I10~ P2772/PJSI and ?led on an even date application. In such a system information is routed or 
hereWlth; streamed betWeen the client and the server. This information 

[0012] Us‘ Patent Application entitled, “Method and includes requests from the client to invoke an object on the 
Apparatus for Enforcing Locking Invariants in server‘ and results and data from‘ the method‘ invocation 
Mul?_Threaded Systems”, ?led by Christian I returning from the server to the client. In addition, object 
causen and Ken M_ Cavanaugh, assigned attorney oriented programs often communicate by streaming objects 
docket no. P2747/PJSI and ?led on an even date from one program to another‘ 

herewith; [0020] In such streaming operations, a stream Writer orga 
[0013] Us Patent Application entitled, “Filter niZes, or marshals, the information to form a serial data 
Framework for Executing Code During Method stream. The serial data stream is then sent to the server 
Invocation” ?led by Anita Jindal Ken M Where a stream reader unmarshals the serial data stream to 
Cavanaugh, Saul-66V Krishnan and Rohit Garg, reconstruct a copy of the original information. The stream 
assignedattorneydocketno'P2755/PJSIand?1edOn reader must operate such that the unmarshaling exactly 
an even date herewith and “undoes” the effect of the marshaling so that the original 

information can be reconstructed. Ordinarily, such an opera 
[0014] US. Patent Application Entitled, “Method tion does not present a problem, but When the stream reader 

and Apparatus for Ef?cient Representation of Vari- is not Written by the same author as the stream Writer there 
able Length Identi?ers in a Distributed Object Sys- can be incompatibilities. 
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[0021] In order to standardize the marshaling and unmar 
shaling and data transfer process, an industry consortium 
called the Object Management Group (OMG) Was formed 
Whose mission is to de?ne a set of interfaces for inter 
operable softWare. Its ?rst speci?cation, the Common Object 
Request Broker Architecture (CORBA) speci?cation, is an 
industry consensus standard that hides all differences 
betWeen programming languages, operating systems, and 
object location. The CORBA standard de?nes an object 
request broker (ORB) that handles the marshaling, transport 
and unmarshaling of information betWeen applications. The 
ORB functions as a communication infrastructure, transpar 
ently relaying object requests across distributed heteroge 
neous computing environments. Inter-operability is accom 
plished through Well-de?ned object interface speci?cations 
Which alloW client applications to connect to the ORB. 
CORBA provides an implementation independent notation 
for de?ning interfaces called the OMG Interface De?nition 
Language (IDL). 

[0022] The OMG CORBA speci?cation de?nes an imple 
mentation independent object model Which is actually built 
With a programming language, such as C++ or Java. In this 
model CORBA objects (also called “servants”), Which are 
implemented by servers, have references that can be 
exported to clients. Clients and servers are roles, not mutu 
ally exclusive tasks for a single program, so that any one 
program can be both a client and a server. Objects and object 
references are typically different programming language 
objects, although they do not have to be. 

[0023] In a server, the implementation of an actual object 
Which can be used to satisfy an invocation request on a 
CORBA object is generally both platform and language 
dependent and various models are possible for implementing 
objects in servers. The original CORBA standard de?ned a 
Basic Object Adapter (or BOA) Which is a frameWork that 
adapts the server implementation to the implementation 
independent ORB. A neWer OMG portability standard 
de?nes a Portable Object adapter (or POA), Which replaces 
the BOA and is intended to be platform independent. Many 
ORBs also support other proprietary frameWorks for imple 
menting CORBA objects. All of these frameWorks are 
commonly referred to as Object Adapters (or OAs). 

[0024] In some cases, it may be useful to ?lter a client 
request before, and after, the marshaling and unmarshaling 
operations Which occur during the delivery of the request 
from the client to the server. In addition, ?ltering can be 
performed before, and after, the marshaling and unmarshal 
ing operations Which occur during a reply When results of an 
invocation are returned from the server to the client. Filters 
can generally be classi?ed into three categories: pre-mar 
shaling ?lters, post-marshaling ?lters, and transform ?lters. 
These categories are based on the points in the method 
invocation process Where the ?lters are applied. The pre and 
post ?lters are generally applied in the same order for the 
client and the server and the ?lters can be enabled and 
disabled to provide selective ?ltering. 

[0025] Transform ?lters could be applied to the request, 
(a) on the client side after all pre/post ?lters have been 
applied, and (b) on the server side, before all pre/post ?lters 
have been applied to the request. Transform ?lters could be 
applied to the reply, (a) on server side after all pre/post ?lters 
have been applied to the reply message, and (b) on the client 
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side before pre/post are applied to the reply message. The 
order in Which the transform ?lters are invoked in one 
process are opposite of hoW they are invoked in the other 
process. Transform ?lters can also be enabled and disabled. 

[0026] An application programmer might use the pre and 
post ?lters for a variety of reasons. For example, they could 
be used to log and print messages. They could also be used 
to send or retrieve extraneous information Which does not 
appear in the request or reply messages. Filters could also be 
used for implementing simple transaction support Without 
using the service context list, or for providing debugging 
support for the ORB. Transform ?lters can be useful for 
implementing such operations as encryption/decryption of 
data or data compression. 

[0027] On the server side, the request and reply arguments 
are marshaled and unmarshaled in the implementation spe 
ci?c skeleton code. If the ?lters are enabled and require 
?ltering of the marshaled or unmarshaled data, skeleton 
code needs to be generated Which provides for ?lter invo 
cation after the marshaling or unmarshaling operation. 
Therefore, different skeletons Would need to be generated 
depending on the quality of service—Whether the request or 
reply Was ?lterable or non-?lterable. The result is prolifera 
tion of the skeleton code. 

[0028] There is therefore a need to achieve different 
quality of service Without requiring changes to the skeleton 
code for each different quality of service. 

SUMMARY OF THE INVENTION 

[0029] In accordance With the principles of the invention, 
the marshaling and unmarshaling process is encapsulated in 
a server invocation object created from a class Which con 
tains data, including the request ID, the marshal buffer and 
the marshal and unmarshal methods. Filtering is supported 
by extending the class With a subclass that overrides the 
marshal and unmarshal methods to invoke the ?lters at the 
proper points. During method invocation, the ORB exam 
ines the request to determine Whether ?ltering is requested 
and instantiates an invocation object either from the parent 
class, if ?ltering is not requested, or from the subclass, if 
?ltering is requested. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] The above and further advantages of the invention 
may be better understood by referring to the folloWing 
description in conjunction With the accompanying draWings 
in Which: 

[0031] FIG. 1 is a schematic block diagram of an illus 
trative hardWare platform Which forms part of a prior art 
computer system on Which the invention can be run. 

[0032] FIG. 2 is a schematic diagram of a prior art 
computer netWork system on Which a CORBA system can 
be built. 

[0033] FIG. 3 is a block schematic diagram illustrating a 
prior art CORBA environment and shoWing the relationship 
of the client, ORB, object adapter and server. 

[0034] FIG. 4 is a block schematic diagram illustrating a 
CORBA environment and shoWing the location of various 
?lters on the client and server sides. 
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[0035] FIG. 5 is a class diagram using Object Manage 
ment Technique (OMT) diagrams to illustrate the relation 
ship of the generic and ?lterable server invocation classes. 

[0036] FIG. 6 is a block schematic diagram illustrating a 
CORBA environment and schematically illustrating an alter 
native server invocation object instantiation depending on 
Whether the request and reply are ?lterable or not. 

[0037] FIG. 7 is an illustrative ?oWchart describing the 
procedure folloWed by the ORB in instantiating the alter 
native server invocation objects. 

[0038] FIG. 8 is an illustrative ?oWchart describing the 
operation of the marshal method in a FilterableServerInvo 
cation object. 

[0039] FIG. 9 is an illustrative ?oWchart describing the 
operation of the unmarshal method in a FilterableServerIn 
vocation object. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0040] FIG. 1 illustrates the system architecture for an 
exemplary client computer 100, such as an IBM THINK 
PAD 701® computer or Digital Equipment Corporation 
HiNoteTM computer, on Which the disclosed netWork access 
system (system) can be implemented. The exemplary com 
puter system of FIG. 1 is discussed only for descriptive 
purposes, hoWever, and should not be considered a limita 
tion of the invention. Although the description beloW may 
refer to terms commonly used in describing particular com 
puter systems, the described concepts apply equally to other 
computer systems, including systems having architectures 
that are dissimilar to that shoWn in FIG. 1. 

[0041] The client computer 100 includes a central pro 
cessing unit (CPU) 105, Which may include a conventional 
microprocessor, random access memory (RAM) 110 for 
temporary storage of information, and read only memory 
(ROM) 115 for permanent storage of information. A 
memory controller 120 is provided for controlling system 
RAM 110. Abus controller 125 is provided for controlling 
bus 130, and an interrupt controller 135 is used for receiving 
and processing various interrupt signals from the other 
system components. 

[0042] Mass storage may be provided by diskette 142, 
CD-ROM 147, or hard disk 152. Data and softWare may be 
exchanged With client computer 100 via removable media, 
such as diskette 142 and CD-ROM 147. Diskette 142 is 
insertable into diskette drive 141, Which is connected to bus 
130 by controller 140. Similarly, CD-ROM 147 is insertable 
into CD-ROM drive 146, Which is connected to bus 130 by 
controller 145. Finally, the hard disk 152 is part of a ?xed 
disk drive 151, Which is connected to bus 130 by controller 
150. 

[0043] User input to the client computer 100 may be 
provided by a number of devices. For example, a keyboard 
156 and a mouse 157 may be connected to bus 130 by 
keyboard and mouse controller 155. An audio transducer 
196, Which may act as both a microphone and a speaker, is 
connected to bus 130 by audio controller 197. It should be 
obvious to those reasonably skilled in the art that other input 
devices, such as a pen and/or tablet and a microphone for 
voice input, may be connected to client computer 100 
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through bus 130 and an appropriate controller. DMA con 
troller 160 is provided for performing direct memory access 
to system RAM 110. Avisual display is generated by a video 
controller 165, Which controls video display 170. 

[0044] Client computer 100 also includes a netWork 
adapter 190 that alloWs the client computer 100 to be 
interconnected to a netWork 195 via a bus 191. The netWork 
195, Which may be a local area netWork (LAN), a Wide area 
netWork (WAN), or the Internet, may utiliZe general purpose 
communication lines that interconnect multiple netWork 
devices. 

[0045] Client computer system 100 generally is controlled 
and coordinated by operating system softWare, such as the 
WINDOWS 95® operating system (available from 
Microsoft Corp., Redmond, Wash.). Among other computer 
system control functions, the operating system controls 
allocation of system resources and performs tasks such as 
process scheduling, memory management, netWorking and 
I/O services. 

[0046] FIG. 2 illustrates, in a very simple fashion, the 
connection of a number of computing systems, such as that 
shoWn in FIG. 1, to form a distributed computing facility. 
Each of the individual stations 200, 202, 204, 208 and 210 
are interconnected by a netWork mechanism. Although the 
distributing computing facility could exist on a single com 
puting system, it is more likely to operate over a netWork 
transport medium. Such a transport medium may be LAN as 
shoWn in FIG. 2, but may also be other netWork arrange 
ments, including the Internet. All that is necessary is that the 
terminals 200, 202, 204, 208 and 210 be able to communi 
cate With each other using prede?ned protocols to exchange 
information. As previously mentioned, the CORBA archi 
tecture overlays such a netWork and relieves the individual 
applications from dealing With the details of transporting 
information over the netWork. More particularly, the 
CORBA architecture hides all of the details and the actual 
netWork protocols from the application programs. It assures 
that the application programs operate With each other 
regardless of the platforms on Which the softWare is 
designed to run and regardless of the netWork protocols used 
to interconnect separate computing systems. 

[0047] FIG. 3 illustrates, in a very schematic form, the 
basic CORBA architecture Which de?nes a peer-to-peer 
distributed computing facility Where all applications are 
objects (in the sense of object orientation). Objects can 
alternate betWeen client roles 300 and server roles 302. An 
object operates in a client role 300 When it is the originator 
of an object invocation. An object operates in a server role 
302, called an object implementation, When it is the recipient 
of an object invocation. 

[0048] The client 300 communicates With the server 302 
by means of an object request broker or ORB 308. The ORB 
308 operates With a transport 310 that conveys information 
betWeen the client 300 and server 302 and, as previously 
mentioned, the ORB 308 handles the marshaling, transport 
and unmarshaling of information betWeen client 300 and 
server 302. The client 300 communicates With the ORB 308, 
as indicated schematically by arroW 304, by means of an 
implementation independent syntax Which describes object 
encapsulations. This syntax is called an interface de?nition 
language (IDL) and is de?ned in the CORBA speci?cation 
generated by OMG. The OMG interface de?nition language 
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can be used to de?ne interfaces that have attributes and 
operation signatures. The language also supports inheritance 
betWeen interface descriptions in order to facilitate reuse by 
developers. Objects or servants in the server 302 eXport 
object references With interfaces speci?ed by the OMG IDL 
for use by clients. The object reference contains an identi 
?cation of the object implementation so that the object 
adapter 316 can pass the request to the correct object in the 
server. 

[0049] The entire CORBA architecture is actually imple 
mented in a conventional programming language, such as C, 
C++, Java or Smalltalk. Implementations in a variety of 
languages are available from a number of vendors Who 
typically provide a IDL compiler bundled With their ORB 
products. The IDL compilers generate header ?les Which 
de?ne the OMG IDL interfaces and can be incorporated into 
application programs. The IDL compilers also generate stub 
code 306 and skeleton code 314 for each interface. 

[0050] The client application program 300 can link 
directly to the OMG IDL stub code 306. As far as the client 
application program is concerned, an invocation of the stub 
code 306 appears to be a local function call. Once invoked, 
the stub code 306 provides an interface to the ORB 308 that 
performs marshaling to encode and decode the operation’s 
parameters into communication formats suitable for trans 
mission on the transport 310 to the server 302. 

[0051] At the server side, the OMG IDL skeleton code 314 
is the corresponding implementation of the OMG IDL 
interface. When the ORB 308 receives a request, the skel 
eton code 314 unmarshals the request parameters and gen 
erates a call, indicated schematically by arroW 312, to an 
object implementation in the server 302. When the server 
completes processing of the request, the skeleton code 314 
and stub code 306 return the results to the client program 
300. If an error has occurred, eXception information gener 
ated by the server or by the ORB is returned. 

[0052] An object adapter 316 comprises the interface 
betWeen the ORB 308, the skeleton code 314 and the server 
302. Object adapters, such as adapter 316, support functions, 
such as registration of object implementations and activation 
of servers. There are many potential types of object adapters, 
depending on the purpose of the adapter. The original 
CORBA speci?cation de?ned only a general-purpose Basic 
Object Adapter or BOA. The BOA performs some basic 
functions. For example, When a client request speci?es an 
inactive server process, the BOA automatically activates the 
server process. When the server is activated it registers its 
implementation With the BOA. The BOA then stores this 
registration to use in future object requests. After an object 
is activated, it can receive client requests by means of a 
callback method in the skeleton code 314. BOA services also 
include exception handling and object reference manage 
ment. 

[0053] The block schematic diagram of FIG. 4 illustrates 
the addition of ?lters to the FIG. 3 ORB architecture. In 
FIG. 4, elements Which correspond to elements in FIG. 3 
have been given corresponding numeral designations. For 
eXample, stub code 306 in FIG. 3 corresponds to stub code 
406 in FIG. 4. On the client side, the client 400 interacts 
With the stub code 406 Which, in turn, communicates With 
the ORB 408. The ORB 408 contains implementations of the 
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client side ?lters 422-436. On the server side, the server ?lter 
registry 420 contains implementations of the server side 
?lters 438-452. 

[0054] Filters are classi?ed in accordance With the relative 
place Within a method invocation process Where they are 
applied and depending on the type of message to Which they 
are applied. Thus, the ?lters can be categoriZed as pre 
request, post-request, pre-reply, and post-reply ?lters. The 
pre-request ?lters 422 and 450 are applied before marshaling 
424 of arguments on the client side in a request message and 
before unmarshaling 448 the request arguments in the skel 
eton 414. The post-request ?lters 426 and 446 are applied 
after marshaling 424 of arguments on the client side and 
after unmarshaling 448 the request arguments in the skeleton 
414. It should be noted that, although only one element is 
shoWn for each type of ?lter in FIG. 4, there may actually 
be several separate pre-?lters, several separate post-?lters, 
etc. Each ?lter can be separately enabled or disabled. 

[0055] Similarly, the pre-reply ?lters 438 and 434 are 
applied before marshaling 440 of the reply results in the 
skeleton 414 and before unmarshaling 432 the reply results 
at the client side. The post-reply ?lters 442 and 430 are 
applied after marshaling 440 of result values in the skeleton 
414 and after unmarshaling 432 the results at the client side. 

[0056] Transform ?lters may also be employed to imple 
ment encryption and decryption of data or data compression. 
For eXample, client transform ?lter 428 could be employed 
to encrypt data Which is decrypted by server transform ?lter 
452 and server transform ?lter 444 Would in turn encrypt 
data Which is decrypted by client transform ?lter 436. There 
are tWo kinds of transform ?lters supported in the presently 
preferred embodiment of the invention, the request ?lter and 
the reply ?lter. The request ?lters, 428, 452, are invoked on 
the client side after all pre and post ?lters have been applied 
to the request message and on the server before pre and post 
?lters are applied to the request message. The reply ?lters, 
444, 436, are invoked on the server side after all pre and post 
?lters have been applied to the reply message and on the 
client side before pre and post ?lters are applied to the reply 
message. The transform ?lters are applied only to the 
message body, not to the message header, because the object 
Which is a part of the message header contains information 
that is required by the object request broker for dispatching 
the message to the appropriate subcontract and for selecting 
What particular transform ?lters to apply. HoWever, a 
dummy message header could be generated in accordance 
With conventional protocols to alloW for the application of 
transformation to the message header. This Would alloW for 
a proper dispatching to the correct subcontract. 

[0057] FIG. 4 also illustrates a subcontract layer 407 in 
the ORB 408. The subcontract layer 407 and subcontract/ 
object adapter 416 can be used to convey quality of service 
(QOS) information. Illustratively, as explained beloW, it may 
be used to specify Whether the request and reply arguments 
are ?lterable or not. 

[0058] A mechanism for implementing ?lters in the skel 
eton code is illustrated in FIG. 5. A generic class called 
GenericServerInvocation 500 is used to encapsulate the 
data, for eXample the marshal buffer 502, request ID 504 and 
other data (not shoWn). The generic class also includes 
methods, such as the marshal method 506 and unmarshal 
method 508. In a GenericServerInvocation object con 
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structed from class 500, the unmarshal method 508 Would 
unmarshal data from the marshal buffer 502 using the format 
described in the argument descriptor (generated by the 
skeleton), and the marshal method 506 Would marshal the 
message header and results into the marshall buffer. 

[0059] To support ?lterable behavior, one can eXtend the 
GenericServerInvocation class 500, to de?ne a class called 
FilterableServerInvocation 510. The FilterableServerInvo 
cation class 510 contains marshal and unmarshal methods, 
512 and 514, Which override the marshal and unmarshal 
methods, 506 and 508, of the GenericServerInvocation class 
500. 

[0060] The decision on Which type of server invocation 
object should be generated is made at the ORB transport 
layer 610 as illustrated in FIGS. 6 and 7. As With FIG. 4, 
elements in FIG. 6 Which correspond to elements in FIGS. 
3 and 4 have been given corresponding numerals. Amethod 
invocation begins in step 700 and proceeds to step 702. As 
indicated in FIG. 7, during a method invocation, the client 
object 600 sends a request With a subcontract ID in the 
object key to indicate Whether the quality of service is 
“?lterable”. In step 704, the ORB 608 checks the subcon 
tract-ID in the object key as schematically illustrated by boX 
670. If, in step 706, the subcontract-ID indicates that the 
request is not ?lterable, then step 708 is eXecuted Where the 
ORB 608 creates a server invocation object 672 that is 
instance of the GenericServerInvocation class 500. 

[0061] Alternatively, if, in step 706, the ORB 608 deter 
mines that the request is ?lterable, then, in step 710, the 
ORB creates a server invocation object 674 that is instance 
of the FilterableServerInvocation class 510. 

[0062] If the GenericServerInvocation class 500 is instan 
tiated, the marshal and unmarshal methods, 506 and 508, 
operate in a conventional fashion. HoWever, if the Filter 
ableServerInvocation class 510 is instantiated, the marshal 
method 512 of the FilterableServerInvocation class 510 
overrides the marshal method 506 of the GenericServerIn 
vocation class 500. 

[0063] The operation of the marshal method 512 is illus 
trated in FIG. 8. The method starts in step 800 and proceeds 
to step 802 Where a check is made to determine if transform 
?lters are enabled. If transform ?lters are enabled, the 
message header is not marshaled in the marshal buffer 502. 
In this case, the method 512 skips to step 806. If transform 
?lters are not enabled, then step 804 is eXecuted Where the 
message header information is marshaled into the marshal 
buffer 502. 

[0064] In either case, the method 512 then invokes all of 
the pre-reply ?lters (step 806) marshals the message data 
into the marshal buffer 502 (step 808) and invokes all 
post-reply ?lters as set forth in step 810. The routine then 
ends in step 812. 

[0065] Similarly, if the FilterableServerInvocation class 
510 is instantiated, the unmarshal method 514 of Filter 
ableServerInvocation class 510 overrides the unmarshal 
method 508. The operation of the unmarshal method 514 is 
illustrated in FIG. 9. The method begins in step 900 and 
proceeds to step 902 Where the method unmarshals argu 
ments from the marshall buffer 502 using the argument 
descriptor Which is generated by the skeleton code 614, and 
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then, in step 904, the method invokes the post-request ?lters. 
The method then ?nishes in step 906. 

[0066] A softWare implementation of the above-described 
embodiment may comprise a series of computer instructions 
either ?Xed on a tangible medium, such as a computer 
readable media, eg diskette 142, CD-ROM 147, ROM 115, 
or ?Xed disk 152 of FIG. 1, or transmittable to a computer 
system, via a modem or other interface device, such as 
communications adapter 190 connected to the netWork 195 
over a medium 191. Medium 191 can be either a tangible 
medium, including but not limited to optical or analog 
communications lines, or may be implemented With Wireless 
techniques, including but not limited to microWave, infrared 
or other transmission techniques. It may also be the Internet. 
The series of computer instructions embodies all or part of 
the functionality previously described herein With respect to 
the invention. Those skilled in the art Will appreciate that 
such computer instructions can be Written in a number of 
programming languages for use With many computer archi 
tectures or operating systems. Further, such instructions may 
be stored using any memory technology, present or future, 
including, but not limited to, semiconductor, magnetic, 
optical or other memory devices, or transmitted using any 
communications technology, present or future, including but 
not limited to optical, infrared, microWave, or other trans 
mission technologies. It is contemplated that such a com 
puter program product may be distributed as a removable 
media With accompanying printed or electronic documen 
tation, e.g., shrink Wrapped softWare, pre-loaded With a 
computer system, e.g., on system ROM or ?Xed disk, or 
distributed from a server or electronic bulletin board over a 

netWork, e.g., the Internet or World Wide Web. 

[0067] Although an exemplary embodiment of the inven 
tion has been disclosed, it Will be apparent to those skilled 
in the art that various changes and modi?cations can be 
made Which Will achieve some of the advantages of the 
invention Without departing from the spirit and scope of the 
invention. It Will be obvious to those reasonably skilled in 
the art that other components performing the same functions 
may be suitably substituted. Further, the methods of the 
invention may be achieved in either all softWare implemen 
tations, using the appropriate processor instructions, or in 
hybrid implementations Which utiliZe a combination of 
hardWare logic and softWare logic to achieve the same 
results. Further, aspects such as the siZe of memory, number 
of bits utiliZed to represent the compact identi?ers, and the 
speci?c con?guration of logic and/or instructions utiliZed to 
achieve a particular function, as Well as other modi?cations 
to the inventive concept are intended to be covered by the 
appended claims. 

What is claimed is: 
1. Apparatus for use in a distributed object system having 

client and server objects, the apparatus eXecuting program 
mer speci?ed code Within implementation speci?c code 
connecting the server object to the distributed object system 
When generic marshal and unmarshal methods are executed 
during a method invocation, the apparatus comprising: 

a ?lter Which eXecutes programmer speci?ed code during 
the method invocation; 

a generic class for constructing a generic server invoca 
tion object containing the generic marshal and unmar 
shal methods; 
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a ?lterable class derived from the generic class for con 
structing a ?lterable server invocation object contain 
ing overriding marshal and unmarshal methods that 
override the generic marshal and unmarshal methods 
and invoke the ?lter; and 

a mechanism Which eXamines a request generated by the 
client and instantiates a server invocation object from 
the generic class When the request indicates that the 
method invocation is not ?lterable and instantiates a 
server invocation object from the ?lterable class When 
the request indicates that the method invocation is 
?lterable. 

2. Apparatus according to claim 1 Wherein the ?lterable 
server invocation object contains overriding marshal and 
unmarshal methods that call the generic marshal and unmar 
shal methods and invoke the ?lter. 

3. Apparatus according to claim 1 Wherein the distributed 
object system comprises an object request broker and 
Wherein the mechanism for instantiating the server invoca 
tion object is located in the object request broker. 

4. Apparatus according to claim 3 Wherein the request 
contains a subcontract ID identifying Whether the method 
invocation is ?lterable and Wherein the mechanism for 
instantiating the server invocation object eXamines the sub 
contract ID to determine Whether the method invocation is 
?lterable. 

5. Apparatus according to claim 4 Wherein the subcontract 
ID is con?gured to specify a ?lterable quality of service. 

6. Apparatus according to claim 1 Wherein the generic 
server invocation object contains a marshal buffer and 
request ID ?eld. 

7. Apparatus according to claim 1 further comprising a 
transform ?lter Which eXecutes programmer speci?ed code 
after the ?lter, Wherein the request has a header and Wherein 
the marshal method in the ?lterable server invocation object 
does not marshal the header When the transform ?lter is 
enabled. 

8. A method for use in a distributed object system having 
client and server objects, the method eXecuting programmer 
speci?ed code Within implementation speci?c code connect 
ing the server object to the distributed object system When 
generic marshal and unmarshal methods are eXecuted during 
a method invocation, the method comprising the steps of: 

(a) constructing a ?lter Which eXecutes programmer speci 
?ed code during the method invocation; 

(b) creating a generic class for constructing a generic 
server invocation object containing the generic marshal 
and unmarshal methods; 

(c) creating a ?lterable class derived from the generic 
class for constructing a ?lterable server invocation 
object containing overriding marshal and unmarshal 
methods that override the generic marshal and unmar 
shal methods and invoke the ?lter; and 

(d) examining a request generated by the client and 
instantiating a server invocation object from the generic 
class When the request indicates that the method invo 
cation is not ?lterable and instantiating a server invo 
cation object from the ?lterable class When the request 
indicates that the method invocation is ?lterable. 
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9. A method according to claim 8 Wherein step (c) 
comprises the step of: 

(c1) creating the ?lterable server invocation object With 
overriding marshal and unmarshal methods that call the 
generic marshal and unmarshal methods and invoke the 
?lter. 

10. Amethod according to claim 8 Wherein the distributed 
object system comprises an object request broker and 
Wherein step (d) comprises the step of: 

(d1) using a mechanism in the object request broker to 
instantiate the server invocation object. 

11. A method according to claim 10 Wherein the request 
contains a subcontract ID identifying Whether the method 
invocation is ?lterable and Wherein step (d) comprises the 
step of: 

(d2) examining the subcontract ID to determine Whether 
the method invocation is ?lterable. 

12. A method according to claim 11 Wherein step (d) 
comprises the step of: 

(d3) con?guring the subcontract ID to specify a ?lterable 
quality of service. 

13. A method according to claim 8 Wherein step (b) 
comprises the step of: 

(b1) creating a generic server invocation class that instan 
tiates a generic server invocation object that contains a 
marshal buffer and request ID ?eld. 

14. A method according to claim 8 Wherein step (a) 
comprises the step of: 

(a1) constructing a transform ?lter Which eXecutes pro 
grammer speci?ed code after the ?lter, and Wherein the 
request has a header and Wherein the method further 
comprises the step of: 

(e) causing the ?lterable server invocation object to skip 
marshaling of the header When the transform ?lter is 
enabled. 

15. A computer program product for use in a distributed 
object system having client and server objects, the computer 
program product causing the eXecution of programmer 
speci?ed code Within implementation speci?c code connect 
ing the server object to the distributed object system When 
generic marshal and unmarshal methods are eXecuted during 
a method invocation, the computer program product com 
prising a computer usable medium having computer read 
able program code thereon including: 

program code for constructing a ?lter Which eXecutes 
programmer speci?ed code during the method invoca 
tion; 

generic server invocation class code constructing a 
generic server invocation object containing the generic 
marshal and unmarshal methods; 

?lterable server invocation class code for creating a 
?lterable class derived from the generic class for con 
structing a ?lterable server invocation object contain 
ing overriding marshal and unmarshal methods that 
override the generic marshal and unmarshal methods 
and invoke the ?lter; and 

program code for eXamining a request generated by the 
client and instantiating a server invocation object from 
the generic class When the request indicates that the 
method invocation is not ?lterable and instantiating a 



US 2002/0052984 A1 

server invocation object from the ?lterable class When 
the request indicates that the method invocation is 
?lterable. 

16. A computer program product according to claim 15 
Wherein the ?lterable server invocation class code comprises 
program code that calls the generic marshal and unmarshal 
methods and invokes the ?lter. 

17. A computer program product according to claim 15 
Wherein the distributed object system comprises an object 
request broker and the program code for examining the 
request comprises program code in the object request broker 
Which instantiates the server invocation object. 

18. A computer program product according to claim 17 
Wherein the request contains a subcontract ID identifying 
Whether the method invocation is ?lterable and Wherein the 
program code for examining the request comprises program 
code for examining the subcontract ID to determine Whether 
the method invocation is ?lterable. 
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19. A computer program product according to claim 18 
Wherein the program code for examining the request com 
prises program code for con?guring the subcontract ID to 
specify a ?lterable quality of service. 

20. A computer program product according to claim 15 
Wherein the generic server invocation class code comprises 
program code for instantiating a generic server invocation 
object that contains a marshal buffer and request ID ?eld. 

21. A computer program product according to claim 15 
Wherein the program code for constructing a ?lter comprises 
program code for constructing a transform ?lter Which 
executes programmer speci?ed code after the ?lter, and 
Wherein the request has a header and Wherein the computer 
program product further comprises program code for skip 
ping marshaling of the header When the transform ?lter is 
enabled. 


