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Correspondence Address; For increasing the safety monitoring of a plant With several 
ANTONELLI TERRY STOUT ANI) KRAUS functional units, such as a production plant, the invention 
SUITE 1800 provides a method, in Which each functional unit is indi 
1300 NORTH SEVENTEENTH STREET vidually monitored or checked by its oWn safety device, in 
ARLINGTON’ VA 22209 Which the safety devices constantly inform one another on 

their monitoring state and in the case of a malfunction of at 

( * ) Notice; This is a publication of a Continued pros- least one functional unit or safety device, at least one 
ecution application (CPA) ?led under 37 safety-relevant actuator is operated. For achieving this 
CFR 1_53(d)_ objective, an apparatus is so constructed that With each 

functional unit is associated its oWn safety device and that 
(21) Appl, N()_j 09/066,914 the safety devices are so interconnected that in the case of a 

malfunction of at least one functional unit or safety device, 
(22) Filed: Apr. 28, 1998 at least one safety-relevant actuator is operated. 
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METHOD AND APPARATUS FOR MONITORING A 
PLANT WITH SEVERAL FUNCTIONAL UNITS 

FIELD OF THE INVENTION 

[0001] The invention relates to a method and an apparatus 
for monitoring a plant having several functional units, such 
as a production plant. 

BACKGROUND OF THE INVENTION 

[0002] In a plant, such as a production plant, on Which the 
invention is based, it can be a question of one or more 
associated machines, such as eg robots. Amachine or robot 
comprises several different functional units, such as the 
poWer module of a control unit and an operating unit. In such 
a plant, several such machines can cooperate and be inter 
linked With said functional units. In addition, peripherals can 
be present, such as rails, on Which are moved the machines, 
such as robots, or a portal, Which moves the machines or 
robots along a “workpiece” to be machined, such as a ship. 

[0003] Hitherto in the case of control devices parallel 
emergency-off Wiring systems have been used, Which are 
implemented in relay technology. Problems have arisen in 
connection With the safety With programming hand-operated 
equipment (operating units), Whose ?exible connecting 
cables are exposed to many actions, so that it is not possible 
to reliably exclude short-circuiting betWeen emergency-off 
lines. The necessary tWo-channel or duct nature also makes 
the cable stiff, thick and heavy. Parallel-Wired safety circuits 
are designed in application-speci?c manner and offer no 
?exibility. Functional changes are only possible through 
reconstruction. Emergency-off loops and operator protection 
loops are admittedly extendable, but do not offer the possi 
bility of a diagnosis, if a signal generator is opened in the 
safety circuit of a machine control. In addition, it is di?icult 
to monitor and maintain such safety devices and the large 
number of participating contacts of the safety logic has a 
negative in?uence on operating safety and reliability. 

[0004] Therefore the problem of the invention is to pro 
vide a method and an apparatus, by means of Which in 
simple, easily monitored manner it is possible to bring about 
an increase in safety in a complex plant, of the type 
described hereinbefore. 

SUMMARY OF THE INVENTION 

[0005] According to the invention said problem is solved 
by a method of the aforementioned type, Wherein each 
functional unit is individually checked or monitored by its 
oWn redundant, tWo-channel safety devices, the safety 
devices continuously inform one another about their inspec 
tion state and in the case of a malfunction of at least one 
functional unit or safety device, a safety-relevant actuator is 
operated. In a device according to the invention With each 
functional unit is in each case associated its oWn redundant, 
tWo-channel safety device and the safety devices are so 
interconnected that in the case of a malfunction of at least 
one functional unit or safety device, they operate at least one 
safety-relevant actuator. 

[0006] The invention provides a distributed safety logic, in 
Which each safety device has all the necessary saftey func 
tions, Which permits a high quality diagnosis. The safety 
devices are connected or communicate With one another, so 
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that they can monitor one another and a safety device is able 
to detect the failure of another such device and can therefore 
emit a safety-relevant signal for operating an actuator. 

[0007] According to a ?rst, preferred embodiment, the 
safety devices have a controller core and an interface Wiring. 
As a result the safety devices can be constructed in a very 
simple and easily monitorable manner. 

[0008] According to a preferred development, the safety 
devices serially communicate or are interconnected With one 
another. As a result of the serial connection, parallel Wiring 
is rendered super?uous. Necessary cable cross-sections can 
be reduced, Which is in particular very advantageous for 
portable equipment, such as operating or programming 
hand-operated equipment. 
[0009] According to another preferred embodiment, the 
safety devices communicate With one another by means of 
a ring protocol or said safety devices are interconnected in 
a ring. Thus, the complete safety mechanism can be ran 
domly extended in a simple manner. If eg the plant receives 
further functional units, the associated safety devices can be 
readily, easily integrated. This ensures a simple, easily 
monitorable adaptability to different plants. Addressing can 
take place physically by placing in the bus. A reliable 
reaction is immediately attainable on extending the ring 
protocol. 
[0010] It is possible for each safety device to have at least 
one microprocessor. According to a preferred further devel 
opment, each safety device has at least tWo microprocessors. 
According to other preferred developments, each safety 
device has diagnostic inputs and in particular said diagnostic 
inputs are synchroniZed With test sWitching cycles of the 
safety-relevant inputs or the safety devices continuously 
perform a diagnosis of the functional units associated With 
them and consequently the plant. This makes it possible to 
localiZe signal generators, Which have emitted a safety 
relevant signal. It is also possible to carry out a permanent 
monitoring and diagnosis of the complete plant. 

[0011] According to another preferred development, 
microprocessors contained in the safety devices cyclically 
check their processor image and the result calculated there 
from and/or the content of memories and in particular the 
correct connection and function of the signal inputs and 
signal generators is checked. Because of the redundant 
design of the safety devices in the aforementioned manner, 
the microprocessors can cyclically check one another and 
the surrounding hardWare and simultaneously the program 
Which is running can be checked for consistency. The 
content comparison of the processors takes place over the 
complete ring in the case of a ring protocol. 

[0012] According to further developments of the appara 
tus according to the invention, each safety device has at least 
one safety-relevant output and/or each safety device has 
several safety-relevant inputs. 

[0013] The complete safety structure becomes simple and 
very inexpensive if, according to a further development, the 
safety devices are constructed identically and preferably the 
basic softWare integrated into the identical safety devices is 
also identical and adaptations take place solely by means of 
softWare components or sWitches. 

[0014] The method and apparatus according to the inven 
tion offer signi?cant advantages. The ring structure of the 
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complete monitoring device is only closed When all the 
functional units and their associated, individual safety 
devices are operating. Communication is interrupted, if a 
safety device indicates a malfunction. When such a lasting 
fault occurs, a disconnection takes place and the complete 
system passes into a safe state. 

[0015] Further advantages result from the decentraliZed 
structure achieved by the invention Which, as stated, is 
?exibly eXtendible, but still achieves reliable operating 
safety With limited space demands and costs. Wiring costs 
are minimiZed as a result of the inventive solution and 
diagnostic possibilities are improved. The safety devices 
according to the invention can be easily integrated into 
eXisting equipment. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] Further features of the invention can be gathered 
from the claims and folloWing description of a preferred 
embodiment of the invention, With reference to the attached 
draWings, Wherein shoW: 

[0017] FIG. 1 A diagrammatic structure of an inventive 
safety device on a plant to be monitored. 

[0018] FIG. 2 A diagrammatic representation of a safety 
device on the apparatus according to the invention. 

[0019] FIG. 3 A diagram of the operating states of the 
inventive apparatus ensured by the invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0020] An inventive apparatus is used for monitoring a 
plant A, such as a production plant. Such a plant e.g. has a 
poWer module 1, Which contains the poWer electronics and 
mechanical components of a machine or robot. With the 
poWer module 1 is associated a control unit, Which contains 
the signal electronics for controlling the poWer module 1 and 
can be constructed as a purely hardWare circuit or in desired 
grading or stepping With softWare elements, up to a pure 
computer control. In the case of a robot, noWadays the poWer 
module 1 and control unit 2 are generally physically and 
spatially separated. Aplant, on Which the invention is based, 
can also have an operating unit 3, Which can eg be a 
programming hand-operated equipment, Which in the spe 
ci?c case can be used for programming a robot, such as the 
control unit 2, and in such a case is physically and spatially 
separated therefrom. 

[0021] Such a plant can also have peripheral units 4, 5, 
such as eg a moving device for the poWer module 1 or eg 
in shipbuilding a portal on Which are placed several poWer 
modules 1. 

[0022] According to the invention, each of the functional 
units 1 to 5 has associated With it a separate safety device 
6.1-6.5, Which are advantageously identically constructed 
and therefore solely given the reference numeral 6 in FIG. 
2. A safety device 6 has at least tWo microcontrollers. The 
latter have sufficient integrated RAMs or ROMs and at least 
one serial connection (point). Thus, the tWo-channel nature 
of the safety circuits can be maintained up to the evaluation. 
The tWo channels of the redundant system are constantly 
compared. As a function of the particular use, a different 
interface Wiring is provided. By means of incoming and 
transferring interfaces or lines 7, 8, the safety devices 
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6.1-6.5 are interconnected. The connection is preferably 
constructed in a ring structure With outgoing and return lines 
7, 8. 

[0023] Apart from the serial connections or lines 7, 8, the 
inventive safety device 6 has for connection to the other 
safety devices safety-relevant inputs 10-14, Which are con 
nected to the particular functional unit and individual oper 
ating elements thereof and are used for introducing safety 
relevant signals. Safety-relevant inputs either 
unconditionally introduce a stop or are the condition for 
such a stop. The inputs 11-14 are duplicated, so that each 
microcontroller has an independent input With identical 
function. There can also be inputs Without a safety function. 
They are also referred to as diagnostic inputs and have 
different signi?cances on the tWo controllers. All the safety 
relevant inputs 11-14 are evaluated in parallel by the tWo 
microcontrollers. One input can be connected to an agree 
ment or consent key, another to an emergency-off key and 
another to a selection key for test or automatic operation. 
There is also an input for the connection of further operator 
protection devices. There is no need for all the inputs to be 
present in each functional unit. Thus, the ?rst-mentioned 
inputs hereinbefore are in particular present in the operating 
unit, Whereas the last-mentioned input (operator protection) 
is located in the poWer unit or individual peripheral units. 

[0024] Local Emergency-off=LNA. 

[0025] This is the input for local emergency-off, Which is 
initiated by operating the robot emergency-off on the KCP or 
by another emergency-off condition. In all circumstances it 
leads to the stopping and poWer release of the robot and 
complete plant in Which said robot is integrated. 

[0026] External Emergency-off Request=eNAA. 

[0027] This input leads to the disconnection of the robot 
under all conditions. The emergency-off request is in this 
case not passed on to the plant, because this Would lead to 
the locking thereof. 

[0028] Operation Protection=BS. 

[0029] The operator protection input locking (for technical 
protection measures) only stops the safety cell. The safety 
cell is here understood to mean the area Which can be 
traversed under endangering conditions by kinematics. In 
the case of a robot cell, it is eg the robot Working area 
bounded by a protective fence, as Well as additional shafts 
Which can perform dangerous movements. The operator 
protection is active When the control is operating in the 
automatic mode. The pending operator protection signal is 
tantamount to the closed protective fence of the safety cell. 

[0030] 1. Quali?ed Input 1 (Test/Auto)=QE1. 

[0031] The input 13 for test/automatic is a qualifying 
signal. In the test mode the operator protection is discon 
nected and instead the consent key is active. In the automatic 
mode the operator protection is active, but the consent keys 
are not interrogated. The safety cell can either be in the test 
mode or in the automatic mode. Neither the tWo modes 
simultaneously, nor no mode are possible. The closed-circuit 
current principle is difficult to maintain here, because both 
settings are active settings. It is therefore appropriate to use 
antiparallel levels. The signal for the microcontrollers is fed 
in once as automatic and once as/automatic. Hereinafter in 
place of the term/automatic, the term test is used. 
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[0032] 2. Qualifying Input 2=QE2. 

[0033] The same applies for input 14 as for input 1 and 
said input 14 is used for controls requiring a bridging of the 
operator protection in the test mode. On bridging the pro 
tective device in the automatic mode, the cell is shut doWn 
if the operator protection is damaged. 

[0034] There are also outputs 15, 16 Which, if used, 
control safety-relevant actuators and consequently serve to 
shut doWn the plant or move the same into a safe state. 
Informal inputs 17 are constructed in single-channel manner. 
The complete safety netWork is also suppliable With external 
voltage. Thus, each safety device 6 requires its oWn voltage 
supply. For this purpose a voltage supply is laid With the 
communication line. The rated voltage of this voltage supply 
is 24 V. Each core has its oWn logic voltage generation. 

[0035] Safety-relevant Outputs 
[0036] Safety-relevant outputs are those Whose correct 
function is vital for the disconnection of the plant poWer. 

[0037] Drives On=AE 

[0038] The safety-relevant outputs include the control for 
the netWork protection of the drives by the drives on signal. 
This output is present on each safety device and is safe. 

[0039] Emergency-off=NA 
[0040] The function of the emergency-off output is to loop 
a local emergency-off request into the emergency-off loop of 
a complete plant. To obtain potential-free contacts, the node 
is designed With a safe relay combination. 

[0041] Operator Protection=BS 

[0042] Operator protection is understood to mean devices 
for protecting the operator, including protective fences, their 
monitoring means and, independently of the mode, also the 
consent sWitch. All outputs of such devices are combined in 
the node. The function of the operator protection output is to 
make operator protection damage effective for participating 
plant parts. To obtain potential-free contacts, a safe relay 
combination can be connected to the node. 

[0043] In addition, informal or control inputs and inform 
outputs are provided: 

[0044] 
[0045] Informal or control inputs 17 are those Which are 
necessary for the correct operation of the robot. These inputs 
are not safety-relevant and can be freely used. They merely 
make available information for diagnostic purposes. The 
inputs are synchroniZed With the test sWitching cycles of the 
safety-relevant signals. Thus, also interlinked emergency-off 
keys can be introduced betWeen the contacts. 

[0046] Drives Activate=AA 

Informal Inputs 

[0047] The signal “drives activate” is a pulse, Which is 
intended to sWitch on the drives, When not prevented by a 
safety request. This signal must not be kept permanently 
active. 

[0048] Drives Release=AF 

[0049] The “drives release” signal has the function of 
disconnecting the drives by removal or preventing sWitching 
on. 
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[0050] Emergency-off Protection 
Info=Bsi 

Info=NAi/ Operator 

[0051] A local emergency-off or operator protection loop 
can be tapped With these inputs betWeen the contacts, in 
order in the case of an interruption to obtain information on 
the location of the safety request. 

[0052] 
[0053] Informal outputs are those Which output in order to 
represent the status of the safety netWorks. Informal outputs 
can be combined into a register interface. On connecting a 
control computer, Which contains no safety-relevant actua 
tors, safety-relevant outputs can also be used for information 
purposes. 

[0054] 
[0055] The function of the emergency-off information is to 
indicate a local emergency-off request to a control or signal 
light. This signal is an OR link of all emergency-off condi 
tions With the exception of the signal: external emergency 
off request. 

[0056] 
[0057] The fault or error signal gives information as to 
Whether a fault has occurred Within the KU-SIBA netWork, 
Which has led to disconnection. 

[0058] In the poWer module 1, an output 15 of the safety 
device 6 is used as the “drives on” output for controlling a 
netWork protection. Thus, the possibility exists of directly 
initiating an emergency-off in the case of corresponding 
fault states. 

Informal Outputs 

I Emergency-off=iNA 

I internal Fault=iFi 

[0059] All information and states of the safety circuit of 
the control softWare are available to a safety device in the 
control unit 2. Here again an output has an emergency-off, 
so as to initiate the same in the control unit 2. 

[0060] A safety device 6.1 in an operating unit 3 mainly 
carries signal generators for emergency-off, mode selection 
and sWitching on and off the drives. A display can take place 
by means of control softWare and a display screen. 

[0061] Safety devices 6.4 and 6.5 in the peripheral units 4, 
5 can provide drive poWers for servosWitches integrated in 
a protection circuit and bind into the latter signal generators 
such as light curtains and additional emergency-off keys of 
extended kinematics. For display purposes, an identical 
safety device can be integrated into the corresponding 
control panels. 

[0062] FIG. 3 diagrammatically shoWs the operating 
states of the inventive safety devices. The operator protec 
tion can be opened or closed. It is possible to operate a 
consent key (yes) or not operate the same (no). An automatic 
or test operation can be selected. As is apparent from the list, 
during automatic operation, operation is only possible if the 
operator protection is closed. In the case of test operation, 
operation is possible With the operator protection opened 
and closed, but only if simultaneously the consent key is 
operated. The operating states can be extended With respect 
to further inputs, as a function of the intended use. 

[0063] In the safety devices 6, 6.1-6.5, there is initially a 
comparison of the local results of the tWo microcontrollers 
and a check for differences. If a difference exists, the 
variable “comparison failed” (Vf) is incremented. It indi 
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cates the number of communication cycles, in Which suc 
cessively the results of both channels have not coincided. If 
the results are consistent, Vf is reset or decremented. On 
exceeding betWeen the tWo channels the maximum permit 
ted channel delay time, de?ned by Vf-maX, then “emer 
gency-off” is initiated and the netWork is locked. 

[0064] The information channel used for the comparison is 
the same serial channel, Which is also used for the commu 
nication betWeen the safety devices. 

[0065] A comparison takes place during the running pro 
cess communication. One step corresponds to the data 
volume of a microcontroller. A sliding step is provided for 
the comparison being dependent on the position of the 
microcontroller of the safety device of the ?rst or last for 
each communication. In this step the input and output image 
is compared With that of the parallel microcontroller in the 
same safety device. 

[0066] Another comparison takes place at communication 
start or during an intermediate communication. A check is 
made as to Whether the comparison of the process images, 
as Well as the guidance of Vf cannot also take place in the 
neXt safety device. Thus, a comparison, during Which there 
is a type of intermediate communication, can only last tWo 
sliding steps. In the ?rst step each microcontroller transmits 
its oWn process data. The in each case second microcon 
troller of a safety device can noW be compared. The in each 
case ?rst microcontroller ?rstly notes the process image of 
the previous microcontroller and performs the comparison 
after the second sliding step. The Vf counter of this micro 
controller consequently applies to the safety core previously 
arranged in the safety circuit. 

[0067] This is folloWed by a link as the actual function of 
the safety circuit. Firstly an independent result is formed 
from the inputs of each individual safety device and the 
results of the other safety devices are taken into account in 
the local result prior to updating. TWo possibilities eXist for 
determining the output results. During the communication 
the complete process image can be interchanged and can 
consequently be linked in parallel in each of the total 
emergency-offs, but in different order. An implementing 
instruction can be transmitted. In this instruction all the 
safety devices link their results and all outputs are sWitched 
on the basis of this instruction. 

[0068] Different types of safe stopping are differentiated. 
The emergency-off function can be initiated by different 
signal generators. All the connected signal generators are 
connected in tWo-channel manner. On releasing the emer 
gency-off locking an in?nite simultaneity betWeen the chan 
nels can be accepted. 

[0069] In the different modes, the emergency-off leads to 
different reactions. 

[0070] In the automatic mode the disconnection of the 
netWork is delayed and safe. The initiated emergency-off is 
detected by the control and immediately there is an emer 
gency-off stop ramp With Which the robot remains on the 
programmed path. The robot stops at a calculated point. 

[0071] In test operation the poWer supply is immediately 
disconnected in the case of an emergency-off request. The 
release for drives remains active for as long as no drive 

May 2, 2002 

faults occur. Thus, the robot is brought With the shortest 
possible stopping distance and therefore most quickly into 
the safe state. 

[0072] The operator protection noW moves the local plant 
into the safe state. The operator protection must be linked 
With different signals in the different modes: 

[0073] BS-release=guard 
depressed+test operation. 

closed+automatic+consent 

[0074] The operator protection alWays acts in undelayed 
manner on the poWer disconnection via the main protection 
means. The disconnection reaction of the machine or robot 
is such that the shortest stopping distances are alWays 
obtained. 

[0075] Communication betWeen the safety devices takes 
place serially and passes through both microcontrollers, so 
that each microcontroller is able to make available to the 
other controller, via the communication ring, the process 
image for comparison purposes. The communication is used 
for the comparison of the channels in the case of tWo 
channel inputs and for deterministic updating of the output 
image on the total bus. Each communication takes place in 
sliding steps. One step corresponds to the data volume of a 
microcontroller. The ?rst or last sliding step per communi 
cation is provided for the comparison, or other sliding steps 
being used in order to determine the total process image of 
the netWork in the individual safety devices. Process images 
are only taken from others, Which are identically transmitted 
by their tWo controllers. 

1. Method for monitoring a plant With several functional 
units, such as those of a production plant, Wherein each 
functional unit is individually checked by its oWn redundant, 
tWo-channel safety devices, the safety devices continuously 
inform one another on their monitoring state and in the case 
of a malfunction of at least one functional unit or safety 
device, at least one safety-relevant actuator is operated. 

2. Method according to claim 1, characteriZed in that the 
safety devices serially communicate With one another. 

3. Method according to claim 1 or 2, characteriZed in that 
the safety devices communicate With one another by means 
of a ring protocol. 

4. Method according to claim 1 or 2, characteriZed in that 
the safety devices continuously perform a diagnosis of the 
functional units associated thereWith and consequently the 
plant. 

5. Method according to claim 1 or 2, characteriZed in that 
microprocessors contained in the safety devices cyclically 
check their processor image and the result calculated there 
from and/or the content of memories. 

6. Method according to claim 1 or 2, characteriZed in that 
the correct connection and function of signal inputs and 
signal generators is checked. 

7. Apparatus for monitoring a plant (A) With several 
functional units (1-5), such as a production plant, Wherein 
With each functional unit (1-5) is in each case associated its 
oWn redundant, tWo-channel safety device (6, 6.1-6.5) and 
the safety devices (6, 61-65) are so interconnected that in 
the case of a malfunction of at least one functional unit (1-5) 
or safety device (6, 61-65), they operate at least one 
safety-relevant actuator. 

8. Apparatus according to claim 7, characteriZed in that 
the safety devices (6, 61-65) have a controller core and an 
interface Wiring. 
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9. Apparatus according to claim 7 or 8, characterized in 
that the safety devices (6, 6.1-6.5) are serially intercon 
nected. 

10. Apparatus according to claim 7 or 8, characteriZed in 
that the safety devices (6, 61-65) are interconnected in a 
ring. 

11. Apparatus according to claim 7 or 8, characteriZed in 
that each safety device has at least one rnicroprocessor. 

12. Apparatus according to claim 11, characteriZed in that 
each safety device (6, 61-65) has at least tWo rnicropro 
cessors. 

13. Apparatus according to claim 7 or 8, characteriZed in 
that each safety device has at least one safety-relevant output 

(15, 16). 
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14. Apparatus according to claim 7 or 8, characteriZed in 
that each safety device has several safety-relevant inputs 
(11-14). 

15. Apparatus according to claim 7 or 8, characteriZed in 
that each safety device (6, 6.1-6.5) has diagnostic inputs 
(17). 

16. Apparatus according to claim 15, characteriZed in that 
the diagnostic inputs (17) are synchroniZed With test sWitch 
ing cycles of the safety-relevant inputs (11-14). 

17. Apparatus according to claim 7 or 8, characteriZed in 
that the safety devices (6, 61-65) are identically con 
structed. 


