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METHOD FOR A NETWORK MANAGEMENT 
SYSTEM FOR PROCESSING EVENT 

INFORMATION, AS WELL AS MANAGEMENT 
OBJECT, DISCRIMINATOR OBJECT AND 

MANAGED OBJECT FOR IT 

BACKGROUND OF THE INVENTION 

[0001] The present invention concerns a method for a 
network management system for the transmission of event 
information as Well as a discriminator object, a management 
object, and a managed object for it. 

[0002] The invention is based on a priority application DE 
100 49 609.1 Which is hereby incorporated by reference. 

[0003] In a netWork management system for a computer 
netWork With a so-called open system architecture, for 
example, a telecommunications netWork, upon the occur 
rence of an event the systems managed by the netWork 
management system, the so-called managed objects, Which 
represent, for example, a sWitching centre, a router or a 
netWork service, spontaneously send event noti?cations to at 
least one system managing them, a so-called management 
object. The event noti?cations relate, for example, to a fault 
in the managed object, the exceeding of a limiting value or 
the alteration of the con?guration status of the managed 
object. The management object, for example, the computer 
of a netWork management centre or a netWork management 
process executed by a computer, displays the spontaneous 
event noti?cations, on an operator interface for example and, 
for the purpose of remedying a fault condition, for example, 
sends control commands to the system to be controlled, i.e., 
the computer netWork and/or the managed object. 

[0004] Depending on the responsibility or design of a 
management object, hoWever, not all spontaneous event 
noti?cations Which can potentially be sent by a managed 
object are relevant to the respective management object. For 
this reason the event noti?cations are preprocessed, in a 
solution knoWn from the ITU Recommendation X734 
(ITU = International Telecommunication Union), by so 
called event forWarding discriminators An EFD 
receives event noti?cations sent from one or more managed 
objects and, on the basis of ?lter criteria, knoWn as a 
“discriminator construct”, ?lters out those event noti?ca 
tions Which are irrelevant to the management object. The 
spontaneous event noti?cations ful?lling the ?lter criteria, 
Which are relevant to the management object, are sent by an 
EFD as so-called event reports to the respective manage 
ment object. 

[0005] The term event noti?cations refers to noti?cations 
Which are sent spontaneously upon the occurrence of an 
event, Whereas event status messages relate to events Which 
may already have occurred a relatively long time ago. The 
general term “event information” denotes event noti?cations 
and event status messages. Event statuses and event noti? 
cations relate not only to normal object attributes, such as 
“operational” or “non-operational”, but also, for example, to 
so-called environmental alarms for indicating, eg a ?re 
alarm. 

[0006] An EFD only forWards to the management object 
event noti?cations Which are sent spontaneously by the 
managed object upon the occurrence of an event. If, for 
example, a management object and an EFD assigned to it are 
operated on different computer systems, hoWever, the trans 
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mission of the event noti?cations can be interrupted tem 
porarily, eg due to a poWer overload or a connection fault, 
so that spontaneous event noti?cations are lost and the 
management object no longer knoWs the instantaneous event 
status of the respective managed object. The management 
object could interrogate, for example, a so-called log register 
in Which the respective event noti?cations are entered, eg 
in the sequence of their entry. HoWever, the management 
object Would then have to expend resources on deriving a 
current event status of the managed object from What are 
only historically recorded event noti?cations. 

SUMMARY OF THE INVENTION 

[0007] The object of the present invention, therefore, is to 
optimiZe, in a netWork management system, the processing 
of event information Which a management object requires 
from a managed object. 

[0008] This object is achieved by a method for a netWork 
management system for processing event information the 
method comprising: 

[0009] at least one object managed by a management 
object forWards event information; 

[0010] determining on the basis of ?lter criteria, 
Which of the event information relates to events to be 
sent to the management object; 

[0011] the management object or a time-controlled 
control program sends to a discriminator object a 
?rst request message for the purpose of querying at 
least one event status of the at least one managed 
object; 

[0012] the discriminator object sends a second 
request message to the at least one managed object 
for the purpose of querying the at least one event 

status; 

[0013] the at least one managed object provides noti 
?cation of the at least one event status to the dis 
criminator object; and 

[0014] the discriminator object checks the at least one 
noti?ed event status on the basis of the ?lter criteria 
and reports it to the management object if the at least 
one event status relates to an event Which is relevant 
to the management object. 

[0015] This object is achieved by a discriminator object 
for a netWork management system for processing event 
information, Which comprises receiving means for receiving 
event information Which is sent by at least one object 
managed by a management object and assigned to the 
discriminator object, and Which comprises ?lter means, 
functioning on the basis of ?lter criteria, for determining the 
event information Which relates to events to be sent to the 
management object, Wherein 

[0016] the receiving means are designed for receiv 
ing a ?rst request message sent by the management 
object or a time-controlled control program for the 
purpose of querying at least one event status of the 
at least one managed object, 

[0017] the discriminator object comprises sending 
means for sending a second request message to the at 
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least one managed object for the purpose of querying 
the at least one event status, 

[0018] the receiving means are designed for receiv 
ing the at least one event status noti?ed to the second 
request message, and 

[0019] the sending means and the ?lter means are 
designed so that the discriminator object can check 
the at least one event status on the basis of the ?lter 
criteria and report it to the management object if the 
at least one event status relates to an event Which is 
relevant to the management object. 

[0020] This object is achieved by a management object for 
a netWork management system for processing event infor 
mation, the management object comprising receiving means 
for receiving event messages Which relate to events of at 
least one object managed by the management object, 
Wherein 

[0021] the receiving means are designed for receiv 
ing a report, sent by a discriminator object, concern 
ing at least one event status of the at least one 
managed object, and 

[0022] the comprises storage means for storing the at 
least one event status of the at least one managed 
object. 

[0023] This object is achieved by a managed object, for 
processing event information in a netWork management 
system, Which comprises sending means for forwarding 
event information, characteriZed in that it comprises storage 
means for carrying at least one event status, it comprises 
receiving means for receiving a (second) request message, 
sent by a discriminator object, for the purpose of querying 
the at least one event status and the sending means are 
designed for sending the at least one event status to the 
discriminator object. 

[0024] The invention is based on the concept that a 
management object can query a current event status of at 
least one managed object from a discriminator object, eg on 
the basis of an operator command. The management object 
can be, for example, a netWork management computer or a 
network management program With one or more processes 
executed on a computer. The querying of the event status can 
also be initiated by a time-controlled control program, 
assigned to the discriminator object or the management 
object, Which, for example, cyclically updates an event 
status stored in the management object. The discriminator 
object, Which is formed by a discriminator computer, but 
preferably by a process or a group of processes executed by 
a computer, interrogates the respective managed object, 
representing, for example, a sWitching centre or a service, 
for its event status. For this purpose there is operated in the 
memory of the managed object an event mirror Which 
re?ects the event status of the managed object. Entered in 
the event mirror, for example, are Whether a function is 
faulty or operational or Which con?guration data have just 
been loaded. The managed object noti?es the discriminator 
object of its event status. On the basis of ?lter criteria, the 
discriminator object ?lters the event status noti?ed by the 
managed object and forWards to the management object only 
that portion Which relates to events relevant to the manage 
ment object. 
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[0025] The discriminator object, advantageously, reports 
to the management object only those events Which indicate 
the current status of the at least one managed object. If an 
event is superseded by a neW event, for example, if a fault 
or a limiting value infringement no longer exists, it is not 
reported to the management object. 

[0026] In a variant of the invention, the discriminator 
object ?lters out superseded events Whereas, in another 
variant, the at least one managed object already sends to the 
discriminator object only those event noti?cations Which 
relate to a current status. Mixed forms of these tWo variants 
are easily realiZable. 

[0027] The discriminator object can report the at least one 
event status directly to the management object, for example, 
by means of its address, Which it has speci?ed in the request 
message for the purpose of querying the event status. It is 
also possible, hoWever, for the discriminator object to report 
the at least one event status to the management object via a 
forWarding object, eg via the initially mentioned event 
forWarding discriminator (EFD) according to the ITU Rec 
ommendation X734. The EFD then, for example, enters in 
the respective event messages, by means of an assignment 
table, the physical address of the management object Which 
is assigned to a logical address prede?ned by the discrimi 
nator object in the respective event message. 

[0028] In a further variant of the invention, the discrimi 
nator object reports to the management object not only a 
queried event status but also event noti?cations sent spon 
taneously by the at least one managed object upon the 
occurrence of an event. The discriminator object according 
to the invention thus also performs, for example, the func 
tions of the initially mentioned event forWarding discrimi 
nators. 

[0029] At least one applicable ?lter criterion can be 
respectively assigned to a discriminator object according to 
the invention. It is also possible, hoWever, for the ?lter 
criteria to be respectively applied by the discriminator 
object, for example, the initially mentioned “discriminator 
construct”, to be individually determinable by the manage 
ment object. For this purpose, the respectively applicable 
?lter criteria for an event report can be sent to the discrimi 
nator object by the management object. In addition, the 
management object could also send an identi?er by means of 
Which the discriminator object can determine the ?lter 
criteria to be used. 

[0030] In a preferred variant of the invention, the man 
agement object addresses the request message to the dis 
criminator object With an object name from Which criteria 
are determinable, particularly ?lter criteria to be used for the 
thus queried event report. From the point of vieW of the 
management object or objects, there are thus several sepa 
rate logical discriminator objects, each denoted by an indi 
vidual object name. Depending on the object name With 
Which the discriminator object is, as it Were, “spoken to ”, 
it interrogates one or more managed objects and then applies 
the respective ?lter criteria to the respectively noti?ed event 
statuses. 

[0031] It is then advantageous if there is connected ahead 
of the discriminator object a request manager Which for 
Wards to the discriminator object, via a transmission channel 
assigned to the object name used, preferably a so-called 
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logical transmission channel, a request message sent by the 
management object. The discriminator object determines, by 
means of the transmission channel used by the request 
manager, the managed objects to be interrogated for the 
purpose of processing the request message and/or the ?lter 
criteria to be applied. 

[0032] It is also possible, in principle, for the request 
manager to send to the discriminator object on a common 
transmission line the request messages Which contain the 
different object names as address information and to add to 
the respective request message the ?lter criteria to be applied 
or an identi?er concerning Which ?lter criteria are to be 
applied. 

[0033] In any case, by means of the various object names, 
a single discriminator object can, as it Were, simulate 
different logical discriminator objects or discriminator 
agents and is thus universally applicable. 

[0034] It is understood that any combinations of the mea 
sures indicated in the sub-claims, as Well as in the descrip 
tion, are possible. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0035] The invention and its advantages are described 
beloW With reference to an embodiment eXample and With 
the aid of the draWing. 

[0036] FIG. 1 shoWs a schematic arrangement for eXecu 
tion of the method according to the invention, With man 
agement objects M01, M02, discriminator objects D01, 
D02, managed objects V01, V02 and VO3 and a request 
manager RM. 

[0037] FIG. 2 shoWs schematically, and eXemplarily for 
the managed objects V01, V02, V03, the managed object 
V01. 

[0038] FIG. 3 shoWs schematically, and eXemplarily for 
the discriminator objects D01 and D02, the discriminator 
object D01. 

[0039] FIG. 4 shoWs schematically, and eXemplarily for 
the management objects M01, M02, the management object 
M01. 

[0040] 
[0041] 

FIG. 5 shoWs the request messages AN 1 and AN2. 

FIG. 6 shoWs the request messages AN3 and AN4. 

DETAILED DESCRIPTION 

[0042] FIG. 1 shoWs a telecommunications netWork NW 
With servers SV2 and SVl of a netWork management 
systems NMS With an open system architecture, as Well as 
netWork facilities SW1, SW2 and SW3 Which are, for 
eXample, sWitching centres, routers or service computers for 
the provision of services of an intelligent netWork (IN). The 
netWork facilities SW1, SW2 and SW3 are each managed, 
maintained and operated through the netWork management 
system NMS. The telecommunications netWork NW also 
comprises other facilities Which are not represented, for 
eXample, further netWork facilities or terminals serviced by 
the netWork facilities SW1, SW2 and SW3. The netWork 
facilities SW1, SW2 and SW3 are represented by so-called 
managed objects V01, V02 and VO3 respectively. In the 
present case, the managed objects V01, V02, V03 are 
processes or groups of processes Whose program code is 
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executed by the server SV2 and Which preprocess the event 
information sent to the netWork management system NMS 
by the netWork facilities SW1, SW2 and SW3. Moreover, 
the netWork facilities SW1, SW2 and SW3 can be controlled 
via the managed objects V01, V02, V03. The managed 
objects V01, V02, V03 are, for eXample, so-called proxy 
agents Which simulate the netWork management system 
NMS, at least in respect prede?ned attributes. AproXy agent 
converts the instructions sent by the netWork management 
system NMS so that they are understood by the managed 
netWork facilities SW1, SW2 and SW3. The managed 
objects V01, V02, V03 can also represent only de?ned 
attributes of the netWork facilities SW1, SW2 and SW3, for 
eXample, their alarms. 

[0043] It is also possible, hoWever, for separate managed 
objects to be respectively provided for the purpose of 
controlling the netWork facilities SW1, SW2 and SW3 and 
processing event information from them. Further objects, 
similar to the managed objects V01, V02, V03, could be 
provided to represent a netWork service or other resource of 
the telecommunications netWork NW. Moreover, several 
managed objects could be assigned to a resource and rep 
resent the latter differently. For eXample, the managed object 
VOl could represent the alarms of the netWork facility SW1 
and the managed object VO2 could represent its measured 
values or its currently loaded con?guration data. The man 
aged objects VOl, V02, V03 could also be formed directly 
through the netWork facilities SW1, SW2 and SW3 respec 
tively, or be processes eXecuted by the latter. 

[0044] For the purpose of management, operation and 
maintenance of the managed objects V01, V02, V03, 
management objects M01, M02 are provided Which are 
designed as processes or groups of processes eXecuted by 
the server SVl. It is also possible that the server SVl itself 
forms a management object or that each of the management 
objects M01, M02 is a process eXecuted by a separate 
computer of the netWork management system. Additionally 
provided in the server SVl in the present case is an operator 
interface UI via Which events noti?ed by the netWork 
facilities SW1, SW2 and SW3, for eXample, the infringe 
ment of a limiting value or an activation of neWly loaded 
con?guration data, is output on a display device, for 
eXample a monitor, as Well as being output acoustically. An 
operator can also send commands to the netWork facilities 
SW1, SW2 and SW3 for the purpose of controlling them, for 
eXample, to activate or deactivate a connection. 

[0045] The servers SVl and SV2, Which are not repre 
sented in greater detail, are computers or computer netWorks 
Which are operated by a UNIX operating system or a 
WindoWs NT operating system. The servers SVl and SV2 
comprise sending and receiving means, for eXample, LAN 
or WAN interface cards, modems or the like, by means of 
Which data can be sent and received. There are also respec 
tively provided storage means, for eXample, hard disks and 
RAM chips, as Well as control means, for eXample, a 
processor or a cluster of processors respectively. Such a 
control means eXecutes commands of an operating system 
Which is stored in the storage means. Additionally stored in 
the storage means are program code sequences of program 
modules Which are eXecuted by the control means and 
control the functions of the servers SVl and SV2. In the 
server SVl, such program modules are the management 
objects M01 and M02 and the operator interface UI and, in 
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the server SV2, for example, the managed objects V01 to 
V03. The sending and receiving means, control means and 
storage means of the servers SV1 and SV2, and their 
respective internal interconnections, are not represented in 
FIG. 1. 

[0046] The netWork facilities SW1 and SW2 send event 
information to the managed objects V01 and V02 respec 
tively via connections VS11 and VS12 respectively. 

[0047] The netWork facilities SW2 and SW3 send event 
information to the managed objects V02 and V03 respec 
tively via connections VS2 and VS3 respectively. The net 
Work facilities SW1, SW2 and SW3 thereby notify, for 
eXample, infringements of limiting values, their current 
system load or traf?c intensities of connections of the 
telecommunications netWork NW. The event information is 
sent, for eXample, as structured data, for eXample, by means 
of the basic encoding rules (BER) according to the de?ni 
tions of the International Telecommunication Union. The 
event information betWeen the netWork facilities SW1, SW2 
and SW3 and the managed objects V01, V02, V03 can 
also, hoWever, be so-called object-request-broker (ORB) 
objects, eg according to the CORBA speci?cation 
(CORBA = common object request broker architecture) of 
the 0MG (Object Management Group) or the DCOM speci 
?cation of the Microsoft company. The connections VS11, 
VS12, VS2, VS3 are represented in schematic form only and 
are preferably routed via a separate management netWork, 
for eXample, via a WAN (Wide-area network). 

[0048] Event information sent by the netWork facilities 
SW1, SW2 and SW3 is received by the managed objects 
V01, V02, V03, via sending and receiving means TRV, and 
stored in a storage means MEMV. In the present case, the 
sending and receiving means TRV and the storage means 
MEMV are designed as corresponding program functions of 
the managed objects V01, V02, V03. An image or a mirror 
MIRV of the events Which have occurred in the netWork 
facilities SW1, SW2 and SW3 is thus respectively stored in 
the managed objects V01, V02, V03. 

[0049] The managed objects V01, V02, V03, via con 
nections VV11, VV12 and VV2, VV3, provide noti?cation 
of the respective event information, as event information 
objects, to discriminator objects D01 and D02 respectively 
Which, in the present case, are likeWise designed as pro 
cesses or agents eXecuted by the server SV2. The discrimi 
nator objects D01, D02 receive the event information via 
sending and receiving means TRD and ?lter the event 
information on the basis of ?lter criteria K11, K12, K21, 
K22 by means of ?lter means FILD. In the present case, the 
sending and receiving means TRD and the ?lter means FILD 
are designed as corresponding program functions of the 
discriminator objects D01, D02, D03 and form service 
provision means for the provision of services for the man 
agement objects M01, M02. 

[0050] For eXample, the discriminator object D01 ?lters 
the event information originating from the managed object 
V01 and intended for the management object M01 on the 
basis of the ?lter criteria K11, and the event information 
originating from the managed object V02 and intended for 
the management object M02 on the basis of the ?lter criteria 
K12. The ?lter criteria K11, K12 and K21, K22 are attributes 
of the discriminator objects D01 and D02 respectively and 
are designated as, for eXample, discriminator constructs. The 
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?lter criteria K11, K12 and K21, K22 set the conditions to 
be ful?lled by the event information sent by the managed 
objects V01, V02, V03 if it is to be sent to the management 
objects M01, M02. The ?lter criteria K11, K12, K21, K22 
can be in the form of, for eXample, check tables to be applied 
by the ?lter means FILD or check functions to be called by 
the ?lter means FILD. In any case, the ?lter means FILD 
?lter out the event information relating to events Which are 
respectively irrelevant to the management objects M01, 
M02, a non-critical infringement of a limiting value or a 
cyclically noti?ed measured value being separated out, for 
eXample, Whereas a critical fault or another alarm is for 
Warded. 

[0051] Event information Which has not been ?ltered out 
is sent by the discriminator objects D01 and D02, via 
connections VD1 and VD21, VD22 respectively, to a request 
manager RM Which forWards the event information, via 
connections VR1 and VR2, to the management objects M01 
and M02 respectively. The discriminator object D01 enters 
in the event information sent by it only a logical address of 
the management objects M01, M02, Whereas a forWarding 
object EFD1, for eXample, an event forWarding discrimina 
tor (EFD) according to the ITU Recommendation X.734 
(ITU = International Telecommunication Union), Which is 
connected ahead of the discriminator object D01 toWards 
the request manager RM, enters in the respective event 
information a physical address assigned to the respective 
logical address. The discriminator object D02, on the other 
hand, already enters the necessary physical addresses With 
out involvement of a forWarding object. 

[0052] For the discriminator object D01, there can be 
provision Whereby, for eXample, it forWards to the forWard 
ing object EFD1 all event information, i.e., not only that 
intended for forWarding but also that to be ?ltered out, but 
adds to it “forWard” or “non-forWard” attributes determined 
on the basis of the ?lter criteria K11 and K12. 

[0053] It is also possible that a discriminator object at least 
partially duplicates event information sent by managed 
objects and forWards it multiply to management objects 
assigned to it. For eXample, the discriminator object D01 
could send event information noti?ed by the managed 
objects V01, V02 to each of the tWo management objects 
M01, M02. The discriminator object D01 receives the 
event information, for eXample, as input objects, and deter 
mines on the basis of the ?lter criteria K11 and K12 Which 
of the input objects are to be sent to the management object 
M01 and Which to M02. If necessary, the discriminator 
object D01 copies such an input object in order to send it to 
both the management object M01 and the management 
object M02. In any case, the discriminator object D01 adds 
to the input objects, as attributes, the logical addresses of the 
management objects M01, M02 respectively and then 
supplies them to the forWarding object EFD1. 

[0054] The management objects M01, M02 receive, via 
sending and receiving means TRM, the event information 
sent by the discriminator objects D01 and D02 and store the 
event information in, for eXample, event mirrors MIRM 
Which are provided in their storage means MEMO. In the 
embodiment eXample, the management objects M01, M02 
additionally store the event information in a databank DB of 
the server SV1. In addition, the management objects M01, 
M02 forWard the event information, for eXample, via inter 
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nal connections VMl, VM2, preferably in the form of 
inter-process connections, provided in the server SVl, to the 
operator interface UI for output for an operator. In the 
present case, the sending and receiving means TRM and the 
storage means MEMO are designed as corresponding pro 
gram functions of the management objects M01, M02. 

[0055] The connections VRl and VR2 are routed, for 
example, via a LAN (local area network) connecting the 
servers SVl and SV2. The connections VVll, VV12, VV2, 
VV3 as Well as VDl, VD21, VD22 are internal connections 
in the server SV2 Which are routed via physical but, in 
particular, via logical transmission channels and are estab 
lished, for example, through inter-process communication 
mechanism provided, for example, by the operating system 
of the server SV2. 

[0056] Data transmission on the connections VRl and 
VR2 is effected using, for example, the CMIP Protocol 
(Common Management Information Protocol) of the OSI 
(Open Systems Interconnection) or the TCP/IP-based 
Simple Network Management Protocol (= SNMP; TCP/IP = 
Transmission Control Protocol/Internet Protocol), each of 
Which is suitable for transmission of management informa 
tion. 

[0057] Provided that the depicted spontaneous transfer of 
event information through the netWork facilities SW1, SW2 
and SW3 to the management objects M01, M02 operates 
Without fault, the event status of the netWork facilities SW1, 
SW2 and SW3 are knoWn in the server SVl. If, for example, 
the connections VRl, VR2 fail brie?y due to a line fault, 
hoWever, event information spontaneously noti?ed by the 
netWork facilities SW1, SW2 and SW3 may possibly be lost. 

[0058] If the management objects M01, M02 receive, for 
example, from a monitoring process of the server SVl, not 
represented, a noti?cation that such a line fault is “Working”, 
i.e., is no longer present, they send request messages to the 
discriminator objects D01 and D02 to query the event 
statuses of the managed objects V01, V02, V03 in order 
thus, for example, to re-update their event mirror MIRM and 
the databank DB. 

[0059] The discriminator objects D01 and D02 respec 
tively thus form service objects and the management objects 
M01, M02 form request objects, the service objects pro 
viding services for the request objects. The management 
objects M01, M02 could also be designated as managers 
and the discriminator objects D01 and D02 as agents. 

[0060] It is also possible for commands to be sent from the 
operator interface UI to the management objects M01, M02 
Which initiate request messages directed to the discriminator 
objects D01 and D02. Furthermore, the discriminator 
objects DO and D02 and/or the managed objects V01, 
V02, V03 could notify the management objects M01, M02 
that a divergence has occurred betWeen the respective event 
mirrors MIRV and MIRM, Whereupon the management 
objects M01, M02 send corresponding request messages to 
the discriminator objects D01 and D02 for the purpose of 
querying the event status. 

[0061] In addition, request messages could be sent by a 
time-controlled control program provided in the server SVl 
and/or in the server SV2. The time-controlled control pro 
gram sends the request messages to the discriminator objects 
D01 and D02 at prede?ned times, for example, once hourly 

Apr. 11, 2002 

or on certain days of the Week. The time-controlled control 
program could be a so-called external scheduler, executed as 
a separate process, or, alternatively, an internal scheduler 
Which is, for example, integrated as a program function into 
the management object M01 or into the discriminator object 
D01. 

[0062] Using as an example the request messages ANl 
and AN2, With Which the management object MO1 requests 
from the discriminator object DO1 the respective event 
statuses of the managed objects VOl and VO2, a ?rst variant 
for the processing of such request messages is to be 
described beloW. The request messages ANl and AN2 are, 
for example, so-called “GET”, “EVENT REPORT” or 
“ACTION” messages, Which are de?ned Within the scope of 
the Common Management Information Services (CMIS), or 
are corresponding SNMP request messages. It is also pos 
sible for the request messages AN 1 and AN2 to be sent in 
other forms of objects, for example, in the form of CORBA 
objects. The objects can then be transmitted using the 
above-mentioned OMG-de?ned Internet Inter-Object 
Request Broker Protocol (IIOP), Which can be transmitted 
Within the scope of the TCP/IP (= Transmission Control 
Protocol/Internet Protocol). Moreover, the request messages 
ANl and AN2 could also be so-called remote-procedure 
calls (RPCs), With Which the management object MO1 calls 
the managed objects VOl and VO2 respectively, designed as 
processes or “procedures”, in the server SV2. 

[0063] The management object MO1 sends the request 
messages ANl and AN2, via the connection VRl, to the 
request manager RM Which receives the request messages 
ANl and AN2 by means of sending and receiving means, 
Which are not represented in greater detail and are in the 
form of, for example, program functions, and forWards them 
to the discriminator object DO1. In the request message 
ANl, “DON1” is speci?ed as an object name and, conse 
quently, as an address speci?cation for the discriminator 
object DO1, “DON ” being speci?ed as an object name and 
address speci?cation in the request message AN2. The 
object names DON1 and DON2 are assigned to the discrimi 
nator object D01 and are used for logical addressing of the 
latter. From the point of vieW of the management object 
MO1, there are thus tWo service objects: a discriminator 
object, designated by DON1, Which as a service queries the 
event status of the managed object VOl, and a discriminator 
object, designated by DON2, Which as a service queries the 
event status of the managed object VO2. Depending on the 
respectively requested service, the sending and receiving 
means TRM of the management object MO1 enter the object 
names DON1 or DON2 in the respective request message. 

[0064] The request manager RM determines, on the basis 
of the object names DON1 or DON2, for example, by means 
of an object-name-to-service-object assignment table and/or 
a prede?ned assignment algorithm, that the request mes 
sages AN 1 and AN2 are intended for the discriminator 
object DO1. Moreover, it is also possible for the request 
manager RM to insert in the request messages AN 1 and AN2 
an additional identi?er by means of Which the discriminator 
object DO1 can determine the service to be provided in each 
case. 

[0065] The discriminator object DO1 receives the request 
messages ANl and AN2 With its sending and receiving 
means TRD. On the basis of the object names DON1 and 
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DON2, Which serve as an identi?er, the discriminator object 
DO1 identi?es Which service it is to provide, namely, that it 
is to report the event statuses of the managed objects VO1 
and VO2 respectively to the management object MO1. A 
corresponding assignment of the object names DON1 and 
DON2 to a respective service to be provided is advanta 
geously stored in the con?guration data of the discriminator 
object D01. 

[0066] For the purpose of processing the request messages 
AN 1 and AN2, the discriminator object DO1 sends, via each 
of the connections VV11 and VV12 respectively, a query 
message to query the event status of the managed objects 
VO1 and VO2 respectively. The latter notify the discrimi 
nator object DO1, in single event status messages or in a 
coherent event status report, of the event statuses, stored in 
their respective event mirrors MIRV, of the netWork facili 
ties SW1 and SW2 respectively. It is also possible that the 
managed objects V01, V02 additionally send query mes 
sages to the netWork facilities SW1, SW2 for the purpose of 
querying their respectively current event states, for eXample, 
to query faults. 

[0067] The discriminator object DO1 receives the event 
status messages via its sending and receiving means TRD 
and, by means of the ?lter means FILD, checks Whether the 
event status messages relate to events Which are relevant to 
the management object M01. The ?lter means could apply 
the ?lter criteria K11 and K12, in the manner stated above, 
to ?lter the event status messages originating from the 
managed objects VO1 and VO2 respectively. The object 
names DON1 and DON2 Would then be identi?ers for 
determining the applicable ?lter criteria K11 and K12 
respectively, Which are a constituent part of the con?gura 
tion data for the discriminator object DO1. In the present 
case, hoWever, there are speci?ed in the request messages 
AN 1 and AN2 their oWn identi?ers IDK11 and IDK12 
respectively, Which the discriminator object DO1 instructs 
for the application of the ?lter criteria K11 and K12 respec 
tively for the event status messages noti?ed by the managed 
objects VO1 and VO2 respectively. There are also addition 
ally speci?ed in the request message AN2 further ?lter 
criteria K2A Which are to be used for ?ltering event statuses. 
For eXample, it can be determined in the ?lter criteria K2A 
that only alarm statuses, but no measurement values, of the 
managed object VO2 are to be reported to the management 
object M01. 

[0068] Further speci?cations, Which are not explained 
more fully, can also be contained in the request messages 
AN 1 and AN2, for eXample, the address of the management 
object MO1, Which serves as a destination address for the 
acknowledgement of the event statuses. 

[0069] If the event status message contains the status of an 
event Which is irrelevant to the management object MO1 it 
is ?ltered out, otherWise the event status is reported to the 
management object MO1 via the request manager RM. If 
necessary, the respective message is reformatted by the 
discriminator object DO1 into a message form Which is 
intelligible to the management object M01. 

[0070] In the present eXample, the managed objects VO1 
and VO2 each give noti?cation only of currently valid event 
statuses. In principle, the discriminator object DO1 could 
also check Whether a noti?ed event status is currently valid. 
For eXample, if measured values are to be transferred 
cyclically, it is possible to ascertain, on the basis of time 
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information added to a particular measured value, Whether a 
prede?ned transmission cycle for the measured value has 
been observed. 

[0071] The management object MO1 receives the event 
status messages or the event status reports from the dis 
criminator object DO1 via its sending and receiving means 
TRM and updates the respective events in its event mirror 
MIRM as Well as in the databank DB. Means can then be 
provided in the management object MO1 for checking the 
plausibility of the events, for eXample, time information 
appended to a noti?ed event status could be compared With 
time information recorded for a stored event status. In 
addition, the means for plausibility checking could deter 
mine a variation of a status of an event in the event mirror 
MIRM in relation to an event status noti?ed by the discrimi 
nator object DO1. If such a variation occurs, a Warning 
message, for eXample, is output to the operator interface UI 
and, in addition, a security query is sent to the managed 
object notifying the event status and/or the discriminator 
object, in Which the latter are instructed to check Whether the 
noti?ed variation of the event status is correct. 

[0072] Using as an eXample the request messages AN3 
and AN4, With Which the management object MO2 requests 
from the discriminator object DO2 the event statuses of the 
netWork facilities SW2 and SW3 respectively, a second 
variant for the processing of request messages sent by a 
request object to a service object is to be described beloW. 

[0073] The management object MO2 sends to the request 
manager RM the request messages AN3 and AN4, in Which 
the object names DON3 and DON4 respectively are speci 
?ed as logical addresses. From the point of vieW of the 
management object MO2, acting as a request object, there 
are thus tWo independent service objects DON3 and DON4. 
The connections VD21 and VD22 respectively are assigned, 
as logical transmission channels, to the logical service 
objects DON3 and DON4. The request manager RM deter 
mines, for eXample, on the basis of an object-name-to 
transmission-channel assignment list, that it is to send the 
request message AN3 to the discriminator object DO2 on the 
connection VD21 and the request message AN4 on the 
connection VD22. 

[0074] From the fact that it receives the request message 
AN3 on the connection V21, the discriminator object DO2 
determines that it is to provide a ?rst service for the 
management object MO2, namely, the noti?cation of the 
event status of the managed object VO2. Accordingly, it 
sends a query message or request message, via the connec 
tion VV2, to the managed object VO2 Which responds to it 
With one or more messages concerning its event status. 
These messages are ?ltered by the discriminator object DO2 
on the basis of the ?lter criteria K21 Which are to be applied 
to request messages obtained on the connection VD21. 

[0075] The same applies to the request message AN4, 
received on the connection VD22, in Which a second service 
is requested from the discriminator object DO2: the query 
ing of the event status of the managed object V03. The 
discriminator object DO2 therefore queries this event status 
via the connection VV3 and, by means of the ?lter criteria 
K22, Which are assigned to request messages received on the 
connection VD22, ?lters the response messages Which are 
then received. 

[0076] The event information reported to the management 
object MO2 by the discriminator object D02 and ful?lling 
the ?lter criteria K21 and K22 is entered by the management 
object M02 in its event mirror MIRM, in the manner 
described above. 
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[0077] It is only on the basis of the assignment of a logical 
transmission channel VD21 and VD22 to a respective ser 
vice to be provided that the discriminator object D02 can 
determine this service. In principle, therefore, the request 
messages AN3 and AN4 or request messages derived from 
them could also be sent by the request manager RM to the 
discriminator object D02 Without the object names DON3 
and DON4 respectively as identi?ers for the service to be 
provided. 

[0078] It is also possible for a discriminator object to 
receive on a transmission channel request messages relating 
to different services and/or different management objects. 
For example, the discriminator object D02 could receive on 
the connection VD21 the request messages AN3 and AN2, 
Which each relate to a querying of the event status of the 
managed object V02 and in Which the address of the 
management objects M02 or M01 is speci?ed as a source/ 
destination identi?er. The discriminator object D02 then 
interrogates the managed object V02, in the manner 
explained above, querying its event status. The event infor 
mation Which is then received is ?ltered by the discriminator 
object D02 on the basis of the ?lter criteria K21 insofar as 
it relates to the source/destination identi?er M02, i.e., the 
management object M02, and on the basis of the ?lter 
criteria K23 insofar as it relates to the management object 
M01. 

[0079] Variants and developments of the invention are 
easily achievable: 

[0080] The discriminator objects D01 and D02 could be 
provided only for querying event statuses from the managed 
objects V01, V02, V03. Separate objects or agents, for 
example, EFDs, could be provided for event messages sent 
spontaneously by the latter. 

[0081] The discriminator objects D01 and D02 serving as 
service objects could also derive the respective service to be 
provided, in the embodiment example, the ?lter criteria to be 
applied for the event status reports, from a source identi?er 
of the management objects M01, M02 acting as request 
objects. If the discriminator object D01 receives, for 
example, a request message by the management object 
M01, it sends all the event statuses relating to the managed 
object V01 Whereas, in the case of a request message sent 
by the management object M02 With, if applicable, the same 
address for the discriminator object D01 as in the request 
message sent by the management object M02, it sends only 
a selection of event statuses, for example, particularly criti 
cal alarm statuses. General information, by contrast, such as 
cyclic measurement values, is separated out on the basis of 
?lter criteria Which are not represented. 

[0082] The discriminator objects D01 and D02 acting as 
logical service objects could each be constructed as a 
cascade of processes or agents With, for example, a central 
control process or control agent receiving the request mes 
sages from the management objects M01, M02 acting as 
request objects and distributing them to sub-processes or 
sub-agents. 

[0083] The discriminator objects D01 and D02 could be 
integrated either Wholly or partially, in partial functions, into 
the managed objects V01, V02, V03. 

[0084] The functions of the discriminator objects D01 and 
D02 can be designed to be controllable by the management 
objects M01, M02 and/or by the request manager RM. For 
example, the spontaneous sending of event noti?cations by 
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the discriminator objects D01 and D02 could be inhibited 
or enabled by the management objects M01, M02. 

[0085] Furthermore, the discriminator objects D01 and 
D02 could provide noti?cation of their respective status to 
the management objects M01, M02 and/or the request 
manager RM. For example, the discriminator objects D01 
and D02 could provide noti?cation of their object creation, 
their object deletion, their operational or non-operational 
state or a con?guration data change or attribute value 
change. 
[0086] The management objects M01, M02, the request 
manager RM, the discriminator objects D01 and D02 and 
the managed objects V01, V02, V03 could each be realiZed 
separately or in groups of computers or computer netWorks 
at a distance from one another. Furthermore, other assign 
ments could be provided. For example, the management 
object M01 and the discriminator object D02 could be 
assigned to the server SV1 and the management object M02 
and the discriminator object D01 assigned to the server 
SV2. For the purpose of matching the event statuses stored 
respectively in the servers SV1 and SV2, the management 
object M01 could send request messages to the discrimi 
nator object D02 and the management object M02 could 
send request messages to the discriminator object D01. 

[0087] In addition, the servers SV1 and SV2 could belong 
to netWork management systems Which are separate from, 
but netWorked to, one another. 

[0088] Unlike the examples shoWn, in Which the manage 
ment objects, the managed objects and the discriminator 
objects are each designed as processes or process groups 
Whose program code is executed by a computer or computer 
netWork, the objects could also be formed, as is Were, by 
hardWare. For example, the managed objects V01 and V02 
could be formed by the netWork facility SW1 and SW2 
respectively and the discriminator object D01 by a server 
assigned to the managed objects V01, V02. 

1. Method for a netWork management system for process 
ing event information the method comprising: 

at least one object managed by a management object 
forWards event information; 

determining on the basis of ?lter criteria, Which of the 
event information relates to events to be sent to the 
management object; 

the management object or a time-controlled control pro 
gram sends to a discriminator object a ?rst request 
message for the purpose of querying at least one event 
status of the at least one managed object; 

the discriminator object sends a second request message 
to the at least one managed object for the purpose of 
querying the at least one event status; 

the at least one managed object provides noti?cation of 
the at least one event status to the discriminator object; 
and 

the discriminator object checks the at least one noti?ed 
event status on the basis of the ?lter criteria and reports 
it to the management object if the at least one event 
status relates to an event Which is relevant to the 
management object. 
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2. Method according to claim 1, wherein the at least one 
event status noti?ed by the managed object is currently 
valid. 

3. Method according to claim 1, Wherein the discriminator 
object checks Whether the at least one event status noti?ed 
by the managed object is currently valid. 

4. Method according to claim 1, Wherein the discriminator 
object reports the at least one event status directly to the 
management object. 

5. Method according to claim 1, Wherein the discriminator 
object reports the at least one event status to the management 
object via a forWarding object. 

6. Method according to claim 1, Wherein the discriminator 
object receives event noti?cations sent spontaneously by the 
at least one managed object, checks the spontaneous event 
messages on the basis of the ?lter criteria and reports to the 
management object those event messages Which relate to an 
event relevant to the management object. 

7. Method according to claim 1, Wherein the management 
object sends to the discriminator object, at least partially, the 
?lter criteria to be used and/or an identi?er on the basis of 
Which the discriminator object can determine the ?lter 
criteria to be used. 

8. Method according to claim 1, Wherein the discriminator 
object determines the at least one managed object to be 
interrogated and/or the ?lter criteria to be used on the basis 
of a source identi?er and/or destination identi?er contained 
in the request message and/or on the basis of a transmission 
channel, in particular, a logical transmission channel, on 
Which the discriminator object receives the ?rst request 
message. 

9. Method according to claim 1, the method comprising: 
assigning to the discriminator object at least a ?rst and a 
second object name; the management object addresses the 
?rst request message to the discriminator object With the ?rst 
or the second object name; the at least one managed object 
to be interrogated and/or the criteria to be used, in particular, 
the ?lter criteria to be used and/or at least one destination for 
the thus queried event report being determinable from the 
?rst or second object name used. 

10. Method according to claim 9, Wherein the manage 
ment object sends the ?rst request message to a request 
manager and the request manager forWards the ?rst request 
message to the discriminator object, via a ?rst or a second, 
in particular, logical transmission channel, Which are respec 
tively assigned to the ?rst and second object names respec 
tively used for the discriminator object. 

11. Discriminator object for a netWork management sys 
tem for processing event information, Which comprises 
receiving means for receiving event information Which is 
sent by at least one object managed by a management object 
and assigned to the discriminator object, and Which com 
prises ?lter means, functioning on the basis of ?lter criteria, 
for determining the event information Which relates to 
events to be sent to the management object, Wherein 

the receiving means are designed for receiving a ?rst 
request message sent by the management object or a 
time-controlled control program for the purpose of 
querying at least one event status of the at least one 
managed object, 
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the discriminator object comprises sending means for 
sending a second request message to the at least one 
managed object for the purpose of querying the at least 
one event status, 

the receiving means are designed for receiving the at least 
one event status noti?ed to the second request message, 
and 

the sending means and the ?lter means are designed so 
that the discriminator object can check the at least one 
event status on the basis of the ?lter criteria and report 
it to the management object if the at least one event 
status relates to an event Which is relevant to the 
management object. 

12. Discriminator object according to claim 11, Wherein it 
comprises a program code Which can be executed by a 
control means of a server. 

13. Management object for a netWork management sys 
tem for processing event information, the management 
object comprising receiving means for receiving event mes 
sages Which relate to events of at least one object managed 
by the management object, Wherein 

the receiving means are designed for receiving a report, 
sent by a discriminator object, concerning at least one 
event status of the at least one managed object, and 

the comprises storage means for storing the at least one 
event status of the at least one managed object. 

14. Management object according to claim 13, Wherein it 
comprises acquisition means for determining at least one 
condition on the basis of Which the management object 
requires an event status of the at least one managed object, 
and comprises sending means for sending to the discrimi 
nator object a (?rst) request message for the purpose of 
querying at least one event status of the at least one managed 
object. 

15. Management object according to either of claims 13 
or 14, Wherein it comprises program code Which can be 
executed by a control means of a server. 

16. Object, managed by a management object, for pro 
cessing event information in a netWork management system, 
Which comprises sending means for forWarding event infor 
mation, characteriZed in that it comprises storage means for 
carrying at least one event status, it comprises receiving 
means for receiving a (second) request message, sent by a 
discriminator object, for the purpose of querying the at least 
one event status and the sending means are designed for 
sending the at least one event status to the discriminator 
object. 

17. Managed object according to claim 16, Wherein it 
comprises program code Which can be eXecuted by a control 
means of a server. 

18. Storage means, in particular, diskette or CD-ROM, 
digital versatile disc, hard disk drive or the like, With a 
discriminator object according to claim 12 stored thereon 
and/or With a management object according to claim 15 
stored thereon and/or With a managed object according to 
claim 17 stored thereon. 


