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GEOGRAPHIC DATA REPLICATION SYSTEM 
AND METHOD FOR A NETWORK 

RELATED APPLICATIONS 

[0001] Not applicable 

FEDERALLY SPONSORED RESEARCH OR 
DEVELOPMENT 

[0002] Not applicable 

MICROFICHE APPENDIX 

[0003] Not applicable 

BACKGROUND OF THE INVENTION 

[0004] 1. Field of the Invention 

[0005] This invention generally relates to computer net 
works. In particular, the invention relates to Internet and 
intranet computer systems. 

[0006] 2. Description of the Prior Art 

[0007] The Internet is an international netWork of inter 
connected government, education, and business computer 
netWorks. A person at a computer terminal or personal 
computer With the proper softWare communicates through 
the Internet by placing data in an Internet protocol (IP) 
packet With an address for a particular destination on the 
Internet. Using Transmission Control Protocol (TCP), trans 
port of the packet is managed. Communication softWare on 
processors or routers on the intervening netWorks betWeen 
the source and the destination netWork read the address 
assigned to the packet and forWard the packets toWards their 
destination. 

[0008] Intranets are typically corporate netWorks that use 
the same networking or transport protocols as the Internet. 
Typically, dedicated servers provide access to corporate 
information in a cohesive fashion. For eXample, documents 
are stored in a HyperTeXt Markup Language (HTML), and 
users of the intranet netWork use Web broWser softWare to 
obtain access to the documents. Thus, both the Internet and 
intranets may be IP netWorks. 

[0009] The IP netWork alloWs a user to gain access to 
various applications and related data. For eXample, a user 
With Web broWser softWare enters an address of a desired 
application. The address and the user’s request for access is 
then routed through the IP netWork or a plurality of IP 
netWorks to an application server at the requested address. 
The user may then request further information such as an 
HTML document. Using HyperTeXt Transport Protocol 
(HTTP), HTML documents are communicated to the user. 
The documents or other application information comprise 
content, such as a Intranet Web page, graphics or information 
representing various teXt and graphics associated With a 
company and its services. 

[0010] Various groups provide the servers and associated 
applications. For eXample, a corporation provides a content 
server for access to information about that corporation by 
users through the IP netWork. Multiple servers, each geo 
graphically remote to the other, may run the same applica 
tions for more ef?cient data retrieval. HoWever, these servers 
operate independently. 
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[0011] As an application server responds to user requests, 
various temporary data is generated. The temporary data 
may include user selections, other user input information, 
status information associated With the application process 
ing, or application generated information used for further 
processing. HoWever, if the application server or associated 
memory fails, the temporary data may be lost. 

SUMMARY OF THE INVENTION 

[0012] The present invention is directed to a geographic 
data replication system and method. According to one fea 
ture of the invention, temporary data for a local server is 
replicated periodically to a remote server. According to a 
second feature, the temporary data for the remote server is 
replicated to the local server. Replication includes copying 
temporary data to ?le servers associated With the local and 
remote servers. Advantageously, an architecture according 
to the present invention alloWs for about 100% service 
availability. If a server fails, such as the local server, the 
remote server begins processing user requests based on the 
temporary data it received from the local server. Failure of 
a server may not result in failure of services or loss of 
previously generated temporary data. 

[0013] In a particular ?rst aspect of the invention, a 
method and associated system provide geographic data 
replication. Temporary data is stored on a ?rst active ?le 
server. The ?rst active ?le server is geographically remote 
from a second active ?le server. The temporary data asso 
ciated With the ?rst active ?le server is replicated to the 
second active ?le server. 

[0014] In a second aspect of the invention, a system and 
associated method provide geographic data replication. The 
same content is provided With ?rst and second application 
servers. The ?rst application server is geographically remote 
from the second application server. First and second sets of 
temporary data associated With the content and With the ?rst 
and second application servers, respectively, are replicated 
to the second and ?rst application servers, respectively. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a schematic block diagram of one 
embodiment of a processing and data replication architec 
ture in accordance With the present invention. 

[0016] FIG. 2 is a How chart diagram of one embodiment 
of a data replication method for use on the architecture of 
FIG. 1. 

[0017] FIG. 3 is a How chart diagram of one embodiment 
for implementing the data replication method of FIG. 2. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0018] Referring to FIGS. 1-3, embodiments of a system 
and associated methods for replicating temporary data are 
shoWn. The temporary data associated With at least tWo 
geographically remote servers is replicated betWeen the 
servers. If a server generates temporary data associated With 
a user, such as identifying selected shopping items, the 
temporary data is replicated to a remote server. If the local 
server fails, the user request is routed to the remote server. 
The remote server processes the request With the bene?t of 
the previously generated temporary data. Temporary data, 
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such as data identifying the selected shopping items, is 
applied by the remote server Without repetitive user input or 
processing. Therefore, about 100% service availability is 
provided. 
[0019] Referring noW to FIG. 1, a schematic block dia 
gram of one embodiment of a processing and data replica 
tion architecture is shoWn generally at 10. Network 10 
comprises data centers 14A and 14B and lines 12A and 12B. 
Each line 12A and 12B connects to a data center 14A and 
14B, respectively. Data center 14A is geographically remote 
from data center 14B. Geographically remote components 
include components connected to a Wide Area Network 
(WAN), through tWo or more sWitches, or components 
housed in structures at different geographic locations. For 
eXample, data center can be located in San Jose, Calif. and 
data center 14B can be located in Relay, Md. Data centers 
14A and 14B may comprise a WAN or a portion of a WAN. 
While only tWo data centers 14A and 14B are shoWn, more 
data centers may be provided, such as data centers 14N. 
Various components Within each data center 14A and 14B 
are preferably located proximate to each other, such as in 
Local Area NetWorks (LANs), but may be dispersed in 
various geographical regions. 

[0020] Each data center 14A and 14B preferably includes 
at least one ?le server 16A and 16B, one utility server 18A 
and 18B, and one application server 20A and 20B opera 
tively connected to at least one sWitch 22A and 22B. 
SWitches 22A and 22B also operatively connect to lines 12A 
and 12B, respectively, and ?reWalls 24A and 24B, respec 
tively. Data center 14A and 14B may comprise more or 
feWer components, such as only an application server and 
associated memory. Furthermore, redundant components 
and associated connections and interfaces may be provided 
Within each data center 14A and 14B. In one preferred 
embodiment, each data center 14A and 14B comprises the 
data centers disclosed in US. application Ser. No. 09/021, 
466, ?led Feb. 10, 1998, for a Survivable Scalable Data 
System And Method For Computer NetWorks, the disclosure 
of Which is herein incorporated by reference. 

[0021] Through an intranet or Internet or other netWork 
connection, a user request is routed to architecture 10 on one 
of lines 12Aor 12B. For eXample, a TCP/IP or other protocol 
request is routed to line 12A. At any given time, one or more 
requests are routed lines 12A and 12B. For eXample, the 
routing may be performed in accordance With the system 
and method disclosed in US. patent application Ser. No. 
09/021,091 for a Method And System For NetWork Routing, 
?led Feb. 10, 1998, the disclosure of Which is herein 
incorporated by reference. Architecture 10 generates 
responses to the requests and places the responses on one of 
lines 12A or 12B for routing back to the user. 

[0022] The requests are provided on lines 12A and 12B to 
sWitches 22A and 22B, respectively. Reference Will be made 
beloW to components of data center 14A, but the discussion 
applies to the same or similar components of data center 
14B. Preferably, the corresponding components of each data 
center are the same type of device, but different types of 
devices may be used in each data center 14A and 14B. 

[0023] SWitch 22A comprises a netWork sWitch operating 
under the control of any of various softWare applications, 
such as a Catalyst 5000 Ethernet sWitch by CISCO (Dual 
PoWer Supply, 2 Supervisor Modules, 8 Fast Ethernet Mod 
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ules). SWitch 22A transfers data among the various compo 
nents of data center 14A. Various transport formats, such as 
asynchronous transfer mode (ATM), Fiber Distributed Data 
Interface, or fast sWitched Ethernet formats, may be used. 
Preferably, a fast Ethernet transport format is used. The 
connections betWeen the various components may be dupli 
cative Ethernet connections and may be encrypted in a Level 
2 ForWarding (L2F) format, other formats, or not encrypted. 
For eXample, each connection is a 100 Mb Fast Ethernet 
connection. Other connections and formats, such as Level 2 
Transfer Protocol or Point-to-Point Tunneling Protocol, may 
be used. Other sWitches 22A or other means for connecting 
various components Within data center 14A may be used, 
such as direct connections. 

[0024] SWitch 22A transfers information from or to ?re 
Wall 24A. FireWall 24A comprises a server With ?reWall 
softWare, such as a Sun Ultra 2 server (300 MhZ, 256M Ram, 
tWo 2 GB drives and tWo Fast Ethernet Adapters) running 
Raptor Eagle SoftWare. Other servers from other manufac 
turers With the same or different softWare may be used. In 
one embodiment, ?reWall 24A is provided at data center 14A 
and secures Write access into data center 14A. 

[0025] There may be various connections to netWorks or 
components outside data center 14A proXied by ?reWall 
24A. Preferably, ?reWalls 24A and 24B connect data centers 
14A and 14B through a Virtual Private NetWork (VPN). 
Other netWork or communications connections may be used, 
such as ISDN, TCP/IP netWorks, or modem links. The VPN 
may comprise a back-end or private netWork for communi 
cations betWeen various data centers. Lines 12A and 12B 
provide communications for public access. 

[0026] Public access is provided to application server 
20A. Application server 20A preferably comprises servers as 
knoWn in the art, such as SUN SPARC (300 MhZ, 256M 
Ram, tWo 2 GB drives and tWo Fast Ethernet Adapters) 
computer processors each associated With a unique netWork 
address. Other servers or combinations of different servers 
may be used. Application server 20A represents one or more 
shared or dedicated servers for providing content informa 
tion. Content is provided in response to requests, such as 
requests input on line 12A. 

[0027] Content is associated With an application run on 
application server 20A and includes any information pro 
vided Without alteration. The application may include any 
knoWn service, such as, for eXample, mail, neWs, directory, 
groupWare, CyberCash/DNS or other content providing 
applications. GroupWare applications include any type of 
collaborative tool, such as video conferencing and White 
board softWare. CyberCash requires communication With 
various ?nancial institutions on the Internet. Therefore, 
queries from application server 20A for CyberCash infor 
mation are preferably routed through a back-end interface 
and are proXied by a ?reWall, such as ?reWall 24A. The 
content associated With the applications may include Web 
pages, lists, documents or other information. 

[0028] Each application server 20A and 20B runs at least 
one of the same applications as the other. For eXample, both 
application servers 20A and 20B run a same neWs applica 
tion. The neWs application may include processing associ 
ated With bulletin boards of current events and chat rooms, 
as knoWn in the art. Application server 20A receives one or 
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more requests related to customer content and application 
server 20B also receives one or more requests related to the 
same customer content. 

[0029] Content and other data associated With each appli 
cation is stored on ?le server 16A. File server 16A comprises 
one or more hard disk drives and associated processors or 

other data storage systems. For example, ?le sever 16A may 
include tWo devices con?gured for the Network File System 
(NFS) standard, such as AuspeX NS7000 servers. In one 
preferred embodiment, ?le server 16A includes three Fast 
Ethernet interfaces With tWo connected to different interface 
cards Within sWitch 22A. The other Fast Ethernet interface 
preferably connects to a standalone Fast Ethernet hub con 
nected to sWitch 22A. A system active signal is transmitted 
on the interfaces connected to sWitch 22A as Well as the 
interface connected to the Fast Ethernet hub. 

[0030] Preferably, data stored on ?le server 16A is mir 
rored. The data is mirrored or copied to different locations on 
a drive, different drives or different cabinets. Any changes to 
the data are made to the mirrored data. Thus, identical or 
substantially the same data is provided in tWo locations 
Within ?le server 16A. Additionally or alternatively, data is 
striped across multiple local drives. If one of the drives fail, 
the remaining drives continue to service requests for data 
that eXisted on the failed drive. 

[0031] File server 16A is active. As used herein, active 
servers include servers operated to respond to requests or 
retrieve data for use by other components. For eXample, in 
the active mode, data for storage (i.e., Writes) is transferred 
to ?le servers 16A or 16B and data from storage (i.e., reads) 
are serviced by ?le server 16A or 16B. Other servers may be 
in sleep or standby modes of operation. 

[0032] In one embodiment, multiple sources of mirrored 
data Within data center 14A are active. To further increase 
ef?ciency of storage space, both or more than one source of 
the same mirrored data is used to respond to queries. Upon 
any failure of one of the sources of mirrored data, such as no 
response Within 5 milliseconds, the other source of the same 
mirrored data is available to respond to queries. Once the 
failed source of data is operational, the tWo mirrored sources 
of the same data are synchroniZed. After synchroniZing to 
the same clock, the sources of the same data are synchro 
niZed to verify that the data is mirrored. Data from the 
recently failed ?le server 16A is veri?ed against the source 
of mirrored data and updated as necessary. The recently 
failed and noW operational ?le server 14A or source of data 
is then used to respond to queries, along With the other 
source of the same data. If more than one query associated 
With the same data is generated, then the queries are trans 
ferred to the same or different mirrored sources of the same 
data. 

[0033] File server 16A is mounted by utility server 18A. 
Utility server 18A comprises a processor for controlling 
operation of data center 14A. In one preferred embodiment, 
utility server 18A comprises a Sun Ultra 2 running UniX or 
Solaris 2.5.1, but other servers and softWare may be used. 
More than one utility server 18A may be used in data center 
14A. 

[0034] Utility server 18A may provide data center 14A 
monitoring. Preferably, a separate remote management point 
or connection is provided. For eXample, the various com 
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ponents of data center 14A may be monitored for operational 
status over T-1 connections. Information associated With any 
hardWare additions, deletions and recon?gurations may be 
provided to the appropriate components. HardWare manage 
ment and/or administration of data center 14A may be 
through a remote or local access point. 

[0035] Utility server 18A also controls adding, removing 
and changing various application processing and data stor 
age. For eXample, storage and application processing for 
neW or changed content is controlled. File server 16A and 
the appropriate application server 20A is provided data 
storage address information. Other controls, such as control 
over the sWitches, may also be provided through utility 
server 18A. 

[0036] Utility server 18A controls replication of tempo 
rary data. As used herein, temporary data includes data 
generated by application server 20A, ?le server 16A, user 
input and any other data created during and associated With 
hosting netWork services. For eXample, html or data ?les 
created by CGI or other programs for processing user 
requests comprise temporary data ?les. For another 
eXample, temporary data includes log ?les generated after 
initiating data center 14A. As another eXample, user input 
information, such as associated With shopping selections or 
other user data, comprises temporary data for use hosting or 
providing content. 

[0037] As yet another eXample, application server 20A 
generates queries in response to user requests. The queries 
comprise temporary data. For eXample, the requests corre 
spond to a recent neWs article and application server 20A 
generates a query to obtain the neWs article. The queries are 
in any of various formats, such as Simple Mail Transfer 
Protocol (SMTP), Network NeWs Transfer Protocol 
(NNTP), HyperTeXt Transfer Protocol (HTTP), Calendar 
Access Protocol (CAP), File Transfer Protocol (FTP), and 
LightWeight Directory Access Protocol (LDAP). Other TCP/ 
IP formats or other protocols may be used. The query is 
routed to ?le server 18A to obtain the neWs article. The 
query may be addressed for another server in application 
server 20A. 

[0038] The temporary data is stored on ?le server 16A. 
Preferably, the temporary data is identi?ed, in part, by 
application server 20A and customer or content, such as by 
storage in a customer or content directory. For eXample, 
application server 20A provides content associated With 
company XYZ. Temporary data associated With processing 
the content or other XYZ application is stored as XYZ data 
from application server 20A. As discussed above, data 
center 14B and other data centers comprise the same or 
similar components for generating, transferring and storing 
temporary data. For maXimum service availability, the tem 
porary data is replicated betWeen data center 14A, 14B and 
any other data centers. 

[0039] Replication is controlled by softWare on utility 
servers 18A and/or 18B. The softWare preferably comprises 
a Perl script daemon, but other languages may be used. In 
one embodiment, the softWare eXecutes at one data center 
14A (i.e., the local data center) to control replication of data 
generated by data centers 14A and 14B to other data centers 
14B and 14A, respectively. The softWare described or other 
replication softWare may be implemented on both utility 
servers 18A and 18B or other servers, such as application 
servers 20A or 20B or ?le servers 16A or 16B. 
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[0040] Referring to FIG. 2, a representative ?oW diagram 
of one embodiment of a data replication method is shoWn. 
At step 40, the temporary data is stored at the data center 
14A or 14B that generated the temporary data as discussed 
above. 

[0041] At step 42, the softWare checks for a replicate 
command. The check and/or the command are preferably 
periodically performed or provided, respectively. The soft 
Ware activates (i.e., the softWare Wakes) as a function of a 
time or event trigger. Preferably, the softWare activates every 
15 seconds or some other predetermined amount of time. 
The softWare causes replication in response to activation. 

[0042] At step 44, the temporary data is replicated 
betWeen data centers 14A and 14B (see FIG. 1). Replication 
includes execution of a rdist on each customer’s or appli 
cation server’s 20A and/or 20B temporary data directory. 
While the Unix system’s rdist is used in one preferred 
embodiment, systems other than Unix using other utilities 
may be used. In this embodiment, rdist is executed at each 
data center 14A and 14B to copy temporary data. Preferably, 
only temporary data created or changed since the previous 
activation of the softWare is copied. In alternative embodi 
ments, temporary data identi?ed in other groupings or 
associated With different times is copied. 

[0043] In one preferred embodiment, the temporary data is 
synchroniZed betWeen data centers 14A, 14B. A change in 
the temporary data in either data center 14A, 14B results in 
a change in the temporary data of the other data center 14B, 
14A. Any given temporary data may be originally changed 
in either data center 14A, 14B. 

[0044] The copied temporary data is transferred to other 
data centers 14A, 14B or 14N. The temporary data is 
preferably transferred to and copied in all other data centers 
14A, 14B through 14N, but may be transferred to one or 
other subset of data centers 14A, 14B through 14N. The 
temporary data is transferred through ?reWalls 24A and 24B 
over the VPN. The temporary data is transferred pursuant to 
the TCP/IP protocols, but other formats may be used. 
Reference Will be made beloW to local data center 14A and 
remote data center 14B, but the discussion applies to addi 
tional remote data centers, such as through remote data 
center 14N. 

[0045] In one embodiment, the replication softWare (i.e., 
the replication daemon) is executed in one data center 14A 
or 14B, such as the local data center 14A. The softWare 
generates a client process for running at a remote site for 
local operations and communication of results and other data 
to the replication softWare in the other remote data centers, 
such as remote data center 14B. Therefore, local data center 
14A checks for and activates replication. In response, the 
client processes perform rdist or other replication utilities at 
the remote data center 14B, and rdist is also performed at the 
local data center 14A. The temporary data is copied and 
transferred betWeen data centers 14A and 14B. 

[0046] The temporary data associated With local data 
center 14A is copied to data center 14B. If data center 14A 
becomes unavailable, little or no temporary data is lost. Data 
center 14B begins processing user requests previously pro 
cessed by data center 14A With little or no interruption. For 
example, data center 14A accepts user selections of various 
shopping items. The corresponding temporary data is rep 
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licated to data center 14B. When data center 14A is not 
available, data center 14B continues processing With the 
bene?t of the temporary data shoWing the user selections. 
Since remote utility server 18B already mounts remote ?le 
server 16B, little delay is caused, such as delay to transfer 
data and for other priority processing. The user may not be 
required to reenter the selections. 

[0047] If one data center 14A or 14B fails, user requests 
processed by the failed data center are routed to the other 
data center. Any routing technique may be used, including 
the routing disclosed in US. patent application Ser. No. 
09/021,091 for a Method And System For Network Routing, 
?led Feb. 10, 1998. Therefore, the requests and the associ 
ated temporary data are available at the various data centers. 
Aback-up utility server may be used to replicate temporary 
data if the primary utility server fails. 

[0048] Referring to FIG. 3, a How chart diagram of one 
embodiment for implementing the temporary data replica 
tion is shoWn. This embodiment preferably runs on a Unix 
system, but other systems may be used. 

[0049] Prior to replication, the replication daemon 
executes various functions to enable replication. These 
enabling steps are performed once each time the system is 
turned on. 

[0050] At step 50, the replication daemon con?gures vari 
ous environmental variables, such as replication period or 
frequency, and labels identifying one of a plurality of 
con?gurations of directories and appropriate actions. The 
replication daemon also reads any command line arguments, 
such as variables overriding the default environmental vari 
ables, transferred to the replication daemon. 

[0051] The replication daemon detaches from the Unix ?le 
descriptors. At step 52, a neW process is created as a copy for 
running the replication in the background The neW process 
is disassociated from the existing process group and the 
standard Unix ?le descriptors STDIN, STDOUT, and 
STDERR to alloW undisturbed background processing. Dis 
association creates multiple instances of replication capa 
bilities at each data center 14A and 14B in a peer-to-peer 
relationship. In alternative embodiments, a master-slave 
relationship is used. 

[0052] At step 54, the replication daemon Writes the 
Process Identi?cation (PID) number of the replication dae 
mon to a designated ?le. Using this PID, the replication 
daemon is controlled and monitored With various signaling 
or other management processing. 

[0053] Data center information is retrieved in step 56. The 
host name (i.e., the address) of each utility server 18A and 
18B (see FIG. 1) in each data center 14A and 14B for 
receiving replicated temporary data is listed in a ?le. The 
replication daemon obtains a copy of the ?le. 

[0054] Once the replication daemon enables replication, 
the process enters a loop. For each activation, the loop is 
processed starting at step 58. At step 58, the replication 
daemon identi?es and copies the appropriate temporary data 
for application servers 20A Within local data center 14A. 
Preferably, neW, neWer than previous copies, or neWer than 
temporary data stored at remote data center 14B is copied. 
The copy of the temporary data is stored (i.e., the data is 
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pushed or transferred) to one, all, or a sub-set of remote data 
centers, such as data center 14B. 

[0055] In one embodiment, UNIX utility rdist version 
6.1.3 from University of Southern California transfers the 
temporary data, but other software for identifying and trans 
ferring data may be used. The temporary data may be 
substantially simultaneously or sequentially transferred or 
broadcast to multiple data centers. In one embodiment, 
acknowledgment of complete transfer of data is provided. 
Preferably, the replication process continues while waiting 
for acknowledgment from each remote data center 14A or 
14B. Without waiting for acknowledgment, delays associ 
ated with broadcast transfers over a WAN are avoided. 

[0056] Once the temporary data from local data center 
14A is transferred to remote data center 14B, the temporary 
data from one, all, or a sub-set of remote data centers 14B 
is replicated in step 60. The replication daemon at local data 
center 14A instructs utility server 18B at remote data center 
14B to replicate temporary data using the client process. 
Remote utility server 18B execute rdist or other utilities to 
identify and copy the temporary data. Preferably, new, newer 
than previous copies, or newer than temporary data stored at 
another data center is copied. The temporary data is repli 
cated to local data center 14A, another remote data center 
and combinations thereof. 

[0057] Once the temporary data from remote data center 
14Aor another remote data center is transferred to other data 
centers, the replication daemon checks for UNIX signals in 
step 62. If no UNIX signals are received, the replication 
daemon returns to step 58 and awaits activation. 

[0058] If a USR 1 or other signal designating a change in 
processing state is received, the replication daemon enters a 
sleep mode (i.e., the daemon waits for another signal) in step 
64. In the sleep mode, the replication daemon continues to 
run but does not perform any replication. The sleep mode 
allows system maintenance and temporary data deletion as 
described below. If another USR 1 or other signal designat 
ing a change in processing state is received, the replication 
daemon returns to step 58 and awaits activation. 

[0059] If a TERM signal or other signal designating ter 
mination of the replication daemon is received in steps 62 or 
64, the replication daemon ceases operation in step 66. For 
eXample, the replication daemon ?nishes any un?nished 
replication, deletes the PID ?le and eXits from operation. 

[0060] The sleep mode discussed above may be used for 
deleting expired or no longer used temporary data. A Perl 
script or other language software for deletion is preferably 
separate from the replication daemon and is run on utility 
servers 18A and 18B for each data center 14A and 14B, 
respectively. Every hour, other time period, or at a triggering 
event, temporary ?les originally generated in the associated 
data center 14A or 14B and ready for deletion are removed. 
For eXample, temporary data created more than twenty four 
hours or another time period prior to the current time is 
deleted. Only temporary data with the appropriate pre?X 
designating data center 14A or 14B that created the tempo 
rary data is deleted. Once deleted from the creating data 
center 14A or 14B, rdist as implemented with the replication 
daemon identi?es deleted temporary data as part of the 
replication process. The temporary data corresponding to the 
deleted temporary data is removed from other data centers 
14A or 14B. 
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[0061] In addition to replication, temporary and content 
data are backed up periodically, such as every night with a 
nightly rotation of partial, full (i.e., complete backup of part 
of the data), and incremental back ups. Due to the large 
amount of data, a seven day rotation for full back-up of 
portions of the data is preferably used. Preferably, seven 
groups of ?le systems are identi?ed and each group is fully 
backed-up once a week on alternating nights. On any given 
night, the remaining groups are incrementally backed up. 
The back-up data is archived. 

[0062] It should be understood that many changes and 
modi?cations can be made to the embodiments described 
above. For eXample, different numbers of application servers 
or data storage devices may be used to provide different 
processing and data. It is therefore intended that the fore 
going detailed description be understood as an illustration of 
the presently preferred embodiments of the invention, and 
not as a de?nition of the invention. It is only the following 
claims, including all equivalents, that are intended to de?ne 
the scope of the invention. 

We claim: 
1. A method for providing geographic data replication, the 

method comprising the steps of: 

(a) storing temporary data on a ?rst active ?le server, the 
?rst active ?le server being geographically remote from 
a second active ?le server; and 

(b) replicating the temporary data associated with the ?rst 
active ?le server to the second active ?le server. 

2. The method of claim 1 further comprising step (c) of 
repeating step (b) periodically as a function of time. 

3. The method of claim 1 further comprising step (c) of 
acknowledging the replication. 

4. The method of claim 1 further comprising step (c) of 
replicating the temporary data associated with the ?rst active 
?le server to at least a third active ?le server. 

5. The method of claim 1 further comprising step (c) of 
replicating additional temporary data associated with the 
second active ?le server to the ?rst active ?le server. 

6. The method of claim 5 further comprising step (d) of 
controlling steps (b) and (c) from a data center associated 
with the ?rst active ?le server. 

7. The method of claim 1 wherein step (b) comprises 
replicating new temporary data associated with the ?rst 
active ?le server. 

8. A system for providing geographic data replication, the 
system comprising: 

?rst and second active ?le servers, the ?rst active ?le 
server geographically remote from the second active 
?le server; and 

a utility server for replicating temporary data associated 
with the ?rst active ?le server to the second active ?le 
server. 

9. The system of claim 8 further comprising a third active 
?le server, the third active ?le server being geographically 
remote from the ?rst and second active ?le servers; 

wherein the utility server replicates the temporary data 
associated with the ?rst active ?le server to the second 
and third active ?le servers. 
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10. The system of claim 8 further comprising: 

a ?rst data center comprising the ?rst active ?le server and 
the utility server; 

a second data center comprising the second active ?le 
server and a second utility server; 

Wherein the utility server of the ?rst data center initiates 
replication of additional temporary data associated With 
the second active ?le server to the ?rst active ?le 
server; and 

Wherein the second utility server of the second data center 
replicates the additional temporary data to the ?rst 
active ?le server in response to the initiation. 

11. A method for providing geographic data replication, 
the method comprising the steps of: 

(a) providing substantially the same content With ?rst and 
second application servers, the ?rst application server 
being geographically remote from the second applica 
tion server; and 

(b) replicating ?rst and second sets of temporary data 
associated With the content and With the ?rst and 
second application servers, respectively, to the second 
and ?rst application servers, respectively. 

12. The method of claim 11 further comprising step (c) of 
repeating step (b) periodically as a function of time. 

13. The method of claim 11 further comprising step (c) of 
replicating the ?rst and second sets of temporary data to at 
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least a third application server, the third application server 
applying the same content and being geographically remote 
from the ?rst and second application servers. 

14. A system for providing geographic data replication, 
the system comprising: 

?rst and second application servers providing substan 
tially the same content, the ?rst application server 
being geographically remote from the second applica 
tion server; and 

a utility server operatively connected With the ?rst and 
second application servers for replicating ?rst and 
second sets of temporary data associated With the 
content and With the ?rst and second application serv 
ers, respectively, to the second and ?rst application 
servers, respectively. 

15. The system of claim 14 Wherein the utility server is 
operable to repeat the replication periodically as a function 
of time. 

16. The system of claim 14 further comprising a third 
application server being geographically remote from the ?rst 
and second application server and providing the same con 

tent; 

Wherein the utility server replicates the ?rst and second 
sets of temporary data to the third application server. 


