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METHOD AND SYSTEM FOR IMPROVING 
NETWORK PERFORMANCE ENHANCING PROXY 

ARCHITECTURE WITH GATEWAY 
REDUNDANCY 

CROSS-REFERENCES TO RELATED 
APPLICATION 

[0001] This application is related to and claims the bene?t 
of priority to: US. Provisional Patent Application (Serial 
No. 60/220,026), ?led Jul. 21, 2000, entitled “Performance 
Enhancing Proxy,” and (ii) US. Provisional Patent Appli 
cation (Serial No. 60/225,630), ?led Aug. 15, 2000, entitled 
“Performance Enhancing Proxy”; all of Which are incorpo 
rated herein by reference in their entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to a communication 
system, and is more particularly related to a proxy architec 
ture for improving netWork performance. 

[0004] 2. Discussion of the Background 

[0005] The entrenchment of data netWorking into the 
routines of modern society, as evidenced by the prevalence 
of the Internet, particularly the World Wide Web, has placed 
ever-groWing demands on service providers to continually 
improve netWork performance. To meet this challenge, ser 
vice providers have invested heavily in upgrading their 
netWorks to increase system capacity (i.e., bandWidth). In 
many circumstances, such upgrades may not be feasible 
economically or the physical constraints of the communi 
cation system does not permit simply “upgrading.” Accord 
ingly, service providers have also invested in developing 
techniques to optimiZe the performance of their netWorks. 
Because much of today’s netWorks are either operating With 
or are required to interface With the Transmission Control 
Protocol/Internet Protocol (TCP/IP) suite, attention has been 
focused on optimiZing TCP/IP based netWorking operations. 

[0006] As the netWorking standard for the global Internet, 
TCP/IP has earned such acceptance among the industry 
because of its ?exibility and rich heritage in the research 
community. The transmission control protocol (TCP) is the 
dominant protocol in use today on the Internet. TCP is 
carried by the Internet protocol (IP) and is used in a variety 
of applications including reliable ?le transfer and Internet 
Web page access applications. The four layers of the TCP/IP 
protocol suite are illustrated in FIG. 15. As illustrated, the 
link layer (or the netWork interface layer) 10 includes device 
drivers in the operating system and any corresponding 
netWork interface cards. Together, the device driver and the 
interface cards handle hardWare details of physically inter 
facing With any cable or Whatever type of media that is being 
used. The netWork layer (also referred to as the Internet 
layer) 12 handles the movement of packets around the 
netWork. Routing of packets, for example, takes place at the 
netWork layer 12. IP, Internet control message protocol 
(ICMP), and Internet group management protocol (IGMP) 
may provide the netWork layer in the TCP/IP protocol suite. 
The transport layer 14 provides a ?oW of data betWeen tWo 
hosts, for the application layer 16 above. 

[0007] In the TCP/IP protocol suite, there are at least tWo 
different transport protocols, TCP and a user datagram 
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protocol (UDP). TCP, Which provides a reliable ?oW of data 
betWeen tWo hosts, is primarily concerned With dividing the 
data passed to it from the application layer 16 into appro 
priately siZed segments for the netWork layer 12 beloW, 
acknowledging received packets, setting timeouts to make 
certain the other end acknoWledges packets that are sent, and 
so on. Because this reliable ?oW of data is provided by the 
transport layer 14, the application layer 16 is isolated from 
these details. UDP, on the other hand, provides a much 
simpler service to the application layer 16. UDP just sends 
packets of data called datagrams from one host to another, 
With no guarantee that the datagrams Will reach their desti 
nation. Any desired reliability must be added by a higher 
layer, such as the application layer 16. 

[0008] The application layer 16 handles the details of the 
particular application. There are many common TCP/IP 
applications that almost every implementation provides, 
including telnet for remote log-in, the ?le transfer protocol 
(FTP), the simple mail transfer protocol (SMTP) or elec 
tronic mail, the simple netWork management protocol 
(SNMP), the hypertext transfer protocol (HTTP), and many 
others. 

[0009] As mentioned, TCP provides reliable, in-sequence 
delivery of data betWeen tWo IP hosts. The IP hosts set up a 
TCP connection, using a conventional TCP three-Way hand 
shake and then transfer data using a WindoW based protocol 
With the successfully received data acknoWledged. 

[0010] To understand Where optimiZations may be made, 
it is instructive to consider a typical TCP connection estab 
lishment. FIG. 16 illustrates an example of the conventional 
TCP three-Way handshake betWeen IP hosts 20 and 22. First, 
the IP host 20 that Wishes to initiate a transfer With IP host 
22, sends a synchroniZe (SYN) signal to IP host 22. The IP 
host 22 acknoWledges the SYN signal from IP host 20 by 
sending a SYN acknoWledgement (ACK). The third step of 
the conventional TCP three-Way handshake is the issuance 
of an ACK signal from the IP host 20 to the other IP host 22. 
At this point, IP host 22 is ready to receive the data from IP 
host 20 (and vice versa). After all the data has been deliv 
ered, another handshake (similar to the handshake described 
to initiate the connection) is used to close the TCP connec 
tion. 

[0011] TCP Was designed to be very ?exible and to Work 
over a Wide variety of communication links, including both 
sloW and fast links, high latency links, and links With loW 
and high error rates. HoWever, While TCP (and other high 
layer protocols) Works With many different kinds of links, 
TCP performance, in particular, the throughput possible 
across the TCP connection, is affected by the characteristics 
of the link in Which it is used. There are many link layer 
design considerations that should be taken into account 
When designing a link layer service that is intended to 
support Internet protocols. HoWever, not all characteristics 
can be compensated for by choices in the link layer design. 
TCP has been designed to be very ?exible With respect to the 
links Which it traverses. Such ?exibility is achieved at the 
cost of sub-optimal operation in a number of environments 
vis-a-vis a tailored protocol. The tailored protocol, Which is 
usually proprietary in nature, may be more optimal, but 
greatly lacks ?exibility in terms of netWorking environments 
and interoperability. 
[0012] An alternative to a tailored protocol is the use of 
performance enhancing proxies (PEPs), to perform a general 
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class of functions termed “TCP spoo?ng,” in order to 
improve TCP performance over impaired (i.e., high latency 
or high error rate) links. TCP spoo?ng involves an interme 
diate network device (the performance enhancing proxy 
(PEP)) intercepting and altering, through the addition and/or 
deletion of TCP segments, the behavior of the TCP connec 
tion in an attempt to improve its performance. 

[0013] Conventional TCP spoo?ng implementations 
include the local acknowledgement of TCP data segments in 
order to get the TCP data sender to send additional data 
sooner than it Would have sent if spoo?ng Were not being 
performed, thus improving the throughput of the TCP con 
nection. Generally, conventional TCP spoo?ng implemen 
tations have focused simply on increasing the throughput of 
TCP connections either by using larger WindoWs over the 
link or by using compression to reduce the amount of data 
Which needs to be sent, or both. 

[0014] Many TCP PEP implementations are based on TCP 
ACK manipulation. These may include TCP ACK spacing 
Where ACKs Which are bunched together are spaced apart, 
local TCP ACKs, local TCP retransmissions, and TCP ACK 
?ltering and reconstruction. Other PEP mechanisms include 
tunneling, compression, and priority-based multiplexing. 

[0015] In addition to optimiZation mechanisms, netWork 
redundancy is imperative for the operation of modem com 
munication systems. HoWever, such redundancy should not 
degrade or hinder the performance of the system. That is, 
redundancy needs to be achieved Without compromising 
performance. 
[0016] Based on the foregoing, there is a clear need for 
improved approaches to optimiZing netWork performance, 
While achieving netWork redundancy. There is also a need to 
enhance netWork performance, Without a costly infrastruc 
ture investment. There is also a need to employ a netWork 
performance enhancing mechanism that complies With 
eXisting standards to facilitate rapid deployment. There is a 
further need to simplify the receiver design. Therefore, an 
approach for optimiZing netWork performance using a proXy 
architecture is highly desirable. 

SUMMARY OF THE INVENTION 

[0017] The present invention addresses the above stated 
needs by providing a system for providing performance 
enhancing proXy (PEP) functionalities. The system utiliZes a 
redundant platform that minimiZes the impact on the net 
Work of redundancy sWitching as the spoofed connections 
are restarted. An “unspoofed startup delay” process provides 
for the termination of unspoofed connections for a prede 
termined period, so that the restart process of spoofed TCP 
connections is not delayed. 

[0018] According to one aspect of the invention, a method 
for performing redundancy sWitching from a ?rst platform to 
a second platform is provided. The method includes iden 
tifying a message received over a connection according to a 
prescribed protocol as an unspoofed message. The method 
also includes terminating, during a predetermined period, 
the connection based upon the identifying step. Further, the 
method includes restarting a spoofed connection betWeen 
the second platform and a host. Under this approach, net 
Work performance is enhanced. 

[0019] According to another aspect of the invention, a 
communication system includes a ?rst platform that is 
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con?gured to communicate With a remote platform and a 
second platform that is con?gured to communicate With the 
remote platform upon failure of the ?rst platform to com 
municate With the remote platform. The second platform is 
con?gured to identify a message received from a local host 
over a connection according to a prescribed protocol as an 
unspoofed message, Wherein the second platform termi 
nates, during a predetermined period, the connection in 
response to the identi?ed message. The above arrangement 
advantageously improves system throughput and system 
reliability of a communication system. 

[0020] According to one aspect of the invention, a com 
munication gateWay for providing redundant communica 
tion in a communication system having a remote platform is 
provided. The gateWay includes a communication interface 
that is con?gured to receive a message from a host over a 
connection according to a prescribed protocol. Additionally, 
the gateWay includes a processor that is coupled to the 
communication interface and is con?gured to identify the 
message received as an unspoofed message, and con?gured 
to terminate, during a predetermined period, the connection 
based upon the identi?ed message, the processor being 
con?gured to restart a spoofed connection With another host. 
The above arrangement advantageously provides improved 
system performance. 

[0021] According to another aspect of the invention, a 
communication gateWay for providing redundant commu 
nication in a communication system having a remote plat 
form is disclosed. The gateWay includes means for identi 
fying a message received over a connection according to a 
prescribed protocol as an unspoofed message, and means for 
terminating, during a predetermined period, the connection 
based upon the identi?ed message. The gateWay also 
includes means for restarting a spoofed connection betWeen 
the second platform and a host. The above approach mini 
miZes delay associated With redundancy sWitching. 

[0022] In yet another aspect of the invention, a computer 
readable medium carrying one or more sequences of one or 

more instructions for performing redundancy sWitching 
from a ?rst platform to a second platform is disclosed. The 
one or more sequences of one or more instructions include 

instructions Which, When eXecuted by one or more proces 
sors, cause the one or more processors to perform the step 
of identifying a message received over a connection accord 
ing to a prescribed protocol as an unspoofed message. 
Another step includes terminating, during a predetermined 
period, the connection based upon the identifying step. Yet 
another step includes restarting a spoofed connection 
betWeen the second platform and a host. This approach 
advantageously provides improved system reliability and 
performance. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] Amore complete appreciation of the invention and 
many of the attendant advantages thereof Will be readily 
obtained as the same becomes better understood by refer 
ence to the folloWing detailed description When considered 
in connection With the accompanying draWings, Wherein: 

[0024] FIG. 1 is a diagram of a communication system in 
Which the performance enhancing proXy (PEP) of the 
present invention is implemented; 




























