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(57) ABSTRACT 

A system that permits commercial transactions over a net 

Work of computers is described. In one example, the net 

Work of computers supports communications betWeen busi 
ness relation data structures. The business relation data 

structures re?ect credit relationships betWeen tWo or more 

businesses. To perform a commercial transaction, a con 

sumer accesses a vendor’s Web site. The consumer selects 

an item to purchase from that Web site. The vendor com 

puter then generates a proposal. The proposal includes an 
item identi?er and a price. That proposal is then propagated 
to all of the business relation data structures With Which the 

vendor’s business relation data structure can communicate. 

At each one of the recipient business relation data structures, 
the proposal is modi?ed and forwarded on to other business 

relation data structures. The modi?cations are based upon 

the credit relations betWeen businesses. This modi?cation 
and forwarding continues until the consumer’s computer is 
reached With a set of proposals. The consumer then accepts 

a proposal that best suits her needs. This acceptance is then 
propagated back to the vendor computer. The vendor can 
then deliver the item to the consumer. 

Receive 
proposal 

216A 214 

Modify ls there a best 
proposal Yes route? No 

224 
218A 

‘7% ‘ . No ‘ Determine 

ls credlt 0k? 7 recipients 

Yes 

222A 

v / i 
Report 
error 

Transmit 
proposal 

216B 

Modify 
proposal 

2185 

Is credit 0k? 

Yes 

Transmit 
Proposal 

222B 



Patent Application Publication Mar. 28, 2002 Sheet 1 0f 6 US 2002/0038292 A1 

03 

_\ wEEmoE EmmcoSm 
\ + x :l Si Si n: n: n: 

mg 
mg Fm; 

om? wEEmoE $9952 I‘ 
mm? wm? : S; : 

wmw 

mm mm? 

8F 08 NNF .5 26691 t 892.? 
N9‘ 

02 mm? 9E: \ PE‘ 

: 

wwoEwzm / 
Fm? om? 

v: 

wEEmoE R 
5920mm ammo 

02 $23 aoazi 



Patent Application Publication Mar. 28, 2002 Sheet 2 0f 6 US 2002/0038292 A1 

C Start ) 
l 

Purchaser requests a 
proposal 

200 

Vendor creates proposal 

205 

V 

Search business relation 
structures to generate 

proposal set 

210 

V 

Transmit proposal set to 
purchaser program 

220 

Receive selection of a 
proposal 

230 

V 

Transmit selected proposal to 
vendor program 

240 

V 

Notify purchaser that 
selected proposal was 

received 

250 

C End D 
Fig 2A 



Patent Application Publication Mar. 28, 2002 Sheet 3 0f 6 US 2002/0038292 A1 

1 Start ) 

v 212 

Receive / 
proposal 

/ 216A 214 

Modify is there a best 
proposal route? No 

218A 224 

v 

No . 

ls credit ok? > Determine 
/ recipients 
Yes 

222A 232 

v / v / 
Transmit RepQr‘t 
ro osal error 

p p 2188 

No 
Is creditok? 

v 

End ‘: 
Transmit 

2228/ Proposal 
Fig 2B 



Patent Application Publication Mar. 28, 2002 Sheet 4 0f 6 

Q ) Start 

l 
Sign selected proposal with 

cryptographic key 

242 

V 

Transmit proposal to 
previous business relation 

structure A 

244 

V 

Record transaction and sign 
selected proposal 

246 

Reached vendor 
program? 

248 

Vendor receives selected 
proposal and records 

transaction 

249 

End 

US 2002/0038292 A1 

Fig 2C 



Patent Application Publication Mar. 28, 2002 Sheet 5 0f 6 US 2002/0038292 A1 

IV 
301 

351 

$ 9 £ 
IT 352 IT 
311 312 

353 354 

355 356 357 358 



Patent Application Publication Mar. 28, 2002 Sheet 6 0f 6 

461 462 463 

US 2002/0038292 A1 

464 

411 412 413 414 

Fig 4 



US 2002/0038292 A1 

INTERNET COMMERCE METHOD AND 
APPARATUS 

RELATED APPLICATIONS 

[0001] This application relates to, claims the bene?t of the 
?ling date of, and incorporates by reference, the United 
States provisional patent application serial No. 60/072,473, 
entitled “Internet Commerce Method and Apparatus,” inven 
tor Jacques Quelene, ?led Jan. 26, 1998. 

COPYRIGHT NOTICE 

[0002] Aportion of the disclosure of this patent document 
contains materials that are subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by any one of the patent disclosure, as it 
appears in the Patent and Trademark Office patents, ?les or 
records, but otherWise reserves all copyright rights Whatso 
ever. 

BACKGROUND OF THE INVENTION 

[0003] 1. Field of the Invention 

[0004] This invention relates to the ?eld of netWorked 
computer systems and more particularly the invention 
relates to using netWorked computer systems to conduct 
electronic commerce. 

[0005] 2. Description of the Related Art 

[0006] Electronic commerce is rapidly groWing. Increas 
ing numbers of purchases are being conducted electronically 
over public netWorks like the Internet as Well as private 
netWorks such as corporate intranets. To date, electronic 
commerce has primarily been employed in the delivery of 
tangible goods such as computer equipment, bouquets of 
?oWers, airline tickets, etc. Electronic commerce can also be 
used in the delivery of digital products such as neWspaper 
articles, stock quotes, database query results, movies, etc. 
Electronic commerce primarily reduces business channel 
costs. These are the costs associated With processing orders, 
credit checking, handling payments, etc. Electronic com 
merce is important for the delivery of digital products in 
order to keep costs in line With the value of the digital 
products. 
[0007] Accordingly, vendors should adopt a method for 
electronic commerce suitable to the types of transactions 
that they Will be doing With their purchasers. There are three 
Ways vendors presently enable purchasers to participate in 
electronic commerce: using accounts, accepting credit cards, 
and accepting electronic cash. Each of these solutions is a 
variation of traditional commerce methods. 

[0008] Account based solutions are modeled on the Way 
companies traditionally did business With one another pur 
chase orders and invoices. This system requires that vendors 
knoW purchasers because the vendor is extending the credit. 
Further, as the number of purchasers increases, the paper 
Work involved in handling the purchase orders and billing 
customers becomes immense. Although electronic com 
merce eliminates some of the paperWork, and partially 
automates the systems, account based solutions are not 
ef?cient for either the purchaser or the vendor. Purchasers 
are required to remember account information for a multi 
tude of vendors and vendors are required to take on a 
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secondary business of providing credit. Given these limita 
tions, it is unsurprising that account based systems are 
generally not in Widespread use in electronic commerce. 

[0009] Credit card based transaction systems eliminate the 
credit issue for vendors, but incur other costs. Credit card 
providers charge 1-3% on each transaction. This charge 
covers the costs for security, insurance, and the centraliZed 
system. This charge makes using credit cards for small 
purchases unattractive. When electronic commerce is used 
for the purchase of expensive tangible goods, like computer 
equipment or plane tickets, credit cards function as Well as 
they do outside the electronic commerce realm. HoWever, it 
is not feasible to use credit cards for the types of loW cost, 
information-oriented transactions that are a component of 
electronic commerce. 

[0010] Credit card transactions also do not support mul 
tiple currencies With ease. A vendor might present a pur 
chaser With a display of different currencies, as an indication 
of the price, but the actual exchange rate that Will be in effect 
When the credit card company settles the accounts may be 
different. Thus, credit cards do not support reliable pricing 
in a multi-currency environment. 

[0011] Credit cards also do not Work Well in business 
settings. The credit card approval process looks only to the 
credit limit on the card, eg the credit of the business or the 
credit line on that corporate card, and not to the budget or 
authoriZation process of the company. Further, the company 
has no control over the purchasing process until after a ?rm 
commitment has been made, eg when the statement is 
issued. Therefore, it is not possible to enforce business 
speci?c rules on credit card purchases. Credit cards also do 
not Work Well for detailed expense tracking. It is dif?cult at 
the time of purchase to associate internal tracking or account 
information With a purchase. 

[0012] Electronic cash solutions have been created to 
address some of the shortcomings of credit cards for elec 
tronic commerce. A buyer gets “coins” from her/his bank, 
and gives them to a merchant When she/he has to pay. The 
“coins” are stored as electronic cash either on a smart card 

or in a softWare application on a computer. Duplicating a 
sequence of bits is a lot easier than counterfeiting physical 
coins or notes, so any electronic cash solution must have 
systems for verifying the electronic cash and preventing 
double spending. This requires that the electronic cash be 
veri?ed by the bank at transaction time. These costs limit the 
use of the system to transactions that involve at least $0.50. 
Thus, it is not feasible to use electronic cash for the types of 
loW cost-information oriented transactions that are a com 
ponent of electronic commerce. 

[0013] In addition, the various technologies do not cur 
rently interoperate. Unlike the credit card industry that is 
dominated by a small number of mature providers With a 
high degree of market penetration, electronic cash solutions 
have a loW degree of market penetration. Thus, both the 
merchant and the buyer must have accounts With the same 
electronic cash provider. 

[0014] Present electronic commerce solutions are not Well 
suited to commerce betWeen vendors and purchasers that do 
not knoW one another. Present electronic commerce solu 
tions are too costly on a per transaction basis for loW priced 
information purchases that could make up the bulk of 
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electronic commerce. Present electronic commerce solu 
tions do not operate Well betWeen different payment meth 
ods. Present electronic commerce solutions do not easily 
permit multi-currency transactions. Accordingly, What is 
needed is an electronic commerce technique that permits 
vendors and purchasers to complete extremely large vol 
umes of transactions With very little transactional overhead 
in multiple currencies With differing types of payment 
methods. 

SUMMARY OF THE INVENTION 

[0015] Some embodiments alloW for electronic commerce 
over a computer netWork. The netWork has a purchaser 
computer and a vendor computer. The netWork supports 
business relation structures that represent agreements to 
extend credit betWeen businesses. The netWork uses the 
business relation structures for decision making processes. 
The netWork transmits business messages that relate to 
agreements betWeen businesses, including messages relating 
to extending credit for purchases. 

[0016] In some embodiments, the vendor computer creates 
a proposal. That proposal identi?es an item to be purchased 
as Well as the vendor price and other transaction parameters. 

[0017] In one embodiment, the proposal is sent to an 
intermediary that shares a business relation With the vendor. 
This intermediary sends the proposal to other intermediaries 
via the netWork until one or more proposals reaches the 
purchaser. At each stage, the proposal is modi?ed by the 
intermediary. The modi?cations can include changing the 
price to re?ect the cost of extending credit and the value 
added by the intermediary. The purchaser computer may 
receive multiple proposals depending on the number of 
paths betWeen the vendor and the purchaser. 

[0018] A selection signal is received on the purchaser 
computer that indicates the purchaser Wishes to accept one 
of the proposals. The selected proposal is then transmitted to 
the vendor computer, along the same path as the initial path. 
At that point, the transaction is complete and the vendor 
delivers the good, or service, identi?ed by the proposal. 

[0019] In some embodiments, the vendor price is speci?ed 
in the vendor’s currency and the proposal speci?es that the 
purchaser computer requires the price speci?ed in a different 
currency. The price associated With some of the proposals is 
then speci?ed in the purchaser’s currency and charges are 
added to the vendor price of those proposals for performing 
the currency conversion. 

[0020] In some embodiments, the computers attach cryp 
tographic signatures to the proposals and the selected pro 
posal. For example, a vendor computer might only accept 
proposals that are cryptographicly signed by the purchaser 
computer. 

[0021] In some embodiments, a receipt is issued by the 
vendor computer When the vendor receives the selected 
proposal. 

[0022] In some embodiments, credit histories and trans 
action performance histories limit the search of the business 
relation structures. For example, business relation structures 
that indicate a business has poor credit history Will not be 
included in the paths found by the search of the business 
relation structures. 

Mar. 28, 2002 

[0023] In some embodiments, the vendor can quickly 
establish a commerce site from an existing Web site by 
associating a ?ag containing a price With content and goods 
that come With a price. Then, the vendor operates a cash 
register program so that the data ?oWing from the Web server 
to the client is intercepted by the cash register. The cash 
register delays delivery of the data to the client While a 
proposal is generated and routed to the client. Once the 
proposal has been accepted, the cash register Will complete 
the delivery of the requested data to the client. 

BRIEF DESCRIPTION OF THE FIGURES 

[0024] FIG. 1 illustrates one embodiment of the invention 
With computer systems coupled in a netWork supporting 
transactions betWeen the computer systems on the netWork. 

[0025] FIG. 2A illustrates one embodiment of a method of 
completing a transaction. 

[0026] FIG. 2B illustrates one embodiment of a method of 
searching the business relation structures to generate a set of 
proposals. 
[0027] FIG. 2C illustrates one embodiment of a method of 
transmitting the accepted proposal to the vendor computer. 

[0028] FIG. 3 illustrates computer systems that supports 
extranets. 

[0029] FIG. 4 illustrates computer systems that supports 
greater corporate control of transactions. 

[0030] Although many details have been included in the 
description and the ?gures, the invention is de?ned by the 
scope of the claims. Only limitations found in those claims 
apply to the invention. 

DETAILED DESCRIPTION 

[0031] A. System OvervieW 

[0032] FIG. 1 depicts netWorked computer systems 
including an embodiment of the invention. FIG. 1 includes 
a physical and a higher level vieW of the system. The 
folloWing ?rst lists the elements of FIG. 1, then describes 
the elements, and then describes hoW they Work together. 

[0033] This paragraph lists the elements in FIG. 1. FIG. 
1 shoWs a physical layer 100 comprising: an IP NetWork 
101, a computer 102, a computer 103, a computer 104, a 
computer 105, a computer 106, a computer 107, a computer 
108, a computer 109, a computer 110, a computer 111, and 
a computer 112. FIG. 1 also shoWs a communications layer 
170 comprising: the cash register programs 114, a cash 
register(CR) 115, a CR 116, the trader programs 120, an 
internet trader (IT) 121, an IT 122, an IT 123, an IT 124, an 
IT 125, the manager programs 130, an account manager 
(AM) 131, the purchaser programs 140, an internet pur 
chaser (IP) 141, an IP 142, an IP 143, the business links 160, 
a business link (BL) 150, a BL 151, a BL 152, a BL 153, a 
BL 154, a BL 155, a BL 156, a BL 157, a BL 159, a BL 161, 
a BL 162, and a BL 163. 

[0034] This paragraph describes the interconnections 
betWeen the elements of FIG. 1. The IP NetWork 101 is 
coupled to the computer 102, the computer 103, the com 
puter 104, the computer 105, the computer 106, the com 
puter 107, the computer 108, the computer 109, the com 
puter 110, the computer 111, and the computer 112. The CR 
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115 is coupled to the IT 121 by the BL 150. The CR 116 is 
coupled to the IT 121 by the BL 151. The IT 121 is coupled 
to the IT 122 by the BL 152. The IT 121 is coupled to the 
IT 123 by the BL 153. The IT 122 is coupled to the IT 124 
by the BL 154. The IT 123 is coupled to the IT 124 by the 
BL 155. The IT 121 is coupled to the IT 125 by the BL 156. 
The IT 124 is coupled to the IT 125 by the BL 157. The IT 
124 is coupled to the AM 131 by the BL 159. The AM 131 
is coupled to the IP 141 by the BL 161. The AM 131 is 
coupled to the IP 142 by the BL 162. The AM 131 is coupled 
to the IP 143 by the BL 163. 

[0035] The following paragraphs describe the elements of 
FIG. 1. The physical layer 100 corresponds to the underly 
ing physical computers and network over which electronic 
commerce occurs. The IP Network 101 is the Internet, or any 
network, such as an intranet, an extranet, or a private 
switched network. The computer 102, the computer 103, the 
computer 104, the computer 105, the computer 106, the 
computer 107, the computer 108, the computer 109, the 
computer 110, the computer 111, and the computer 112 may 
be personal computers, handheld computers, workstation 
computers, server computers, clusters of computers, or some 
other computer. Computers used by the purchaser programs 
140 are more likely to be personal computers, handheld 
computers, television set-top boxes, or thin client computers 
like the Network Computers proposed by Sun, Oracle and 
IBM, but this is not required. 

[0036] The cash register programs 114, the trader pro 
grams 120, the manager programs 130, and the purchaser 
programs 140 maintain business relation structures contain 
ing computer readable information about business relations. 
The business links 160 represent the communications chan 
nels between business relation structures. The communica 
tions layer 170 shows the network formed by the business 
relation structures. 

[0037] The cash register programs 114, the trader pro 
grams 120, the manager programs 130, and the purchaser 
programs 140 may be computer programs, computer pro 
cesses, computer tasks, or some other computer executable 
code. A computer program is a sequence of instructions for 
a computing device. 

[0038] The cash register programs 114 include the CR 115 
and the CR 116. The cash register programs 110 are operated 
by businesses or individuals that have products, either 
tangible or digital, for sale. Products can be either a product 
or a service. Collectively the operators of the cash register 
programs 110 are called vendors. The cash register programs 
110 allow vendors to request and collect money from 
purchasers for products the vendor is selling by using a 
series of intermediaries to extend credit to the purchaser. 

[0039] The trader programs 120 include the IT 121, the IT 
122, the IT 123, the IT 124, and the IT 125. The trader 
programs 120 are operated by businesses or individuals that 
act as intermediaries in transactions between vendors and 
purchasers. Collectively the operators of the trader programs 
120 are called intermediaries. The intermediaries act as 
creditors and debtors with one another. Intermediaries 
relieve vendors of the burden of acting as creditors to their 
purchasers. This has the effect of increasing the amount of 
credit available to purchasers because it permits purchasers 
to buy from vendors who do not know them. The interme 
diaries may have the trader programs 120 assess charges to 
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cover the costs of extending credit for a transaction. The 
trader programs 120 help the intermediaries perform these 
functions. 

[0040] The manager programs 130 include the AM 131. 
The manager programs 130 are operated by businesses or 
individuals that provide credit services to purchasers, such 
as invoicing and billing, or other value added services, such 
as training. Collectively the operators of the manager pro 
grams 130 are called account managers. They can be regular 
account managers, corporate account managers, or gateway 
account managers. Gateway account managers can enable 
different payment techniques. For example, a gateway 
account manager could accept payments using the secure 
electronic transaction (SET) protocol for credit cards. The 
purchaser account mangers may have the manager programs 
130 assess charges to cover the costs of extending credit for 
a transaction. 

[0041] The purchaser programs 140 include the IP 141, the 
IP 142, and the IP 143. The purchaser programs 140 are 
typically operated by individuals seeking to purchase prod 
ucts. The purchaser programs 140 may also operate inde 
pendently of an individual based on user or corporate 
preferences and requests. Collectively the operators of the 
purchaser programs 140 are called purchasers. The pur 
chaser programs allow purchasers to purchase goods. 

[0042] In the example of FIG. 1, the CR 115 is running on 
the computer 103. The CR 116 is running on the computer 
105. The IT 121 is running on the computer 104. The IT 122 
is running on the computer 102. The IT 123 is running on the 
computer 123. The IT 124 is running on the computer 112. 
The IT 125 is running on the computer 107. The AM 131 is 
running on the computer 111. The IP 141 is running on the 
computer 110. The IP 142 is running on the computer 109. 
The IP 143 is running on the computer 108. The invention 
does not rely on the locations of the participants to a 
transaction in the physical layer 100. It is possible for the 
same computer in the physical layer 100 to operate multiple 
programs and play multiple roles. 

[0043] The individuals and businesses that are vendors, 
purchasers, intermediaries, and account managers form 
business relations to conduct business. A business relation 
structure represents an agreement between two or more 
entities to extend credit to one another. Typically, a pur 
chaser will select one or more account managers to handle 

his/her purchasing needs. The business relationship between 
purchaser and account manager is that of debtor and creditor 
respectively. When a corporation acts as the account man 
ager, the account manager program serves to control pro 
posed spending decisions by purchasers, e.g. purchasing 
agents of the corporation. 
[0044] Vendors similarly will select one or more interme 
diaries to extend credit to purchasers on their behalf. The 
business relationship between vendors and intermediaries is 
that of creditor and debtor respectively. Intermediaries will 
form agreements and partnerships with other intermediaries. 
The business relationships between intermediaries can take 
many forms. For example, an intermediary might agree to be 
a debtor to another intermediary, but refuse to extend credit 
to that intermediary because of a bad past payment history. 
Account managers form business relations with one or more 
intermediaries. The business relationship between account 
managers and intermediaries is that of debtor and creditor 
respectively. 
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[0045] If it is possible to ?nd a sequence of business links 
betWeen a vendor and a purchaser, then that vendor and that 
purchaser can do business With one another. For example, 
the CR 115 and the IP 141 can do business With one another 
because <BL 150, BL 152, BL 154, BL 159, BL 161> is a 
sequence of business links that couple the CR 115 and the IP 
141. In the example and FIG. 1, it is possible for all the 
vendors and all the purchasers to do business With one 
another because at least one sequence of business links can 
be found betWeen each vendor and each purchaser. 

[0046] The steps for completing a transaction Will noW be 
described. When a purchaser using the IP 141 is reviewing 
the goods the CR 115 has for sale, the IP 141 sends a 
selection signal to the CR 115 indicating an item the IP 141 
is interested in purchasing. In some embodiments, the CR 
115 uses the World Wide Web to present the items 
for sale. The CR 115 is able to use other protocols to present 
the items for sale such as electronic mail messages, ?le 
transfer protocol ?le transmissions and the like. Using 
commercially available broWser softWare such as Netscape 
NavigatorTM, the IP 141 sends the selection signal to the CR 
115 by transmitting the address of a link embedded in the 
WWW page to the CR 115. The address corresponds to the 
item the IP 141 Wishes to purchase. The CR 115 Will then 
generate a proposal identifying a good for sale and the price 
of the good. 

[0047] Rather than deciding Whether the IP 141 is a good 
credit risk, the CR 115 Will take advantage of the netWork 
created by the business links 160 and the corresponding 
business relations to enable the purchase. The business 
relation structures Will be used to convey the proposal to the 
IP 141. Each program in the netWork of business links may 
add a different markup for the credit services provided. The 
markup is based on the business relations needed to extend 
credit as Well as the value added services, if any, provided 
by the business relations. For this reason, multiple proposals 
for the purchase of the same good may be transmitted to the 
IP 141. Each proposal Will correspond to a different 
sequence of business links betWeen the CR 115 and the IP 
141. 

[0048] In this example, the IP 141 has signaled to the CR 
115 that it is interested in proposals for the purchase of a 
speci?c good. The CR 115, after generating the proposal, 
then transmits the proposal to all of its business relations as 
identi?ed in business relation structures. In this case the CR 
115 transmits the proposal to the IT 121. The IT 121 then 
examines the proposal and decides Whether to facilitate the 
proposal. Assuming the IT 121 decides to facilitate the 
proposal, the IT 121 Will add a markup for extending credit 
and transmit the proposal over the netWork to some or all of 
its business relations based on the information stored in the 
routing tables of IT 121. This process of revieWing the 
proposal and forWarding it to business relations continues 
until one or more modi?ed proposals reach the IP 141. 

[0049] In this example, the IT 121 sends the proposal to 
the IT 122 and the IT 123. The IT 122 sends the proposal to 
the IT 124. The IT 123 sends the proposal to the IT 124 and 
the IT 125. The IT 125 sends the proposal to the IT 124. The 
IT 124 sends three different proposals for the same identi?ed 
good to the AM 131. The three proposals Will be different 
because each reached the AM 131 by a different sequence of 
business links and thus the price, and perhaps other terms, 
Will differ among the proposals. 
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[0050] After adding its markup, the AM 131 sends the 
proposals to the IP 141. The IP 141 then receives a selection 
signal indicating Which proposal out of the set of proposals 
that have been received is accepted. The process of receiving 
the selection signal is described beloW. 

[0051] Once that selection is made, the selected pro 
posal—or order—is transmitted back to the manager pro 
grams 130, the trader programs 130, and then the CR 115 in 
reverse order from the sequence of business links that 
correspond to the order. 

[0052] When the CR 115 receives the order, the contract 
has been made. It is time for the CR 115 to deliver the 
purchased good. The CR 115 also sends a receipt to the IP 
141. The receipt indicates the goods that Were purchased by 
the IP 141. In one implementation, the receipt can also be 
used by IP 141 to re-request the purchased data for a 
predetermined period. 

[0053] At appropriate intervals, de?ned by the business 
relations, the entities in the business relations pay back the 
credit extended. Different business relations may de?ne 
different payment terms. For example, the purchaser pro 
grams 140 are typically operated by individuals Who might 
be billed on a Weekly or monthly basis. The trader programs 
120 are typically operated by banks and other large business 
and as such, they might adopt policies that require more 
frequent payments. Regardless of the amount of credit 
extended or the number of transactions, participating entities 
can alWays provide their business relations With detailed 
invoices describing the transactions for Which debt is oWed. 

[0054] This process of conveying the proposals across the 
business links 160 from the cash register programs 114 to the 
purchaser programs 140 occurs quickly. To speed the pro 
cess, the trader programs 120 may employ caching algo 
rithms that speed the identi?cation of business relations on 
the path to the IP 141. The trader programs 120 may also 
employ heuristics to limit the extension of credit to bad 
credit risks or favor the use of business relations that result 
in a higher percentage of accepted proposals. For example, 
the IT 123 might recogniZe that only 10% of the proposals 
the IT 123 sent to the IT 125 have been accepted, but 90% 
of the proposals it sent to the IT 124 have been accepted. 
Accordingly, the IT 123 might send feWer proposals to the 
IT 125. 

[0055] As transactions occur and business relation struc 
tures are modi?ed, the business links 160 are added and 
removed. The communications layer 170 changes as the 
business links 160 are added and removed. Thus, the ability 
of a vendor and a purchaser to transact business depends on 
the status of the communications layer 170. For example, if 
the IT 124 is a small intermediary With loW credit limits With 
its business relations, then there may be occasions on Which 
the CR 115 and the IP 141 can not do business until the IT 
124 has paid doWn its debt. Similarly, the IT 122 might oWe 
the IT 121 the maximum amount of money alloWed by the 
business relation betWeen the parties, accordingly the IT 121 
Will not transmit further proposals to the IT 122 until the IT 
122 pays doWn its debt. 

[0056] If there are no paths betWeen the CR 115 and the IP 
141 in the communications layer 170, the CR 115 Will 
transmit an error message to the IP 141 using the physical 
layer 100. The error message can include information 



US 2002/0038292 A1 

describing the problem and, if appropriate, the identity of the 
program that refused to extend credit. 

[0057] In one implementation, the participants crypto 
graphicly sign proposals. Cryptographic signatures offer 
assurances of non-repudiation as Well as protection against 
fraud. 

[0058] Vendors and intermediaries may also offer a variety 
of value added services such as Warranties, currency con 
version, ?nancing, training, installation, and maintenance. In 
one implementation, the proposals indicate Whether the 
goods are sold With Warranties. Intermediaries can extend or 
refuse to honor the Warranties in the proposals. For example, 
the IT 125 might be an intermediary specialiZing in offering 
extended Warranties—for a price. Thus, the proposals that 
reach the IP 141 via the IT 125 Will indicate a longer 
Warranty term and, presumably, a higher price. 

[0059] Similarly, proposals indicate a currency. The ven 
dors Will typically operate only in a single currency, for 
example United States Dollars. Similarly, purchasers typi 
cally operate only in a single currency, for example British 
Pounds. The trader programs 120 and the manager programs 
130 typically only transmit proposals in a single currency. 
HoWever, the trader programs 120 and the manager pro 
grams 130 can have a currency conversion table that enables 
them to receive proposals in a currency other than their oWn 
and transmit a modi?ed proposal in their currency. If the CR 
115 is located in the United States and does business in 
dollars and the IP 141 is located Great Britain and does 
business in pounds, and the IP 141 Wants to buy something 
from the CR 115, a proposal Will only reach the IP 141 if at 
least one trader program or manager program is Willing to 
convert the proposal from dollars to pounds. 

[0060] B. Completing a Transaction 

[0061] FIG. 2A describes one embodiment of a method 
for completing a transaction. 

[0062] At step 200, a purchaser program sends a signal 
requesting a proposal for an item. The purchaser program 
sends the signal When the purchaser Wants to buy something. 
The signal could be sent using the WWW over the physical 
layer 100. In one embodiment, the signal is sent by elec 
tronic mail messages over the physical layer 100. The 
request speci?es the item the purchaser Would like to buy 
from the vendor operating the cash register program. 

[0063] At step 205, the cash register program receives the 
request and creates a proposal. In one implementation, 
before the cash register program sends the proposal to its 
business relations, the cash register program requests a 
unique identi?er from the purchaser program to use in 
identifying the transaction. The unique identi?er alloWs all 
the participants to the transaction to identify the proposal. In 
one implementation, anonymous transactions can also be 
conducted by providing an identi?er that does not provide 
identifying information about the purchaser. For example, 
the unique identi?er might include the purchaser’s name and 
e-mail address, or other identifying information. In an 
anonymous transaction, the unique identi?er Would not 
include that information. The unique identi?er Would 
instead contain a number selected by the purchaser program 
or the manager program for the purchaser. 

[0064] At step 210, a search of the business relation 
structures is then conducted to generate a set of proposals for 

Mar. 28, 2002 

the purchaser. In one implementation, this is done by con 
ducting a breadth ?rst search of business relation structures 
using communications layer 170. This search is described in 
detail beloW. 

[0065] Next, at step 220, the proposal set is then trans 
mitted to the purchaser program. Because each intermediary 
in the path betWeen the purchaser and the vendor modi?es 
the proposal to re?ect the costs of extending credit, the 
purchaser program may receive more than one proposal if 
there Was more than one path found in step 210. 

[0066] At step 230, the purchaser program Waits for a 
selection signal indicating a proposal is accepted. The 
selected proposal is called an order. In one embodiment 
either the manager program or the purchaser program can be 
con?gured by a purchaser to automatically accept certain 
proposals based on the originating vendor and the cost, both 
of the current proposal and the amount spent so far that 
month. 

[0067] Once the selection signal is received, at step 240, 
the order, is transmitted to the cash register program. In one 
implementation, the selection signal is transmitted to the 
cash register program by Way of the intermediaries corre 
sponding to the order. 

[0068] At step 250, upon receiving the order, the cash 
register program noti?es the purchaser that the order Was 
received. In one implementation, the cash register program 
immediately transmits the digital goods bought by the 
purchaser and completes the transaction. If a service has 
been purchased, the cash register program Will begin carry 
ing out the service and provide the purchaser information 
about the status of their transaction. For example, if a foreign 
stock trade Was purchased, the cash register program Would 
carry out the transaction and provide information to the 
purchaser about the completed transaction by updating the 
WWW page the purchaser is vieWing. 

[0069] In one implementation, the cash register program 
also issues a receipt to the purchaser. The receipt acts as a 
proof of purchase for the goods. In one implementation, the 
receipt can also be used for a vendor-designated period to 
re-request the purchased item at no additional charge. 

[0070] It is important to mention that the purchaser need 
not accept any of the proposals. If, for example, all of the 
proposals are undesirable, then the purchaser can decide not 
to select any proposal. In that instance the purchaser pro 
gram can either transmit a cancellation message to the cash 
register program or simply never complete the transaction 
by never transmitting a selected proposal (causing the pro 
posals to timeout). Having the programs cryptographicly 
sign proposals can reduce fraud. 

[0071] C. Searching the Business Relation Structures 

[0072] FIG. 2B describes one embodiment of a method of 
searching the business relation structures to generate a set of 
proposals. This can be used in step 210 of FIG. 2A. 

[0073] At step 212, a program (eg a trader program) 
receives a proposal. The program could be a trader program 
or a manager program. The proposal speci?es the purchas 
er’s identity. The proposal can be processed at this stage to 
ensure that certain preliminary criteria are met. For example, 
proposals that exceed a certain transaction amount can be 
refused. Proposals that have cryptographic signatures that 
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can not be veri?ed can be refused. Also, an intermediary can 
refuse to handle a transaction a second time to avoid the 
creation of loops. If a proposal reaches an intermediary for 
the second time, it is refused and an appropriate error 
message is returned to the sender. Loops are undesirable 
because a loop Would increase the price for purchasing the 
good Without assisting the process of extending credit to the 
purchaser. 

[0074] Next, at step 214 a routing table is consulted to 
decide if there is a route knoWn to the purchaser. If the 
routing table has an entry for the purchaser, control contin 
ues at step 216A. If no route exists, control continues at step 
224. 

[0075] At step 216A, the proposal is modi?ed by the 
program to re?ect the cost of extending credit and any 
additional value added services the intermediary is provid 
ing. For example, an intermediary could offer an extended 
Warranty and charge for it. The credit risks involved as Well 
as the agreements betWeen the parties Will also affect the 
markup. These credit risks and agreements are represented 
by the business relation structures. 

[0076] Next, at step 218A, the credit of the party that is 
about to receive the proposal is examined. If the party is 
credit Worthy, control proceeds to step 222A. OtherWise, 
control proceeds at step 224. This check is important 
because, business relation structures typically specify a 
maximum amount of credit that can be extended to a party. 
Therefore, it is useful to check that sending the modi?ed 
proposal to the destination Will not exceed the credit alloWed 
for the destination party. 

[0077] At step 222A, the proposal is transmitted to the 
destination. It is possible for the destination to be the 
purchaser program. Once the proposal has been successfully 
transmitted, the program stops. If an error occurs during 
transmission, an appropriate error message is returned. 

[0078] At step 224, a list of recipients for the proposal is 
determined. This occurs if there Was no route at step 214, or 
if the credit of the proposed route Was bad at step 218A. 
Typically, this Will be the list of all of the intermediaries and 
purchaser account managers that have business relations 
With the current intermediary. 

[0079] Next, at step 226 the list of recipients is examined. 
If there are no recipients, control proceeds to step 232. If 
there are recipients, control proceeds to step 228. 

[0080] At step 232, as there are no recipients, an error is 
reported back to the intermediary that sent the proposal. The 
sending intermediary Will update its routing tables to indi 
cate that the purchaser cannot be reached through this 
intermediary. 

[0081] At step 228, if each recipient has been sent a 
proposal, the process ends. For each of the recipients, 
control proceeds to block 216B. The process of steps 216B 
222B can be done in parallel or in sequence for each 
recipient. 

[0082] At step 216B, the proposal is modi?ed for the 
recipient. This process is the same as step 216A and control 
continues at step 218B. 

[0083] At step 218B, the credit of the recipient is checked. 
This process is the same as step 218A, hoWever, if the 
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recipient has good credit, control continues With step 222B 
and if the recipient has bad credit, control continues With 
step 218. 

[0084] At step 222B, the modi?ed proposal is transmitted 
to the recipient. This process is the same as step 222A. 
Control then returns to step 228. 

[0085] The error messages that come back from the recipi 
ents Will be used to update the routing table for future 
proposals for the purchaser. Also, When the purchaser 
accepts a proposal, the intermediary Will mark the recipient 
intermediary that transmitted the accepted proposal as the 
route to use for future proposals. To ensure that the routing 
tables remain current, they can be purged periodically. 

[0086] Additionally, intermediaries can send messages 
indicating that their status has changed to cause other 
intermediaries to update their routing tables. For example, if 
the intermediary BankA is brought online in the netWork, it 
Will send a message to its business relations to update their 
routing tables. 

[0087] The routing tables can be purged manually. Routes 
can be manually entered in the routing table. Routes can be 
?xed in place, eg so that a particular recipient program is 
the only route used for a purchaser, or multiple purchasers. 

[0088] Also, Weightings can be assigned to routes in the 
routing table based on the overall number of successful 
transactions a business relation has completed. For example, 
if an intermediary Bank B has completed a large percentage 
of the transactions for the program, routes relying on that 
intermediary can be favored. For example, if a purchaser P 
has no routing table entry and Bank B has done a high 
complete transaction history, Bank B can be used as a knoWn 
route at step 214. Only if Bank B cannot route the proposal 
to purchaser P Will control proceed to step 224. 

[0089] The past credit history of intermediaries can also be 
considered in updating and adding entries to the routing 
table. For example, if an intermediary Bank C is not hon 
oring its obligations to pay amounts due and there is a bad 
payment history, Bank C Will not be used as a recipient at 
step 218A-B. 

[0090] The routing process of FIG. 2B can be bypassed if 
a proposal pre-designates a list of intermediaries to use. In 
that case, the program receiving the proposal ensures that it 
is on the list intermediaries provided by the proposal. If it is, 
the proposal is modi?ed and forWard to the next intermedi 
ary on the list. This is the same as steps 216A-222A; 
hoWever, if the credit of the listed recipient is not satisfac 
tory, an error Will be reported. 

[0091] D. Accepting Proposals 

[0092] FIG. 2C describes one embodiment of a method of 
transmitting the selected proposal to the vendor. This can be 
used in step 240 of FIG. 2A. 

[0093] At step 242, the purchaser program indicates the 
selected proposal by signing it cryptographicly. This reduces 
fraud because it makes it dif?cult for purchasers to claim that 
they did not request products. In one implementation, the 
use of cryptographic signatures is optional. In one embodi 
ment, commercially available broWser softWare such as 
Netscape NavigatorTM is used to display the set of proposals 
to the purchaser. The proposals can be presented as a 
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hypertext markup language (HTML) document inside the 
browser. In one embodiment, each proposal has a corre 
sponding link associated With it. Alternatively, the proposals 
can be presented and using a JavaTM program, a broWser 
plugin program, an application program, an electronic mail 
program, or some other program. 

[0094] When the link in the HTML document receives a 
signal, the broWser softWare then, at step 244, transmits the 
acceptance of the proposal to the previous business relation. 
This has the effect of transmitting the selected proposal back 
to the vendor via each of the intermediaries that are facili 
tating the proposal. For eXample, the selected proposal may 
have gone from the vendor to Bank X and from Bank X to 
Bank Y and from Bank Y to the purchaser via Bank Y’s 
account manager. The signal indicating the selected proposal 
Will travel that path in reverse. The signal Will be transmitted 
to Bank Y’s account manager, then to Bank Y, then to Bank 
X, and ?nally to the vendor. 

[0095] As the signal indicating the selected proposal is 
transmitted back to the vendor, each program records the 
transaction at step 246. Recording the transaction involves a 
number of subsidiary steps. The receiving program eXtends 
credit to the intermediary that sent the signal indicating the 
selected proposal. The receiving program updates the busi 
ness relation structures to re?ect the current amount of credit 
eXtended to business relations. The receiving program 
updates past performance history and past credit history 
appropriately. In one embodiment, the cryptographic signa 
ture of the sender is veri?ed before recording the transaction. 

[0096] At step 248, if the cash register program can be 
reached, the proposal is transmitted to the vendor. Other 
Wise, at step 248, the process continues at step 244 With the 
transmission of the proposal to the previous business rela 
tion. 

[0097] At step 249, the cash register program receives the 
proposal and records the transaction. In one embodiment, 
the cryptographic signature of the sending program is veri 
?ed before recording the transaction. In another embodi 
ment, the cryptographic signature of the purchaser program 
is veri?ed before recording the transaction. Upon recording 
the transaction, the vendor is noW obligated to provide the 
products purchased to the purchaser according to the terms 
of the accepted proposal. 

[0098] In one embodiment, the cash register program 
issues a receipt to the purchaser program upon recording the 
transaction. This receipt acts as proof of purchase for the 
goods. The receipt can either be sent directly to the pur 
chaser over the physical netWork layer coupling the vendor 
and the purchaser, or the receipt can be sent via the com 
munications layer. In one embodiment, the receipt can 
specify a period of time in Which the purchaser program can 
use the receipt to re-request the goods at no additional 
charge. This is mostly applicable to digitally purchased 
goods. The receipt serves an additional role as insurance 
against a transmission problem in the physical netWork 
layer. For eXample, a softWare product bought electronically 
might permit a tWo-day re-request period to protect against 
doWnload and transmission failures. In contrast, a stock 
quote Would likely come With a much shorter re-request time 
period because the value of product is time sensitive. In one 
embodiment, the cash register program updates the WWW 
page being vieWed by the purchaser program to indicate that 
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that sale is complete. The updated WWW page might 
contain the information that the purchaser bought or a link 
to the information. In the case of tangible goods, the updated 
page might re?ect shipping information. 

[0099] E. EXtranet Setup 

[0100] FIG. 3 depicts netWorked computer systems orga 
niZed to create a transaction netWork on an eXtranet using 
one embodiment of the invention. An eXtranet is an eXten 

sion of a company’s internal netWork, or intranet, that alloWs 
selected customers, suppliers, and others to access the 
corporate netWork and vice versa. 

[0101] This paragraph lists the elements of FIG. 3. FIG. 
3 comprises an eXtranet 300, an IV 301, an IT 311, an IT 312, 
anAM 321, anAM 322, an IP 331, an IP 332, an IP 333, an 
IP 334, a BL 351, a BL 352, a BL 353, a BL 354, a BL 355, 
a BL 356, a BL 357, and a BL 358. 

[0102] This paragraph describes the interconnections 
betWeen the elements of FIG. 3. The eXtranet 300 comprises 
the IV 301, the IT 311, the IT 312, the AM 321, the AM 322, 
the BL 351, the BL 352, the BL 353, and the BL 354. The 
IV 301 is coupled to the IT 312 by the BL 351. The IT 312 
is coupled to the IT 311 by the BL 352. The IT 312 is 
coupled to the AM 322 by the BL 354. The IT 311 is coupled 
to the AM 321 by the BL 353. The AM 321 is coupled to the 
IP 331 by the BL 355. The AM 321 is coupled to the IP 332 
by the BL 356. The AM 322 is coupled to the IP 333 by the 
BL 357. The AM 322 is coupled to the IP 334 by the BL 358. 

[0103] FIG. 3 shoWs only the communications layer 
Where programs are coupled by business links and does not 
shoW the physical netWork connections betWeen the com 
puters running the programs. The cash register programs, the 
trader programs and the account manager programs, that are 
part of the eXtranet 300, may be running on a single 
computer or multiple computers coupled via a netWork. The 
eXtranet 300 is con?gured to permit a vendor to handle a 
reduced community of companies doing business together. 
The account managers serve as distributors for the vendor. 
This arrangement is desirable for circumstances Where a 
vendor prefers to handle its customers directly or the nature 
of the goods for sale by the vendor favors the use of a more 
private netWork. For eXample, a vendor might employ the 
eXtranet 300 for customer support or for providing con? 
dential information. The eXtranet 300 can be coupled With 
intermediaries by business links to permit transactions With 
purchasers unknoWn to the vendor, or outside the eXtranet 
300, if the vendor so chooses. 

[0104] In the eXample of FIG. 3, IT 311 has a current table 
With currency conversion rates for United States Dollars and 
British Pounds Sterling. This increases the ?exibility of the 
vendor to handle purchasers in different currencies While 
maintaining control of the transaction from the perspective 
of the user. The currency conversion process could also be 
located in the AM 321. Because all of the intermediaries in 
the eXtranet 300 are more closely controlled by the vendor, 
purchasers Will typically only receive a single proposal; 
hoWever, vendors could select multiple distributors to pro 
vide purchasers choices of Warranty terms and ?nancing. 

[0105] F. Corporate NetWork Setup 

[0106] FIG. 4 depicts netWorked computer systems orga 
niZed for corporate control of transactions using one 
embodiment of the invention. 
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[0107] This paragraph describes the elements of FIG. 4. 
FIG. 4 comprises a CR 401, a CR 402, a CR 403, a CR 404, 
an IT 411, an IT 412, an IT 413, an IT 414, an AM 420, an 
IP 431, an IP 432, an IP 433, an IP 434, and the BLs 461-472. 

[0108] This paragraph describes the interconnections 
betWeen the elements of FIG. 4. The CR 401 is coupled to 
the IT 411 by BL 461. The CR 402 is coupled to the IT 412 
by BL 462. The CR 403 is coupled to the IT 413 by the BL 
463. The CR 404 is coupled to the IT 414 by the BL 464. The 
ITs 411-414 are coupled to the AM 420 by the BLs 465-468. 
The IPs 431-434 are coupled to the AM 420 by the BLs 
469-472. 

[0109] FIG. 4 depicts the communications layer Where 
programs are coupled by business links and does not shoW 
the physical netWork connections betWeen the computers 
running the programs. The trader programs, account man 
ager programs and purchaser programs in FIG. 4 may be 
running on a single computer or may be running on multiple 
computers coupled by a netWork. This setup is designed to 
alloW a corporation to control electronic commerce betWeen 
its employees and a set of vendors. 

[0110] The vendors and the company have entered into 
agreements With set discounts, payment terms and the like. 
The company then permits its employees to access the 
preferred vendors through the AM 420. The AM 420 can 
impose business rules such as requiring secondary authori 
Zation, budget constraints, auditing requirements, etc. Thus, 
purchasing decisions are easy to control before commitment 
is made to the vendor. Auditing and decision making based 
on internal company rules is also facilitated. 

[0111] G. Component Interactions 

[0112] The folloWing describes component interactions 
and their purpose, according to some embodiments of the 
invention. 

[0113] 1. Cash Register Operation Modes 

[0114] In order to present its items or services for sale, the 
vendor uses an application program such as a Web server, an 
electronic storefront program, or some other program. This 
application program handles the basic communications With 
the purchaser until a proposal is requested. At that point, the 
application program sends a message to the cash register 
program that the vendor is running and requests that a 
proposal be generated. The request includes certain param 
eters for the proposal including a description of items, 
prices, and a manner for connecting to the purchaser. 

[0115] The cash register program may also act as a proxy 
server, such as a hypertext transfer protocol (HTTP) proxy 
server. The cash register program can be programmed to 
automatically intermediate HTTP transmissions from the 
vendor to the purchaser that are tagged in a prede?ned 
manner. For example, the cash register could look for a 
<META> tag indicating a price. In that instance, the cash 
register program Will not permit delivery of the Web page to 
the purchaser until the designated price has been paid. 
Alternatively, an extensible markup language (XML) tag 
could be used to signal the cash register program to charge 
for the delivery of content. Alternatively, a different internet 
protocol (IP) could be used to convey the packets to the cash 
register program to charge for the delivery of content. 
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[0116] This embodiment offers the unique advantage that 
the existing Web server softWare and other softWare that 
supports a commerce site does not need to be altered by the 
vendor. Avendor can set up a commerce site using the cash 
register program in proxy mode easily. In this mode, the cash 
register program intercepts packets from the Web server, or 
other server, destined for clients. This is done by con?guring 
the cash register program as the gateWay for packets from 
the Web server to the client. This alloWs the cash register 
program to analyZe the intercepted packets to determine if 
there is a price associated With receiving the packets. If the 
cash register program determines that data destined for the 
client has a price, eg because there is a <META> tag in the 
HTML indicating a price, the cash register program Will 
delay transmission of the data While a proposal is generated 
and routed to the client, purchaser. Only When the client, 
purchaser, has accepted a proposal Will the cash register 
program complete the transmission of the data to the client. 
Thus, once the cash register program is the gateWay or proxy 
for the Web server, commerce functionality is enabled sim 
ply by providing a ?ag With the price on any Web pages that 
should have a cost. The Web page itself might be the good 
purchased, alternatively, the Web page might provide a link 
to the good or con?rmation that the good is being shipped. 

[0117] In another embodiment, the cash register program 
interacts With a mail server. This enables the cash register 
program to listen for electronic mail and send electronic 
mail and complete the proposal and purchase approval 
process through electronic mail. The cash register program 
can listen for electronic mail from a vendor’s application 
program to initiate the proposal process. The cash register 
program then sends an electronic mail to the purchaser 
through the netWork of business relations. Once an accep 
tance of a proposal reaches the cash register program by 
electronic mail, an electronic mail is sent to the vendor’s 
application program by the cash register program indicating 
that payment has been made and the goods should be 
delivered. 

[0118] In one embodiment, the application program com 
municates With the cash register program through an inter 
face designated by the cash register program such as a 
remote procedure call interface, a shared library interface, an 
object linking and embedding interface, or some other 
interface. 

[0119] 2. Manager Program Operation 

[0120] The manager programs are responsible for receiv 
ing the proposals from the trader programs and conveying 
them to the purchaser. The manager programs communicate 
With a purchaser. The communication can be by electronic 
mail, by direct communication With the purchaser program, 
or through some other communications means. For example, 
the manager program could designate a Web page for a 
speci?c purchaser. The purchaser can then revieW the Web 
page periodically and make her/his selections. In another 
embodiment, the purchaser program could be activated by a 
message from the manager program and display the propos 
als to the user immediately. 

[0121] H. Sample Data Structures and Implementation 

[0122] The folloWing describes data structures and their 
use, according to some embodiments of the invention. 
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[0123] 1. Data Structures 

[0124] One implementation uses several different data 
structures to complete transactions. The basic data structures 
are a purchaser identi?er, a role identi?er, a currency iden 
ti?er, a time stamp, an Internet Protocol address identi?er, 
transaction identi?ers, and a good identi?er. These basic 
data structures are in turn used to create more complex data 
structures. Some of these complex data structures are for 
storing prices, transactions, tokens, tickets, and signatures. 

[0125] A price data structure comprises an amount and a 
currency identi?er. The amount is expressed as an integer in 
thousandths of the currency unit. For example, if the cur 
rency identi?er speci?es that United States Dollars are used, 
then one dollar Would be represented by the amount “1000.” 
The amount could also be speci?ed as an amount per unit. 
For example, time at a computer controlled telescope might 
be purchased in minutes, therefore a proposal could specify 
an amount per unit. 

[0126] A transaction data structure comprises a role iden 
ti?er, a time stamp, and a transaction identi?er. The role 
identi?er designates the vendor or intermediary Who is 
creating the transaction data structure. The time stamp 
speci?es the time at Which the transaction data structure Was 
created. The transaction identi?er can uniquely identify a 
speci?c transaction for all participants. 

[0127] The token data structure comprises a role identi?er, 
a time stamp, and a transaction identi?er. The role identi?er 
Will designate the account manager Who is creating the token 
data structure. 

[0128] Ticket data structures serve as a receipt for goods 
or services that have been sold. One important purpose 
served by the ticket data structure is to permit users to 
re-request digital goods that did not properly doWnload 
across the netWork. Ticket data structures comprise a role 
identi?er, a good identi?er, a purchaser identi?er, a time 
stamp, a duration, and a signature. The role identi?er des 
ignates the vendor Who is creating the ticket data structure. 
The duration speci?es the number of seconds from the time 
indicated by the time stamp for Which the ticket can be used 
to re-request the good identi?ed by the good identi?er. The 
signature is a signature data structure. 

[0129] The signature data structure comprises a type iden 
ti?er and a signature. The type identi?er describes What 
security protocol Was used to create the signature. The 
signature can be a digital signature created by public key 
cryptography based on X509 certi?cates. When business 
relationships are formed initially, parties to the business 
relationships exchange or create certi?cates to enable digital 
signatures. In order to speed the transaction process, parties 
in a business relationship may agree to sign only certain 
transactions, eg those exceeding a certain dollar amount. 
Additionally, the parties in a business relationship can 
periodically trade signed messages containing details of 
many previously unsigned transactions. 

[0130] 2. Communications Protocol 

[0131] The folloWing describes the communications pro 
tocol used in some embodiments. The communications 
protocol describes the messages that are communicated 
betWeen the parties to initiate, monitor, and complete a 
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transaction. The messages can be transmitted over the net 
Work using the Transmission Control Protocol (TCP) or 
other protocols. 

[0132] Avendor asks purchasers to identify themselves by 
transmitting information about the good to the purchaser. 
This is called a purchaser information request message and 
it comprises a good identi?er, a description of the good, and 
information about Whether or not anonymous transactions 
are permitted. In one implementation vendors can indicate 
that anonymous transactions are permitted, forbidden, or 
that they prefer not to do anonymous transactions. 

[0133] Upon receiving purchaser information requests, 
purchasers transmit to the cash register, their certi?cate. The 
certi?cate is an identi?er that Was provided to the purchaser 
When they formed their business relationship With their 
account manager. The certi?cate uniquely identi?es the 
purchaser. The account manager is not involved in this stage 
because the purchaser program stores its certi?cate locally. 
If a purchaser prefers anonymity, they can request an anony 
mous certi?cate from their account manager that contains a 
nickname rather than their true identity. This prevents parties 
other than the account manager from matching the a pur 
chaser request With a purchaser. Similarly, the vendor can 
describe its goods generically to prevent account managers 
from monitoring purchases. 
[0134] The communications protocol de?nes messages for 
transmitting ticket data structures and using ticket data 
structures to re-request delivery of goods. The communica 
tions protocol de?nes messages for providing the user a 
descriptive message on the progress of the transaction. In the 
case of errors, an error message is used that describes the 
error and identi?es the intermediary or account manager that 
is preventing the transaction from being completed. 

[0135] Still further messages are used by the communica 
tions protocol betWeen participants. Proposal messages are 
sent betWeen participants. Proposal messages represent a 
?rm offer from a vendor to sell the designated good at the 
designated price. Proposal messages are modi?ed by par 
ticipants to re?ect the cost of extending credit. Proposal 
messages include information such as the period for Which 
the proposal is valid, the Warranty terms, and a crypto 
graphic signature by the sender. 
[0136] Approval messages are sent by the purchaser 
through the sequence of business links identi?ed by the 
proposal back to the vendor to indicate the acceptance of a 
proposal. Approval messages include the transaction iden 
ti?er, the price, and a cryptographic signature. Similarly, 
user cancellation messages can be used by the purchaser to 
indicate that they do not Wish to purchase an item. 

[0137] Invoice and refund messages are sent by the vendor 
to the purchaser through the sequence of business links 
identi?ed by the accepted proposal. Invoice messages are 
sent after the purchaser has sent an approval message to 
cause the intermediaries and the account manager to record 
the transaction. Refund messages are used to roll back 
transactions that have been invoiced. Each proposal can 
specify a maximum amount period for a refund and once that 
period expires, the transaction can not be rolled back. 

[0138] Other components of the communications protocol 
are used to maintain information for routing proposals in the 
communications layer as Well as for error recovery and error 
reporting. 
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[0139] 3. Finding Sequences of Business Links 

[0140] Because transactions and proposals occur along 
sequences of business links, or credit routes, that couple the 
cash register program and the purchaser program, it is 
important for intermediaries to maintain routing information 
that Will speed the delivery of proposals to purchasers. 

[0141] As messages are transmitted using the communi 
cations protocol a variety of error messages Will be gener 
ated by participants should transmissions fail or time out. 
The error messages can be used to maintain routing infor 
mation. Further, participants can send a message requesting 
neW routing information. By using the information gathered 
in the process of using the communications protocol to 
maintain the routing table, the number of recipients for each 
proposal is reduced. 

[0142] In one implementation, the routing table used by 
intermediaries is organiZed based on account managers. 
Entries in the routing table comprise a destination, an 
identi?er for the neXt recipient and a mark. The destination 
is a account manager identi?er. The neXt recipient is either 
another intermediary or the account manager. The mark is 
one of three values: best route, possible route, and no route. 
The mark is used to decide Which entry for a account 
manager Will be used to convey a proposal. 

[0143] As a request is made to convey a proposal to a 
account manager, the routing table is consulted. If there no 
entry for that account manager, then the intermediary must 
?nd a neW path. This is accomplished by sending the 
proposal to all of the intermediary’s business relations, 
eXcept for the intermediary that sent the proposal, and 
Waiting. The information conveyed back to the intermediary 
by the communications protocol alloWs the intermediary to 
mark the route in the routing table. If a business relation of 
the intermediary sends a message that no route is possible 
then an entry is made in the routing table With the account 
manager identi?er, the identi?er for that business relation, 
and the mark no route. If a business relation of the inter 
mediary is used to convey a proposal successfully, an entry 
is made in the routing table With the account manager 
identi?er, the identi?er for that business relation, and the 
mark best route. The other business relations all receive 
entries marked as possible routes. 

[0144] If upon receiving a request to convey a proposal to 
a account manager With entries in the routing table, the 
routing table information is used. The proposal is ?rst sent 
along the entry marked best route and only sent along the 
other routes if an error occurs. Routing table entries have 
their marks changed in response to messages. For eXample, 
if the entry With the mark of best route fails to convey the 
proposal, the entry Will be changed so the mark is possible 
route. 

[0145] In order to maintain the quality of the routing table, 
the information is periodically refreshed. This can occur 
using communications protocol messages that request that 
business partners reset the sender’s routing information. For 
eXample, if Bank X has not received many proposals from 
Bank Y, Bank X could send a route-reset message to Bank 
Y. Upon receiving the route-reset message, Bank Y Would 
then update its routing table entries for Bank X. Addition 
ally, each intermediary might also reset the marks for routing 
table entries periodically to ensure the discovery of neW 
routes. 
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[0146] 4. Transaction OvervieW 

[0147] This section describes the usage of the data struc 
tures, the communications protocol, and the routing tables in 
a sample transaction. 

[0148] The purchaser uses his/her computer to access the 
Internet. The purchaser can use commercially available 
broWser softWare such as Netscape NavigatorTM to vieW 
WWW pages and revieW information. Other programs can 
also be used to access the Internet such as J avaTM applica 
tions, plug-in programs, electronic mail programs, and other 
softWare programs. The items that are for sale can be 
presented in HTML or some other fashion. When the pur 
chaser signals that he/she is interested in an item that is for 
sale the folloWing occurs. 

[0149] The cash register program uses the communica 
tions protocol to request information about the purchaser 
from the purchaser program. The information is then con 
veyed back to the cash register program With a purchaser 
information provided message. 

[0150] The cash register program then uses the informa 
tion about the purchaser to create the proposal. The proposal 
is then sent to the vendor’s intermediary. The intermediary’s 
trader program receives the proposal and adds a markup. 
The trader program then uses the routing tables to ?nd a 
route to convey the proposal to the purchaser’s account 
manager. 

[0151] The manager program receives proposals and for 
Wards them to the purchaser program. The purchaser pro 
gram on the purchaser’s computer displays the proposals. 
The proposals could be displayed directly in the broWser or 
might be shoWn using a J avaTM program, broWser plug-in, 
electronic mail programs, or some other program. The 
purchaser can then accept one of the proposals or reject them 
by selecting a proposal from the list. The purchaser program 
then uses that selection to send an appropriate message. In 
the case Where the purchaser has approved a proposal, an 
approval message Will be sent. 

[0152] The purchaser program then transmits the appro 
priate message to the manager program in response to the 
purchaser’s signal. The manager program then conveys the 
approved proposal to the cash register program using the 
reverse sequence of business links that conveyed the pro 
posal to the purchaser. 

[0153] Upon receiving the approval message, the cash 
register program sends a receipt, ticket data structure, to the 
purchaser program. The vendor also delivers the order to the 
purchaser. Invoice messages are sent by the cash register 
program to close out the transaction. 

[0154] 
[0155] Some embodiments of the invention are included in 
computer usable media such as CD-ROMs, or other com 
puter usable media. The computer usable media can com 
prise the softWare for cash register programs, trader pro 
grams, manager programs, and purchaser programs. 

I. Alternative Embodiments 

[0156] Some embodiments of the invention are included in 
one or more of the programs on the intermediaries, account 
managers, or purchaser computers. 

[0157] Some embodiments of the invention are included in 
an electromagnetic Wave form. The electromagnetic Wave 
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form comprises information such as proposals, approval 
messages, and other messages that comprise the communi 
cations betWeen the participants in a transaction, or the 
programs. 

[0158] J. Conclusion 

[0159] Thus, a method and apparatus for electronic com 
merce has been described. The method permits vendors and 
purchasers to complete transactions over a netWork. The 
method enables a large volume of loW priced transactions by 
facilitating the extension of credit to purchasers Without 
requiring the vendor to act as the creditor. The system offers 
unique bene?ts for the global nature of Internet commerce 
by permitting the conversion of currencies and payment 
methods. 

[0160] The system enables corporations to decentraliZe 
their purchasing process While keeping control of their 
expenses. Further, the system enables the purchases to be 
linked With internal account numbers and budget items at the 
time of purchase. This enables a community of businesses to 
handle their business How ef?ciently When the goods and 
invoices are ?oWing along different paths. Further, this 
system enables the rapid deployment of commercial sites 
through the proxy setup of the cash registers. 

What is claimed is: 
1. A method of communicating an acceptance of a pro 

posal via a plurality of computers coupled in communication 
in a netWork, said proposal identifying a good to be pur 
chased and a price, said price describing the cost for 
purchasing said good using said proposal, said plurality of 
computers including a vendor computer and a purchaser 
computer, said netWork supporting a plurality of business 
relation structures, each business relation structure of said 
plurality of business relation structures representing an 
agreement to extend credit betWeen at least tWo businesses, 
said method comprising: 

generating a ?rst proposal from said vendor computer, 
said ?rst proposal identifying said good and a ?rst 
price, said ?rst price corresponding to the cost of 
purchasing said good using said ?rst proposal; 

generating a set of proposals from said ?rst proposal and 
said plurality of business relation structures, Wherein 
said generating includes, 

searching said plurality of business relation structures 
to determine a plurality of paths betWeen said vendor 
computer and said purchaser computer, each path in 
said plurality of paths corresponding to a sequence of 
business relation structures betWeen said vendor 
computer and said purchaser computer, 

creating said set of proposals, each proposal of said set 
of proposals having a corresponding path in said 
plurality of paths, and 

including in each proposal of said set of proposals any 
changes in said ?rst price as a result of the business 
relation structures used to extend credit; 

transmitting said set of proposals to said purchaser com 
puter; 

receiving a selection of said proposal from said set of 
proposals; and 
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transmitting said selection to said vendor computer indi 
cating said proposal is accepted. 

2. The method of claim 1 Wherein said generating said 
?rst proposal from said vendor computer includes: 

signing said ?rst proposal using a cryptographic key 
identifying said vendor computer. 

3. The method of claim 1 Wherein said searching said 
plurality of business relation structures to determine said 
plurality of paths betWeen said vendor computer and said 
purchaser computer includes: 

a breadth ?rst search of said plurality of business relation 
structures. 

4. The method of claim 1 Wherein said searching said 
plurality of business relation structures to determine said 
plurality of paths betWeen said vendor computer and said 
purchaser computer includes: 

maintaining a plurality of past credit histories, each past 
credit history of said plurality of past credit histories 
having a corresponding business relation structure in 
said plurality of business relation structures; 

eliminating from said plurality of paths each path Whose 
corresponding sequence of business relation structures 
betWeen said vendor computer and said purchaser 
computer includes a business relation structure Whose 
corresponding past credit history is unfavorable. 

5. The method of claim 1 Wherein said generating said set 
of proposals from said ?rst proposal and said plurality of 
business relation structures includes: 

maintaining a plurality of past results of said searching 
said plurality of business relation structures; 

eliminating from said plurality of past results each past 
result Which is older than a predetermined period; 

generating said set of proposals using said plurality of 
past results if at least one past result of said plurality of 
past results has not been eliminated. 

6. The method of claim 1 Wherein each business relation 
structure speci?es a total credit value, said total credit value 
indicating a total amount of credit that can be extended 
under said agreement represented by said business relation 
structure, said searching said plurality of business relation 
structures to determine a plurality of paths betWeen said 
vendor computer and said purchaser computer includes: 

generating a plurality of current credit values, each cur 
rent credit value of said plurality of current credit 
values having a corresponding business relation struc 
ture, each current credit value indicating an amount of 
credit currently extended betWeen said at least tWo 
businesses in said corresponding business relation 
structure; 

eliminating from said plurality of paths each path Whose 
corresponding sequence of business relation structures 
betWeen said vendor computer and said purchaser 
computer includes a business relation structure Whose 
corresponding current credit value exceeds said total 
credit value corresponding to said business relation 
structure; and 

eliminating from said plurality of paths each path Whose 
corresponding sequence of business relation structures 
betWeen said vendor computer and said purchaser 
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computer includes a business relation structure Whose 
corresponding current credit value plus said price 
speci?ed by said proposal corresponding to said path 
eXceeds said total credit value speci?ed by said busi 
ness relation structure. 

7. The method of claim 1 Wherein said price of said ?rst 
proposal is speci?ed in a ?rst currency and said proposal 
speci?es that said purchaser cornputer requires that said 
price be speci?ed in a second currency, said including in 
each proposal of said set of proposals any changes in said 
?rst price as a result of the business relation structures 
needed to eXtend credit includes: 

specifying said price in said second currency; and 

adding to said price charges for converting from said ?rst 
currency to said second currency. 

8. The method of claim 1 Wherein said including in each 
proposal of said set of proposals any changes in said ?rst 
price as a result of the business relation structures needed to 
eXtend credit includes: 

at least one or more of adding a Warranty to at least one 
proposal in said set of proposals, eliminating a War 
ranty from at least one proposal in said set of proposals, 
and changing said price of at least one proposal of said 
set of proposals based on Whether or not said at least 
one proposal has a Warranty. 

9. The method of claim 1 Wherein said including in each 
proposal of said set of proposals any changes in said ?rst 
price as a result of the business relation structures needed to 
extend credit includes 

changing said price to specify said price as ?nancing 
terms for the purchase of said good in installrnent 
payrnents. 

10. The method of claim 1 Wherein said transmitting said 
set of proposals to said purchaser cornputer includes: 

transrnitting each proposal of said set of proposals to each 
computer of said plurality of computers in the corre 
sponding path from said vendor computer to the said 
purchaser computer. 

11. The method of claim 1 Wherein said transmitting said 
set of proposals to said purchaser cornputer includes: 

using a cryptographic key to sign each proposal of said set 
of proposals. 

12. The method of claim 1 Wherein said receiving said 
selection of said proposal from said set of proposals 
includes: 

signing said proposal using a cryptographic key identify 
ing said purchaser computer. 

13. The method of claim 1 Wherein said transmitting said 
selection to said vendor cornputer indicating said proposal is 
accepted includes: 

transmitting said selection to each computer of said 
plurality of computers in said path from said purchaser 
computer to said vendor cornputer corresponding to 
said proposal. 

14. A method of facilitating the transmission of a proposal 
With a ?rst computer using a plurality of computers coupled 
in communication by a netWork, said proposal identifying a 
good to be purchased, a price describing the cost for 
purchasing said good using said proposal, identifying a 
purchaser cornputer requesting said proposal and identifying 
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a vendor cornputer offering said proposal, said netWork 
supporting a plurality of business relation structures repre 
senting an agreement to eXtend credit betWeen at least tWo 
businesses, said method comprising: 

determining a ?rst set of business relation structures to 
receive proposals from; 

receiving said proposal on said ?rst cornputer, said pro 
posal being sent from a business relation structure in 
said ?rst set of business relation structures; 

determining whether to facilitate said proposal; and 

responsive to said deterrnining: 

rnodifying said proposal as a result of the business 
relation structures used to eXtend credit, 

determining a second set of business relation structures 
to receive said proposal, and 

transmitting said proposal to said second set of business 
relation structures from said ?rst computer. 

15. The method of claim 14 Wherein said deterrnining said 
second set of business relation structures to receive said 
proposal includes: 

maintaining a plurality of past credit histories, each past 
credit history of said plurality of past credit histories 
having a corresponding business relation structure in 
said plurality of business relation structures; 

elirninating from said second set of business relation 
structures each business relation structure Whose cor 
responding past credit history is unfavorable. 

16. The method of claim 14 Wherein said deterrnining said 
second set of business relation structures to receive said 
proposal includes: 

maintaining a plurality of past fraud histories, each past 
fraud history of said plurality of past fraud histories 
having a corresponding business relation structure in 
said plurality of business relation structures; 

elirninating from said second set of business relation 
structures each business relation structure Whose cor 
responding past fraud history is above a predetermined 
limit. 

17. The method of claim 14 Wherein said rnodifying said 
proposal as a result of the business relation structures needed 
to eXtend credit includes: 

increasing said price to re?ect the cost of extending credit. 
18. The method of claim 14 Wherein said price is speci?ed 

in a ?rst currency and said proposal speci?es that said 
purchaser cornputer requires that said price be speci?ed in a 
second currency said rnodifying said proposal as a result of 
the business relation structures needed to eXtend credit 
includes: 

specifying said price in said second currency; and 

increasing said price to re?ect the cost of converting from 
said ?rst currency to said second currency. 

19. The method of claim 14 Wherein said rnodifying said 
proposal as a result of the business relation structures needed 
to eXtend credit includes: 

changing said price to specify said price as ?nancing 
terms for the purchase of said good in installrnent 
payrnents. 
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20. The method of claim 14 wherein each business 
relation structure speci?es a corresponding total credit 
value, said total credit value indicating a total amount of 
credit that can be extended betWeen said agreement repre 
sented by said business relation structure, said determining 
a second set of business relation structures to receive said 
proposal includes: 

generating a plurality of current credit values, each cur 
rent credit value of said plurality of current credit 
values having a corresponding business relation struc 
ture, each current credit value indicating the amount of 
credit currently extended betWeen said at least tWo 
businesses in the corresponding business relation; 

eliminating from said second set of business relation 
structures each business Whose corresponding current 
credit value exceeds said total credit value correspond 
ing to said business relation structure; and 

eliminating from said second set of business relation 
structures each business relation structure Whose cor 
responding current credit value plus the amount of 
credit needed to complete said proposal exceeds said 
total credit value corresponding to said business rela 
tion structure. 

21. The method of claim 14 Wherein said determining said 
second set of business relation structures to receive said 
proposal includes: 

maintaining a plurality of past acceptance histories, each 
past acceptance history of said plurality of past accep 
tance histories having a corresponding business rela 
tion structure in said plurality of business relation 
structures; and 

eliminating from said second set of business relation 
structures each business relation structure Whose cor 
responding past acceptance history is loWer than a 
predetermined amount. 

22. The method of claim 14 Wherein said transmitting said 
proposal to said second set of business relation structures 
includes: 

signing said proposal using a cryptographic key identify 
ing said ?rst computer. 

23. The method of claim 14 Wherein said proposal 
includes a cryptographic signature, said determining 
Whether to facilitate said proposal includes: 

verifying said cryptographic signature; and 

refusing to facilitate transactions When said cryptographic 
signature can not be veri?ed. 

24. A system of communicating the acceptance of a 
proposal via a plurality of computers coupled in communi 
cation in a netWork, said proposal identifying a good to be 
purchased and a price, said price describing the cost for 
purchasing said good using said proposal, said plurality of 
computers including a vendor computer and a purchaser 
computer, said netWork supporting a plurality of business 
relation structures, each business relation structure of said 
plurality of business relation structures representing an 
agreement to extend credit betWeen at least tWo businesses, 
said system comprising: 

a means for generating a ?rst proposal from said vendor 
computer, said ?rst proposal identifying said good and 
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a ?rst price, said ?rst price corresponding to the cost of 
purchasing said good using said ?rst proposal; 

a means for generating a set of proposals from said ?rst 
proposal and said plurality of business relation struc 
tures, Wherein said means for generating a set of 
proposals includes, 

a means for searching said plurality of business relation 
structures to determine a plurality of paths betWeen 
said vendor computer and said purchaser computer, 
each path in said plurality of paths corresponding to 
a sequence of business relation structures betWeen 
said vendor computer and said purchaser computer, 

a means for creating said set of proposals, each pro 
posal of said set of proposals having a corresponding 
path in said plurality of paths, and 

a means for including in each proposal of said set of 
proposals any changes in said ?rst price as a result of 
the business relation structures used to extend credit; 

a means for transmitting said set of proposals to said 
purchaser computer; 

a means for receiving a selection of said proposal from 
said set of proposals; and 

a means for transmitting said selection to said vendor 
computer indicating said proposal is accepted. 

25. A computer program product comprising: 

a computer usable medium having a computer readable 
program code embodied therein, the computer program 
comprising: 

a set of instructions for receiving a ?rst input, the ?rst 
input comprising an attempted transmission of data 
to a requester, the data corresponding to a good and 
a price of the good; 

a set of instructions for generating a ?rst output from 
the ?rst input, the ?rst output corresponding to an 
offer for the purchase of the good at the price; 

a set of instructions for receiving a second input, the 
second input indicating an acceptance of the offer; 
and 

a set of instructions for generating a second output for 
the requestor upon acceptance of the offer, the sec 
ond output corresponding to the attempted transmis 
sion of data. 

26. The computer program product of claim 25 Wherein 
the data is a hypertext transfer protocol response comprising 
a document and said good includes the content of the 
document. 

27. The computer program product of claim 25 Wherein 
the data is a hypertext transfer protocol response comprising 
a document and the ?ag is at least one or more of a header, 
a hypertext markup language tag, and an extensible markup 
language tag. 

28. The computer program product of claim 25 Wherein 
the second output corresponds to a con?rmation that the 
good designated by the data has been purchased. 




