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(57) ABSTRACT 

A system and method for distribution of cryptographic keys 
to data encryption and decryption devices used to protect 
digital video/multimedia data transmitted over a display link 
betWeen a digital video/multimedia source and a display 
device are provided. The digital data, Which may be in 
Digital Visual Interface (DVI) format, from a digital video/ 
multimedia source, such as, for example, a Digital Versatile 
Disk (DVD) player, a set-top box, or a computer, is 
encrypted prior to transmission on the display link. Use of 
key management and storage that are external to the data 
encryption or decryption devices enables downloading of 
neW keys from external key sources. Encrypted data encryp 
tion and decryption keys may be included in a cable signal 
received by the set-top box. The data encryption and decryp 
tion keys from an internal or external key source may be 
encoded in the DVD player, set-top box, or computer prior 
to being sent over a control bus to a display link receiver or 
a display device. 
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CRYPTOGRAPHIC KEY DISTRIBUTION SYSTEM 
AND METHOD FOR DIGITAL VIDEO SYSTEMS 

[0001] The present application is a Continuation-in-Part of 
US. patent application Ser. No. 09/844,898 ?led Apr. 27, 
2001, Which claims bene?t of US. Provisional Application 
No. 60/200,194 ?led Apr. 28, 2000 entitled “Cryptographic 
Key Distribution System and Method for Digital Video 
Systems” ?led Apr. 27, 2001, the contents of Which are fully 
incorporated by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention relates to a system and 
method for distributing cryptographic keys to digital data 
encryption and decryption devices, and particularly to the 
distribution of cryptographic keys for digital video and/or 
multimedia systems. 

BACKGROUND OF THE INVENTION 

[0003] The use of digital technology continues to make 
rapid advances in many ?elds, and the digital technology is 
increasingly being applied to areas that once Were com 
pletely relegated to the analog domain. One such area is 
distribution of motion pictures, Which are increasingly being 
digitiZed and sold on DVDs (Digital Versatile Disks). The 
loW cost and high quality afforded by the DVDs have led to 
a boom in the sale of DVD players and DVDs. 

[0004] There is a great deal of concern among the content 
producers, e.g., the movie studios, about the release of 
motion pictures in digital formats. The content producers are 
particularly concerned about the neXt generation of DVDs, 
Which Will carry high de?nition video images. For eXample, 
a consumer can buy a DVD and duplicate it illegally Without 
any loss in video quality, if he can access the digital video 
signals. In order to prevent easy access to the digital video 
signals, most DVD players on the market today provide 
video output in analog format only. 

[0005] DVDs containing high de?nition video images of 
motion pictures may not be available for sale unless the data 
on the DVDs can be protected from copying, both While on 
the disk and during its routing to a display device. Therefore, 
before consumer type DVD players With digital video out 
puts are available for sale, the content producers and DVD 
player manufacturers preferably should agree on a secure 
Way of sending digital video data from the DVD players to 
video display monitors or televisions. 

[0006] The digital video data is typically in parallel format 
and is converted to serial format (for digital video output) by 
a digital transmitter before being sent out on a digital display 
link to a video monitor or a television. On the display side, 
a digital receiver converts the serial data back into parallel 
format. The digital signal on the display link cable, if not 
protected, e. g., via encryption, can be intercepted and copied 
by a person Wanting to steal the digital video data. 

[0007] There is a standard digital display link for connect 
ing a digital video signal from a computer to a display 
monitor, Which is knoWn as Digital Visual Interface (DVI). 
There is also a proposed standard for the content protection 
of such display links, knoWn as High-bandWidth Digital 
Content Protection (HDCP), Which provides for the encryp 
tion of digital video data betWeen a digital video source and 
a display monitor using cryptographic keys. Both the digital 
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video source and the display monitor should preferably have 
access to the cryptographic keys to encrypt and decrypt, 
respectively, the digital video data. 

[0008] Therefore, it is desirable to provide an improved 
system and method for loading of the cryptographic keys to 
a digital video data encryptor on the digital video source side 
and the decryptor on the display monitor side. 

SUMMARY OF THE INVENTION 

[0009] Accordingly, in an embodiment according to the 
present invention, a system for distributing a cryptographic 
key for encrypting digital data is provided. The system 
comprises a key source and a transmitter. The key source is 
used for storing the cryptographic key, encrypting the cryp 
tographic key, and for transmitting the encrypted crypto 
graphic key over a control bus. The transmitter is used for 
receiving the digital data, receiving the encrypted crypto 
graphic key over the control bus, decrypting the encrypted 
cryptographic key to recover the cryptographic key, encrypt 
ing the digital data using the cryptographic key to generate 
encrypted data, and for transmitting the encrypted data. 

[0010] In another embodiment of the present invention, a 
system for distributing a cryptographic key for decrypting 
encrypted data is provided. The system comprises a key 
source and a receiver. The key source is used for storing the 
cryptographic key, encrypting the cryptographic key, and for 
transmitting the encrypted cryptographic key over a control 
bus. The receiver is used for receiving the encrypted data, 
receiving the encrypted cryptographic key over the control 
bus, decrypting the encrypted cryptographic key to recover 
the cryptographic key, decrypting the encrypted data using 
the cryptographic key to generate digital data, and for 
transmitting the digital data. 

[0011] In yet another embodiment of the present inven 
tion, a method of distributing a cryptographic key for 
encrypting digital data is provided. The cryptographic key is 
stored in a key source, and then encrypted to generate an 
encrypted cryptographic key. The encrypted cryptographic 
key is transmitted from the key source over a control bus, 
and loaded into a transmitter from the control bus. The 
encrypted cryptographic key is decrypted in the transmitter 
to recover the cryptographic key. The digital data is intro 
duced into the transmitter, and encrypted using the recov 
ered cryptographic key to generate encrypted data, Which is 
transmitted from the transmitter. 

[0012] In still another embodiment of the present inven 
tion, a method of distributing a cryptographic key for 
decrypting encrypted data is provided. The cryptographic 
key is stored in a key source, and then encrypted to generate 
an encrypted cryptographic key. The encrypted crypto 
graphic key is transmitted from the key source over a control 
bus, and loaded into a receiver from the control bus. The 
encrypted cryptographic key is decrypted in the receiver to 
recover the cryptographic key. The encrypted data is intro 
duced into the receiver, and decrypted using the recovered 
cryptographic key to generate decrypted data, Which is 
transmitted from the receiver. 

[0013] In a further embodiment of the present invention, a 
set-top boX for distributing a cryptographic key for encrypt 
ing digital data is provided. The set-top boX comprises a 
cable tuner, a cable signal decoder and a transmitter. The 
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cable tuner is used for receiving a cable signal from cable 
headend, and for selecting one or more channels of the cable 
signal. The cable signal decoder is used for receiving the 
channels, for exatracting the cryptographic key in an 
encrypted form from the channels, for extracting the digital 
data from the channels, and for transmitting the encrypted 
cryptographic key over a control bus. The transmitter is used 
for receiving the digital data, receiving the encrypted cryp 
tographic key over the control bus, decrypting the encrypted 
cryptographic key to recover the cryptographic key, encrypt 
ing the digital data using the cryptographic key to generate 
encrypted data, and for transmitting the encrypted data. 

[0014] These and other embodiments of the present inven 
tion, and advantages associated With them, Will become 
apparent from the folloWing detailed description and the 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram of a digital display link 
system according to an embodiment of the present inven 
tion; 

[0016] FIG. 2 is a block diagram of a cryptographic key 
distribution system; 

[0017] FIG. 3 is a block diagram of a cryptographic key 
distribution system for a digital display link transmitter in an 
embodiment according to the present invention; 

[0018] FIG. 4 is a general ?oWchart of overall operations 
involved in the process of loading cryptographic keys into 
an encryptor in an embodiment according to the present 
invention; 
[0019] FIG. 5 is a block diagram of an encryption system 
Within a DVD player in an embodiment according to the 
present invention; 

[0020] FIG. 6 is a block diagram of a digital display link 
receiver including a decryptor in an embodiment according 
to the present invention; 

[0021] FIG. 7 is a block diagram of a cryptographic key 
distribution system for a digital display link transmitter in an 
embodiment according to the present invention; 

[0022] FIG. 8 is a block diagram of a cryptographic key 
distribution system for sending encrypted keys from a 
computer system to a digital display link transmitter in an 
embodiment according to the present invention; 

[0023] FIG. 9 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
set-top box smartcard to a digital display link transmitter in 
an embodiment according to the present invention; 

[0024] FIG. 10 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
cable headend to a digital display link transmitter in an 
embodiment according to the present invention; 

[0025] FIG. 11 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
key source to a digital display link receiver in an embodi 
ment according to the present invention; 

[0026] FIG. 12 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
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cable headend to a digital display link transmitter and 
receiver in an embodiment according to the present inven 
tion; and 

[0027] FIG. 13 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
cable headend to a digital display link transmitter, repeater 
and receivers in an alternate embodiment according to the 
present invention. 

DETAILED DESCRIPTION 

[0028] One embodiment of the present invention improves 
upon previous attempts to manage the distribution of cryp 
tographic keys to digital video data encryptors and decryp 
tors. One approach to the distribution of cryptographic keys 
has been to load the keys into a ROM (Read Only Memory) 
chip Which is physically next to the data encryptor and on 
the same circuit board. If each cryptographic key is unique 
to the system it is used in, then each ROM has to be 
speci?cally programmed during manufacture of the system. 
In the conventional art, a dedicated connection betWeen the 
external ROM chip and the data encryptor has been pro 
vided. 

[0029] Instead of using the ROM chip adjacent to the data 
encryptor to store the keys, one embodiment of the present 
invention uses RAM (Random Access Memory) on the same 
integrated circuit as the data encryptor. In one embodiment 
of the present invention, incoming digital video signal 
connections to the data encryptor integrated circuit is used to 
transmit cryptographic keys to the RAM. In other embodi 
ments, other connections, such as, for example, an 12C 
control bus may be used to transmit the cryptographic keys 
to the RAM. 

[0030] Thus, these embodiments of the present invention 
may not require any additional pins or electrical connections 
to be made to the data encryptor. Given the increasing 
complexity of today’s integrated circuits and the increasing 
number of pins needed for external connections, eliminating 
even a feW extra pins may be important to meet IC (inte 
grated circuit) design goals. 
[0031] On the display side of a digital display link, a 
cryptographic decryptor stores the cryptographic keys 
needed for decoding an encrypted data stream. Similar to the 
case of the encryptor, the cryptographic keys conventionally 
have been stored in an adjacent ROM chip. In an embodi 
ment according to the present invention, the decryptor stores 
the decoding keys in RAM, instead of on the ROM chip. In 
other embodiments, the cryptographic keys may be loaded 
directly to the encryptor (e.g., a register on the encryptor) 
Without being stored in memory (e.g., RAM or ROM) ?rst. 

[0032] In this embodiment of the present invention, the 
cryptographic keys preferably are encrypted and then sent 
from a transmitter to a receiver over the display link. In this 
embodiment, all key storage preferably is managed from the 
transmitter. In another embodiment according to the present 
invention, the cryptographic keys are not stored permanently 
in the source video system, but can be doWnloaded from 
another source, such as a set-top box. 

[0033] Referring noW to FIG. 1, a block diagram of a 
digital display link system according to an embodiment of 
the present invention is illustrated. A digital video source 
101 is coupled to a transmitter 103 via input lines 102. 
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Among other processing performed by the transmitter 103, 
digital video data from the digital video source 101 prefer 
ably is encrypted for transmission on digital display link 
104. The digital video source 101 may also provide other 
data, such as, for example, multimedia data and/or crypto 
graphic keys for encryption of the digital video/multimedia 
data. The multimedia data may include one or more of, but 
is not limited to, video, audio, Web contents, graphics and 
text. 

[0034] On the display side of the system, a receiver 105, 
among other processing operations, preferably decrypts the 
encrypted digital video/multimedia signal received over the 
digital display link 104 and produces a digital video signal, 
Which is sent on output lines 106 to a display 107. The 
digital display link 104 may also be used to send decryption 
keys to the receiver 105 for decrypting the received 
encrypted digital video/multimedia signal. The overall 
operation of the system may be controlled by a controller 
108 using a control bus 109. The controller 108 may include 
a ?nite state machine (FSM), a microprocessor, a micro 
controller and/or any other suitable device for controlling 
the overall operation of the system. 

[0035] The digital display link 104 from the transmitter 
103 to the receiver 105 may include a bi-directional signal 
path. The bi-directional signal path may be useful When, for 
example, there is a video camera at the display end sending 
video signals back to the video source end for distribution 
and/or processing. 

[0036] The input lines 102 coupled to the transmitter 103 
and the output lines 106 coupled to the receiver 105 should 
be physically secured to protect the digital video data on 
them. Thus, these input and output lines are usually Within 
separate physical enclosures. On the other hand, the digital 
display link 104 includes a cable betWeen the video source 
and a display, and the data flowing through the cable should 
be protected via encryption to prevent it from being copied 
illegally. 
[0037] FIG. 2 is a block diagram of a cryptographic key 
distribution system. Incoming digital video signals 201 are 
encrypted by an encryptor 202 according to the crypto 
graphic keys stored in ROM 203. The ROM 203, for 
example, may be implemented on a separate IC chip. The 
encryptor 202 produces an encrypted video signal 204. Key 
loading and encryption are controlled by controller 206, 
Which uses a control bus 205. 

[0038] There are several limitations to the system in FIG. 
2. One is that it permanently stores the encryption keys in the 
ROM 203 adjacent to the encryptor 202. Having the keys 
permanently stored on a separate integrated circuit on the 
circuit board makes the keys susceptible to being stolen 
and/or bypassed. Another difficulty is that the keys stored in 
a ROM cannot be changed. It Would be useful to have a 
capability to change keys if the keys originally loaded in the 
equipment are compromised and need to be replaced. 

[0039] The connection betWeen the encryptor 202 and the 
ROM 203 may require additional pins on the encryptor 
package. This may be difficult to provide, especially if the 
encryptor 202 is a part of a larger system on a chip (SOC), 
Which typically already has many pins With none to spare. 

[0040] FIG. 3 is a block diagram of a cryptographic key 
distribution system for a digital display link transmitter. In 
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the system of FIG. 3, incoming digital video signals 301 are 
coupled to an encryptor 306 via a multiplexer 303, incoming 
data lines 311 and a selector sWitch 305. The incoming 
digital video signals 301 may also include multimedia 
signals and/or other data. The multimedia signals may 
include one or more of, but is not limited to, video, audio, 
Web contents, graphics and text. The encryptor 306 prefer 
ably has a video port, Which may also be referred to as a 
pixel port or data port, for receiving the incoming digital 
video signals from the selector sWitch 305. The encryptor 
306 preferably encrypts the digital video signals 301 to 
produce encrypted digital video signals 308. The encrypted 
digital video signals 308 may also include encrypted mul 
timedia signals and/or encrypted data. 

[0041] The encryptor 306 preferably should have secure 
input connections (i.e., incoming data lines 311), so as to 
prevent the digital video signals 301, Which are not 
encrypted, from being intercepted and/or copied. Because of 
the secure connections to the encryptor 306, encryption keys 
302, Which may also be referred to as cryptographic keys or 
keys, may be loaded into the encryptor 306 on the incoming 
data lines 311. In one embodiment of the present invention, 
the encryption keys preferably are loaded in RAM 307 prior 
to being loaded in the encryptor 306. The RAM 307 in other 
embodiments may be replaced by another suitable storage 
medium. The encryption keys are then loaded to the encryp 
tor 306 via a key port of the encryptor. If the encryptor 306 
and the RAM 307 are fabricated on the same IC chip and the 
incoming data lines 311 are used to input the encryption 
keys, there is no need for extra package pins on the display 
link transmitter. 

[0042] Hence, prior to the start of encryption, the encryp 
tion keys 302 preferably are loaded via the multiplexer 303 
onto the incoming data lines 311 to be stored in the RAM 
307. The incoming data lines 311 are coupled to the RAM 
307 via the selector sWitch 305 Which selects betWeen the 
encryptor 306 (e.g., for the digital video signals 301) and the 
RAM 307 (e.g., for the encryption keys 302). The keys 
stored in the RAM 307 preferably are then loaded into the 
encryptor 306 via the key port for encryption of the digital 
video signals 301. 

[0043] The encryption keys loaded into the RAM 307 
typically are stored there temporarily and may be reloaded 
as needed from internal or external sources, such as a 

softWare program, an encrypted DVD, a smart card, a set-top 
box, a cable modem or any other suitable key source. The 
encryption keys may also be stored in a ROM or PROM 
module Within another system chip upstream of the encryp 
tor system. 

[0044] The operation of the system in FIG. 3 preferably is 
controlled by a controller 309 using a control bus 310. The 
control bus 310, for example, may include an IZC control bus 
or any other suitable control bus. The controller, for 
example, may include a ?nite state machine (FSM), a 
microprocessor, a micro controller, an ASIC or any other 
suitable device for controlling traffic on the control bus 310. 

[0045] In other embodiments, the encryption keys may be 
loaded directly onto a register in the encryptor 306 and not 
stored in the RAM 307 or any other memory. In still other 
embodiments, the encryption keys may be loaded to either 
the RAM 307 or the encryptor 306 via the control bus 310, 
Which may be an IZC control bus. In this case, since the 
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encryption keys 302 do not have to share the incoming data 
lines 311 With the digital video signals 301, the multiplexer 
303 and/or the selector sWitch 305 may not be needed. 

[0046] FIG. 4 is a general ?oWchart of operations in the 
process of loading cryptographic keys into an encryptor, 
such as, for example, the encryptor 306 of FIG. 3. The 
loading of the cryptographic keys is initialiZed in step 401 
and a counter K is reset to Zero. The counter K preferably 
keeps track of the number of times a different key or 
segment of a key has been loaded into RAM, such as, for 
example, the RAM 307 of FIG. 3. For example, loading of 
different keys or key segments are used in situations When 
more than one key is required for encryption or When a key 
is split into segments because the key is too long to be loaded 
in one load cycle. 

[0047] If video input lines, such as, for example, the 
incoming data lines 311 of FIG. 3, carry a composite video 
RGB signal, there are three channels of data. If the data on 
the video input lines is in a parallel format and each data 
element is a byte, then the video input lines include 24 
parallel data lines Within. This alloWs a 24-bit key or 
segment of a key to be input into the encryptor during a 
single key load cycle. If a key is part of a set of keys, then 
multiple load cycles may be needed to load all of the keys. 
A variable M is set during step 401 to the number of load 
cycles needed to load all the keys or key segments needed 
by the encryptor. 

[0048] In step 402, a key source, Which contains keys, 
such as, for example, the encryption keys 302 of FIG. 3, 
preferably is selected as input to a multiplexer, such as, for 
example, the multiplexer 303 of FIG. 3. In step 403, a key 
output of a sWitch, such as, for example, the sWitch 305 of 
FIG. 3, preferably is selected as input to the RAM. Selecting 
these tWo paths provides a path from key source 302 to 
RAM 307. 

[0049] In step 404, a key or key segment from the key 
source preferably is acquired via the video input lines. In 
step 405, the acquired key preferably is loaded into the 
RAM. In step 406, the counter K, Which is equal to the 
number of load cycles performed, preferably is incremented 
by 1. 

[0050] In step 407, the counter K preferably is compared 
to M, Where M is the number of load cycles needed to load 
all the needed keys. If the counter K is equal to M, then the 
loading of the keys has been completed as indicated in step 
408. If the counter K is less than M, then steps 404, 405 and 
406 preferably are repeated to acquire the next key or key 
segment, and the counter K, after being incremented by 1, is 
compared once again With M. Hence, steps 404, 405, 406 
and 407 are repeated in a loop until all the keys or key 
segments are loaded. 

[0051] FIG. 5 is a block diagram of an encryption system 
Within a DVD player in an embodiment according to the 
present invention. DVD data 501 from a DVD reader is 
input to a DVD data decoder 502. The DVD data 501 may 
include video data and/or multimedia data. The DVD data 
501 may also include other data, such as, for example, 
graphics or closed caption information. The DVD data 
decoder 502 preferably decodes the DVD data 501 to 
generate digital video, multimedia and/or other data. A 
multiplexer 504 couples either the digital video from the 
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DVD data decoder 502 or cryptographic keys from a key 
source 503 to a selector sWitch 510. The key source 503 may 
include any suitable storage medium for storing the crypto 
graphic keys. 
[0052] The selector sWitch 510 preferably provides the 
digital video, multimedia and/or other data for encryption to 
the encryptor 505 via a video port, Which may also be 
referred to as a pixel port or a data port. The selector sWitch 
510 preferably also provides the cryptographic keys to the 
encryptor 505 via a key port. The encryptor 506 preferably 
contains a register for storing the received cryptographic 
keys. 

[0053] In other embodiments, the key source 503 may 
provide the cryptographic keys to a RAM external to the 
encryptor 505 via the multiplexer 504 and the selector 
sWitch 510 and not directly to the key port on the encryptor 
505. In this case, the cryptographic keys may be stored in the 
RAM temporarily, and then loaded onto the register in the 
encryptor 505 via the key port as needed for encryption of 
the digital video, multimedia, and/or other data. The RAM 
may be implemented on the same integrated circuit chip as 
the encryptor 505. 

[0054] After the encryption, the encrypted digital video, as 
Well as the encrypted multimedia and/or other encrypted 
data, preferably is sent to a display link transmitter 506, 
Which provides an output signal suitable for transmission 
over display link 507. The encrypted digital video, multi 
media and/or other data preferably are encrypted in such a 
Way that interception and/or decryption of the digital video, 
multimedia and/or other data preferably is prevented. 

[0055] The operation of the system in FIG. 5 preferably is 
controlled by a controller 508 using a control bus 509. The 
control bus 509, for example, may include an IZC control bus 
or any other suitable control bus. The controller, for 
example, may include a ?nite state machine (FSM), a 
microprocessor, a micro controller, an ASIC or any other 
suitable device for controlling traffic on the control bus 509. 

[0056] In other embodiments, the cryptographic keys may 
be loaded to either the RAM or directly to the encryptor 505 
via the control bus 509, Which may be an IZC control bus. In 
this case, since the cryptographic keys from the key source 
503 do not have to share incoming data lines from the 
multiplexer 504 With the digital video, multimedia and/or 
other data, the multiplexer 504 and/or the selector sWitch 
510 may not be needed. 

[0057] The encryptor 505 may also encode video decryp 
tion keys and transmit over the display link to a digital 
display link receiver to be used for decryption of the 
encrypted digital video, multimedia and/or other data at the 
receiver side (e.g., display side). The encoded video decryp 
tion keys are decoded at the receiver side prior to the 
decryption of the encrypted digital video, multimedia and/or 
other data. The encoding and decoding of the cryptographic 
keys are described further in reference to FIG. 6. 

[0058] FIG. 6 is a block diagram of a digital display link 
receiver including a decryptor 605 in an embodiment 
according to the present invention. Incoming serial data 
preferably arrives over a display link 601. The incoming 
serial data preferably includes encrypted digital video, mul 
timedia and/or other data, and may have been transmitted 
over the display link 507 of FIG. 5. 
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[0059] During normal operation, the incoming serial data 
preferably is received by a display link receiver 602. The 
display link receiver 602 preferably converts the incoming 
serial data into a video data in parallel format and sends the 
parallel video data to the decryptor 605 via a sWitch 604. The 
display link receiver 602 may also eXtract multimedia and/or 
other data from the incoming serial data, and send to the 
decryptor 605 for decryption. The decryptor 605 preferably 
generates decrypted digital video 608, Which may include 
decrypted multimedia and/or decrypted data, and sends it via 
physically secure internal Wiring to a video display or 
monitor. 

[0060] The operation of the system in FIG. 6 preferably is 
controlled by a controller 609 using a control bus 610. The 
control bus 610, for eXample, may include an IZC control bus 
or any other suitable control bus. The controller, for 
eXample, may include a ?nite state machine (FSM), a 
microprocessor, a micro controller, an ASIC or any other 
suitable device for controlling traffic on the control bus 610. 

[0061] Prior to the start of decryption of the encrypted 
digital video, multimedia and/or other data, a public key 
system is used to cipher the video decryption keys, so that 
they can be sent via the digital display link to the decryptor 
605. A public key preferably is loaded from a key source, 
such as, for eXample, the key source 503 of FIG. 5, into an 
encryptor, such as, for eXample the encryptor 505. A corre 
sponding private key preferably is loaded from PROM 607 
into RAM 606. The private key is used to decipher the video 
decryption keys sent from the display link transmitter in 
FIG. 5. The video decryption keys needed by the decryptor 
605 preferably are provided by the key source and encrypted 
by the encryptor, and sent to the display link receiver in FIG. 
6 during a startup procedure. In other embodiments, the 
private key may be loaded directly to a decryptor register 
from the PROM 607 via a key port of the decryptor 605 
Without being stored temporarily in RAM. 

[0062] Public key cryptography is Well knoWn to those 
skilled in the art and the public key cryptography used in this 
embodiment is one eXample of the use of public key 
cryptography to protect the transmission of decryption keys 
to the receiver. In other embodiments, other cryptographic 
systems may be used to protect the keys during transmission 
to the receiver. For eXample, in one embodiment of the 
present invention DES (Data Encryption Standard) encoding 
and decoding may be used to encode and decode keys. 

[0063] The display link receiver in FIG. 6 receives the 
ciphered video decryption keys on the display link 601. The 
ciphered video decryption keys are extracted by the display 
link receiver 602. The ciphered video decryption keys are 
input to the decryptor 605, Which uses the private key stored 
in the PROM 607 to decipher the video decryption keys, 
Which are then stored in the RAM 606. Once the RAM 606 
has all the keys needed for video decryption, then the display 
link receiver is ready to start decrypting the encrypted video 
data sent by a display link transmitter, such as, for eXample, 
the display link transmitter 506 of FIG. 5. 

[0064] The folloWing list of events provides an overvieW 
of the initialiZation process performed at startup to load 
video decryption keys into the display link receiver: 

[0065] Steps 2 to 6 take place in the display link trans 
mitter. Steps 1, 7 to 9, 11 take place in the display link 
receiver: 
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[0066] 1. Load private key from the PROM 607 into 
the RAM 606. 

[0067] 2. Load public key from the key source 503 
into the encryptor 505. 

[0068] 3. Load video decryption key from the key 
source 503 as data into the encryptor 505. 

[0069] 4. Cipher the video decryption key using the 
public key loaded in the encryptor 505. 

[0070] 5. Send the ciphered video decryption key to 
the display link transmitter 506. 

[0071] 6. Transmit the ciphered video decryption key 
via the display link 507. 

[0072] 7. Receive the ciphered video decryption key 
at the display link receiver 602. 

[0073] 8. Decipher the ciphered video decryption key 
received from the display link transmitter 506 using 
private key from the PROM 607. 

[0074] 9. Load the video decryption key into the 
RAM 606. 

[0075] 10. Repeat steps 3 to 9 until all video decryp 
tion key segments or video decryption keys have 
been loaded into the RAM 606. 

[0076] 11. Load the video decryption keys from the 
RAM 606 into the decryptor 605. 

[0077] 12. Ready to start decrypting encrypted digital 
video. 

[0078] In an alternate embodiment according to the 
present invention, a method for loading data encryption keys 
(Which may also be referred to as video keys, data keys or 
cryptographic keys) into a digital display link transmitter or 
receiver is provided. In this embodiment, the data encryption 
keys preferably are encrypted and a control bus is used to 
send the encrypted data encryption keys to the transmitter or 
the receiver. The data encryption keys preferably are 
encrypted using an encryption key, Which preferably is 
located closely to the source of the data encryption keys. The 
encrypted data encryption keys preferably are decrypted 
using a decryption key, Which may be on the same integrated 
circuit as the digital display link transmitter or receiver. 

[0079] A DVI (Digital Video Interface) system typically 
uses an IZC control bus for sending control information 
betWeen a DVI transmitter and a DVI receiver. In one 
embodiment of the invention, the IZC control bus in a DVI 
system can be used to send encrypted data encryption keys 
to a DVI transmitter and a DVI receiver. 

[0080] Those skilled in the art Would appreciate that there 
are a variety of cryptographic systems, Which can be used to 
protect the data encryption keys. There are many crypto 
graphic protocols, tWo of the best knoWn being symmetric 
systems and public key systems. In symmetric systems, such 
as DES, the same key is used for encryption and decryption. 
In public key systems, such as RSA, the encryption key is 
public and the decryption key is private. 

[0081] FIG. 7 is a block diagram of a cryptographic key 
distribution system for a digital display link transmitter in an 
embodiment according to the present invention. There are 
tWo systems shoWn in FIG. 7: a key source 701 and a 
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display link transmitter 710. The display link transmitter 710 
preferably is a digital transmitter, Which transmits data in 
DVI format. In other embodiments, the display link trans 
mitter 710 may also be an analog transmitter. 

[0082] Those skilled in the art Would appreciate that the 
key source 701 and the display link transmitter 710 can be 
in various different con?gurations. For example, the key 
source 701 and the display link transmitter 710 may be 
Within a same physical device, such as a set-top boX, or they 
could be in tWo or more separate physical systems. Further, 
those skilled in the art Would appreciate that the key source 
701 and/or the display link transmitter 710 may comprise 
additional components that are not illustrated in FIG. 7. 

[0083] The key source 701 includes data encryption keys 
702, Which may be stored in memory. The data encryption 
keys 702 preferably are encrypted by a data key encryptor 
704 using encryption keys 703, Which may also be stored in 
memory. The encrypted data encryption keys preferably are 
sent to the display link transmitter 710 over a control bus 
705, Which may be an 12C control bus. 

[0084] At the transmitter 710, the encrypted data encryp 
tion keys are received over the control bus 705. Then the 
encrypted data encryption keys preferably are decrypted by 
a data key decryptor 714 using decryption keys 715. The 
decryption keys 715 may be stored in memory, such as, for 
eXample, a Programmable Read Only Memory (PROM), 
Which may be on the same integrated circuit (IC) or on the 
same printed circuit board (PCB) as the rest of the display 
link transmitter 710. 

[0085] Adata encryptor 712 uses the data encryption keys 
recovered by the data key decryptor 714 to encrypt digital 
data 711 to generate encrypted data 713. The encrypted data 
713 is then ready for further processing and/or transmission 
by the display link transmitter 710. The digital data 711 may 
include one or more of, but is not limited to, multimedia, 
video, audio, Web contents, graphics and teXt. 

[0086] Most of the systems, subsystems and connections 
shoWn in FIG. 7 should be physically secured to protect the 
data and keys While in an unencrypted form. Further, the 
encrypted data encryption keys carried by the control bus 
705 and the encrypted data 713 preferably are protected 
from eavesdropping through the respective encryption, and 
preferably do not require additional security measures. 

[0087] FIG. 8 is a block diagram of a cryptographic key 
distribution system for sending encrypted data encryption 
keys from a computer system 801 to a display link trans 
mitter 810 in an embodiment according to the present 
invention. The display link transmitter 810 preferably is a 
digital transmitter, Which preferably transmits data in DVI 
format. In other embodiments, the display link transmitter 
810 may be an analog transmitter. 

[0088] Those skilled in the art Would appreciate that the 
computer system 801 and the display link transmitter 810 
may include other components in addition to the compo 
nents illustrated in FIG. 8. Further, those skilled in the art 
Would appreciate that the computer system 801 and the 
display link transmitter 810 may have various different 
con?gurations. For eXample, the computer system 801 and 
the display link transmitter 810 may be Within the same 
physical device, such as a personal computer, or they may be 
in tWo or more physically separate devices. 
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[0089] The computer system 801 includes data encryption 
keys 802, Which may be stored in memory and Which 
preferably are encrypted by a data key encryptor 804 using 
encryption keys 803, Which may also be stored in memory. 
The data key encryptor 804 preferably is implemented using 
softWare, but may be implemented using softWare, ?rmWare, 
hardWare or any combination thereof. For encryption of the 
data encryption keys, the data key encryptor 804 may Work 
together With a microprocessor 807 of the computer system 
801. For eXample, When the data key encryptor 804 is in a 
form of softWare, it may run on the microprocessor 807. 

[0090] The encrypted data encryption keys preferably are 
sent to the display link transmitter 810 over a control bus 
805, Which may be an 12C control bus. At the display link 
transmitter 810, the encrypted data encryption keys are 
received over the control bus 805, and preferably are 
decrypted by a data key decryptor 814 using decryption keys 
815. The decryption keys 815 may be stored in memory, 
such as, for eXample, a Programmable Read Only Memory 
(PROM), Which may be on the same integrated circuit (IC) 
or on the same printed circuit board (PCB) as the rest of the 
display link transmitter 810. 

[0091] A data encryptor 812 preferably uses the data 
encryption keys recovered by the data key decryptor 814 to 
encrypt digital data 811 to generate encrypted data 813. The 
encrypted data 813 is then ready for further processing in the 
display link receiver 810 and/or to be sent to a display link 
receiver. The digital data 811 may include one or more of, 
but is not limited to, multimedia, video, audio, Web contents, 
graphics and teXt. 

[0092] Most of the systems, subsystems and connections 
shoWn in FIG. 8 should be physically secured to protect data 
and keys While in an unencrypted form. The encrypted keys 
carried over the control bus 805 and the encrypted data 813 
preferably are protected from eavesdropping through the 
respective encryption, and preferably do not require addi 
tional security measures. 

[0093] FIG. 9 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
set-top boX smartcard 906 to a display link transmitter 910 
in an embodiment according to the present invention. The 
display link transmitter 910 preferably is a digital transmit 
ter, Which preferably transmits data in DVI format. In other 
embodiments, the display link transmitter 910 may be an 
analog transmitter. The systems shoWn in FIG. 9 represent 
a portion of the systems in a set-top boX, Which may include 
additional components not illustrated in FIG. 9. 

[0094] An incoming cable signal 902 is processed by a 
cable tuner 903 to select a desired channel, Which is sent to 
a cable signal decoder 904. The output of the cable signal 
decoder 904 is digital data 911, Which is sent to the display 
link transmitter 910. The digital data 911 may contain video 
as Well as other data, such as, for eXample, multimedia data. 
The multimedia data may include one or more of, but is not 
limited to, video, audio, Web contents, graphics, teXt and 
other information. The display link transmitter 910, only a 
portion of Which is shoWn in FIG. 9, preferably converts the 
incoming digital data 911 to encrypted data 913. 

[0095] Prior to encrypting any of the digital data 911, 
encryption keys should be loaded into the display link 
transmitter 910. Encrypted data encryption keys preferably 
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are loaded into the smartcard 906, and preferably are sent to 
the display link transmitter over a control bus 905 to the 
display link transmitter 910. The encrypted data encryption 
keys preferably are decrypted by a data key decryptor 914 
using decryption keys 915. The decryption keys 915 may be 
stored in memory, such as, for example, a Programmable 
Read Only Memory (PROM), Which may be on the same 
integrated circuit (IC) or on the same printed circuit board 
(PCB) as the rest of the display link transmitter 910. A data 
encryptor 912 preferably encrypts the digital data 911 into 
the encrypted data 913 using the data encryption keys 
generated by the data key decryptor 914. 

[0096] Most of the various systems, subsystems and con 
nections shoWn in FIG. 9 should be physically secured to 
protect data and keys While in an unencrypted form. The 
encrypted data encryption keys 907 carried over the control 
bus 905 and the encrypted data 913 preferably are protected 
from eavesdropping, and preferably do not require addi 
tional security measures. 

[0097] FIG. 10 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
cable headend to a display link transmitter 1010 in an 
embodiment according to the present invention. The display 
link transmitter 1010 preferably is a digital transmitter, 
Which preferably transmits data in DVI format. In other 
embodiments, the display link transmitter 1010 may be an 
analog transmitter. FIG. 10, for example, may represent a 
portion a set-top box. Those skilled in the art Would appre 
ciate that set-top boxes Would include other components not 
illustrated in FIG. 10. 

[0098] An incoming cable signal 1002 is processed by a 
cable tuner 1003 to select a desired channel, and a cable 
tuner output 1006 is sent to a cable signal decoder 1004. One 
output of the cable signal decoder 1004 is digital data 1011, 
Which is sent to the display link transmitter 1010. A data 
encryptor 1012, Which is a part of the display link transmit 
ter 1010, preferably encrypts the digital data 1011 into 
encrypted data 1013. 

[0099] Some channels of the incoming cable signal 1002 
may carry premium content, such as HDTV movie signals 
(e.g., pay-per-vieW), Which should be encrypted using data 
encryption (cryptographic) keys before they are sent from a 
set-top box to a display. The data encryption keys needed to 
encrypt the HDTV video may be doWnloaded from the cable 
headend. The data encryption keys in encrypted form may 
be doWnloaded using the same channel as the HDTV movie 
signals or using another channel. The cable signal decoder 
1004 may extract the encrypted data encryption keys from 
the cable tuner output 1006. 

[0100] Prior to the encryption of any digital data 1011, the 
encryption keys preferably are loaded into the transmitter 
1010. The encrypted data encryption keys preferably are 
sent to the transmitter 1010 over a control bus 1005, Which 
may be an IZC control bus. The encrypted data encryption 
keys preferably are decrypted by a data key decryptor 1014 
using decryption keys 1015. The decryption keys 1015 may 
be stored in memory, such as, for example, a Programmable 
Read Only Memory (PROM), Which may be on the same 
integrated circuit (IC) or on the same printed circuit board 
(PCB) as the rest of the display link transmitter 1010. 

[0101] A data encryptor 1012 encrypts the digital data 
1011 into encrypted data 1013 using the data encryption 
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keys generated by the data key decryptor 1014. The digital 
data stream 1011 may also contain data other than the HDTV 
movie signals, such as, for example, video and multimedia 
data. The multimedia data may include one or more of, but 
is not limited to, video, audio, Web contents, graphics, text 
and other information. 

[0102] Most of the various systems, subsystems and con 
nections shoWn in FIG. 10 should be physically secured to 
protect data and keys While in an unencrypted form. The 
encrypted data encryption keys carried over the control bus 
1005 and the encrypted data 1013 preferably are protected 
from eavesdropping, and preferably do not require addi 
tional security measures. 

[0103] FIG. 11 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
key source 1101 to a display link receiver 1110 in an 
embodiment according to the present invention. The display 
link receiver 1110 preferably is a digital receiver, Which 
preferably receives data in DVI format. In other embodi 
ments, the display link receiver may be an analog receiver. 
Those skilled in the art Would appreciate that the key source 
1101 and the data link receiver 1110 may include other 
components that are not illustrated in FIG. 11. Those skilled 
in the art Would also appreciate that the key source 1101 and 
the data link receiver 1110 may have various different 
con?gurations. For example, the key source 1101 may be in 
a set-top box, a DVD player or a personal computer While 
the display link receiver 1110 may be in a digital monitor or 
an HDTV. 

[0104] The key source 1101 preferably includes data 
decryption keys 1102, Which may be stored in memory, and 
Which preferably are encrypted by a data key encryptor 1104 
using encryption keys 1103, Which may also be stored in 
memory. The encrypted data encryption keys preferably are 
sent to the display link receiver 1110 over a control bus 1105, 
Which may be an IZC bus. At the display link receiver 1110, 
the encrypted data encryption keys are received from the 
control bus 1105, and preferably are decrypted by a data key 
decryptor 1114 using decryption keys 1115, Which may be 
stored in memory. 

[0105] A data decryptor 1112 uses the data decryption 
keys generated by the data key decryptor 1114 to decrypt 
encrypted data 1111 to generate digital data 1113. The digital 
data 1113 is then ready for further processing by the display 
link receiver 1110 and/or transmission to a display device. 
The encrypted data may be received from a set-top box, a 
computer, a DVD player or any other video/data source that 
outputs data in an encrypted form. The encrypted data 1111 
may include one or more of, but is not limited to, multime 
dia, video, audio, Web contents, graphics, text or other data. 

[0106] Most of the systems, subsystems and connections 
shoWn in FIG. 11 should be physically secured to protect 
data and keys While in an unencrypted form. The encrypted 
keys carried over the control bus 1105 and the encrypted 
data 1111 preferably are protected from eavesdropping, and 
preferably do not require additional security measures. 

[0107] FIG. 12 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
cable headend to a display link transmitter 1212 and a 
display link receiver 1214 in an embodiment according to 
the present invention. For example, the cryptographic key 
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distribution system of FIG. 12, for example, may include a 
part of a set-top box comprising a cable tuner 1203, a cable 
signal decoder 1204, the display link transmitter 1212 and 
the display link receiver 1214. 

[0108] An incoming cable signal 1202 from the cable 
headend preferably is processed by the cable tuner 1203 to 
select a desired channel, Which preferably is sent to the cable 
signal decoder 1204. One output of the cable signal decoder 
1204 is digital data 1211, Which is sent to the display link 
transmitter 1212. The display link transmitter 1212 prefer 
ably converts digital data 1211 to an encrypted data stream 
1213. To this end, the display link transmitter 1212 may 
include a data encryptor similar to the data encryptor 1012 
of FIG. 10. 

[0109] The encrypted data 1213 preferably is introduced 
into the display link receiver 1214. The display link receiver 
1214 may include a data decryptor similar to the data 
decryptor 1112 of FIG. 11. Digital data output 1215 of the 
display link receiver 1214 may be sent to a digital display. 
The display link receiver 1214 may be a part of the digital 
display so that the digital data 1215 is physically protected 
Within the display system. 

[0110] Some channels of the incoming cable signal 1202 
may carry premium content, such as HDTV movie signals 
(e.g., pay-per-vieW), Which should be encrypted before they 
are sent from the set-top box over a display link to a digital 
display. Data encryption keys used by the display link 
transmitter 1212 to encrypt the HDTV movie signals may be 
doWnloaded from the cable headend, using the same channel 
as the HDTV movie signals or using another channel. The 
cable signal decoder 1204 preferably extracts encrypted data 
encryption and decryption keys from the output of the cable 
tuner 1203. 

[0111] Both the encrypted data encryption keys and the 
encrypted data decryption keys preferably are sent over a 
control bus 1205, Which may be an IZC bus. The encrypted 
data encryption keys preferably are loaded to the display 
link transmitter 1212 from the control bus 1205, prior to 
encryption of any digital data 1211. The encrypted data 
decryption keys preferably are loaded to the display link 
receiver 1214 from the control bus 1205, prior to any 
decryption of the encrypted data 1213. 

[0112] In addition to video such as HDTV movie signals, 
the digital data stream 1211 may also contain other data, 
such as, for example, multimedia data. The multimedia data 
may include one or more of, but is not limited to, video, 
audio, Web contents, graphics, text and other information. 

[0113] Most of the various systems, subsystems and con 
nections shoWn in FIG. 12 should be physically secured to 
protect data and keys While in an unencrypted form. The 
encrypted keys carried over the control bus 1205 and the 
encrypted video data 1213 preferably are protected from 
eavesdropping, and preferably do not require additional 
security measures. 

[0114] FIG. 13 is a block diagram of a cryptographic key 
distribution system for sending cryptographic keys from a 
cable headend to a display link transmitter 1311, a repeater 
1313 and receivers in an alternate embodiment according to 
the present invention. The cryptographic key distribution 
system of FIG. 13, for example, may include a part of a 
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set-top box including a cable tuner 1303, a cable signal 
decoder 1304 and a display link transmitter 1311. 

[0115] An incoming cable signal 1302 from the cable 
headend is processed by the cable tuner 1303 to select a 
desired channel, Which is sent to the cable signal decoder 
1304. One output of the cable signal decoder 1304 is digital 
data 1310, Which is provided to the display link transmitter 
1311. The display link transmitter 1311 preferably converts 
the digital data 1310 to encrypted data, Which is sent to the 
repeater 1313 via display link 1312. For such encryption, the 
display link transmitter 1311 may include a data encryptor 
similar to the data encryptor 1012 of FIG. 10. 

[0116] The repeater 1313 preferably decrypts the incom 
ing encrypted data and then encrypts the resulting digital 
data and sends it out to a receiver A(1315) and to a receiver 
B (1319) via display links 1314 and 1318, respectively. The 
receiver A (1315) preferably decrypts the incoming 
encrypted data and sends the resulting digital data to a 
display A (1317). The receiver B (1319) preferably decrypts 
the incoming encrypted data and sends the resulting digital 
data to a display B (1321). 

[0117] Some channels of the incoming cable signal 1302 
may carry premium content, such as HDTV movie signals 
(e.g., pay-per-vieW), Which should be encrypted before they 
can be sent from a set-top box over a display link to a digital 
display. Data encryption and decryption keys used by the 
display link transmitter 1311, the repeater 1313 and the 
receivers Aand B (1315, 1319) may be doWnloaded from the 
cable headend using the same channel as the HDTV movie 
signals or using another channel. The cable signal decoder 
1304 preferably extracts the encrypted data encryption and 
decryption keys from the output of the cable tuner 1303. 

[0118] The encrypted data encryption and decryption keys 
preferably are sent over a control bus 1305, Which may be 
an IZC control bus. The encrypted data encryption keys 
preferably are loaded from the control bus 1305 into the 
display link transmitter 1311. The encrypted data decryption 
and encryption keys preferably are loaded from the control 
bus 1305 into the repeater 1313. 

[0119] In an alternate embodiment according to the 
present invention, for example, the repeater 1313 preferably 
provides the encrypted data decryption keys from the control 
bus 1305 to the display link receiversA and B (1315, 1319). 
The repeater 1313 may provide the encrypted data decryp 
tion keys to the display link receiver A (1315) over a control 
bus (not shoWn) betWeen them. The repeater 1313 may also 
provide the encrypted data decryption keys to the display 
link receiver B (1319) over a control bus (not shoWn) 
betWeen them. In other alternate embodiments, the display 
link receivers A and B (1315, 1319) may receive the 
encrypted data decryption keys directly from the control bus 
1305. 

[0120] The digital data 1310 may also contain data other 
than video including HDTV movie signals, such as, for 
example, multimedia data. The multimedia data may include 
one or more of, but is not limited to, video, audio, Web 
contents, graphics, text and other information. 

[0121] Most of the various systems, subsystems and con 
nections shoWn in FIG. 13 should be physically secured to 
protect data and keys While in an unencrypted form. The 
encrypted keys carried over the control bus 1305 and the 
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encrypted data 1312, 1314 and 1318 preferably are protected 
from eavesdropping, and preferably do not require addi 
tional security measures. 

[0122] Although this invention has been described in 
certain speci?c embodiments, many additional modi?ca 
tions and variations Would be apparent to those skilled in the 
art. It is therefore to be understood that this invention may 
be practiced otherWise than as speci?cally described. Thus, 
the present embodiments of the invention should be consid 
ered in all respects as illustrative and not restrictive, the 
scope of the invention to be determined by the appended 
claims and their equivalents. 

We claim: 
1. A system for distributing a cryptographic key for 

encrypting digital data, the system comprising: 

a key source for storing the cryptographic key, encrypting 
the cryptographic key, and for transmitting the 
encrypted cryptographic key over a control bus; and 

a transmitter for receiving the digital data, receiving the 
encrypted cryptographic key over the control bus, 
decrypting the encrypted cryptographic key to recover 
the cryptographic key, encrypting the digital data using 
the cryptographic key to generate encrypted data, and 
for transmitting the encrypted data. 

2. The system for distributing a cryptographic key accord 
ing to claim 1, Wherein the key source comprises a ?rst 
memory for storing the cryptographic key, a second memory 
for storing an encryption key, and a key encryptor for 
encrypting the cryptographic key using the encryption key. 

3. The system for distributing a cryptographic key accord 
ing to claim 1, Wherein the transmitter comprises a memory 
for storing a decryption key, a key decryptor for decrypting 
the encrypted cryptographic key using the decryption key, 
and a data encryptor for encrypting the digital data using the 
cryptographic key. 

4. The system for distributing a cryptographic key accord 
ing to claim 1, Wherein the key source and the transmitter are 
included in at least tWo physically separate devices. 

5. The system for distributing a cryptographic key accord 
ing to claim 1, Wherein the control bus is an IZC control bus. 

6. The system for distributing a cryptographic key accord 
ing to claim 1, Wherein the cryptographic key is encrypted 
and decrypted using a symmetric system Where the encryp 
tion key is identical to the decryption key. 

7. The system for distributing a cryptographic key accord 
ing to claim 6, Wherein the symmetric system is a Data 
Encryption Standard (DES) system. 

8. The system for distributing a cryptographic key accord 
ing to claim 1, Wherein the cryptographic key is encrypted 
and decrypted using a public key system Where the encryp 
tion key is public and the decryption key is private. 

9. The system for distributing a cryptographic key accord 
ing to claim 8, Wherein the public key system is a RSA 
system. 

10. The system for distributing a cryptographic key 
according to claim 1, Wherein the digital data comprises 
multimedia data, video, audio, Web content, graphics or teXt. 

11. The system for distributing a cryptographic key 
according to claim 1, Wherein the key source is a computer 
system comprising a ?rst memory for storing the crypto 
graphic key, a second memory for storing an encryption key, 
a key encryptor for encrypting the cryptographic key using 
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the encryption key, and a microprocessor Working together 
With the key encryptor to encrypt the cryptographic key. 

12. The system for distributing a cryptographic key 
according to claim 11, Wherein the key encryptor is imple 
mented as softWare running on the microprocessor. 

13. The system for distributing a cryptographic key 
according to claim 11, Wherein the key encryptor is imple 
mented using a ?rmWare or a hardWare. 

14. The system for distributing a cryptographic key 
according to claim 1, Wherein the key source and the 
transmitter are included in a computer. 

15. The system for distributing a cryptographic key 
according to claim 1, Wherein the key source and the 
transmitter are included in a set-top boX. 

16. A set-top boX for distributing a cryptographic key for 
encrypting digital data, the set-top boX comprising: 

a cable tuner for receiving a cable signal from cable 
headend and for selecting a channel of the cable signal; 

a cable signal decoder for receiving the channel and for 
outputting content of the channel as the digital data; 

a smart card for storing the cryptographic key in an 
encrypted form, and for transmitting the encrypted 
cryptographic key over a control bus; and 

a transmitter for receiving the digital data, receiving the 
encrypted cryptographic key over the control bus, 
decrypting the encrypted cryptographic key to generate 
the cryptographic key, encrypting the digital data using 
the cryptographic key to generate encrypted data, and 
for transmitting the encrypted data. 

17. The set-top boX for distributing a cryptographic key 
according to claim 16, Wherein the transmitter comprises a 
memory for storing a decryption key, a key decryptor for 
decrypting the encrypted cryptographic key using the 
decryption key, and a data encryptor for encrypting the 
digital data using the cryptographic key. 

18. The set-top boX for distributing a cryptographic key 
according to claim 16, Wherein the smart card is removably 
coupled Within the set-top boX and With the control bus, 
Whereby the smart card can be replaced With another smart 
card. 

19. A set-top boX for distributing a cryptographic key for 
encrypting digital data, the set-top boX comprising: 

a cable tuner for receiving a cable signal from cable 
headend, and for selecting one or more channels of the 
cable signal; 

a cable signal decoder for receiving the channels, for 
eXatracting the cryptographic key in an encrypted form 
from the channels, for extracting the digital data from 
the channels, and for transmitting the encrypted cryp 
tographic key over a control bus; and 

a transmitter for receiving the digital data, receiving the 
encrypted cryptographic key over the control bus, 
decrypting the encrypted cryptographic key to recover 
the cryptographic key, encrypting the digital data using 
the cryptographic key to generate encrypted data, and 
for transmitting the encrypted data. 

20. The set-top boX for distributing a cryptographic key 
according to claim 19, Wherein the digital data and the 
encrypted cryptographic key are included in same channel of 
the cable signal. 






