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(57) ABSTRACT 

A method and apparatus of integrating the IEEE 1394 
protocol With the IP protocol in Which the IEEE 1394 high 
speed serial bus operates as the physical and link layer 
medium and the IP operates as the transport layer. There are 
differences in the protocols Which require special consider 
ation When integrating the tWo protocols. The IEEE 1394 
con?gures packets With memory information and the IP 
operates under channel based I/O thereby necessitating a 
modi?cation of the data transfer scheme to accomplish IP 
transfers over the IEEE 1394. Further, due to differences in 
packet headers, the IEEE 1394 packet header is modi?ed to 
encapsulate IP packets. Moreover, in order to determine 
network packets quickly and ef?ciently, an identi?er is 
inserted in each netWork packet header indicating that the 
packet should be processed by the netWork. Finally, in order 
to support the ability to insert or remove nodes on the 
netWork Without a loss of data, the IP interface must not be 
disturbed. This is accomplished by maintaining constant IP 
addresses across bus resets Which are caused by insertion or 

(51) Int. Cl.7 ................................................. .. G06F 15/177 removal of nodes from the netWork. 
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METHOD AND APPARATUS FOR OPERATING 
THE INTERNET PROTOCOL OVER A 

HIGH-SPEED SERIAL BUS 

BACKGROUND OF THE INVENTION 

[0001] A. Field of the Invention 

[0002] This invention relates to the operation of a high 
speed data netWork Which interconnects different applica 
tion modules, and more particularly relates to a method and 
apparatus for operating IP protocol over a high-speed bus 
such as an IEEE 1394 high-speed bus. 

[0003] B. Description of Related Art 

[0004] When communication is necessary among hetero 
geneous systems (i.e. different vendors and standards), the 
softWare to communicate betWeen the systems can be 
extremely dif?cult to develop. The potential eXists for dif 
ferent vendors to use different data formats and data 
exchange conventions so that the differing machines are 
unable to “talk” directly to each other. To combat this 
potential problem, standardiZing organiZations have estab 
lished computer architectures and structures to facilitate the 
communication betWeen heterogeneous systems. One 
accepted structuring technique is layering. The communica 
tions functions are partitioned into a vertical set of layers 
Whereby each layer performs a related subset of functions 
required to communicate With another system. Each layer 
then relies on the neXt loWer layer to perform more primitive 
functions and to conceal the details of those functions as 
Well as to provide services to the neXt higher layer. In this 
manner, the larger problem of communicating betWeen 
differing systems can be structured into a discrete subset of 
layered subproblems. 
[0005] One model of layering is the Open Systems Inter 
connection (OSI). The Open Systems Interconnection uses 
the layering framework With the goal to create an open 
systems netWorking environment Where any vendor’s com 
puter system, connected to any netWork, can freely share 
data With any other computer system on that netWork or 
linked netWork. Many computer systems have a structure 
based on the OSI model, Which organiZes the communica 
tion process into seven different categories and places these 
categories in a layered sequence based on their relation to 
the user. 

[0006] The three loWest layers in the OSI model (layers 1 
through 3) are the physical, link and netWork layers, each 
layer dealing With netWork access. The physical layer is 
concerned With transmission of unstructured bit stream over 
physical media, such as cables, and is considered to be the 
loWest layer. The link layer provides for the reliable transfer 
of information across the physical layer, sending blocks of 
data With the necessary synchroniZation, error control, and 
How control. The netWork layer determines hoW data is 
transferred betWeen computers and addresses routing Within 
and betWeen individual netWorks. 

[0007] One eXample of a physical and link layer medium 
is the IEEE 1394 high speed serial bus. IEEE 1394 is a data 
transport bus that supports up to 63 nodes per bus and up to 
1023 buses. The bus can be a tree or daisy-chained (devices 
connected in series) or a combination of both and can 
support both asynchronous and isochronous data. Further, 
the Internet Protocol (IP) is a connectionless protocol (i.e. 
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mode of operation in Which a packet header is encoded With 
suf?cient information to permit independent delivery of the 
packet) that operates at the netWork layer. The IP protocol is 
a standard describing softWare that monitors the internet 
Work addresses for different nodes, routes outgoing mes 
sages, and recogniZes incoming messages. IP, Which Works 
in conjunction With the Transmission Control Protocol 
(TCP), (and identi?ed as TCP/IP) provides communication 
across interconnected netWorks, betWeen computers With 
diverse hardWare architectures and various operating sys 
tems. TCP and IP are tWo of the more Widely used protocols 
in the family of Internet protocols. 

[0008] HoWever, there are several problems When inte 
grating the IEEE 1394 protocols With the protocols. First, 
there are differences in the protocols betWeen the sender and 
the receiver of data. The IEEE 1394 is designed as a memory 
read/Write bus Where the sender of data must have informa 
tion on the receiver’s memory structure. In particular, the 
sender or initiating node reads from or Writes to the memory 
location of the receiver or target note. The sender node is 
required to knoW the memory architecture of the receiving 
node in order to perform memory read/Writes. In contrast, 
the IP protocol transfers data Without the sender knoWing 
about the receivers memory architecture. As such, the data 
transfers of IP cannot be directly accomplished on the IEEE 
1394 architecture. Further, the IEEE 1394 is essentially a 
connectionless acknoWledged protocol. Each IEEE 1394 
packet of data, other than a packet that is broadcast to all 
nodes, generates an acknoWledgment from the receiver. If 
the acknoWledgment indicates a failure in the reception of 
the packet, the sender retransmits the packet. Second, the 
packet formats of the IEEE 1394 are incompatible With the 
IP packet formats. A packet header is the portion of the 
message sent that contains information Which guides the 
message to the correct destination. 

[0009] Third, there are addressing problems When using 
the IP protocol as the transport protocol for data transfers 
over the IEEE 1394 bus. The IP protocol uses logical 
addresses to identify each node in the netWork With the IP 
addresses as 32-bit values depicted in dotted-decimal fash 
ion (e.g., 149.112.2341 for IP host and 149.112.2342 for 
another IP host). An application on one IP host that needs to 
transfer data to another application on a different IP host Will 
use the IP address to direct the data transfer (e.g., use the IP 
address 149.112.2342 to transfer data to the second appli 
cation). HoWever, the IEEE 1394 protocol requires the use 
of a physical address of the destination node. Thus, a 
conversion betWeen the IP address to the IEEE address must 
be accomplished before the data can be handed to the 
physical layer for transmission. 

[0010] Prior methods of obtaining the physical address, 
such as through the use of the Address Resolution Protocol 
(ARP), either cannot or should not be used With the IEEE 
1394 netWork. Ordinarily, When an IP host Wishes to obtain 
the address of a destination node, it broadcasts an ARP query 
With the IP address of the destination node. All IP hosts on 
the local netWork receive the ARP broadcast and check to 
see if the IP address contained in the ARP query is the same 
as the local IP interface address. The node Whose address is 
equal to the address contained in the ARP query responds 
With an ARP response that contains the physical address for 
that node. HoWever, most ARP implementations cannot 
support the dynamic changing of the hardWare address and 
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therefore cannot be used on an IEEE 1394 bus. The IEEE 
1394 physical address is generated dynamically by the IEEE 
1394 and can change upon a bus reset. The physical address 
of an IP interface is set at the time of interface initialization 
and cannot be changed Without bringing the IP interface 
doWn and then reinitialiZed With a neW physical address. If 
this is done, all of the IP traf?c on the interface is stopped 
and is only restarted after the IP interface is up again. Any 
TCP connections using that interface Will be torn doWn. 

[0011] Further, the requirement of broadcasting an ARP 
inquiry and the address resolution latency are undesirable. 
All nodes on the netWork are forced to process the ARP 
request to determine if they have to respond to it. The 
determination of the physical address must be done quickly 
enough so that no data is lost on the netWork. During this 
determination, the data is buffered. HoWever, the data can 
only be buffered for a ?nite period of time due to physical 
constraints in terms of memory requirements on the buffers 
and due to speci?cation constraints in terms of the require 
ments of some protocols to process a packet of information 
Within a certain period of time. 

[0012] Another problem When integrating various hetero 
geneous systems is determining Whether the data formats 
conform to a certain standard or a certain computer archi 
tecture. Components, such as computers and modules on a 
network, receive many packets of information. In order to 
determine if the component should process the information, 
the component must assess if the data format conforms With 
a certain standard or certain computer architecture. If the 
data format does not conform, the component should not 
process the data. OtherWise, the data format should be 
processed. Further, in order for a component to be able to 
process the data more quickly, the component must quickly 
determine Whether the packets conforms. OtherWise, data 
might be lost. 

[0013] Previous components have attempted to determine 
Whether a packet should be processed is by examining the 
format of the packet. For eXample, if the component is 
looking for a packet Which is formatted under the IP 
protocol, the component examines the packet to determine if 
the speci?c ?elds Within the packet are Within the bounds of 
a packet Which is formatted under the IP protocol. If the 
packet is Within bounds, the component processes the 
packet. OtherWise, the packet is ignored. 

[0014] There are several problems With this scheme. First, 
the determination Whether to process the packet is fairly 
intensive in terms of deciding Whether speci?c ?elds in the 
packet conform to the IP protocol. Second, a component can 
still be “fooled” into believing that a packet does conform to 
a certain protocol simply because the packet falls Within the 
bounds of that protocol. 

SUMMARY OF THE INVENTION 

[0015] In accordance With a ?rst aspect of the invention, 
a method of recon?guring the bus line Without disturbing the 
on-going traf?c on the bus is provided. The method includes 
the step of obtaining the non-changeable address of the 
component, Which does not change during a bus reset, and 
the changeable address, Which is assignable. The method 
further includes the step of placing the non-changeable 
address and changeable address in a look-up table. In 
addition, the netWork is recon?gured. The method further 
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includes the step of determining the non-changeable address 
of the component. The look-up table is eXamined for the 
changeable address Which corresponds to the non-change 
able address. In addition, the component is assigned the 
changeable address Which Was placed in the look-up table 
prior to bus reset. 

[0016] In accordance With a second aspect of the inven 
tion, a data processing system is provided. The data pro 
cessing system includes a bus line and a module connected 
to the bus line. The module has a memory Which contains a 
netWork identi?er address. In addition, the data processing 
system includes a netWork manager connected to the bus 
line. The netWork manager has a memory device and a 
processor With the memory device having a look-up table 
containing the netWork identi?er address and the changeable 
address. The processor has a comparator for comparing the 
netWork identi?er address in the look-up table With the 
netWork identi?er address in the module. 

[0017] In accordance With a third aspect of the invention, 
a method for determining Whether to process an incoming 
data stream to a component is provided. The method 
includes the step of determining the ?rst packet identi?er 
contained in the ?rst memory device of the ?rst component. 
The method further includes the step the packet is formed 
having a ?eld containing the ?rst packet identi?er. In addi 
tion, the packet is sent onto the bus. The method further 
includes the step of determining by the second component 
the second packet identi?er contained in the second memory 
device of the second component. Further, the second com 
ponent receives the packet from the bus and parses through 
the ?elds to obtain the ?rst packet identi?er. The method 
further includes the step of comparing by the second com 
ponent the parsed data With the second packet identi?er, and 
processing the packet if the parsed data equals the second 
packet identi?er. 

[0018] In accordance With a fourth aspect of the invention, 
a data processing system is provided. The data processing 
system includes a bus line and tWo modules connected to the 
bus line. The ?rst module has a ?rst memory and a ?rst 
processor, With the ?rst memory containing a ?rst packet 
identi?er. The ?rst processor accesses the ?rst memory, 
obtaining the ?rst packet identi?er, and forms a data stream 
containing the ?rst packet identi?er. The second module has 
a second memory and a second processor, With the second 
memory containing a second packet identi?er. The second 
processor has a comparator Which compares the second 
packet identi?er With the ?rst packet identi?er in the data 
stream. 

[0019] In accordance With a ?fth aspect of the invention, 
a method for sending a packet of data on a physical and link 
layer con?gured for packets Which include memory archi 
tecture information in the packet is provided. The method 
includes the step of receiving the packet of information at 
the link layer from the netWork layer from the sender 
module. The method also includes the step of placing header 
information into the packet Which does not include memory 
architecture information about the receiver module and 
Which conforms to sending the information via channel 
based I/O. In addition, the packet is transported to the 
receiver module via the physical layer. 

[0020] Accordingly, a primary object of the invention is to 
integrate the IP protocol With an IEEE 1394 high-speed bus. 
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[0021] Another object of the invention is to provide a 
means for inserting or removing nodes from a netWork at 
any level in the computer architecture Without disturbing the 
on-going traffic on other nodes in the netWork. 

[0022] Still another object of the invention is to transfer IP 
packets on the IEEE 1394 using channel based input/output. 

[0023] Still yet another object of the invention is to 
efficiently and correctly determine Whether to process 
incoming packets of data. 

[0024] These and other objects, features, and advantages 
of the present invention are discussed or apparent in the 
folloWing detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] A presently preferred embodiment of the present 
invention is described herein With reference to the draWings 
Wherein: 

[0026] FIG. 1 is an exemplary application of the Remote 
Access and Routing Server; 

[0027] FIG. 2 is block diagram of an example of a 
netWork and devices comprising the Remote Access and 
Routing Server; 

[0028] FIG. 3 is a block diagram of the Routing Device; 

[0029] FIG. 4A is a block diagram of the Analog-Digital 
Call Terminating Device; 

[0030] FIG. 4B is a block diagram of the Onboard T1/E1 
NIC, Board Manager Subsystem, DSP Subsystem and 
Shared Memory Subsystem of the Analog-Digital Call Ter 
minating Device; 

[0031] FIG. 4C is a block diagram of the Application 
Co-Processor and Shared Memory Controller of the Analog 
Digital Call Terminating Device; 

[0032] FIG. 4D is a block diagram of the Network Co 
Processor Subsystem and Shared Memory Controller of the 
Analog-Digital Call Terminating Device; 

[0033] FIG. 5 is a block diagram of the layered architec 
ture of the netWork; 

[0034] FIG. 6A is a state machine of the initialiZation of 
the netWork; 

[0035] FIG. 6B is a flow chart of the initialiZation of the 
netWork corresponding to the state machine in FIG. 6A; 

[0036] FIG. 7A is the format of the IEEE 1394 address; 

[0037] FIG. 7B is the format of the self-identi?cation 
packet used during initialiZation of the netWork; 

[0038] FIG. 7C is the format for the IP packet encapsu 
lated in the IEEE 1394 packet; 

[0039] FIG. 7D is the format for the Get-Priority-Request; 

[0040] FIG. 7E is the format for the Get-Priority-Re 
sponse; 

[0041] FIG. 8 is a block diagram of the netWork manager 
and module; and 

[0042] FIG. 9 is the flow chart of the determination 
Whether a packet is sent from a compatible module. 
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DETAILED DESCRIPTION OF THE 
PREFERRED AND ALTERNATIVE 

EMBODIMENTS OF THE INVENTION 

[0043] FIG. 1 refers to a Remote Access and Routing 
Server (RARS) 10 for a data processing system. The Remote 
Access and Routing Server 10 integrates separate data 
communication entities via a public sWitched telephone 
netWork (PSTN) 22. The Remote Access and Routing Server 
10 provides remote access for mobile users and for indi 
viduals at home offices, access nodes for Internet service 
providers, and dial-up local area netWork to local area 
netWork (LAN -to-LAN) routing capabilities for geographi 
cally disperse corporate enterprises. For example, FIG. 1 
discloses one application of the Remote Access and Routing 
Server 10 Which alloWs communication betWeen corporate 
offices (central and branch offices) 12, 14, 16, homes and 
mobile users 18, 20. In a Corporate Office or Internet Service 
Provider 12, the Remote Access and Routing Server 10 is 
connected to a LAN 24 Which is in turn connected to Data 
Terminating Equipment (DTE) 26, such as a computer, and 
to other devices 28, 30. The Internet Service Provider 12 is 
also connected to the Internet. Branch Offices 14 or Small 
Offices 16 may also be connected to the PSTN 22 via the 
Remote Access Routing Server 10. Further, Mobile users 20 
and Home Office users 18 may connect to the PSTN 22 via 
a modem 32 or other data communication device. 

[0044] The Remote Access and Routing Server 10 is 
comprised of a stackable architecture Whereby various sub 
operations of the Remote Access and Routing Server 10 are 
separated at the device level into a Routing Device 34, a 
Digital Call Terminating Device 36, and Analog-Digital Call 
Terminating Device 38, alloWing for expandability of the 
system based on a user’s needs. The user may expand the 
system by simply adding slices to the stack in modular 
increments. In this manner, the user’s system may groW to 
match the user’s needs. The Remote Access and Routing 
Server 10 may also be combined into one system Without 
separation at the device level. Referring to FIG. 2, the 
modules are connected via a netWork 40 With each device 
having its oWn poWer supply. The netWork alloWs inter 
device communication in the system architecture. The Rout 
ing Device 34, also knoWn as a Router, the Digital Call 
Terminating Device 36 and the Analog-Digital Call Termi 
nating Device 38 are interconnected by the netWork 40, 
Which is based upon the IEEE 1394 (FireWire). The Routing 
Device 34 is connected to a local area netWork (LAN) 24 
Which is in turn connected to a management station 42. Each 
device is connected to the netWork 40 via a node Which has 
an address. A single device may have multiple nodes con 
nected to the netWork 40. Further, each node attached to the 
netWork 40 has equal access to the data transfer services and 
share the available bandWidth With other nodes. Each of the 
components have connectors to the netWork 40 and can 
support a nominal 200 mb/s data rate. This application 
incorporates by reference US. Pat. No. 5,528,595 by inven 
tors Walsh et al. entitled Modem Input/Output Signal Pro 
cessing Techniques, Which describes further aspects of the 
Analog-Digital Call Terminating Device and the Routing 
Device. 

[0045] The Routing Device 34 contains the router engine, 
the 10/100 Mbit Ethernet® interface 56 and a netWork inter 
face 54, referring to FIG. 3. The Routing Device 34 is the 
center of system management. It provides the functionality 
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to route all of the protocols supported by the Remote Access 
and Routing Server 10, is the simple network management 
protocol (SNMP) agent for management of the system, and 
allows for synchronous serial interfaces for connection to a 
LAN or a Wide Area Network 

[0046] An Edge Server Device is a device which is placed 
at the edge of the Local Area Network. The Edge Server 
Device is similar to the Routing Module in that it imple 
ments the network management components required as the 
primary network manager module on the network. The 
Remote Access and Routing Server 10 may be implemented 
using a Routing Device 34, an Edge Server Device or a 
combination of both devices. 

[0047] The Digital Call Terminating Device 36 contains 
two T1/E1 Primary Rate Interface (PRI) connections, a 
network interface and the necessary hardware to terminate 
two spans worth of Integrated Services Digital Network 
(ISDN) originated calls. Depending on the country, either T1 
or E1 is used. T1 is a standard for digital transmission in the 
United States, Canada, Hong Kong and Japan with a capac 
ity of 1.544 M bits per second. E1 is a standard for digital 
transmission in Europe with a capacity of 2.048 M bits per 
second. Call traf?c, following processing by the Digital Call 
Terminating Device 36, is passed to the Routing Device 34, 
which in turn communicates with a LAN 24. 

[0048] The Analog-Digital Call Terminating Device 38 is 
a single-span T1/E1 access module designed to terminate 
calls of both analog and digital origin. This call traf?c, 
following processing by the Analog-Digital Call Terminat 
ing Device 38, is passed to the Routing Device 34, which in 
turn communicates with a LAN 24. As shown in FIG. 2, a 
second Analog-Digital Call Terminating Device 39 can be 
integrated into the network 40. Therefore, the Analog 
Digital Call Terminating Devices can be place in a star or 
daisy-chain topology with a second Analog-Digital Call 
Terminating Device acting as a repeater. 

[0049] Referring to FIG. 3, a block diagram of the Rout 
ing Device 34 is shown. The central processing unit for the 
Routing Device 34 is a PowerPCTM 603 44 manufactured by 
IBM and Motorola and operating at 200 MHZ. Because the 
printed circuit board will use a BGA package for the 
PowerPCTM, and will contain a 2.5 Volt regulator, the printed 
circuit board can accommodate any PowerPCTM 603 or 604 
device for adjustments as central processing unit capacity 
requirements change. The CPU chipset 48 is the IBM 82660 
family consisting of the 82663 buffer and 82664 controller. 
This chipset 48 provides a glueless interface between the 
PowerPCTM44, system memory (DRAM) 50, L2 cache 46, 
and the on-board PCI bus 52. 

[0050] The L2 cache 46 consists of a single 16K><15 cache 
tag RAM with 4 32K><32 SSRAM devices to support the 512 
KB of L2 cache. Further information on the IBM 82660 
chipset 48 is in IBM27-82660 PowerPCTM to PCI Bridge 
and Memory Controller User’s Manual, IBM, SC09-3026 
00, 1996. 

[0051] Main memory is 64 bits in width and consists of 16 
MB of base memory plus ?eld upgrade capacity to 144 MB. 
Base memory consists of eight 1 M><16 60 ns EDO DRAM 
devices soldered to the PCB for reliability and low cost. The 
PCB contains one 168-pin DIMM socket for memory expan 
sion to 24, 32, 48, 80, or 144 MB total capacity using a 8, 
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16, 32, 64, or 128 MB DIMM respectively. Expansion 
memory is EDO for higher performance. Boot memory 
contains the CPU’s primary bootstrap code to be executed 
upon hardware reset and consists of a software-locked 
segment of main storage ?ash. This allows primary boot 
strap code to be ?eld-updated in the unlikely event that 
becomes necessary. Storage memory (Bulk Flash 64) is 
erasable and supports the operational code and the applica 
tion’s ?le system. It consists of 4 MB of ?ash memory, with 
provision for larger factory-installed siZes. The printed cir 
cuit board supports four ?ash devices so that the board is 
populated with two 2 MB><8 devices for a total of 4 MB. The 
maximum con?guration is 8 MB with 2 MB><8 devices. 
Memory is accessible as 32 64 KB blocks per device with 
boot memory and storage memory share the same physical 
device. 

[0052] Storage memory consists of two Intel 28F016SC 
devices or two AMD 29F016 devices, with separate pro 
gramming algorithms for the Intel or AMD devices. A 
command user interface serves as an interface between the 
CPU and the internal operation of the device. A valid 
command sequence written to the device initiates automatic 
execution of algorithms and timings for block erase, byte 
write, and lock-bit con?guration operations. A block erase 
operation erases one of the 64 KB blocks typically within 
one second wherein each block may be erased 100,000 
times. 

[0053] The Non-Volatile Memory is an EEPROM 66 
consisting of 512 bytes. The EEPROM 66 is written with the 
serial number and con?guration data as part of the manu 
facturing process. Non-volatile memory consist of one 
NM93LC66 device with locations individually addressable 
(as 16-bit “registers”). The non-volatile device is accessed 
serially via a three-wire interface (select, clock, data); how 
ever, this serial access is under control of the PCISC2 
FPGA, which makes the EEPROM 66 visible to software 
through a conventional register set. 

[0054] Two UARTs (Universal Asynchronous Receiver 
Transmitter) 70 are supported in the Routing Device, as 
shown in FIG. 3. The ?rst is a Console Port UART and is 
customer-accessible via a front-panel DB9 connector. The 
UART complies with the ANSI RS-232-E and ITU V.28 
standards, is con?gured as a DTE interface, supports hard 
ware RTS-CTS ?ow control, contains 16-byte transmit and 
receive FIFOs, and supports the required asynchronous 
communication rates of 9600, 19200, 38400, 57600, and 
115200 Baud. The Console Port UART consists of one 
16C550CFN device clocked at 3.6864 MHZ and one Maxim 
MAX241 transceiver. 

[0055] The second UART is a Debug UART. The debug 
port is terminated internal to the Routing Device via a 
header, is compliant with ANSI RS-232-E and ITU V.28 
standards, is con?gured as a DTE interface, supports hard 
ware RTS-CTS ?ow control, contains 16-byte transmit and 
receive FIFO’s, and supports the required asynchronous 
communication rates of 9600, 19200, 38400, 57600, and 
115200 Baud. The debug port consists of one 16C550CFN 
device clocked at 3.6865 MHZ, and one Maxim MAX241 
transceiver. The Real-Time Clock 68 is used to provide date 
(year, month, day of month, day of week) and time (hours, 
minutes, seconds, hundredths). In addition to time/date 
availability, the device features alarm time comparison, 






















































































































































































































































































































































































































































