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Disclosed is a wireless adaptor for a ?nancial transaction 
device compatible with the public switched telephone net 
work, such as a point-of-sale credit card terminal, allowing 
such a device to be used in a wireless manner. Further 
disclosed is a wireless ?nancial transaction system using the 
wireless adaptor of the invention. Further disclosed are 
methods used to operate a ?nancial transaction device 
compatible with the public switched telephone network in a 
wireless manner, and to provide additional data security 
therefor. The invention may be used to provide wireless and 
portable operation of existing credit card authorization ter 
minals without any modi?cations needing to be made to 
either the terminal itself or any software programs contained 
therein. From the point of view of the authorization proces 
sor the operation of the ?nancial transaction device in a 
wireless and/or portable manner is no different than when 
the ?nancial transaction device is operated in a ?xed loca 
tion using the public switched telephone network. 
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WIRELESS ADAPTOR AND WIRELESS 
FINANCIAL TRANSACTION SYSTEM 

TECHNICAL FIELD 

[0001] The invention relates generally to the ?eld of 
?nancial transaction processing and authorization and more 
speci?cally to Wireless data communications and data secu 
rity for ?nancial transaction processing. 

BACKGROUND OF THE INVENTION 

[0002] A business or merchant may Want to accept credit 
cards or debit cards as payment for goods and services in 
addition to accepting cash payments. HoWever, acceptance 
of a credit or debit card as payment requires that the 
merchant verify that the credit or debit card is valid and that 
a charge submitted by the merchant to the issuer of the credit 
or debit card Will be accepted by the issuing organiZation. 

[0003] The validity of a cash payment is easily veri?ed by 
the merchant’s visual examination of the cash Which is 
offered for payment. Counterfeiting of cash has become 
more dif?cult With the inclusion of special embedded 
threads in currency and other methods of protection against 
counterfeiting. 
[0004] A credit or debit card payment requires that the 
merchant undertake steps to obtain an authoriZation of a 
charge on the debit or credit card. The merchant can thereby 
be assured that When the merchant submits the charge to the 
organiZation Which issued the credit or debit card that the 
charge Will not be rejected, resulting in a non-payment to the 
merchant. 

[0005] Early charge authoriZation systems required the 
merchant to place a phone call to an authoriZation center, 
Which asked the merchant for the number of the credit card, 
the identi?cation number for the merchant, the amount of the 
transaction and other such information. The authoriZation 
center then used a computer system to verify that the charge 
Was authoriZed and then provided the merchant With an 
identifying authoriZation number. The merchant then sub 
mitted the charge to the credit card issuing organiZation, 
usually through the merchant’s banking institution, on a 
paper transaction slip. The authoriZation number Was 
included, along With Written information on the amount of 
the transaction, the credit card number and the merchant 
identi?cation number on this paper transaction slip. Usually 
the customer Was also provided With a copy of the transac 
tion slip Which the merchant Would submit for payment. 

[0006] DraWbacks of these early systems included the 
heavy reliance on paper transaction slips and their inherent 
high cost and the amount of human labor involved in the 
transaction authoriZation process. To overcome these draW 
backs later systems for credit card transaction authoriZation 
have used electronic point-of-sale terminals Which automati 
cally obtain an authoriZation or denial of a credit card 
transaction. 

[0007] These point-of-sale terminals typically read a mag 
netic stripe on the credit card to obtain the credit card 
number and expiration date and use a keypad for merchant 
entry of the amount of the charge. The point-of-sale terminal 
then automatically makes a connection With an authoriZation 
processor via a dialup phone line and the public sWitched 
telephone netWork. The point-of-sale terminal transmits 
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information about the desired transaction to the authoriZa 
tion processor. The authoriZation processor obtains, from the 
credit or debit card issuing organiZation, an authoriZation or 
denial of the desired transaction. The authoriZation proces 
sor then transmits information indicative of the authoriZation 
or denial of the transaction to the point-of-sale terminal. The 
point-of-sale terminal then usually displays an authoriZation 
code number and also prints a receipt for the customer to 
sign. 

[0008] In order to ensure that credit or debit card trans 
actions are properly processed, the organiZations Which 
operate the authoriZation processors require validation of the 
softWare program that operates the point-of-sale terminal. 
This program validation is a lengthy process Which can be 
expensive. 

[0009] Automated teller machines are another type of 
?nancial transaction device Which uses a dialup line and the 
public sWitched telephone system to contact an authoriZation 
processor to obtain an authoriZation or denial of a ?nancial 
transaction. 

[0010] Some merchants use a computeriZed cash register, 
in Which the opening of the cash draWer is controlled by a 
computer Which is also connected to a point-of-sale credit 
card authoriZation terminal. In some cases a magnetic card 
stripe reader is incorporated directly into the design of these 
computeriZed cash registers. The point-of-sale terminal 
incorporated Within these computeriZed cash registers also 
uses a dialup phone line connected to the public sWitched 
telephone netWork to contact the authoriZation processor. 

[0011] In addition to obtaining authoriZation to make a 
charge to a credit or debit card, merchants have also used 
these point-of-sale terminals as check veri?cation systems. 
In this case the desired ?nancial transaction is a check 
veri?cation, and the point-of-sale terminal contacts an 
authoriZation processor Which is used to obtain an authori 
Zation or denial of the acceptance of the customer’s check. 

[0012] A draWback of these types of ?nancial transaction 
devices is that they require a dialup phone line connected to 
the public sWitched telephone netWork in order to contact 
the authoriZation processor. This requirement precludes the 
use of these devices in a portable fashion, unless a dialup 
phone line is available at each location Where the ?nancial 
transaction device Will be used. 

[0013] Merchants Who Would like to accept credit or debit 
cards but Who have mobile or temporary locations, such as 
roadside stand vendors, piZZa delivery companies, limousine 
or taxicab companies or other mobile vendors do not alWays 
have a dialup phone line available to them at their mobile or 
temporary locations. Thus the point-of-sale transaction ter 
minals Which are readily available cannot be used by these 
merchants. 

[0014] Another draWback of some of these devices is that 
the communications betWeen the point-of-sale terminal and 
the authoriZation processor are undertaken With the credit 
card number, cardholder name and other data in plaintext 
Without encoding or efforts to hide this data. The signals 
transmitted by the point-of-sale terminal may travel doZens 
or hundreds of miles to the authoriZation processor. An 
electronic device Which picks up signals off of the dialup 
phone line anyWhere along the length of the transmission 
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path may be able to obtain the cardholder name, credit card 
number, expiration date and other information since this data 
is transmitted in plaintext. 

[0015] Wireless operation of a ?nancial transaction device 
in a portable fashion Would alloW merchants Who are 
currently not capable of accepting credit or debit cards as 
payment for goods or services to accept such cards. Addi 
tional bene?ts may be provided to merchants if the Wireless 
connection of a ?nancial transaction device either provided 
cost savings to the merchant or provided backup services in 
the case of a dialup phone line failure. Adding Wireless 
capabilities to an existing ?nancial transaction device further 
provides a merchant With the option of operating the ?nan 
cial transaction device in either a ?xed or portable fashion, 
as determined to be most bene?cial to the merchant. 

[0016] What is needed is a Way to operate a ?nancial 
transaction device, such as a point-of-sale credit or debit 
card terminal, or an automated teller machine, in a Wireless 
or portable fashion. Some Wireless point-of-sale terminals 
have been developed. For example, US. Pat. No. 5,208,446 
describes a Wireless point-of-sale terminal. HoWever, these 
systems require that existing point-of-sale credit card ter 
minals be replaced in order to be used as Wireless terminals. 

[0017] Therefore, it can be appreciated that there is a 
signi?cant need to operate an existing ?nancial transaction 
device in a Wireless or portable fashion, so that a neW 
program validation Will not be required by the organiZations 
Which operate the authoriZation processors. It Would be 
further desirable to add data security capabilities to existing 
?nancial transaction devices. 

SUMMARY OF THE INVENTION 

[0018] It is an object of the invention to provide an adaptor 
Which enables an existing ?nancial transaction device to be 
operated in a Wireless fashion. 

[0019] It is a further object of the invention to provide a 
Wireless ?nancial transaction system Which uses an existing 
?nancial transaction device Which is operated in a Wireless 
fashion. 

[0020] It is still further object of the invention to provide 
additional data security for the operation of an existing 
?nancial transaction device. 

[0021] Brie?y, the invention provides a Wireless adaptor 
Which connects to a ?nancial transaction device, such as a 
point-of-sale credit card terminal. 

[0022] The ?nancial transaction device has a phone line 
port Which is compatible With the public sWitched telephone 
netWork, and Which transmits signals indicative of a ?nan 
cial transaction. The Wireless adaptor provides a phone line 
interface Which is used to interface to the ?nancial transac 
tion device. An audio frequency modem of the Wireless 
adaptor is used to convert the audio frequency signals 
received from the ?nancial transaction device via the phone 
line interface into digital data signals, and to convert digital 
data signals into audio frequency signals Which are passed to 
the ?nancial transaction device via the phone line interface. 
The Wireless adaptor also has a communications processor 
Which connects to the audio frequency modem and to a 
Wireless modem. The communications processor collects 
digital signals from the ?nancial transaction device and 
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transmits digital signals via the Wireless modem. The signals 
transmitted via the Wireless modem are received by a host 
computer, through various communications means. The host 
computer then communicates With one or more authoriZa 
tion processors to obtain an authoriZation or denial of a 
?nancial transaction. The host computer transmits informa 
tion, via various communications means and via a Wireless 
modem, to the communications processor. The communica 
tions processor then transmits the information indicative of 
the authoriZation or denial of the ?nancial transaction, via 
the audio frequency modem and the phone line interface, to 
the ?nancial transaction device. 

[0023] In another aspect of the invention, a Wireless ?nan 
cial transaction system is provided. In the system of the 
invention a ?nancial transaction device Which is capable of 
operation With the public sWitched telephone netWork is 
used With a Wireless adaptor and a Wireless modem. A 
second Wireless modem is connected, via various commu 
nications means, to a host computer. The Wireless adaptor 
receives signals indicative of a ?nancial transaction from the 
?nancial transaction device, and transmits these signals via 
the Wireless modems to the host computer. The host com 
puter connects, through various communications means, to 
a number of authoriZation processors. The host computer 
determines Which authoriZation processor should be used to 
obtain an authoriZation or denial of the ?nancial transaction 
and then connects to the appropriate authoriZation processor 
to obtain the authoriZation or denial of the ?nancial trans 
action. The host computer then transmits information indica 
tive of the authoriZation or denial of the transaction to the 
Wireless adaptor, Which then transmits the signals indicative 
of the authoriZation or denial of the ?nancial transaction to 
the ?nancial transaction device. Since Wireless modems are 
often portable, the system not only provides a Wireless 
?nancial transaction system but also a ?nancial transaction 
system in Which the ?nancial transaction device may be 
operated in a portable manner. 

[0024] The Wireless adaptor and system of the invention 
may include data compression of the data transmitted via the 
Wireless modems. The communications processor of the 
Wireless adaptor compresses data Which is received from the 
?nancial transaction device. Such data compression is used 
to minimiZe the number of data frames or packets Which are 
transmitted throughout the system, Which, in turn, mini 
miZes the frequency of repeated packet or frame transmis 
sions due to data errors. 

[0025] The Wireless adaptor and system of the invention 
may include encryption to hide the content of the ?nancial 
transaction messages. The communications processor may 
encrypt the data received from the ?nancial transaction 
device. The data encryption is performed to hide the content 
of the ?nancial transaction messages Which are transmitted 
from the Wireless adaptor to the host computer, thereby 
providing additional data security for the ?nancial transac 
tion device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] FIG. 1 shoWs a conventional point-of-sale termi 
nal, as an example of a ?nancial transaction device. 

[0027] FIG. 2 shoWs a ?rst embodiment of the system of 
the invention, including the use of the Wireless adaptor With 
the ?nancial transaction device. 
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[0028] FIG. 3 shows a second embodiment of the system 
of the invention, in Which the host computer has a Wireless 
modem associated With the host computer. 

[0029] FIG. 4 shoWs a Wireless transmission system 
Which employs tWo linked Wireless netWork terminals and 
other elements. 

[0030] FIG. 5 shoWs the Wireless adaptor of the present 
invention. 

[0031] FIG. 6 shoWs the phone line interface of the 
Wireless adaptor. 

[0032] FIG. 7 shoWs a typical Wireless modem. 

[0033] FIGS. 8A, 8B, 8C and 8D shoW eXamples of the 
communications means of the present invention betWeen the 
second Wireless modem and the host computer. 

[0034] FIGS. 9A, 9B, 9C and 9D shoW eXamples of the 
communications means of the present invention betWeen the 
host computer and an authoriZation processor. 

[0035] FIG. 10 shoWs a How chart of the steps taken 
according to the present invention in the authoriZation of a 
?nancial transaction. 

[0036] FIG. 11 shoWs a How chart of optional steps taken 
by the Wireless adaptor When the Wireless adaptor provides 
a dial tone signal. 

[0037] FIG. 12 shoWs a How chart of the steps taken 
according to the present invention in the compression and/or 
encryption of the data frame received from the ?nancial 
transaction device. 

[0038] FIG. 13 shoWs a How chart of the steps taken 
according to the present invention in the decompression 
and/or decryption of the data frame received from the host 
computer. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0039] A ?nancial transaction device may, for example, be 
a point-of-sale credit card terminal, a point-of-sale debit card 
terminal, a point-of-sale check authoriZation terminal, a 
smart card terminal, a computeriZed cash register, or an 
automated teller machine. Each of these devices accepts a 
credit card, a debit card, a smart card or operator input 
indicative of a ?nancial transaction, and eXecutes a ?nancial 
transaction Which includes obtaining an authoriZation of the 
validity or acceptance of the desired transaction. The credit 
card, debit card, or checking account number, eXpiration 
date, cardholder name and other information may either be 
entered into the ?nancial transaction device by a human 
operator entering the data manually, by the ?nancial trans 
action device reading the identifying data from a magnetic 
stripe located on the credit or debit card, or by electronically 
reading data from a smart card. 

[0040] The present invention provides a Wireless adaptor 
for use With a ?nancial transaction device. The invention 
Will be particularly described When the ?nancial transaction 
device is a point-of-sale credit card terminal. This is not to 
limit the scope of the invention, Which properly includes 
other ?nancial transaction devices, but instead to particu 
larly describe a preferred embodiment of the invention. 
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[0041] As shoWn in FIG. 1, a conventional point-of-sale 
credit card terminal 100 (the terminal) has a magnetic card 
stripe reader 102, a keypad 104, a read-only memory (ROM) 
122 for storage of one or more programs, a random access 

memory 124 (RAM) for data storage, a central processing 
unit (CPU) 120, a display 106, a modem 130, a phone line 
interface 132 and a phone line connector 108. The display 
106 is a display unit Which is capable of displaying alpha 
numeric characters. The keypad 104 is used by the operator 
to enter numeric or alphanumeric data. The magnetic card 
stripe reader 102 is used to read information from a magnetic 
stripe (not shoWn) on a credit or debit card (also not shoWn). 
The phone line connector 108 is normally used to provide a 
phone line connection to the public sWitched telephone 
netWork. When the Wireless adaptor 200 (see FIG. 2) of the 
present invention is used With the terminal 100 then the 
phone line connector 108 is used to connect to the Wireless 
adaptor. 
[0042] The operation of the terminal 100 Will noW be 
described. The merchant receives a credit card from a 
customer Who Wishes to use the credit card as payment for 
the goods and/or services of the merchant. The merchant 
sWipes the credit card (not shoWn) through the magnetic 
card stripe reader 102 of the terminal 100, so that the CPU 
120 reads the credit card number, eXpiration date and other 
information Which may be available on the magnetic stripe 
located on the credit card. The merchant then uses the 
keypad 104 of the terminal to enter the amount of the 
purchase and any other information needed to specify the 
type of transaction. 

[0043] The terminal 100 then uses its phone line interface 
132 to take the phone line connected to the phone line 
connector 108 and the public sWitched telephone netWork 
off-hook. The off-hook condition is determined by the 
telephone central office by sensing that the phone line 
interface passes a DC loop current greater than a speci?ed 
amount. In the United States a threshold level of 20 milli 
amps of DC current is often used to determine the off-hook 
condition. 

[0044] After taking the phone line off-hook, the terminal 
100 dials a predetermined phone number. The terminal may 
be programmed With different phone numbers Which should 
be dialed. The determination of Which phone number to dial 
may be made by the terminal inspecting the ?rst digit, or 
several digits, of the credit card number. For eXample, credit 
cards issued by VISA International or MasterCard Interna 
tional may be detected by inspection of the ?rst digit of the 
credit card number. VISA credit card numbers begin With a 
digit ‘4’, and MasterCard credit card numbers begin With a 
digit ‘5’. Other credit card types may be similarly deter 
mined by the terminal 100. The terminal 100 thus may dial 
different phone numbers based on the type of credit card 
offered by the customer for payment of the merchant’s bill 
for goods and/or services. 

[0045] The dialing of the phone number by the terminal 
may be either accomplished With pulse or tone dialing. 
Dual-tone multifrequency (DTMF) dialing is usually used 
for greater speed and reliability of dialing. 

[0046] The terminal 100 may Wait for a dial tone signal 
after taking the phone line off-hook and before dialing the 
phone number. A dial tone signal is normally provided after 
the telephone central of?ce detects the off-hook condition, as 
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an indication to the telephone device, in this case the 
point-of-sale credit card terminal, that dialing may com 
mence. The dial tone usually consists of tWo tones, such as 
a 480 hertZ tone combined With a 620 hertZ tone. However, 
many terminals may be programmed to not Wait for a dial 
tone before dialing the phone number. Dialing Without 
Waiting for a dial tone is often called “blind dialing”. Blind 
dialing may have a speed advantage in that the dialing of the 
number does not have to Wait for the detection of the dial 
tone. 

[0047] The phone number Which is dialed by the terminal 
100 is the phone number of a dialup modem Which is 
connected to an authoriZation processor 600 (see FIG. 2). 
After dialing the phone number, the terminal 100 Waits for 
a modem connection to be established. The modem of the 
terminal 100 attempts to connect With the modem of the 
authoriZation processor 600. When the modem of the autho 
riZation processor 600 takes its phone line off-hook, it delays 
at least tWo seconds (the billing delay imposed by federal 
regulations for operation of modems on the public sWitched 
telephone network) and then transmits an ansWer tone. The 
modem 130 in the terminal 100 responds to this ansWer tone 
With a carrier signal. The modems then undertake a pre 
determined sequence Which is used to determine the speed 
and capabilities of the tWo modems, and a modem connec 
tion is thereby established. The modem 130 in the terminal 
100 provides a signal to the CPU 120 of the terminal 100 
When the modem 130 is ready to be used to transmit and 
receive digital data. 

[0048] After the modem connection is established the 
authoriZation processor 600 transmits an ENQ character (05 
Hex) Which indicates to the terminal 100 that the authori 
Zation processor 600 is ready to receive data indicative of the 
requested ?nancial transaction. 

[0049] When the terminal 100 receives the ENQ character 
it transmits a data frame of information Which contains the 
credit card number, the expiration date of the credit card, the 
amount of the desired transaction, a merchant identi?cation 
number and any other information needed to obtain autho 
riZation of the ?nancial transaction. The frame of data may 
also contain an error checking and correcting code. If the 
authoriZation processor 600 does not receive a frame of this 
type from the terminal the authoriZation processor may 
re-transmit the ENQ character until either the authoriZation 
processor 600 receives such a frame of data from the 
terminal 100 or a timeout occurs. In the event of a timeout 
the authoriZation processor 600 may return the phone line of 
its modem back to the on-hook state, thereby breaking the 
modem connection to the terminal 100. 

[0050] When the authoriZation processor 600 does receive 
a frame of data from the terminal 100 the frame of data is 
checked for errors using the error checking and correcting 
code and With other methods. Some authoriZation processors 
600 then transmit an ACK (06 Hex) character to the terminal 
100 to acknoWledge receipt of the data frame. 

[0051] The authoriZation processor 600 then performs 
database activities and/or contacts a computer of the issuer 
of the credit card to obtain either an authoriZation or denial 
of the transaction. These database activities are Well-knoWn 
and need not be described herein. The authoriZation proces 
sor 600 then transmits to the terminal 100, via its modem 
130, a frame of data Which contains a code for an authori 
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Zation or a denial of the transaction. This frame of data 
usually also contains an authoriZation code number used to 
identify the authoriZation of the transaction. This frame also 
usually contains an error checking and correcting code. 

[0052] While the authoriZation processor 600 is perform 
ing its database activities and/or contacting the issuer of the 
credit card the authoriZation processor 600 may transmit a 
SYN (16 Hex) character to the terminal 100 to instruct the 
terminal 100 to continue to Wait for a data frame Which Will 
be transmitted by the authoriZation processor 600. 

[0053] When the terminal 100 receives the data frame 
from the authoriZation processor 600 the terminal 100 
checks the error checking and correcting code of the data 
frame, along With other contents of the data frame. If the 
data frame Was received Without error the terminal 100 then 
transmits to the authoriZation processor 600 an ACK char 
acter to acknoWledge successful receipt of the data frame. 
An incorrectly received data frame may cause the terminal 
100 to transmit a NAK (15 Hex) character to the authori 
Zation processor 600 to inform the authoriZation processor 
600 of the unsuccessful reception of the data frame by the 
terminal 100. If the NAK character is received by the 
authoriZation processor 600 then the data frame may be 
retransmitted by the authoriZation processor 600. 

[0054] After the terminal 100 successfully receives the 
data frame from the authoriZation processor 600, as indi 
cated by the transmission of the ACK character from the 
terminal 100 to the authorization processor 600, the autho 
riZation processor 600 sends one or more EOT (04 Hex) 
characters to the terminal 100 to inform the terminal 100 that 
the authoriZation processor 600 is dropping the modem 
connection. Then the authoriZation processor 600 breaks the 
modem connection and places the phone line connected to 
its modem back into the on-hook state. 

[0055] After the terminal 100 receives the data frame from 
the authoriZation processor 600 the terminal places a mes 
sage on its display 106 indicative of the authoriZation or 
denial of the transaction. If an authoriZation code is provided 
in the data frame received by the terminal 100 then it is 
usually also displayed on the display 106 of the terminal 
100. The merchant can then read this message and see if the 
transaction Was authoriZed or denied. When a transaction is 
authoriZed the terminal 100 also places in its RAM 124 a 
data record Which includes the credit card number, the 
amount of the transaction and any authoriZation code sup 
plied by the authoriZation processor 600. 

[0056] Often the terminal 100 is connected to a printer 
(not shoWn), With Which a receipt is printed for the customer. 
Usually the customer signs one copy of the receipt and the 
merchant retains the other copy of the receipt. 

[0057] In addition to providing the merchant With an 
authoriZation or denial of a ?nancial transaction the terminal 
100 provides the merchant With electronic settlement of the 
credit card transactions Which Were authoriZed using the 
terminal 100. 

[0058] The settlement process is begun by the merchant 
using the keypad 104 of the terminal 100 to enter a code 
Which indicates to the CPU 120 of the terminal 100 that the 
merchant desires to begin the settlement process. 




















