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(57) ABSTRACT 

A portal server presents an HTML page that comprises a 

plurality of modules that are formatted in a predetermined 
layout. Each module represents a netWork resource that can 

be accessed by a user through the portal. Some of the 
modules can be user-selectable, Whereas others may be 
mandatory elements of the portal. Similarly, some aspects of 
the layout may be user-controllable, While others are ?xed. 
The modular nature of the portal enables the various 
resources to be readily and independently updated by the 
entities Who provide them, Without affecting other features 
of the portal. The portal server includes an administration 
interface that enables an administrator to select from various 

layout styles, as Well as control access to site information 

and services. Avariety of customizations can be done to the 

portal Without requiring programming skills. As a result, 
individual businesses and other entities can exercise com 

plete ownership of their portals, from a hosting, branding 
and design perspective. 
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PORTAL SERVER THAT PROVIDES A 
CUSTOMIZABLE USER INTERFACE FOR ACCESS 

TO COMPUTER NETWORKS 

FIELD OF THE INVENTION 

[0001] The present invention is generally directed to the 
mechanisms via Which users access information provided 
over computer networks, such as the Internet, intranets and 
extranets, and more particularly to a portal mechanism via 
Which users gain access to resources at various netWork 
sites. 

BACKGROUND OF THE INVENTION 

[0002] BroWser applications have become ubiquitous 
tools for accessing the vast amounts of information that are 
available via computer networks, such as the Internet and the 
like. At its basic level of operation, the broWser permits a 
user to connect to a given netWork site, and doWnload 
informational content from that site, such as an HTML 
document, for display at the user’s computer. To vieW 
additional information, or a different type of information, the 
user designates a neW netWork address, eg a different 
HTML ?le, Whose contents then replace the previously 
displayed information on the user’s computer. 

[0003] To alleviate the need to navigate from one netWork 
site to another to vieW different types of informational 
content, portals are being employed on a more common 
basis. In general, a portal is an entry point or gateWay for 
access to Internet Web sites, or the like. One of the prominent 
advantages of a portal is the fact that information stored at 
a plurality of different netWork addresses, including different 
sites, can be simultaneously vieWed on the display, rather 
than limiting the user to information from one site at a time. 
Most companies and organiZations provide different types of 
portals for a variety of purposes, including portals for the 
general public, intranet portals for their employees, and 
extranet portals for their customers, vendors, supplies and 
other parties With Whom they transact business. 

[0004] While the organiZational needs served by a portal 
continue to groW, so have the complexity and cost of 
developing, deploying, administering and continually 
enhancing portals. To maintain the continued interest of 
portal users, administrators must carry out an ongoing effort 
to maintain portal content that is fresh, deep, customiZable 
and sufficiently broad that their constituents Will consider 
them to be a meaningful gateWay to the Internet. On its 
intranet, an employee must often compete With public por 
tals for the attention of its employees. Furthermore, com 
panies and organiZations are forced to either maintain staffs 
of highly skilled engineers and content developers, or to 
outsource these tasks. MeanWhile, Internet-related technolo 
gies are proliferating and maturing, and Internet users’ 
expectations continue to increase. Maintaining an effective 
portal often competes With and detracts from the resources 
available for an organiZation’s primary goals. 

SUMMARY OF THE INVENTION 

[0005] To address the foregoing concerns associated With 
the ongoing maintenance of an effective portal, the present 
invention provides a portal server that streamlines the pro 
cesses involved in offering a feature-rich portal. The portal 
server provides services through a library of object-oriented 
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classes, such as classes in the Java programming language 
developed by Sun Microsystems, that give access to various 
databases, Web servers, scripting environments and mail 
services. 

[0006] At the user interface level, the portal server pre 
sents an initial vieW, or front page, that comprises a plurality 
of modules that are formatted in a predetermined layout. 
Each module represents a resource that can be accessed by 
the user through the portal. Some of the modules can be 
user-selectable, Whereas others may be mandatory elements 
of the portal, as determined by an administrator, for 
example. Similarly, some aspects of the layout may be 
user-controllable, While others are ?xed. The modular nature 
of the portal enables the various resources to be readily and 
independently updated by the entities Who provide them, 
Without affecting other features of the portal. 

[0007] In another aspect of the invention, the portal server 
includes an administration interface that enables an admin 
istrator to select from various look-and-feel templates, as 
Well as control access to site information and services. A 
variety of customiZations can be done to the portal Without 
requiring programming skills. At the same time, hoWever, 
script Writers can change pages, and programmers can 
extend functionality through additional classes. 

[0008] As a result, individual businesses and other entities 
can exercise complete oWnership of their portals, from a 
hosting, branding and design perspective. The features and 
advantages of the present invention that offer these capa 
bilities are described in detail hereinafter With reference to 
the accompanying ?gures, Which illustrate exemplary 
embodiments thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a general block diagram of an exemplary 
netWork system in Which the present invention can be 
implemented; 
[0010] FIG. 2 is an illustration of an exemplary front page 
of a portal; 

[0011] FIG. 3 is a diagram of the high-level architecture 
of the portal server; 

[0012] FIG. 4 is a block diagram of an object model for 
a module; 

[0013] FIGS. 5a and 5b are diagrams illustrating tWo 
exemplary page layouts; 

[0014] 
[0015] FIG. 7 is a block diagram of the permission object 
model; 
[0016] FIG. 8 is an overvieW of one implementation of the 
portal server; 

[0017] FIG. 9 illustrates the initialiZation and front page 
?les for one implementation; 

[0018] 
module; 
[0019] FIG. 11 illustrates the front page and edit vieWs in 
greater detail; 

[0020] 
[0021] FIG. 13 depicts the execution environment for one 
implementation of the portal server. 

FIG. 6 is a block diagram of a user object model; 

FIG. 10 illustrates front-page and edit vieWs of a 

FIG. 12 illustrates a customiZed front-page vieW; 
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DETAILED DESCRIPTION 

[0022] To facilitate an understanding of the present inven 
tion, it is described hereinafter With reference to speci?c 
implementations thereof. For example, the softWare pro 
grams that underlie the invention can be coded in different 
languages, for use With different platforms. In the descrip 
tion that folloWs, examples of the invention are described in 
the context of Web sites that employ Java Server Pages (JSP) 
or Active Server Pages (ASP). It Will be appreciated, hoW 
ever, that the principles that underlie the invention can be 
implemented With other types of computer softWare tech 
nologies as Well. 

[0023] 1. OvervieW 

[0024] A general depiction of a netWorked computer sys 
tem in Which the present invention can be implemented is 
illustrated in FIG. 1. In essence, the computer system 
enables individual users of communication devices 10, 
including personal computers 10a, Workstations 10b, Web 
access devices 10c, and the like, to vieW informational 
content provided by various servers 12a-12n. The commu 
nication devices 10 are connected to the servers 12 by means 
of a suitable communications netWork 14, such as a local 
area netWork, a Wide area netWork, the Internet, or the like. 
To vieW the content provided by the servers, the devices 10 
run a broWser application 16. At the servers 12, the available 
content and services are stored on suitable storage media, 
such as magnetic or optical disk drives, in a format that is 
capable of being read by the broWser applications, such as 
HTML or XML. Typically, each segment of information that 
can be accessed at once, e.g. ?le, is referred to as a Web page, 
and has an associated netWork address. Thus, by entering a 
particular address in a broWser application, the user is 
presented With one page of information that is stored at a 
particular server. A collection of Web pages that relate to a 
common topic and are interlinked With one another may 
form a Web site. 

[0025] At its basic level of operation, a broWser is 
designed to display one Web page at a time. In such a case, 
the user is required to navigate from one Web page to another 
in order to vieW different types of information available on 
different sites. Quite often, hoWever, the user desires to be 
able to vieW a variety of different types of information at 
once, and then select the particular type of information that 
is of most interest at that time. For instance, Within a 
corporate context, a user may desire to have quick access to 
various resources and data provided by the employer, While 
at the same time being able to vieW information provided 
over the Internet, such as neWs headlines, ?nancial data, and 
vendor data. To this end, therefore, portals have become 
popular mechanisms that enable users to access information 
from multiple different netWork sites at once. 

[0026] The present invention is particularly directed to a 
server application and frameWork that dynamically con 
structs and maintains portals for display to users. An 
example of a portal display that incorporates features of the 
present invention is illustrated in FIG. 2. The portal com 
prises an HTML Web page 18, identi?ed as a “front page”. 
In essence, each page presents a predetermined layout of 
encapsulated modules containing the resources that are 
available to the user. The top of the page may include a 
suitable banner 20 containing a corporate logo or the like, 
and one or more navigation buttons 22 or links, that permit 
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the user to access speci?c pages associated With the sponsor 
of the portal, eg the user’s employer. BeloW the banner, 
another set of buttons or links 24 are displayed, Which 
permit the user to personaliZe the portal. In the illustrated 
example, the personaliZation buttons enable the user to 
revise the layout of the portal, change its color scheme, and 
edit that user’s account, eg change a passWord. 

[0027] BeloW the banner 20 and the personaliZation but 
tons 24, one or more modules 26 are displayed. Each module 
provides the user With access to a particular type of resource, 
such as neWs headlines or stock quotes. As Will be apparent 
from the discussion that folloWs, these resources can be 
applications, databases, services, informational content, 
e-commerce offerings, and the like, that are available from 
one or more of the servers 12a-12n. Some of these resources 

may be provided by the employer (or other provider of the 
portal), Whereas others may come from independent third 
parties. By interacting With any one of these modules, the 
user can access the information or services provided by that 
module. Thus, by clicking on a headline in the “News” 
module, the user can be presented With the full text of the 
neWs story to Which that headline pertains. 

[0028] In the example of FIG. 2, the modules are arranged 
in tWo columns, or groups. Through the ability to person 
aliZe the layout of the portal, the user can determine Which 
modules appear in each of the groups, as Well as their order 
of appearance Within the groups. In addition, the user can 
edit the content of individual modules, by means of an 
“Edit” button 27. For the “News” module, for instance, the 
user can select Which neWs sources are to be used for the 

selection of headlines, as explained in greater detail here 
inafter. 

[0029] 2. High-Level Architecture 
[0030] The functionality associated With the portal is 
provided by a portal server, running on one or more of the 
servers 12a-12n. Referring to FIG. 3, the portal server can 
be vieWed as a client/server model. The client interface is 
provided by HTML code generated by the portal server to 
run in a user’s broWser application. The server consists of 
process management services that are provided by a Web 
server and suitable class libraries. These libraries connect to 
other servers and use other resources as needed, including a 
data store Which provides object persistence via a suitable 
database interface. In one exemplary embodiment of the 
invention, this functionality might be provided by a JDBC 
interface over a SQL database. In another embodiment based 
upon an LDAP environment, user management can be 
provided via JNDI over LDAP. The server can connect to 
other netWork resources, for example to acquire information 
from the Internet or an intranet. 

[0031] Prior to any customiZation by an administrator, the 
portal server can provide a set of Web pages that constitute 
a default, self-contained portal Web site. One implementa 
tion of the portal server includes a Java Server Pages (JSP) 
Web site, for use under any Web server that supports Java 
servlets and JSP. Another implementation comprises an 
Active Server Pages (ASP) Web site, for use under Internet 
Information Server (IIS) provided by Microsoft Corpora 
tion. Both of the implementations under these different 
scripting environments can use the same Java libraries and 
services; the primary difference betWeen them is the Web site 
upon Which they are based (JSP or ASP), and hoW the Web 
site interfaces With the Java libraries. 
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[0032] 3. Object Model 

[0033] An object-oriented software system consists of 
software objects. A software object represents an actor 
within an overall system design. Such actors may corre 
spond to real-world concepts, or may exist purely to support 
the overall design. Software objects encapsulate the data and 
logical processes of the actor. This encapsulation makes 
objects easy to use, because the user of an object need not 
know how the object performs its processes. Software 
objects are also extensible: other objects can be built on top 
of existing objects, allowing the new object to expand the 
concept of the old object without having to rewrite the 
functionality. These properties of software objects make 
object-oriented systems ?exible and extensible. 

[0034] An object model comprises a collection of objects 
that work together in documented relationships. The portal 
server is an object-oriented system built on such an object 
model, illustrated in FIGS. 4, 6 and 7. The objects that make 
up the portal server architecture include Components, Man 
agers and Services, Modules, Views, Pages and Page Order 
ing, Layouts, Users, Permissions, Content Parsers, Data 
Storage and Tasks. 

[0035] 3.1 Components 

[0036] Components are a set of loosely related classes 
used to create wrappers to provide simpli?ed access to other 
objects within the architecture of the portal server. In a 
preferred embodiment of the invention, one component 28, 
designated as the “Portal Services Component,” is employed 
as a single point of access for methods that are external to 
the portal server. The function served by the Portal Services 
Component is access to other objects within the architecture. 
Since the Portal Services Component provides a single point 
of access, it allows a very simple distributed object registry 
pro?le for use in object brokers. Only the Portal Services 
Component need be registered. Other objects can be 
accessed by calls to the Portal Services Component. An 
example of an object broker is the Microsoft Common 
Object Model (COM). When running under an ASP web 
site, for example, the Portal Services Component can be 
published as a Microsoft COM/ActiveX control. An instance 
of this class is created once at web server startup in an ASP 
environment. 

[0037] In contrast to the ASP environment, under a JSP 
web site, any JSP page has access to any Java object made 
visible in the classpath. However, the Portal Services Com 
ponent can still be used as a single point of retrieval for 
important objects within the architecture. This architecture 
provides simplicity as well as compatibility with the ASP 
version of the portal server. 

[0038] 3.2 Managers and Services 

[0039] Managers and Services perform similar functions, 
but in slightly different and complementary ways. A Man 
ager encapsulates details for handling the creation and 
manipulation of a set of objects. A Service can encapsulate 
any identi?able Application Programming Interface (API) 
within the portal server. Managers can be implemented as 
Services within the portal server; however, Services are not 
restricted to being Manager implementations. Both Manag 
ers and Services allow for run-time replacement of their 
implementation with speci?c versions adapted to user-spe 
ci?c needs. 
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[0040] Two examples of Managers are a module manager 
and a user manager. Modules follow a “singleton” design 
pattern, meaning that there is one instance of a module for 
the lifetime of a server session. The class of module man 

agers, therefore, maintains those module instances, and 
handles their persistence. The user manager class is an 
abstract class whose purpose is to manage the persistence of 
User objects. Classes that extend this class could, for 
instance, store users in a SQL database or an LDAP server 
or Java serialiZation. 

[0041] To be useful to a broad range of portal providers, a 
portal framework must easily allow different implementa 
tions of key services. Services such as user management, 
?exible schema storage, and search engines are likely to be 
different for different portals. To facilitate a high degree of 
customiZation, the portal server includes technology for 
allowing con?guration-data driven resolution of service 
implementations within the portal server. This technology 
provides a means of allowing runtime resolution of the 
speci?c class used to implement the service, as well as 
con?guration of all its properties. 

[0042] Essentially, a Service allows a few lines of con 
?guration data within the computer system’s startup con 
?guration ?les or registry to specify details of the run-time 
implementation, including the actual class to be run to 
provide the service. This allows the portal provider to use 
existing implementations or de?ne their own, and substitute 
their chosen implementation into the system without rewrit 
ing source code that uses the implementation. 

[0043] The portal server Service includes the following 
elements: 

[0044] 1. a format for specifying con?guration direc 
tives identifying the service implementation, by type 
and by name; 

[0045] 2. a format for specifying and locating con 
?guration directives used by the service implemen 
tation; 

[0046] 3. A Service Manager class, which acts as the 
factory for loading and retrieving individual Service 
Managers; 

[0047] 4. A Service Manager API, which an imple 
mentation must satisfy to act as service manager to 
a particular service type; and 

[0048] 5. a “Service” API, which an implementation 
must satisfy to act as a Service. 

[0049] Given these elements, a process can utiliZe a Ser 
vice by calling the Service Manager class, and asking for a 
particular service manager by its type. Once the service 
manager is retrieved, it can be used to retrieve a particular 
service, by giving the name of the service. Once the service 
is retrieved, it can be used for its intended purpose. 

[0050] 3.3 Modules 

[0051] Modules are objects that encapsulate a speci?c, 
bounded portion of content at a network address, and allow 
that portion to be administered as a unit. For example, a 
module might display news, sports scores, stock quotes, or 
weather forecasts. Site and end-user content preferences are 
expressed by the set of modules displayed on a portal page. 
FIG. 4 illustrates the module object model. A module 29 
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follows the “singleton” design pattern, the same as Java 
servlets, Which means that the portal server keeps only one 
instance of the module, Which persists for the lifetime of a 
Web server session. 

[0052] 3.3.1 Module Types and Descriptors 

[0053] Each neW class that implements the module inter 
face de?nes a neW module type. Each module type has a 
module descriptor object 30, that de?nes metadata for the 
module, such as its name, administrative properties, and 
default settings. Amodule descriptor gets its initial data from 
an XML document. The metadata for a module can be 
customiZed simply by editing the XML document. Since 
XML documents are quite easy to change, the module 
descriptor provides another point for the customiZation of 
the portal server. Each module descriptor represents a mod 
ule type that can be added to a portal using an administration 
GUI (described hereinafter). A module that has been added 
to a portal is an instance of its module type. 

[0054] 3.3.2 VieWs 

[0055] VieWs are the means by Which the portal server 
isolates the presentation logic so that it can be more easily 
customiZed. The Module VieW 32 is the display logic for a 
particular vieW, or mode, of a particular module. Examples 
of vieWs are the front page of a portal, Where the module is 
displayed Within a box or other graphical region (as shoWn 
in FIG. 2); the page Where a user customiZes a module (for 
example, selects neWs categories or stocks of interest); and 
the page Where the portal administrator customiZes the 
global properties of a module. A neW vieW object is created 
for each HTTP request. 

[0056] The Module VieW interface de?nes constants iden 
tifying these and other common vieWs. Modules can also 
create custom vieWs to handle module-speci?c processes. 
Implicit to most methods in this interface is that the Module 
VieW contains an HTTP request, an HTTP response, and 
other page-speci?c data, all of Which is encapsulated Within 
a Portal Page Context object 34. HoWever, this interface 
speci?es no method for setting that information. This archi 
tecture provides ?exibility for the creating module to inde 
pendently manage and create its vieWs. Any object can 
perform some process at the start of a Module VieW by 
implementing a Page Start Handler object 36, and passing 
itself to the vieW via its constructor. 

[0057] Each module vieW’s purpose is to create an HTML 
page, or part of an HTML page, displaying some aspect of 
the module’s data. Module vieWs can generate their HTML 
through any means desired. To this end, therefore, certain 
types of modules can be de?ned for the portal administrator 
to use as building blocks in the construction of a portal site. 
For example, a “clip” module can capture speci?c HTML 
elements from an HTML page, so that only those elements 
are retrieved as the content of a module. In contrast, an 
“include” module can be de?ned that is capable of capturing 
the entirety of an HTML page for inclusion in a module. In 
these types of modules, the HTML data can be embedded in 
the Module VieW class. Other types of exemplary building 
block modules comprise an XML inclusion module, Which 
retrieves an XML style sheet and generates the HTML for 
display as the content of a module; a transaction module 
Which can employ a script to obtain ?ltered data from a 
netWork location for display in a module; a JSP module, 
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Which can execute a JSP page and display the contents of 
that page as the contents of the module; and a module that 
creates a frameWork for multiple JSP pages providing com 
mon module vieWs. 

[0058] Using JSP With modules has a number of advan 
tages: 

[0059] 1—Modules that use JSP are easier to main 
tain than modules that embed their HTML in a Java 
class. If a module’s JSP ?le is changed, all users of 
that module see the changes immediately, With no 
recompiling of Java class ?les required. 

[0060] 2—Once a module is built using JSP, HTML 
knoWledge is all that is required to change the 
module’s look-and-feel. 

[0061] 3—Because the HTML generation is con 
trolled by JSP, the Module VieW objects can be very 
thin. 

[0062] A module subclass can be de?ned that enables 
creation of neW module types using only JSP. Modules that 
do not need their oWn neW methods can use this subclass and 
JSP ?les for all of their functionality. Each module vieW 
corresponds to a JSP ?le that contains the HTML and logic 
for that vieW. The portal server alloWs a Module VieW, Which 
is a class object, to execute a JSP page and add its results to 
the overall HTML page being constructed. 

[0063] 3.3.4 Portal Page Context and Portal Page Info 

[0064] A Portal Page Context object 34 extends the Page 
Context class 46, Which can be a class Within the javax 
.servlet.jsp package provided by Sun Microsystems. The 
Portal Page Context object contains everything a Module 
VieW needs to knoW about its execution environment. A 
Portal Page Info object 48 tells the modules about the 
display characteristics of an HTML page that is being 
constructed. By using the Portal Page Info object passed to 
them via their page context, all modules on a page can 
coordinate their fonts, colors, and other display character 
istics. 

[0065] 3.4 Page Layout 

[0066] Multiple modules are presented to the user, for 
example, Within an HTML pages. The present invention 
enables the addition of modules to a page to take place in a 
?exible manner, Which provides control to both a portal 
administrator and the end user. Several alternative methods 
for achieving such a result can be used. 

[0067] 3.4.1 Layouts and Groups 

[0068] A Layout 38 contains the Groups 40 on a speci?c 
HTML page of the portal, and Groups contain a set of 
modules speci?c to one user of the portal. Hence, in the 
example of FIG. 2, the Layout for the illustrated page 
contains tWo groups, eg left column and right column, and 
the tWo groups contain three and tWo modules, respectively. 
A module constructs a Module VieW that is speci?c to the 
user and context, and the vieW assembles the HTML pre 
sentation. The JSP or ASP code enumerates through groups 
and then enumerates through the modules Within each 
group. 

[0069] A Group Template 42 is a pattern used by a Group 
object to create itself. Unlike a regular Group object, the 
Group Template is not user-speci?c. 
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[0070] A Layout Template 44 holds a collection of Group 
Template objects. A regular Layout is created by patterning 
itself from a Layout Template. 

[0071] 3.4.2 Pages, Page Layout and Page Ordering 

[0072] An alternative to Layouts and Groups can use 
Pages, Page Ordering, and Page Layouts. This alternative 
can provide better built-in support for multiple-page 
designs, such as those typical of a “tabbed” user interface. In 
a tabbed user interface, the end user mouse-clicks on one of 
a series of tabs to move betWeen pages. Each page has its 
oWn content and layout. 

[0073] The site administrator can create pages, and can 
publish them for availability by end users. The general steps 
for an administrator to create a page and make it available 
to users are as folloWs: 

[0074] 1. Create the page by identifying its descrip 
tive information: eg title and description; 

[0075] 2. Establish the page layout, as a set of col 
umns and/or roWs in Which modules are to be 
grouped. Columns and roWs form cells. Character 
istics of cells, such as relative or absolute Widths, are 
set as part of this step. The administrator can be 
shoWn a grid that visually re?ects the layout of cells 
Within the page. FIGS. 5a and 5b illustrate tWo 
examples of such a grid. The layout of FIG. 5a is 
roW-centric, i.e. it comprises tWo horiZontal roWs of 
module cells, Whereas the layout of FIG. 5b is 
column-centric; 

[0076] 3. Specify modules for cells Within the page. 
The administrator can leave the set of modules 
completely up to the end user, or can add modules to 
cells Within the page. The administrator can decide 
Whether a given module is optional to the end user, 
or is required. The administrator can also lock entire 
cells, effectively dictating a prede?ned set of module 
content; 

[0077] 4. Assign styles to elements of the page; 

[0078] 5. Assign appearance settings, such as fonts 
and color; 

[0079] 6. Publish the page, making it available to one 
or more user groups, and establishing the order of 
this page relative to others. 

[0080] Once a page has been published, it can become 
available to end users. They can control Which modules are 
on the page, Within the restrictions established by the 
administrator. For example, users might be able to choose 
modules and rearrange them Within the cells of one page, but 
the portal administrator might lock the content and arrange 
ment of another page. 

[0081] Page ordering is controlled by a Page Ordering 
object Within the object model. This object holds the col 
lection of published pages, and supports re-ordering of the 
pages. This is a portion of the API that can be used, for 
instance, to affect the relative tab positions of published 
pages. In an implementation of the administration user 
interface, it can use the API to alloW the portal administrator 
to reorder pages visually. 

Mar. 7, 2002 

[0082] 3.4.3 Manager Classes 

[0083] The Layout Manager class 50, the Group Manager 
class 52, and the Module Manager class 54 manage object 
persistence. For each de?ned layout, the Layout Manager 
maintains information regarding the groups contained in that 
layout. The Group Manager, in turn, maintains information 
describing the modules that comprise each group. The 
module Manager determines the particular characteristics of 
each module in a group, e. g. Which neWs sources the user has 
selected for display in a “News” module. 

[0084] 3.4.4 Templates and Styles 

[0085] Templates and Styles collectively provide a Tem 
plates API. In one implementation, there are three main 
classes in the Templates API: the Style class, the Template 
Manager class and the Template class. 

[0086] The Style class corresponds to a single style. The 
Style class contains methods to display itself (the execute 
methods) and to make itself persistent. The Template Man 
ager class is used to create, retrieve and store Template 
objects. The Template class corresponds to a single style 
type. The main function of this class is to associate default 
Styles With particular templates and to create Style objects. 
Default Style associations for every template can be made 
on a system-Wide, per-user-group, per-page, or per-user 
group-per-page basis. 

[0087] 3.5 Users 

[0088] A User object 56 represents an end user of the 
portal. FIG. 6 illustrates the User object model. Referring 
thereto, a User Group 58 is a site-de?ned group of users, to 
support permissions, described beloW. Registered portal 
users can be assigned to one or more user groups. Examples 

of user groups are Engineering and Sales, or Beginning and 
Advanced. The user data and group assignments can be 
stored in an LDAP directory or a database. User groups 
enable different portals to be targeted to different users, as 
Well as to distribute different administrative functions to 
selected users. User Query 60 is an interface for searching 
and retrieving users. An instance of the User Query class is 
created via the User Manager 62, Which is the abstract 
implementation of a class to manage User persistence. 
Classes that extend the User Manager class could, for 
instance, store user data via a SQL database, an LDAP 
server, or Java serialiZation. 

[0089] A User Set 64 contains a set of User objects, and 
could be implemented in a relational database, for example. 
The User Group Manager 66 is an interface to the underlying 
representation of user groups. 

[0090] The portal server manages user retrieval and 
authentication through a general API composed of the User 
Manager, User, and User Set classes. A portal server con 
?guration property speci?es the actual classes that are used 
at runtime. This design makes it possible to plug in any 
desired user manager implementation. 

[0091] The portal server can employ various user manager 
implementations. Examples include one that is SOL-based 
and another that is directory server-based (JNDI over 
LDAP). A variation of the SQL user manager performs its 
user authentication against NT domain user accounts. 
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[0092] 3.6 Permissions 

[0093] Properties are associated With modules to deter 
mine Which modules users can access, Which ones they can 
customize, Which ones they cannot remove from their front 
pages, and Which ones they can minimiZe on their front 
pages. For instance, in the example of FIG. 2, the “Company 
Directory” module does not include an edit button 27, so that 
the user is not able to edit its content. In one implementation 
of the invention, a permissions architecture can be employed 
to control What a user group can do to a particular object. In 
this implementation, permissions can be associated With the 
Modules and Users classes. User group permissions deter 
mine Whether one group can perform any administrative 
tasks over another group (for example, vieW the group 
membership, add members to the group, delete members 
from it, etc.). 
[0094] Module permissions determine What a user group 
can do to a particular module. A standard set of permissions 
can apply to every module. Some of these can be end-user 
permissions (for example, Whether a module is available to 
the members of the user group, Whether the user group 
members can customiZe the module, etc.), While others are 
administrative permissions (for example, Whether user 
group members can add neW instances of a module or edit 
a module’s end-user permissions). In addition, a module can 
have custom permissions that control access to functionality 
that is particular to that module. For example, a discussion 
board module might have custom permissions controlling 
Whether a group is alloWed to post messages to the board and 
create neW discussion categories. 

[0095] The various types of permissions can be set via an 
administration tool, Which is preferably Web-based. In addi 
tion, delegated administration modules, such as User Man 
ager 62 and Module Manager 54, can enable user groups to 
perform speci?c administrative tasks Without having access 
to the full range of administrative privileges available 
through the administration tool. 

[0096] FIG. 7 illustrates the permission object model. The 
core of the permissions API comprises four interfaces. A 
Permission object 72 is a string ID (such as “enabled”), a list 
of groups that are alloWed the permission, and an “every 
one” Boolean that determines Whether the permission is on 
or off for everyone. This Boolean supercedes the group list. 
APermission Context object 74 is a set of permissions. Each 
object that has permissions de?ned on it, like a module, has 
one Permission Context object containing all of the permis 
sions for that object. Permission Catalog 76 is a static, 
class-Wide list describing the permissions alloWed in a 
Permission Context object. A catalog is used to initialiZe and 
update the permissions in an object’s Permission Context. A 
Permission Catalog Item 78 is the de?nition of a permission 
Within the Permission Catalog. Each item describes a per 
mission’s ID (e.g., CAN_EDIT), friendly name (e.g., “Can 
edit module”), and a default seed value for the “everyone” 
Boolean. 

[0097] Each module has one Permission Context object 74 
containing all the permissions de?ned for the module. There 
is one Permission Catalog that de?nes the standard module 
permissions. Each module de?nes a custom Permission 
Catalog. The catalog can be empty by default, but permis 
sions can be added to the catalog by de?ning them Within the 
module’s descriptor ?le. All permissions referenced in the 
catalog are created When the module is instantiated. 
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[0098] 3.7 Content Parsers 

[0099] One of the signi?cant advantages of the portal 
frameWork of the present invention is the fact that the 
resources that are made available to the user via the modules 
can come from a variety of third-party sources. Conse 
quently, hoWever, the content for the modules may be largely 
unstructured, Which can be problematic When it is to be 
made available for manipulation and display Within the 
portal. To this end, therefore, a parsing technology is 
employed for retrieving data from external Web sites and 
various other sources, translating the data into XML, and 
returning structured results as objects for use by other 
entities, such as modules. A Content Parsing object is used 
for executing a transaction script and obtaining the results 
produced by it. The Content Parsing Manager class, Which 
manages Content Parsing objects, can be instantiated by a 
Web server or called directly using code. 

[0100] Once the Content Parsing Manager is created and 
the script package loaded, transactions are created. Only one 
script package need be used per Content Parsing Manager. 
Since initialiZing a Content Parsing Manager can often 
involve time-consuming one-time setup operations such as 
loading and parsing a package ?le, preferably a single 
instance is created for each Web server “application,” While 
multiple Content Parsing objects are created to handle 
individual user actions. 

[0101] The Content Parsing script provides a level of 
abstraction betWeen a source of data, eg headlines from a 
neWs source, and the manner in Which the data is used. If a 
change occurs in the data source, only the script needs to be 
updated, and not the various entities that use the data, such 
as modules, Java programs, JSP ?les, etc. 

[0102] 3.8 Data Storage 

[0103] A portal is supported by an extensible database 
schema at the data storage tier of the overall architecture so 
that neW data storage requirements do not in turn require a 
database administrator to modify the structure of underlying 
tables. The Data Storage object is a dynamically extensible, 
hierarchical data store, consisting of folders and documents, 
that enables modules to be developed that can store their 
oWn custom persistent properties, Without having an impact 
on the overall schema. 

[0104] The Data Storage object can also be employed to 
solve another problem, namely the performance hit associ 
ated With retrieving Web content. The Data Storage object 
provides an infrastructure that can be used to cache Web 
content. Recently used data can be stored in a memory 
cache, and content can be programmatically expired and/or 
uncached. The memory cache holds onto data With Weak 
references, i.e. When memory gets scarce, garbage collection 
can be performed on the cache. The folloWing API provides 
an interface to an abstract storage system: 

[0105] 1—Data Storage: the data store itself 

[0106] 2—Data Storage Folder: a folder Within the 
Data Storage object. Folders can have an unlimited 
number of string or integer properties and can con 
tain Data Storage Documents as Well as subfolders. 
A folder Within the Data Storage object is accessed 
by its path, similar to the operation of a ?le system. 
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[0107] 3—Data Storage Document: a document 
Within the Data Storage object. The document can be 
a string, a serialiZable object, a DOM Document, the 
contents of a URL, or a byte array. Each document 
can have an unlimited number of string properties. 

[0108] Different implementations of the Data Storage 
class, With different persistence mechanisms, are possible. 
One version could use a relational database, another could 
use LDAP, and yet another could use custom machinery. In 
a SQL and ?le system implementation of the Data Storage 
class, document contents are stored in the ?le system. For 
instance, a document containing a Java object is serialiZed 
and Written to a ?le. A document containing text has the text 
Written as a simple bytestream to ?le. A document contain 
ing a URL has the contents of the URL doWnloaded and 
Written as a bytestream to ?le. A relational database keeps 
track of document names and Where in the ?le system their 
contents are stored. Every document, When created or 
retrieved, is automatically put into a memory cache. The 
memory cache can be cleared by the Java Virtual Machine 
(JVM) When resources are running loW. 

[0109] The portal server can be scaled by load balancing 
across multiple machines. Many Web sites cannot be repli 
cated across servers because of state cached in memory that 
gets out of synchroniZation. The portal server of the present 
invention can notify all servers in a cluster that cached 
content has changed. 

[0110] 3.9 Task 

[0111] Services frequently need to be able to execute jobs 
according to a schedule. An example is a cache cleanup 
routine, Which must be run, transparent to any user, on a 
regular basis, e.g. every 15 minutes. Another example is a 
neWs headline purge routine that should run every feW days 
to remove headlines older than a speci?ed number of days. 
In the portal server, these scheduled matters are handled by 
a task. A task is a collection of one or more subtasks coupled 
With a schedule. Tasks can be set up to run as external 

programs, Java programs in separate JVMs, on separate 
threads in the current JVM, or on the current thread. 

[0112] A schedule de?nes run times. It is made up of an 
interval, interval units, and constraining variables: 

[0113] 1—Maximum number of repetitions (if left at 
0, unrestricted); 

[0114] 2—Start date (if left blank, can start immedi 
ately, depending on other constraints); 

[0115] 3—End date (if blank, never expires); 

[0116] 4—Arrays of alloWed days of Week, days of 
month, and months (specifying any of these con 
strains the schedule to run only on days that match 
the array contents; the effect of constraining arrays is 
cumulative). 

[0117] The Persistent Scheduler class executes from a 
collection of persistent tasks described in its database. It 
reads the database for all current tasks, ?nds those due to be 
executed, and executes them. 

[0118] ATask Scheduler object can iterate over scheduled 
tasks until there are no more to schedule, or until a shutdoWn 
time. Direct Task is an interface for a task that can be 
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executed directly, instead of by indirection. This interface is 
useful for single tasks that do not need input parameters. 

[0119] 4. InitialiZation Architecture 

[0120] The portal server can have different initialiZation 
strategies, e. g. one for an Active Server Pages (ASP) version 
and another for a Java Server Pages (JSP) version. These 
strategies solve the problem of alloWing dynamic Web pages 
to obtain access to Java objects Within the object model. 

[0121] 4.1 ASP Version 

[0122] The ASP version of the portal server can run under 
Microsoft Internet Information Server (IIS). The bridge 
betWeen IIS and Java classes is the Microsoft Component 
Object Model (COM), an operating system service for 
connecting objects that are Written in different languages. 
The portal server registers one of the classes Within its class 
library as a COM object, e.g. PortalServices. When a 
broWser ?rst accesses the IIS portal server ASP pages, an 
instance of PortalServices is created Within the JVM. This 
PortalServices object provides a path to other portal server 
objects so that they do not also have to be registered With 
COM. 

[0123] FIG. 8 summariZes hoW the portal server Works 
under ASP. IIS serves HTML and ASP pages for an IIS Web 
application. According to the IIS de?nition, an “application” 
is the collection of ?les in a particular Web directory and its 
subdirectories. Each application must have an initialiZation 
?le, named global.asa, in its root directory. 

[0124] The starting point for an IIS application is defaul 
t.asp. FIG. 9 shoWs the role of global.asa and default.asp in 
one possible portal server IIS implementation. Everything 
under the portal directory is part of the portal server appli 
cation. The global.asa ?le in this directory is portal server’s 
application initialiZation ?le. An OBJECT tag in global.asa 
creates one instance of the PortalServices COM component 
at Web server startup. 

[0125] At the start of a user’s session, the global.asa ?le 
?nds the correct User object, and the default.asp ?le creates 
the Layout object. ASP is used for the pages served to the 
user. JSP can be used to generate the module HTML Within 
those pages, using the portal server’s JSP execution envi 
ronment. This technique constitutes JSP Wrappering Within 
an ASP environment 

[0126] 4.2 JSP Version 

[0127] Unlike some scripting environments, standard JSP 
does not have the built-in capability to knoW When the Web 
server has started, or to knoW When a neW user has begun a 
session. By contrast, ASP has the notion of the global.asa 
?le, in Which code can be placed that is executed before any 
page in the directory is accessed by a particular user. 
Accordingly, the JSP version of a portal Web site can be 
designed to ensure that initialiZation code is executed before 
any page of the site is run. The initialiZation code can be in 
a ?le that contains a session start method and an application 
start method. This ?le is preferably included at the top of 
every JSP ?le to ensure that the application and current user 
have been initialiZed correctly. 

[0128] 5. User Session Control 

[0129] A portal server session begins When a user ?rst 
accesses any portal server page, and ends after a period of 
inactivity that is con?gurable via the Web server, eg 20 
minutes. 
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[0130] Identifying information about registered site users 
is stored in a database. Aregistration page enables neW users 
to be added to the database; a login page enables users to 
identify themselves to the portal server by entering their user 
name and passWord. The login information can be stored as 
a broWser cookie so that users don’t have to log in each time 
they visit a site. 

[0131] When a user accesses the portal site, the portal 
server checks for a cookie identifying the user. Site access 
can be controlled through a combination of cookies and tWo 
administrative ?ags: one indicating Whether guest access is 
alloWed and the other indicating Whether neW users can 
register themselves. If no cookie is found, the portal server 
can send one to the broWser When a registered user logs in. 

[0132] If a user is identi?ed as a registered user, the portal 
front page creates a User object as Well as a Layout object, 
Which it uses to build the User’s custom front page. For a 
guest user, a guest user account can be used. Aguest user can 
access only the guest front page, the login page, and (if 
self-registration is alloWed) the registration page. 

[0133] Each portal server Web page checks for the User 
object cached in the session; if none eXists, the login page is 
displayed instead. This check prevents unauthoriZed access 
to any portal server page. 

[0134] A site can change this behavior through portal 
server scripting pages—for eXample, to send unregistered 
users to some other site. 

[0135] 6. Module Display Within a Portal Page 

[0136] Once a user has been registered, that user’s front 
page is displayed via the broWser application, for eXample as 
depicted in FIG. 2. Each module generates HTML, Which 
the front page displays at that module’s spot, as designated 
by the layout. Amodule displays various sets of information. 
For eXample, a neWs module displays various categories of 
neWs. On the front page, the neWs module displays neWs 
headlines. When the user clicks the module’s edit button 27, 
the module displays the list of available neWs categories as 
Well as the categories a user has already selected. A module 
provides these display capabilities by having a separate 
“vieW” object in charge of each type of display. FIG. 10 
displays the front-page and edit vieWs for the neWs module. 

[0137] These tWo vieWs create only the portion of a 
module that is surrounded by a dotted line in FIG. 10, 
namely its substantive content. The front page and user edit 
page create the rest of the displayed features. 

[0138] Amodule vieW object contains the display logic for 
its module. When a user accesses the portal, each module on 
the front page creates an object that generates the HTML for 
its front-page vieW. When the user clicks the edit button of 
a module, the edit vieW object creates and displays the user 
edit page. FIG. 11 shoWs the display logic in more detail, 
again using the neWs module as an eXample. 

[0139] A layout page, Which is accessed by one of the 
personaliZation links 24, lists all modules that are available 
to any user group to Which the user belongs. Users can add, 
remove or reorder the modules that are included in their 
layouts by means of this page. 

[0140] Modules alloW attributes to be added easily, With 
out concern over the method of storage. The portal server 
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provides custom properties, Which support an easily eXten 
sible storage mechanism. FIG. 12 illustrates hoW the hypo 
thetical neWs module could use the Data Storage object to 
customiZe a vieW for a particular user. The Data Storage 
object stores any administrative customiZations that a mod 
ule might have. In the case of the neWs module, these 
customiZations could be default neWs categories that indi 
vidual users can override for their oWn front pages, catego 
ries that users are required to include on their oWn front 
pages, or a combination of the tWo. 

[0141] A module can have custom properties as Well. A 
module might use a custom property for values an admin 
istrator Would change frequently—such as reminders or a 
“tip of the Week.” 

[0142] 6.1 Multithreaded Module Preparation 

[0143] Since the portal server partitions a Web page into 
logical components, i.e. modules, they can do much of their 
Work separate, simultaneous threads. Multithreading permits 
multithreaded page requests to yield faster page response 
time, especially for heavily dynamic and netWork-bound 
pages. For eXample, if three modules are making netWork 
connections to get their data and each one takes tWo seconds, 
the response time for a single-threaded application Would be 
at least siX seconds. HoWever, a multithreaded portal serv 
er’s response time could be closer to tWo seconds. 

[0144] 7. JSP Hosting 

[0145] An ASP version of the portal server can include a 
JSP execution environment that is available to module 
vieWs, as depicted in FIG. 13. JSP ?les are manipulated via 
a Java servlet, a Sun Microsystems speci?cation analogous 
to the CGI speci?cation. The ASP version of the portal 
server can include a servlet host and JSP servlet to eXecute 
JSP ?les. 

[0146] AJSP version of the portal server can also use this 
internal servlet host. Alternatively, the JSP version can use 
the Web server’s JSP servlet, by making a Servlet API call 
for inclusion of the module’s HTML output Within a Web 
page being constructed. 

[0147] 8. Site Look-and-Feel and Communities 

[0148] Users of a portal Web site typically belong to one 
or more user groups that are important to the portal provider. 
The user groups may constitute communities united by a 
special interest, common job role, common membership in 
a department or group, etc. Very commonly, the portal 
providers may Want to create a different look to their sites for 
each of the different user groups. In other Words, stylistic 
elements of the page can be varied depending on the user’s 
group membership. 

[0149] To provide for this facility, these general provisions 
are required: 

[0150] 1. a means of associating formatting intelli 
gence With speci?c portions of a page, thus de?ning 
a style; 

[0151] 2. a Way of associating a user group With the 
style; 

[0152] 3. a Way of identfying Which of a user’s group 
memberships takes primacy in choosing styles. 








