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(57) ABSTRACT 

The performance of distributed systems can be improved by 
adapting a server’s processing activity in response to chang 
ing network conditions or performance mismatches. In one 
embodiment, the server’s processing rate is modi?ed when 
a change in the network conditions is detected. In another 
embodiment, the encoding technique used to process the 
graphical data is modi?ed upon detecting a change in the 
network conditions. In yet another embodiment, the server’s 
processing rate is modi?ed upon detecting a performance 
mismatch between the client and the server. A time differ 
ential relating to the transmission and receipt of graphical 
data between the server and the client is used to estimate the 
network conditions. Similarly, another time differential 
relating to the processing of graphical data by both the client 
and server is used to ascertain performance mismatches 
between the client and server. 
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ADAPTING GRAPHICAL DATA, PROCESSING 
ACTIVITY TO CHANGING NETWORK 

CONDITIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This claims priority to and the bene?t of US. 
provisional patent application No. 60/207,532, ?led May 26, 
2000, and 60/225,217, ?led Aug. 14, 2000, the entirety of 
Which are incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to commu 
nication betWeen an application server and a thin client in a 
distributed system and, in particular, to the reduction in the 
amount of graphical display data transmitted over a loW 
bandWidth transport protocol mechanism. 

BACKGROUND OF THE INVENTION 

[0003] Distributed computer systems utiliZe the technique 
of distributing application eXecution. More speci?cally, an 
application server locally eXecutes an application program 
and provides the application output data to clients/netWork 
users Who then display the results on a display screen 
coupled to their local computer. By performing the appli 
cation processing functions at the server and displaying the 
application output at the client, these distributed systems 
make the best use of server and client resources, i.e., the 
more capable server performs the compute and memory 
intensive application processing functions While the client, 
With potentially greater video performance, displays the 
output. During eXecution of the application program, a user 
of the client vieWs the application output data on the client’s 
display and interacts With the application program via key 
board or mouse inputs. The client user’s inputs correspond 
to requests to the application server to perform certain 
actions that affect the operation of the application program. 
The application server passes these requests to the applica 
tion for further processing. The application server also 
intercepts the application output data, generated by the 
application program and typically targeted to the operating 
system of the application server, and transmits all or part of 
the data to the client for display. From the perspective of the 
user, the application program seems to be eXecuting locally 
even though it is actually being eXecuted on a remote server 
and just being displayed locally. 

[0004] The performance of distributed systems depends to 
a large degree on the capability of the netWork, Which 
couples the client and the server, and therefore on the 
amount of graphical data (corresponding to the application 
output data) that is transmitted over the netWork. Since the 
application server and the client Workstation are generally 
linked only by a transport mechanism (such as serial lines, 
telephone lines, local area netWorks and Wide area networks) 
that possesses loWer bandWidth than Would be otherWise 
available if the application program Were eXecuting locally, 
the perceived performance of the distributed system may 
suffer. Accordingly, manufacturers of distributed systems/ 
softWare continually strive to improve the performance of 
such systems. 

SUMMARY OF THE INVENTION 

[0005] The present invention improves the performance of 
distributed systems by reducing the amount of graphical data 
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(e.g., bitmapped graphical data, encoded bitmaps, glyphs, 
and line data) transmitted betWeen the server and the client. 
The invention achieves this reduction in several different 
Ways, for eXample, by encoding the graphical data into a 
smaller object, by representing a graphical object With 
indicia of the object, by increasing the repetitiveness of the 
data in the protocol stream so that compression algorithms 
operate more ef?ciently, by tracking and leveraging the prior 
transmissions of identical/repetitive graphical objects, by 
adapting the rate of processing activity or the encoding 
technique in response to changes in the netWork perfor 
mance or in response to performance mismatches betWeen 
the client and server, and in several other Ways described 
herein. 

[0006] In one embodiment, the present invention enables 
the ef?cient transmission of graphical display data from an 
application server node to a client node. In this embodiment, 
the invention intercepts a plurality of graphical display 
information commands issued by an application executing 
on the server. Once these commands have been intercepted 
or otherWise obtained, they are analyZed to determine 
Whether they should be selected for further transmission to 
remote client nodes. The selected commands are then 
encoded and packaged into a protocol packet stream for 
eventual transmission to the remote client nodes. Prior to 
transmission, the packet stream can be further compressed 
by subjecting the encoded packets to compression tech 
niques. 

[0007] The encoding technique of the present invention 
substantially maXimiZes compression of the protocol packet 
stream by building in repeatability into the protocol stream 
that alloWs the compression algorithm to substitute pointers 
for repetitive data. This technique focuses on maXimiZing 
the ef?ciency of the compression algorithm, rather than 
solely reducing the amount of data via encoding prior to 
transmission. The result of this encoding scheme is that the 
degree of compression is signi?cantly increased for many 
types of graphical data. The encoding technique of the 
present invention encodes the graphical data so that portions 
of the graphical data that repeat are encoded in the same 
manner. The compression algorithm then operates on this 
repetitive encoded data to realiZe a greater degree of ef? 
ciency. 

[0008] In one embodiment, the present invention ef? 
ciently reduces the amount of repetitive graphical data 
transmitted to a remote display device coupled to the client. 
In this embodiment, a server agent searches for an indeX 
(that may have been previously stored on the server by the 
server agent) associated With the graphical data and Which is 
indicative of a prior transmission of the graphical data to a 
client agent. The indeX or handle represents a memory 
location in the client’s cache memory that currently stores 
the previously transmitted graphical data. If the indeX is 
found, then the indeX is transmitted to the client agent, thus 
avoiding the need to transmit the graphical data itself. The 
client agent obtains the graphical object stored in the cache 
location identi?ed by the indeX and performs additional 
processing activities as directed by the server agent. In one 
aspect of the invention, commands and information trans 
mitted betWeen the server agent and the client agent are 
queued at the server. The commands in the queue can then 
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be processed in accordance With an estimate of the relative 
performance betWeen the client and server agents or com 
puters. 

[0009] If the server agent is unable to locate the index, the 
server agent searches a fuZZy database for a fuZZy key that 
is associated With the graphical data. The fuZZy key, for 
example, corresponds to a length of the graphical data. The 
fuZZy key indicates that the graphical data had at one time 
been transmitted to the client and that there is a strong 
likelihood that the graphical data is stored Within the client’s 
persistent storage memory. One or more fuZZy keys are 
provided to the server agent upon initiating a session 
betWeen the client and server agents. Alternatively, the fuZZy 
keys are transmitted to the server agent in accordance With 
a predetermined polling interval. Regardless of hoW the 
fuZZy keys are received, the server agent stores them in the 
fuZZy database for subsequent use during the client/server 
session. The fuZZy database relating to a particular session 
can also be maintained beyond the term of the session so that 
it is available for future sessions, by, for example, having the 
client agent persistently cache the graphical data from the 
particular session and causing the server agent to dynami 
cally construct the fuZZy database on the server from the 
client’s persistently-cached graphical data during a future 
session. This may prove useful in environments Where 
frequent, but short, sessions are present. 

[0010] If the fuZZy key is located, then the server agent 
transmits the fuZZy key together With a command to the 
client agent, Which, for example, retrieves the graphical data 
stored in its persistent storage memory and copies it into its 
volatile memory. If the client agent fails to retrieve the 
graphical data, the server agent can transmit the graphical 
data, together With a recovery marker, to the client agent. 

[0011] If the server agent is unable to locate the fuZZy key 
Within the fuZZy database, the server agent forms the fuZZy 
key and stores the fuZZy key in the fuZZy database. The 
server agent then transmits the fuZZy key, an index, and the 
graphical data to the client agent, Which is instructed to store 
the data in the client’s volatile memory associated With the 
index. As the client-server session continues and the client’s 
volatile memory becomes full, graphical data Will be trans 
ferred into the client’s persistent storage. In one aspect the 
client agent stores the graphical data in a ?le residing in the 
persistent storage memory that re?ects the fuZZy key as part 
of the ?le’s name. 

[0012] In one aspect of the invention, the server agent 
instructs the client agent to update an off-screen surface 
coupled to the client agent using the graphical data identi?ed 
by the server agent and/or stored in the client’s volatile or 
persistent storage memory. These instructions can be trig 
gered in response to a change in the off-screen surface, such 
as When the off-screen surface and on-screen surface of the 
client node interact. If the client agent fails to update the 
off-screen surface in accordance With the server agent’s 
instructions, the server agent can transmit the graphical data 
to the client agent and direct that the client agent update 
portions of its on-screen or off-screen surfaces, Which may 
have been corrupted, With the transmitted graphical data. 

[0013] Further, the encoding technique used to encode the 
graphical data prior to transmission can be selected based on 
an estimate of the netWork conditions of the netWork that 
couples the client agent With the server agent. This estimate 
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can correspond to a time differential measured by the client 
agent that relates to the amount of time expended to receive 
a particular encoded graphical data. 

[0014] In one embodiment, the present invention adapts a 
processing rate in response to changing netWork conditions. 
In one aspect of the invention, the server agent processes 
graphical data addressed to the client agent at a ?rst rate. By 
determining the netWork conditions of the netWork that 
couples the client and server agents, the server agent can 
adjust its processing rate from the ?rst rate to a second rate 
in response to a change in the netWork conditions. The server 
agent can determine information about the netWork condi 
tions by transmitting the processed graphical data to the 
client agent and instructing the client to measure a time 
differential associated With the transmission or receipt of the 
graphical data. In this manner, the time differential provides 
an indicator of the netWork conditions and the server agent 
can rationally select the second rate in accordance With this 
time differential. Similarly, the encoding technique used 
While processing the graphical data by the server agent at the 
?rst rate can be modi?ed to a second encoding scheme/ 
technique in response to changes in the netWork conditions 
that are determined by the server agent. The netWork con 
ditions can be estimated in accordance With the time differ 
ential discussed previously. Once the second encoding tech 
nique is selected by the server agent, the server agent Will 
process subsequent graphical data using this second encod 
ing technique. 

[0015] In one embodiment, the invention adapts a pro 
cessing rate of the server in response to a performance 
mismatch betWeen the server and the client coupled to the 
server via the netWork. In operation, the server agent pro 
cesses graphical data and determines a ?rst time period 
associated With such processing. For example, the ?rst time 
period can be determined by scrolling a frame buffer of the 
server. The client agent also processes the graphical data and 
determines a second time period associated With its process 
ing. The server agent then determines the time differential 
betWeen the ?rst and second time periods and adjusts its 
processing rate in accordance thereWith. 

[0016] In one embodiment, the invention ef?ciently 
reduces the amount of graphical line data transmitted from 
a server to a client via a communications netWork. The 

server agent separates a path de?ning a line or region into a 
plurality of strips, Where each of the strips have a beginning 
and an endpoint coordinate de?ned Within a coordinate 
system (e.g., a Cartesian coordinate system). The coordinate 
system corresponds to a region of a display surface associ 
ated With the client. In one aspect of the invention, the server 
agent quantiZes the coordinate system into a plurality of 
quantiZed angles (e.g., 16 quantiZed angles) and determines 
the endpoint coordinate of one of the plurality of strips. The 
coordinate system is then normaliZed so that its origin 
coincides With this endpoint coordinate. The beginning 
coordinate of the adjacent strip in the path is then associated 
by the server agent With the endpoint coordinate of the ?rst 
strip. The server agent then selects one of the quantiZed 
segments of the coordinate system as corresponding to an 
approximate angle of the adjacent strip. This technique 
enables the transmission of the difference betWeen the 
endpoint coordinates of the tWo strips(i.e., the strip length) 
and an indication of the selected quantiZed angle and thus 
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avoids having to transmit both sets of coordinates or a 
coordinate and the precise angle for each strip. 

[0017] In one embodiment of the invention, the server 
agent remotely controls the formation of an off-screen 
surface at a client, Which is coupled to the server via a 
communications netWork. The server agent informs the 
client agent that an off-screen surface of a particular siZe or 
type is to be formed Within the client’s memory and the 
client agent responds by selecting and allocating a ?rst 
memory region having an appropriate format to represent 
the off-screen surface from a plurality of available memory 
regions in the client’s memory. The server agent then either 
transmits a bitmap or an indicia of the bitmap (e.g., indeX or 
fuZZy key) to the client agent and instructs the client agent 
to copy the bitmap to a particular location Within the ?rst 
memory region. Once the bitmap is copied to the off-screen 
surface, it can be used to update the client’s on-screen 
surface. Such off-screen operations can also be performed 
for non-bitmap data, such as lines or teXt. 

[0018] The server agent can also respond to error condi 
tions by storing a duplicate of the client’s off-screen surface 
in the server’s local memory. In the event of an error 
condition, such as When a preselected memory region of the 
client’s memory is not sufficiently large enough to store a 
particular off-screen surface, the client agent asynchro 
nously informs the server agent of the error. In response to 
the error condition, the server agent transmits at least one 
portion of its duplicate off-screen surface or a copy of the 
bitmap to the client agent and instructs the client agent to 
update the client’s on-screen surface using the transmitted 
duplicate off-screen surface data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The foregoing discussion Will be understood more 
readily from the folloWing detailed description of the inven 
tion, When taken in conjunction With the accompanying 
draWings, in Which: 

[0020] FIG. 1 schematically illustrates a client node 
coupled to a server node via a communication netWork, 
Where the client and server nodes each have respective client 
and server agents operating in accordance With an embodi 
ment of the present invention; 

[0021] FIG. 2 provides a high-level flow diagram of the 
steps performed by the server agent of FIG. 1 in accordance 
With an embodiment of the present invention; 

[0022] FIG. 3 provides a more detailed flow diagram to 
the diagram of FIG. 2 in accordance With an embodiment of 
the present invention; 

[0023] FIG. 4 schematically illustrates the contents of the 
client and server’s volatile and persistent memory, as 
affected by operations of the client and server agents of FIG. 
1, in accordance With an embodiment of the present inven 
tion; 
[0024] FIG. 5 provides a flow diagram of the steps taken 
to minimiZe the amount of data transmitted to the client by 
using caching techniques involving a fuZZy database and 
fuZZy keys, in accordance With an embodiment of the 
present invention; 

[0025] FIG. 6 schematically illustrates a set of procedures 
used to remote teXt information generated by an application 
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program on a server to a display of a distant client in 
accordance With an embodiment of the present invention; 

[0026] FIG. 7A provides a line diagram illustrating a 
plurality of segments forming a particular path; 

[0027] FIG. 7B provides a piXel-level representation of 
the line diagram of FIG. 7A, illustrating hoW the path is 
actually approximated on a computer display; 

[0028] FIG. 8 provides a flow diagram of the steps taken 
When processing and encoding segment and strip data in 
accordance With an embodiment of the present invention; 

[0029] FIG. 8B provides a coordinate system organiZed 
into a set of 16 regions that is used to quantiZe angle 
information relating to strips and Which improves compres 
sion efficiency in accordance With an embodiment of the 
present invention; 

[0030] FIG. 9 superimposes the coordinate system of 
FIG. 8B on the piXel-level representation of FIG. 7B to 
illustrate an embodiment of a strip processing technique in 
accordance With the present invention; 

[0031] FIG. 10 provides a table, Which illustrates hoW to 
get to the neXt strip from the endpoint of the previous strip, 
for strips in each of the quantized segments of FIG. 8B in 
accordance With an embodiment of the present invention; 
and 

[0032] FIG. 11 provides a flow diagram of the steps 
performed by the server agent in response to an error 
condition involving the formation of a client’s off-screen 
surface. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0033] The present invention reduces the amount of 
graphical data transmitted betWeen an application server, 
Which is executing an application program, and a subscrib 
ing client, Which is locally displaying the output data of the 
application program, by encoding the data into relatively 
small representations that repeat Within the protocol stream 
transmitted betWeen the client and the server. In this manner, 
the invention minimiZes the siZe of each discrete data 
element that must be transmitted and increases the repeat 
ability of the data Within the protocol stream so that com 
pression algorithms that operate more efficiently on repeti 
tive encoded data can realiZe a greater degree of 
compression efficiency. The invention uses a number of 
techniques to realiZe this enhanced compression, including 
the folloWing: scanning a command queue for later-issued 
commands Which supercede earlier-issued commands; disk 
caching techniques that improve compression of data that 
has been previously encountered during a client-server ses 
sion; transmission of relative coordinates using quantiZed 
regions to avoid sending both endpoints and/or the angle of 
an associated strip; and manipulation of off-screen surfaces 
to enhance performance during the client-server session. 
The invention also reduces the frequency of overscroll 
problems encountered When there is a performance mis 
match betWeen a fast server and a relatively sloW netWork or 
client. 

[0034] With reference to FIG. 1, one or more client nodes 
110‘, 110“ (hereinafter each client node or plurality of client 
nodes is generally referred to as 110) are in communication 
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With one or more server nodes 150‘, 150“ (hereinafter each 
server node or plurality of server nodes is generally referred 
to as 150) via a communications netWork 140. The netWork 
140 can be a local-area netWork (LAN), a medium-area 
netWork (MAN), or a Wide area netWork such as the 
Internet or the World Wide Web. Users of the client node 110 
can be connected to the netWork 140 through a variety of 
connections including standard telephone lines, LAN or 
WAN links (e.g., T1, T3, 56 kb, X.25), broadband connec 
tions (ISDN, Frame Relay, ATM), and Wireless connections. 
The connections can be established using a variety of 
communication protocols (e.g., TCP/IP, IPX, SPX, Net 
BIOS, and direct asynchronous connections). In some par 
ticularly advantageous embodiments, the protocol used may 
be the Independent Computing Architecture protocol manu 
factured by Citrix Systems, Inc. of Fort Lauderdale, Florida 
or the Remote Display Protocol manufactured by Microsoft 
Corporation of Redmond, Washington. 

[0035] The client node 110 can be any personal computer 
(e.g., 286, 386, 486, Pentium, Pentium II, Macintosh com 
puter), WindoWs-based terminal, NetWork Computer, Wire 
less device, information appliance, RISC PoWer PC, X-de 
vice, Workstation, mini computer, main frame computer or 
other computing device that has a WindoWs-based desktop 
and sufficient memory for executing a small, display pre 
sentation program. The display presentation program uses 
commands and data sent to it by the application server 150 
across the netWork 140 to render a graphical display. In a 
distributed computer system model, the execution of appli 
cation programs occurs primarily on the application server 
150 and the user interface, keystrokes, and mouse move 
ments produced by client-side inputs are transmitted over 
the netWork 140 to and from the client node 110. 

[0036] The client node 110 typically includes a processor 
112, a volatile memory 114 (e.g., RAM cache), an operating 
system 116, a client agent 118, a persistent storage memory 
120, a netWork interface 122 (e. g., a netWork interface card), 
a keyboard 124, a mouse 126, and a display 128. WindoWs 
oriented platforms supported by the client node 110 can 
include, Without limitation, WINDOWS 3.x, WINDOWS 
95, WINDOWS 98, WINDOWS NT 3.51, WINDOWS NT 
4.0, WINDOWS 2000, WINDOWS CE, MAC/OS, Java, 
and UNIX. The client agent 118 corresponds to a softWare 
program that receives commands and data from the server 
node 150 and from a user (not shoWn) of the client node 110. 
The client agent 118 uses the received information When 
interacting With other components of the client node 110 
(e. g., When directing the operating system 116 to output data 
onto the display 128). The client agent 118 also transmits 
requests and data to the server node 150 in response to 
server-issued commands or user actions at the client node 
110. 

[0037] Similarly, the server node 150 includes a processor 
152, a volatile memory 154, an operating system 156, an 
application program 158, a server agent 160, persistent 
storage memory 162, and a netWork interface 164 The server 
agent 160 corresponds to a softWare program that interfaces 
With the client agent 118 and other components of the server 
node 150 to support the remote display and operability of the 
application program 158. 

[0038] Each application server 150 hosts one or more 
application programs 158 that can be accessed by the client 
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nodes 110. Examples of such applications include Word 
processing programs such as MICROSOFT WORD and 
spreadsheet programs such as MICROSOFT EXCEL, both 
manufactured by Microsoft Corporation of Redmond, Wash 
ington, ?nancial reporting programs, customer registration 
programs, programs providing technical support informa 
tion, customer database applications, or application set man 
agers. 

[0039] During execution of the application program 158, 
a server 150 communicates With the client node 110 over a 

transport mechanism (part of the server agent 160). In one 
embodiment, the transport mechanism provides multiple 
virtual channels and one of the virtual channels provides a 
protocol for transmission of graphical screen data from the 
server node 150 to the client node 110. The server 150 
executes a protocol driver (part of the server agent 160) that 
intercepts graphical display interface commands (generated 
by the application program 158 and targeted at the server’s 
operating system 156) and translates them into a protocol 
packet suitable for transmission over the transport mecha 
msm. 

[0040] In one embodiment and With reference to FIG. 2, 
the server agent 160 intercepts a graphical display interface 
command (step 202) issued by the application program 158 
and directed to the operating system 156, encodes graphical 
data associated With the command and the application 
program 158 (step 204), compresses the encoded graphical 
data (step 206), creates a transport protocol packet incorpo 
rating the intercepted command and compressed, encoded 
data (step 208), and transmits the transport protocol packet 
to the target client node 110 (step 210). Graphical data refers 
to any type of data that can be displayed on the display 128, 
such as bitmaps, glyphs, coordinates, list of lines, strips, etc. 
Hereinafter, descriptions of techniques Which are applied to 
particular types of graphical data or graphical objects can be 
construed to apply to all types of graphical data. 

[0041] More particularly, a protocol driver of the server 
agent 160 intercepts the graphical display interface com 
mands (step 202). In one embodiment the protocol driver 
intercepts high-level application programming interface 
calls made by the application program 158. In one embodi 
ment, the protocol driver intercepts GDI commands pro 
vided by WINDOWS-based operating systems. In another 
embodiment, the protocol driver intercepts QUICKDRAW 
commands, provided by MAC/OS-based operating systems. 
In still other embodiments, the protocol driver intercepts 
loWer-level commands, such as interface calls to the device 
driver associated With the graphical display of the server 
node 150. In still other embodiments, the graphical display 
interface command may be duplicated rather than inter 
cepted. In these embodiments, the display of the application 
program output data on the server 150 and the client 110 Will 
be substantially similar, if not identical. The protocol driver 
creates a transport protocol packet based on the intercepted 
graphical display command (step 208). The protocol driver 
may use a protocol command set that contains an analogous 
command for each possible intercepted display interface 
command. Alternatively, the protocol driver may use a 
command set that is a subset of the intercepted display 
interface commands. In other embodiments, the protocol 
command set may be a superset of the possible intercepted 
display interface commands. 
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[0042] For each intercepted GDI command and affected 
graphical data that must be transmitted to the client agent 
118 in order to display the output of the application program 
158 on the client’s display 128, the server agent 160 queues 
the related protocol command together With a unique key 
412 (FIG. 4) associated With the affected graphical data. The 
unique key 412 describes and uniquely identi?es the graphi 
cal data. In one embodiment the unique key is generated by 
performing a 64 bit cyclic redundancy check (CRC) on the 
graphical data. In another embodiment, the 64 bit CRC is 
generated as tWo 32 bit CRCs, performed on the graphical 
data sequentially and in opposite directions. Other methods 
of generating a unique key associated With graphical data, as 
knoWn to one skilled in the art, may also be used. The 
protocol command and the unique key 412 are queued at the 
server 150, together With other command/unique key sets. 
The queued commands are then scanned to ascertain 
Whether later-issued commands (i.e., those near the back of 
the queue) supercede earlier-issued commands (i.e., those 
closer to the front of the queue). If the earlier-issued com 
mands are superceded, then the server agent 160 removes 
them from the queue and thus avoids having to transmit 
unnecessary data to the client agent 118 
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[0043] For example, a series of commands to display the 
next page of data issued in quick succession need not be 
displayed individually at the client 110 All that need be 
displayed is the last display page issued, since this last page 
of data Will overWrite all previous pages of data. By remov 
ing the unnecessary commands and unique keys correspond 
ing to the earlier pages from the server’s queue, the server 
agent 160 substantially reduces the amount of data that must 
be processed and transmitted. 

[0044] In one illustrative embodiment, only unnecessary 
commands and related data pertaining to opaque operations 
are removed from the server’s queue. For example, if a 
previously-queued command involving the creation of a 
rectangular region having coordinates 10,10,50,50 is fol 
loWed by a more recently-queued command involving the 
creation of a larger/covering rectangular region having coor 
dinates 0,0,100,100, then the previously-queued command 
and related data is deemed unnecessary and is removed from 
the queue. 

[0045] Table 1 beloW lists an exemplary set of protocol 
commands provided in one embodiment of the invention. 

TABLE 1 

Protocol Command 

PROTOCOL COMMANDS 

Purpose 

INIT 

SETiMOUSEiPOINTER 

HIDEiMOUSEiPOINTER 

CHANGEiTEXTiMODE 

CHANGEiTEXTiCOLOR 

CHANGEiTEXTiBACKGRNDiCOLOR 

NEWiSOLIDiBRUSH 

NEWiPATTERNiBRUSH 

NULLiCLIPiREGION 

SIMPLEiCLIPiREGION 

COMPLEXiCLIPiREGION 

CHANGEiPALETI‘E 

TEXTOUT 

DRAWiPATH 

BITBLT 

BITBLTiTRICK 

PARTIALiB ITB LTiTRICK 

SRCiTOiSRCiBLT 

SOLIDiFILL 

Initializes the protocol connection 
Instructs the client agent 118 to form a 
mouse pointer 
Instructs the client agent 118 to hide a 
mouse pointer 
Instructs the client agent 118 to change 
the mode of output text 
Instructs the client agent 118 to change 
the foreground color of output text 
Instructs the client agent 118 to change 
the background color of the output text 
Instructs the client agent 118 to update 
the current brush setting using a neW solid 
color 
Instructs the client agent 118 to change 
the brush pattern 
Informs the client agent 118 that the 
current region is not clipped 
Informs the client agent 118 that the 
current region is clipped along one side 
Informs the client agent 118 that the 
current region is clipped along more than 
one side 

Instructs the client agent 118 to change 
its color palette 
Instructs the client agent 118 to output 
text, represented as one or more screen 

glyphs 
Instructs the client agent 118 to draW a 
simple or complex path, such as a line or 
bezier curve 

Instructs the client agent 118 to draW a 
particular bitmapped object. 
Instructs the client agent 118 to draW the 
entire bitmap 
Instructs the client agent 118 to draW a 
portion of the bitmap 
Instructs the client agent 118 to copy a 
particular portion of the draWing surface to 
another of the same surface 

Instructs the client agent 118 to ?ll a 
target region using an identi?ed color 



US 2002/0029285 A1 

TABLE l-continued 

PROTOCOL COMMANDS 

Protocol Command Purpose 

SOLIDiFILLiNOiCLIPPING 

SOLIDiFILLiNEWiCOLOR 

SOLIDiFILLiNEWiCOLORiNOiCLIP 

CACHEiNEWiOBJ 

CACHEiNEWiOBJiINCOMPLETE 

CACHEiEXTENDiOBJ 

CACHEiEXTENDiOBJiINCMPLT 

CACHEiWRITEiDISKiOBJ ECT S 

CACHEiPURGEiMEMORYiCACHE 

CACHEiREADiDISKiOBJECT 

STARTiSTOPWATCH 

STOPiSTOPWATCH 

SAVEiSCREENiBITS 

RESTOREiANDiFREEiSCREENiBITS 

FREEiSCREENiBITS 

CREATEiSURFACE 

DELETEiSURFACE 

CHANGEiSURFACE 

CZSiOSSiERROR 

CZSiINVALIDATEiOSS 

CZSiUPDATEiDISKiKEYS 

CZSiACKiDISKiREADS 

CZSiNACKiDISKiREAD 

CZSiSTOPWATCHiRESULT 

Instructs the client agent 118 to ?ll a 
target region Without clipping 
Instructs the client agent 118 to ?ll a 
target region using a color that is different 
from the color last used 
Instructs the client agent 118 to ?ll a 
target region using a color that is different 
from the color last used, Without clipping 
Sends data representing a neW object to 
the client agent 118 for storage in the 
client’s cache 
Sends partial data of a neW object to the 
client agent 118 for storage in the client’s 
cache 
Sends additional data relating to a 
previously transmitted incomplete object 
and indicates that the object is complete 
Sends additional data relating to a 
previously transmitted incomplete object 
and indicates that more data Will folloW 
Instructs the client agent 118 to Write its 
object cache, or a portion of its object 
cache to persistent storage 
Instructs the client agent 118 to purge its 
object cache, or a portion of its object 
cache 
Instructs the client agent 118 to read data 
into its cache from persistent storage 
Instructs the client agent 118 to start a 
timer and Write the current time tick into an 
array element 
Instructs the client agent 118 to 
determine the difference betWeen the time 
tick recorded by the 
STARTiSTOPWATCH command and the 
current time tick 
Instructs the client agent 118 to save a 
rectangular screen area and to associate it 
With a particular identi?er 
Instructs the client agent 118 to restore a 
particular rectangular screen area and to 
then discard the screen data 
Instructs the client agent 118 to discard 
speci?ed data 
Instructs the client agent 118 to form an 
off-screen surface compatible With the 
current session color depth, associate the 
surface With an identi?er, and associate 
attributes to the surface 
Instructs the client agent 118 to delete a 
particular off-screen surface 
Instructs the client agent 118 to sWitch 
from a current destination surface to 
another speci?ed surface 
Informs the server agent 160 of an error 

in a particular off-screen surface that makes 
it unavailable 
Informs the server agent 160 that a 

particular off-screen surface has become 
dirty, i.e., that it is not the same as a 

duplicate surface accessible to the server 
agent 160 
Instructs the server agent 160 to update 
its list of fuzzy keys 
Informs the server agent 160 that objects 
have been read into the client’s cache 
Informs the server agent 160 that objects 
have not been read into the client’s cache 
Sends the time differential betWeen the 
start/stop stopWatch commands to the 
server agent 160 
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TABLE l-continued 
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PROTOCOL COMMANDS 

Protocol Command Purpose 

CZSfACKflINTIT Informs the server agent 160 that the 
protocol connection has been established 

[0046] In one embodiment, the protocol commands and 
associated graphical data are con?gured to maximize the 
repetition of information in the protocol packet stream 
created by the protocol driver. In one aspect of the invention, 
the graphical data is ?rst encoded (step 204) prior to 
subjecting the encoded graphical data and/or protocol com 
mands to a compression algorithm (step 206) that takes 
advantage of the repetitive nature of the protocol stream 
(e.g., a IJempel-Ziv compression protocol may be used). In 
one embodiment and upon the ?rst instance of the graphical 
data in the client-server session, an indicia of the graphical 
data is transmitted together With the corresponding encoded 
data in the protocol stream so as to reduce the amount of data 
transferred via the network 140 for future instances of the 
graphical data occurring during the same client-server ses 
sion. The compressed data is subsequently bundled into the 
transport protocol packet and transmitted to the client node 
110 (step 208) for decompression and interpretation. 

[0047] In one illustrative embodiment, the application 
program 158 executes a GDI command that instructs the 
server’s operating system 156 to draW a bitmap. The server 
agent 160 intercepts this GDI command (step 202) and 
issues a BITBLT command to the client agent 118, Which 
instructs the client agent 118 to display the application 
program’s output data on the client’s display 128 Prior to 
issuing the BITBLT command, the server agent 160 encodes 
the output data (step 204) and includes the 

[0048] encoded data, together With the BITBLT command 
in the compressed protocol packet stream transmitted to the 
client agent 118 In one embodiment, the data describing the 
bitmap 410 (FIG. 4) is encoded and compressed (steps 204 
and 206) to take advantage of some of the redundancies 
present in the bitmap 410. For example, the bitmap 410 may 
be such that successive raster lines are redundant or adjacent 
pixels are redundant. 

[0049] In addition to encoding bitmaps or other discrete 
graphical data elements based on their internal data redun 
dancies, the invention also incorporates caching techniques 
that further improve the encoding and compression of 
graphical data that has been previously encountered during 
a particular client-server session. For example, When a 
particular bitmap is ?rst encountered during a client-server 
session it is encoded as described above. For subsequent 
transmissions of the bitmap during the same client-server 
session, indicia of the bitmap can be transmitted rather than 
the relatively larger, encoded bitmap. In one embodiment, 
the indicia correspond to a location Within the client’s 
volatile memory that contains the previously transmitted 
bitmap. 

[0050] More particularly and With reference to FIGS. 3 
and 4, the server agent 160 generates the unique key 412 
(step 330), as described above, and associates the unique key 
412 With the graphical data (e.g., bitmap 410). This asso 

ciation essentially de?nes the bitmap 410 and its related data 
as a graphical object, Which is subsequently registered, 
together With its unique key 412 and encoded data 414 (step 
340), in a data structure 411 (e.g., a table) stored in the 
server’s volatile memory 154 (eg the server’s cache sub 
system). In other embodiments, the bitmap-related data may 
be Written into the server’s persistent storage 162. 

[0051] Assuming that the protocol command (e.g., BIT 
BLT) and associated graphical data are not superceded by 
later-issued commands (as described previously), the server 
agent 160 dequeues (step 360) the BITBLT command and 
the unique key 412 from the queue and searches the table 
411 stored in the server’s volatile memory 154 to determine 
if the unique key 412 had been previously stored therein. If 
the unique key 412 is located Within the table 411, then the 
server agent 160 determines that the encoded data 414 has 
been previously processed by the server 150. The server 
agent 160 then searches the table 411 for an index or handle 
416 associated With the encoded bitmap 414. If the index 
416 is located, then the server agent 160 determines that the 
encoded bitmap 414 has not only been processed by the 
server 150, but that it has also been previously transmitted 
to the client agent 118. If the index 416 is not located Within 
the table 411, then the server agent 160 determines that the 
encoded bitmap 414 has not been previously transmitted. 

[0052] In one embodiment, the index 416 identi?es a 
particular location Within the client’s volatile memory 114, 
Which stores the previously-transmitted encoded bitmap 
414. In one embodiment, the client agent 118 provides a 
snapshot of its available volatile memory 114 to the server 
agent 160 upon initiating a client-server session With the 
server agent 160. Once the session is established, the server 
agent 160 thereafter controls the allocation of the client’s 
available volatile memory 114. In this manner, the server 
agent 160 is able to allocate the client’s volatile memory 114 
to the encoded bitmap 414 and to maintain the index 416 as 
a pointer or reference to the allocated memory and as an 
identi?er of the previously-transmitted encoded bitmap 414. 

[0053] If the index 416 is located Within the server’s table 
411, the server agent 160 obtains the index 416 (step 370), 
compresses the index 416 together With the related protocol 
command (step 380), and transmits the compressed data in 
a packet directed to the client agent 118 via the netWork 140 
In one embodiment, the index 416 is shorter in length (e.g., 
16 bits) than the unique key 412 (e.g., 64 bits), and conse 
quently consumes less bandwidth When transmitted. Upon 
receipt and decompression of the compressed packet, the 
client agent 118 accesses the particular memory location in 
the client’s volatile memory 114 that is speci?ed by the 
index 416 in order to obtain the appropriate graphical data 
410. The client agent 118 subsequently manipulates the 
obtained graphical data 410 in accordance With the com 
mand Which accompanied the index 416 in the compressed 
packet. In this manner, the invention avoids having to 
















