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SECURE ELECTRONIC MAILBOX UULlMAUAADETEIUUUB 
identity Validation Form ‘ STEP 1 0—— 

instructions Verify all the information listed in the Identity Validation F 0 F 9 f f i C i 31 U 3 P5 U S 8 On 15/ 
Documents section below. if you find any discrepancy between 
information listed on this form and your actual identity Validation 
Documents, please call 1-800-344-7779 and s eak with a customer 
care agent. It all information is accurate, taket e Identity Validation 
Documents along with this form to the post office listed below on or 
before 01 /28 129W . You must complete the in-person validation 
before this date, or you will be required to restart the application process. 
Please do not sign, deface, bend, or otherwise mark this form except 
in the presence of a postal clerk at the designated post office. Place Round Date Stamp Here 

Q eggs; Egg! Office 
UNITED STATES POSTAL SERVICE 
458 LENFANT PLZ SH 
“WNW” ”° 2"”"211‘ linllllinllninlilililnlililiitnllnlniilnlnnll-llnl 

MR. liilILLY \il?NKA 
3 2 CENTRAL PARK H APT 140 
NEW YORK NY 10025-5868 

USPS EMAIL ADDRESSaden-mlestZOO 

identity Validation Documents Postmaster: The customer must providefhe identity documents tisted below. Verify that the 
bearer presents ali information exaclly as it appears on this form. it there is any discrepancy, this term is null and void. 

‘ Validate ' Vatidalc 

DATE OF‘BIRTH: MIDI/1961 Ci 7 ~_ PHONE HILL: [1 

causes LICENSE: sense‘ NY Cl 

EXPIRATION: iii/01120211 El 

Oath and Signature I certify that the statements made by me aiefrue and complete, I understand that furnishing false or misleading 
iniormation on this form or omitting material infomiation requested on this iomi may subiect me to criminal sanctions (including lines and 
imprisonment) and/or civil sanctions (including muftiple damages and civil penalties). (18 U.S.C. 1001 and 31 U.S.C. 3802) 

Signature of Applicant Date: 

Privacy Statement The collection of this information is authorized by 39 U.S.C. 403 and 404. This information will be used to provide the 
applicant with Secure Electronic Mailbox service requested. As a routine use, the information may be disclosed to the US. Department of 
Justice or to other counsel representing the Postal Service, or may be disclosed in a proceeding before a court or adjudicative body before 
which the Postal Service is authorized to appear; to an expert, consuiiant, or other individual who is under contract to the Postal Service 
to fulfill any agency function, but only to the extent necessary to fulfill that function; to a Federal Records Center for storage prior to 
destruction. 

Warning The furnishing of ialse or misleading information on this form or omission of material information may result in criminal 
sanctions (including lines or imprisonment) and/or civil sanctions (including multiple damages and civil 
penalties). (18 U 8.0. 1001). 
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METHOD AND SYSTEMS FOR PROVIDING A 
SECURE ELECTRONIC MAILBOX 

RELATED APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application No. 60/189,983 With a ?ling date 
of Mar. 17, 2000, Which is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] A. Field of the Invention 

[0003] The present invention relates to systems and meth 
ods for providing electronic communications to a customer. 
More particularly, the invention relates to systems and 
methods for providing an electronic account and other 
services to a customer by linking the customer’s electronic 
address to a physical address Where the customer receives 
physical mail. 

[0004] B. Description of the Related Art 

[0005] The United States Postal Service (USPS) is an 
independent government agency that provides mail delivery 
and other services to the public. The USPS is Widely 
recogniZed as a safe and reliable means for sending and 
receiving mail. With the steady groWth of electronic com 
munication and commerce, consumers and businesses need 
a secure Way to communicate and conduct business elec 
tronically. Without trustWorthy channels of communication, 
many potential participants in electronic commerce are 
unWilling to send sensitive information, credit card numbers, 
electronically, thus limiting the utility of electronic com 
merce to all individuals. 

[0006] Electronic mail, or e-mail, is a Well-knoWn means 
of communication for individuals and businesses With 
access to computers and Internet connections. When a user 
establishes an account With an e-mail service provider, e.g., 
America OnlineTM or HotmailTM, the user is assigned a 
unique e-mail address, eg joesmith@aol.com. Another 
individual can send a message to the user by entering the 
user’s e-mail address along With the message and sending it 
via the Internet. E-mail can provide almost instant message 
delivery among individuals and businesses over vast dis 
tances for very little or no cost. E-mail also presents an 
opportunity for businesses to advertise to potential custom 
ers in a neW Way, e.g., by sending bulk advertisements via 
e-mail. 

[0007] Despite the advantages of e-mail, there are several 
draWbacks. Because e-mail is received and vieWed elec 
tronically, e-mail does not reach those Who are not “online.” 
In this Way, e-mail contributes to the so-called “technology 
gap” betWeen individuals With access to computers and 
computer technology and individuals Who cannot afford or 
Who do not understand computers and computer technology. 

[0008] Additionally, the simplicity and loW cost of e-mail 
make it an easy vehicle for unWanted messages, e.g, unso 
licited advertisements or “spam.” Both individuals and 
businesses demand the capability to inhibit the receipt of 
unWanted e-mail. 

[0009] Furthermore, e-mail messages are also insecure, 
and can be intercepted communicate electronically need to 
knoW that their messages are private, and that they can rely 
on the address to correctly identify the sender and/or recipi 
ent. 
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[0010] Therefore, it is desirable to provide a system for 
communicating electronically that is available to everyone, 
that gives consumers control over the content of communi 
cations received, and that provides a secure and reliable Way 
to conduct transactions electronically. 

SUMMARY OF THE INVENTION 

[0011] Systems and methods consistent With the present 
invention overcome the shortcomings of conventional sys 
tems by establishing an electronic account for a customer on 
a netWork, Where the customer’s electronic address is linked 
to the customer’s physical address. As With a conventional 
electronic account, a customer is able to send and receive 
e-mail, as Well as conduct electronic transactions. HoWever, 
the electronic account ensures ?exible and secure commu 
nications by linking a customer’s electronic address to the 
customer’s physical address. Systems and methods consis 
tent With the present invention may be implemented by the 
USPS. Moreover, such a USPS electronic account may 
provide electronic access to all persons, i.e., a person With a 
USPS physical address may also have a USPS electronic 
account. 

[0012] A method consistent With the present invention 
provides secure electronic services to a user having an 
electronic account linked to a physical address of the user. 
A secure electronic storage location is established for the 
user using an electronic registration system and the user is 
permitted to access the secure electronic storage location 
over the netWork, if the user has an electronic account on the 
electronic registration system. AuthoriZation is received 
from the user to approve access to the secure electronic 
storage location to a service provider over the netWork 
access to the secure electronic storage location is granted to 
the service provider. 

[0013] Another method consistent With the present inven 
tion provides secure electronic mail to a user by establishing 
a secure electronic storage location in an electronic account 
of the user, Wherein the electronic account is linked to a 
physical address of the user. When an electronic message 
addressed to the user is received from a sender, it is veri?ed 
that the electronic message does not contain a virus and the 
electronic message is stored in the secure electronic storage 
location, once it has been veri?ed that the electronic mes 
sage does not contain a virus. The user can then vieW the 
electronic message, if the user is authoriZed. 

[0014] Another method consistent With the present inven 
tion establishes electronic bill payment for a payor over a 
netWork. When an enrollment request is received from a 
payor With an electronic account and the electronic account 
is linked to a physical address for the payor, the payor is 
authenticated based on the electronic account. Payor infor 
mation is transmitted from the electronic account to an 
electronic bill payment server to establish a payor account 
for the 

[0015] Another method consistent With the present inven 
tion establishes electronic bill payment for a biller over a 
netWork. When biller registration information is received 
from a biller, the biller registration is processed to establish 
a biller account, Wherein the biller account enables the biller 
to submit bills electronically to a payor With an electronic 
account linked to a physical address of the payor. A regis 
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tration completion noti?cation is transmitted to the biller 
When the biller account has been established. 

[0016] It is to be understood that both the foregoing 
general description and the following detailed description 
are exemplary and explanatory only and are not restrictive of 
the invention, as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The accompanying draWings, Which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
several embodiments of the invention and, together With the 
description, serve to eXplain the principles of the invention. 

[0018] 
[0019] FIG. 1 is a high level block diagram of a system for 
providing an electronic account to a customer; 

[0020] FIG. 2 is a high level block diagram of a system for 
linking an electronic address to a physical address of a 

customer; 

[0021] FIG. 3 depicts one embodiment of a link betWeen 
an electronic address and a physical address of a customer; 

[0022] FIG. 4 is a high level block diagram of a system for 
providing services to a customer using an electronic account 
consistent With the present invention; 

[0023] FIG. 5A is a high level block diagram of a system 
for establishing an electronic account for a customer; 

[0024] FIG. 5B illustrates an embodiment of an identity 
validation (IDV) form consistent With the present invention; 

In the draWings: 

[0025] FIG. 6 is a more detailed diagram of a system for 
establishing an electronic account for a customer; 

[0026] FIG. 7 is a block diagram of an application server 
consistent With the present invention; 

[0027] FIG. 8 depicts an embodiment of an electronic 
account number consistent With the present invention; 

[0028] FIG. 9 is a ?oWchart of an address matching 
process performed by a registration system consistent With 
the present invention; 

[0029] FIG. 10 is a block diagram of standardiZed address 
information processed by an address matching engine con 
sistent With the present invention; 

[0030] FIG. 11A depicts an embodiment of the relation 
ship betWeen an ICRS database and a master address data 

base; 

[0031] FIG. 11B depicts an alternative embodiment of the 
relationship betWeen an ICRS database and a master address 

database; 

[0032] FIG. 11C depicts another alternative embodiment 
of the relationship 

[0033] FIG. 12 is a block diagram of a bulk mailing 
service using an Internet customer registration system con 
sistent With the present invention; 

[0034] FIG. 13 is a block diagram of services using a 
customer registration system consistent With the present 
invention; 
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[0035] FIG. 14 is a block diagram of services that can be 
provided as part of an electronic mailboX consistent With the 
present invention; 

[0036] FIG. 15 is a block diagram of an advertisement 
?ltering service that can be provided as part of an electronic 
mailboX consistent With the present invention; 

[0037] FIG. 16 is a block diagram of an e-mail service that 
can be provided as part of an electronic mailboX consistent 
With the present invention; 

[0038] FIG. 17 is a block diagram of an electronic post 
mark service that can be provided as part of an electronic 
mailboX consistent With the present invention; 

[0039] FIG. 18 is a block diagram of a secure electronic 
mailboX that can be provided as part of an electronic 
mailboX consistent With the present invention; 

[0040] FIGS. 19A-19W are screen shots of a user interface 
for a registration system consistent With the present inven 
tion; 

[0041] FIG. 20 depicts some classes of messages that can 
be processed by a secure electronic mailboX; 

[0042] FIG. 21 is a block diagram of a system for enabling 
a customer to approve or disapprove electronic messages 
using a secure electronic mailboX; 

[0043] FIG. 22 is a ?oWchart of secure electronic mailboX 
processing consistent With the present invention; 

[0044] FIG. 23 is a ?oWchart of a process for a customer 
to enroll in an electronic bill presentment and payment 
system consistent With the present invention; 

[0045] FIG. 24 is a ?oWchart of a process for a customer 
to activate an electronic bill presentment and payment 
account consistent With the present invention; 

[0046] FIG. 25 is a ?oWchart of a process for a biller to 
register for an electronic bill presentment and payment 
system consistent With the present invention; 

[0047] FIG. 26 is a ?oWchart of a process for presenting 
bills to a customer using the electronic account system; 

[0048] FIG. 27 is a ?oWchart of bill delivery noti?cation 
consistent With the present invention; 

[0049] FIG. 28 is a ?oWchart of an embodiment in Which 
the EBPP system stores bill summaries and bill details; 

[0050] FIG. 29 is a ?oWchart of an embodiment in Which 
the biller stores bill details; 

[0051] FIG. 30 is a ?oWchart of an embodiment in Which 
an EBPP system is provided by a third party and offered to 
the payer via the electronic account system; 

[0052] FIG. 31 is a ?oWchart for processing an electronic 
payment consistent With conventional systems; 

[0053] FIG. 32 is a ?oWchart of one embodiment of a 
method for processing an electronic bill payment method 
using the present invention; 

[0054] FIG. 33 is a ?oWchart of another embodiment of an 
electronic bill payment method consistent With the present 
invention; 
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[0055] FIG. 34 illustrates additional services that can be 
provided through an electronic account consistent With the 
present invention; 

[0056] FIG. 35 is a block diagram of a system for pro 
viding a certi?cate authority for proo?ng identities consis 
tent With the present invention; 

[0057] FIG. 36 is a block diagram of a digital certi?cate 
consistent With the present invention; 

[0058] FIG. 37 is a block diagram of a certi?cate authority 
consistent With the present invention; 

[0059] FIG. 38 is a block diagram of a proo?ng server 
consistent With the present invention; and 

[0060] FIG. 39 is a block diagram of a proo?ng Worksta 
tion consistent With the present invention. 

DETAILED DESCRIPTION 

[0061] A. Introduction 

[0062] Systems and methods consistent With the present 
invention provide an electronic account for a customer on a 

network, Where the customer’s electronic address is linked 
to the customer’s physical address. As With a conventional 
electronic account, a customer is able to send and receive 
e-mail as Well as conduct electronic transactions. Addition 
ally, an electronic account consistent With the present inven 
tion ensures ?exible and secure communications by linking 
a customer’s electronic address to the customer’s physical 
address. 

[0063] Embodiments described herein include systems 
and methods for providing an electronic account to a cus 
tomer, linking a customer’s electronic address to a physical 
address of the customer, establishing an electronic account 
using an Internet Customer Registration System, providing 
a secure electronic mailbox, and providing a certi?cate 
authority for proo?ng identities. 

[0064] B. Providing an Electronic Account to a Customer 

[0065] FIG. 1 is a high level block diagram of a system for 
providing an electronic account to a customer. A customer 
100 can use a computer, e.g., a personal computer, to log 
onto a netWork 102, such as the Internet, to establish an 
electronic account 104. Electronic account 104 enables 
customer 100 to access a Wealth of electronic services, 
including e-mail and electronic transactions. These services 
can be both secure and non-secure and can be provided by 
any service provider, such as an online merchant, a govern 
ment agency, or a bank. 

[0066] When electronic account 104 is established, it is 
linked to a physical address of customer 100. Typically, the 
physical address corresponds to a location Where the user 
receives physical mail, such as via the USPS or other entity. 
In this Way, anyone Who receives mail at a physical address 
can establish an electronic account consistent With the 
present invention. The physical address can be a home 
address, Post Of?ce box, business address, etc. Electronic 
account 104 can also include an electronic address, such as 
an e-mail address, for customer 100. 

[0067] To provide electronic services to customer 100, a 
service provider can communicate With customer 100 via 
electronic account 104. If electronic account 104 is linked to 
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customer 100’s physical address and e-mail address, the 
service provider can send a communication to electronic 
account 104 and request delivery to either the physical 
address or the e-mail address, or both. If such a communi 
cation directed to customer 100 contains an incomplete 
address, the complete address can be determined using 
electronic account 104. As an added service, the sender, i.e., 
the service provider, could be informed of the complete 
address as part of an address correction service. 

[0068] Electronic account 104 can alloW customer 100 to 
receive an electronic message in physical form at a physical 
address. In this Way, the present invention makes e-mail 
available even to people Without regular access to a com 
puter. For example, a customer could use a public computer, 
e.g., at a public library, to establish an electronic account and 
obtain a vanity e-mail address. Thereafter, any messages 
sent to the e-mail address Would be received at the electronic 
account and could be printed and delivered to the physical 
address linked to the electronic account. The USPS or 
another company could offer this service to help bridge the 
technology gap. 

[0069] Customer 100 can also link a temporary address, 
either physical or electronic, to electronic account 104 to 
request that messages be delivered to the temporary address 
for a given period of time. For example, a businessman 
might have an electronic account With preferred e-mail and 
physical addresses at his of?ce. When he takes a tWo-Week 
business trip, he can use his electronic account to have his 
messages delivered to a neW, temporary address, such as a 
cellular phone or a computer in a hotel. Service providers 
sending the messages to the businessman Would not need to 
knoW about his temporary address. All communications 
Would still be directed to the electronic account. 

[0070] C. Linking an Electronic Address to a Physical 
Address of a Customer 

[0071] FIG. 2 is a high level block diagram of a system for 
linking an electronic address to a physical address of a 
customer. Systems consistent With the present invention 
provide a link 204 betWeen a customer’s electronic account 
104 and a physical address 202 of the customer. Link 202 
can provide added security to protect the customer’s privacy, 
for example, by leveraging a trusted third-party resource 
such as the USPS master address database. 

[0072] FIG. 3 depicts one embodiment of a link betWeen 
an electronic address and a physical address of a customer. 
Link 204 can be implemented using an electronic account 
number 302 that corresponds to electronic account 104. 
Electronic account number 302 can be generated When 
electronic account 104 is created. Electronic account num 
ber 302 can be linked to a customer’s electronic address 304, 
e.g., a vanity e-mail address, and the customer’s physical 
address 306. The electronic address could also be, for 
example, a facsimile number or telephone number. In one 
embodiment, a customer can choose the construction of 
vanity e-mail address 304 (e. g., joesmith@usps.gov). Physi 
cal address 306 is typically Where the customer receives 
mail. For example, physical address 306 can be the custom 
er’s residence expressed as ‘123 Main Street, Memphis, 
Tenn. 38118.’ Consistent With the present invention, the 
customer can provide the physical address to be linked to the 
electronic account, so a customer could select a home 
address or a Work address, for example. 
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[0073] When the customer provides the physical address, 
the electronic account system can submit it to an address 
matching engine that communicates With an address data 
base. The address matching engine submits the address as a 
query to the address database, Which returns a standardiZed 
physical address to be linked to the electronic account. In 
one embodiment, the standardiZed physical address con 
forms to a pre-approved format and includes a nine-digit ZIP 
code. In this Way, the physical address linked to the elec 
tronic account is as complete and correct as possible, even 
if the customer submitted only a partial address (e.g., only 
a 5-digit ZIP code). This address matching process is 
described in detail beloW With reference to FIG. 9. 

[0074] FIG. 4 is a high level block diagram of a system for 
providing services to a customer using an electronic account 
consistent With the present invention. An electronic account 
402 for a customer links an electronic address, e.g., a vanity 
e-mail address, an electronic account number, and a physical 
address of the customer. Electronic account 402 communi 
cates With a plurality of services 404 via a netWork 406. 
NetWork 406 can be, for example, the Internet. Using 
electronic account 402, services 404 can create physical 
messages to be sent to the customer’s physical address as 
Well as electronic messages to be sent to the customer’s 
electronic address. As depicted in FIG. 4, services 404 
communicate With electronic account 402, and therefore do 
not need to knoW the customer’s electronic address or 
physical address. This enables the customer to take advan 
tage of electronic services While protecting the customer’s 
privacy. 

[0075] A service 404 can leverage the electronic account 
to send a message to a plurality of customers. For example, 
a marketing ?rm could submit a physical mailpiece, e.g., a 
brochure, to the electronic account system along With a 
mailing list of physical addresses for a group of customers 
having electronic accounts. The electronic account system 
can create a mailing list of e-mail addresses corresponding 
to the physical addresses using each customer’s electronic 
account. The mailpiece can be scanned or otherWise con 
verted into electronic format and delivered to the 
customers’e-mail addresses. Alternatively, the message 
could be delivered to a different electronic address, such as 
a facsimile number or telephone number. This type of 
service is described beloW With reference to FIG. 12. 

[0076] D. Establishing an Electronic Account using an 
Internet Customer Registration System (ICRS) 

[0077] 1. Customer Registration Process 

[0078] FIG. 5A is a high level block diagram of a system 
for establishing an electronic account for a customer. A 
customer 502 at a computer, such as a personal computer, 
connects to a netWork 504 to provide registration informa 
tion to a registration system 506. NetWork 504 can be, for 
example, the Internet, and registration system 506 can be, 
for example, the USPS Internet Customer Registration Sys 
tem. The registration information can include customer 
name, physical address, e-mail address, telephone number, a 
public key or other passWord, and a request for a personal or 
business electronic account. 

[0079] After customer 502 provides registration informa 
tion to registration system 506, a mailpiece 508, such as a 
con?rmation letter, is created and sent to the user at a 
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physical address. The physical address can be one provided 
by the customer With the registration information. Mailpiece 
508 contains an identity validation (IDV) form 510, 
described With regard to FIG. 5B beloW. To complete the 
registration process, customer 502 takes IDV form 510 to a 
registration of?ce, such as a local Post Of?ce. There, a clerk 
veri?es the customer’s identity and uses IDV form 510 to 
send identi?cation veri?cation information to registration 
system 506. 

[0080] FIG. 5B illustrates an embodiment of an identity 
validation (IDV) form consistent With the present invention. 
As described above, mailpiece 508 containing IDV form 510 
is sent to the customer by registration system 506. When the 
customer takes IDV form 510 to an identity proo?ng loca 
tion, e.g., a local Post Of?ce, a clerk validates the customer’s 
identity and transmits a con?rmation to registration system 
506. 

[0081] As shoWn in FIG. 5B, IDV form 510 can include 
the customer’s physical address, the customer’s e-mail 
address, the location of the nearest registration office, and a 
date by Which the customer must go to the registration of?ce. 
IDV form 510 can also include a list of identity validation 
documents that the customer must present at the registration 
of?ce, such as a driver’s license, birth certi?cate, or utility 
bill. In one embodiment, the customer can select the identity 
validation documents When submitting registration informa 
tion to registration system 506. 

[0082] IDV form 510 can include a con?rmation bar code. 
The con?rmation bar code can be created by the registration 
system 506 and linked to the electronic account When IDV 
form 510 is created. Once a clerk validates the customer’s 
identity, for example, by examining the identity validation 
documents, the clerk can scan the con?rmation bar code and 
send it electronically to registration system 506. When 
registration system 506 receives the scanned con?rmation 
bar code, the customer’s electronic account can be activated. 
Activation can occur, for example, by sending a digital 
certi?cate, passWord, or other noti?cation to the customer. 

[0083] In one embodiment of the present invention, tWo 
copies of IDV form 510 are sent to the customer: one copy 
for the customer to take to the registration of?ce and another 
copy for the customer to retain for his records. IDV form 510 
can include a set of instructions and a customer care tele 
phone number that the customer can call if he has any 
problems. IDV form 510 can also include a signature and 
date block for the customer to execute as part of the 
identi?cation validation process at the registration of?ce. 

[0084] FIG. 6 is a more detailed diagram of a system for 
establishing an electronic account for a customer. As 
described above, customer 502 provides registration infor 
mation to registration system 506 via netWork 504. Regis 
tration system 506 includes an application server 602, a Web 
server 604, and a database server 606. Application server 
602 includes softWare tools to generate dynamic content and 
execute applications for registration system 506. Application 
server 602 is described in more detail beloW With reference 
to FIG. 7. Web server 604 processes HTML requests to 
enable communications With customer 502 and to provide 
data to application server 602 and database server 606. 

[0085] Database server 606 processes all communications 
With an Internet Customer Registration System (ICRS) 
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database 608. In one embodiment, ICRS database 608 
consists of tWo logical components: a customer name data 
base 610 and a customer address database 612. Customer 
name database 610 stores the registration information pro 
vided by a customer along With an electronic account 
number assigned to the customer. Customer address data 
base 612 stores the customer’s physical address. In this 
embodiment, the physical address is stored separately from 
the customer’s name and other information to protect the 
security of the customer. To create a high level of security, 
packet ?lter access can be installed betWeen customer name 
database 610 and customer address database 612. Consistent 
With the present invention, the ICRS database could be 
maintained as a single database. 

[0086] When registration system 506 receives registration 
information from customer 502, it stores the registration 
information in ICRS database 608 as described above. An 
identi?cation veri?cation (IDV) form generator 614 then 
extracts data from ICRS database 608 and passes the data to 
a print and insertion function 616 that generates mailpiece 
508 containing IDV form 510. Alternatively, IDV form 
generator 614 and print and insertion function 616 can be a 
single process. In one embodiment, the IDV form and 
mailpiece are generated Within 24 hours after the customer’s 
registration information is stored in ICRS database 608. 

[0087] As described above, customer 502 takes IDV form 
510 to a registration office Where a clerk veri?es, or 
“proofs,” the customer’s identity. The identity FICES proof 
ing can include comparing a photo ID to the customer in 
person. When the customer’s identity is successfully 
proofed, the clerk scans a con?rmation bar code from IDV 
form 510 and transmits the scanned bar code to registration 
system 506 via a delivery con?rmation host 618. In one 
embodiment, IDV form generator 614 can send a noti?ca 
tion to delivery con?rmation host 618 When IDV form 510 
is created. When this noti?cation is received, delivery con 
?rmation host 618 can communicate With application server 
602 to provide notice that identi?cation veri?cation infor 
mation is soon to be received. When the scanned bar code is 
sent to delivery con?rmation host 618, application server 
602 retrieves this identi?cation veri?cation information 
from delivery con?rmation host 618. 

[0088] Once the identi?cation veri?cation information is 
received by application server 602, a request is generated 
and sent to a digital certi?cate authority 620, such as, for 
example, the Certi?cate Authority (CA) described beloW 
With reference to FIG. 35. The request can direct digital 
certi?cate authority 620 to generate a digital certi?cate for 
customer 502. The request can include, for example, a public 
key and information provided by customer 502 during the 
registration process. 

[0089] A digital certi?cate is a Well-knoWn tool for send 
ing secure messages. A CA issues an encrypted digital 
certi?cate containing a customer’s public key and a variety 
of other identi?cation information. The Certi?cate Authority 
makes its oWn public key available through print or perhaps 
on the Internet. The recipient of an encrypted message uses 
the CA’s public key to decode the digital certi?cate attached 
to the message, veri?es the digital certi?cate as issued by the 
CA, and then obtains the sender’s public key and identi? 
cation information held Within the certi?cate. With this 
information, the recipient can send an encrypted reply. 
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[0090] FIG. 7 is a block diagram of an application server 
consistent With the present invention. Application server 602 
includes application server softWare 702, certi?cate softWare 
704, and address matching engine delivery point/plus 4 
(AME DP/+4) system softWare 706. Application server 
softWare 602 processes logic and instructions to support 
registration system 506. Application server softWare 702 
also includes account number generator softWare 708 that 
generates an electronic account number for a customer. In 
one embodiment, account number generator softWare 708 is 
embedded into application server softWare 702 in the form 
of a dynamically loadable library so that it becomes part of 
application server softWare 702 at run time. In another 
embodiment, account number generator softWare 708, can 
be stand-alone softWare for generating account numbers. 
The electronic account number is described in detail beloW 
With reference to FIG. 8. 

[0091] Certi?cate softWare 704 is an application program 
ming interface (API)—tool enabling one piece of softWare 
to communicate With another piece of softWare. Certi?cate 
softWare 704 is used by registration system 506 to construct 
and submit requests to digital certi?cate authority 620 and to 
retrieve a customer’s digital certi?cate from digital certi? 
cate authority 620. 

[0092] AME DP/+4 system softWare 706 includes an 
interface to address matching directories and associated 
softWare to access those directories. This softWare can be 
used to resolve a physical address based on USPS delivery 
guidelines to create a standardiZed physical address. In one 
embodiment, a standardized physical address can meet one 
of four levels of address standardiZation. The ?rst level of 
standardiZation is ‘delivery point,’ Which resolves the 
address to an unique delivery point. The second level of 
standardiZation is ‘plus 4,’ Which resolves the address to a 
valid range of addresses Within a plus 4 segment of a ZIP 
code. The third level of standardiZation is ‘5 digit,’ Which 
resolves the address to a ?ve-digit ZIP code area only. The 
fourth level of standardiZation is ‘last line,’ Which resolves 
the address to a city, state, and ZIP code. The address 
matching process is described in more detail beloW With 
reference to FIG. 9. 

[0093] FIG. 8 depicts an embodiment of an electronic 
account number consistent With the present invention. In one 
embodiment, account number generator softWare 708 gen 
erates a unique electronic account number 802 consisting of 
ten alphabetical and numeric characters and one check digit, 
such as a modulus loW end check digit. In this embodiment, 
among the ten alphabetical and numeric characters, no more 
than three alphabetical characters can be strung together to 
prevent having profanity inserted into the electronic account 
number. 

[0094] FIG. 8 depicts six exemplary formats for an elec 
tronic account number. Consistent With the present inven 
tion, any other format providing a unique identi?er can be 
used, including formats With feWer or more than ten char 
acters. The electronic account number can be stored in 
customer name database 610 and used to link the customer’s 
name and other information to the customer’s physical 
address. 

[0095] 2. Address Matching Process 

[0096] FIG. 9 is a ?oWchart of an address matching 
process performed by a registration system consistent With 
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the present invention. Aphysical address 902 is received by 
AME DP/+4 software 706 and is passed to an address 
matching engine 904. For instance, the address can be 
received from a customer via Web server 604. Address 
matching engine 904 processes the physical address to 
create a query 906 and sends query 906 to an address 
matching directory (AMD) database 908. Query 906 is used 
to retrieve a standardized address stored in AMD database 
908. Standardized address information 910 can include the 
standardized address and/or a corresponding delivery point 
identi?cation (DPID) key that points to the location in AMD 
database 908 Where the standardized address can be found. 
Standardized address information 910 is passed back to 
address matching engine 904, Where it can be sent to ICRS 
database 608. If a DPID key cannot be determined via the 
address matching engine process, a ?ag can be set to send 
feedback to an address management office or other service 
personnel. 

[0097] FIG. 10 is a block diagram of standardized address 
information processed by an address matching engine con 
sistent With the present invention. Standardized address 
information 910 can include a standardized address and 
related information, including a DPID key. The DPID key 
can be used to access a storage location in a master address 
database as described beloW. The DPID key can be stored 
With the electronic account information in ICRS database 
608. 

[0098] FIG. 11A depicts an embodiment of the relation 
ship betWeen an ICRS database and a master address data 
base. ICRS database 608 can store a DPID key With a 
customer’s electronic account information. To obtain 
updated address information, ICRS database 608 can use 
DPID key 1102 to access master address database 1104 and 
obtain the address 1106 corresponding to DPID key 1102. In 
this Way, an electronic account system consistent With the 
present invention can perform periodic address updates and 
quality control processes on ICRS database 608. Using the 
DPID key in this embodiment keeps ICRS database 608 
up-do-date With having to perform multiple address match 
ing engine processes (as described in FIG. 9). 

[0099] FIG. 11B depicts an alternative embodiment of the 
relationship betWeen an ICRS database and a master address 
database. If ICRS database 608 does not store a DPID key 
With a customer’s electronic account information, it can 
obtain one by submitting a physical address 1108 to a static 
monolithic address database 1110. Static monolithic address 
database 1110 can then use an address matching engine (as 
described in FIG. 9) to obtain a DPID key 1112 from master 
address database 1104. DPID key 1112 is then returned to 
ICRS database 608. 

[0100] FIG. 11C depicts another alternative embodiment 
of the relationship betWeen an ICRS database and a master 
address database. If ICRS database 608 does not store a 
DPID key With a customer’s electronic account information, 
it can send a physical address 1114 directly to master address 
database 1104. DPID key 1116 is then returned to ICRS 
database 608. 

[0101] 3. Services Based on Internet Customer Registra 
tion System 

[0102] FIG. 12 is a block diagram of a bulk mailing 
service using an Internet customer registration system con 
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sistent With the present invention. As described above, 
customer 502 uses a computer to access registration system 
506 via netWork 504. Registration system 506 includes 
ICRS database 608, Which can be accessed by an e-mailboX 
repository 1210 to provide e-mail services to customer 502. 
A sender Wishing to communicate With a plurality of cus 
tomers having electronic accounts can submit a ?le 1202 
containing a physical address ?le and a content ?le. The 
physical address ?le can be, for eXample, a mailing list, and 
the content ?le can be, for eXample, an advertisement. 

[0103] The physical address ?le is processed in an address 
matching system 1204 as described above to obtain stan 
dardized physical addresses for the customers. The standard 
ized physical addresses are processed by a key generator 
1206 to obtain keys for accessing ICRS database 608. Using 
keys created by key generator 1206, ICRS database 608 is 
queried at 1208 to create an e-mail address mailing list 1210 
corresponding to the physical address ?le. The content ?le is 
combined With e-mail address mailing list 1210 to facilitate 
an electronic mailing 1212. Electronic mailing 1212 is sent 
to an e-mail routing system 1214 that sends electronic 
mailing 1212 to e-mailboX repository 1216 for delivery to 
the plurality of customers. E-mail routing system 1214 may 
also provide a status report of e-mail delivery to the sender 
that provided ?le 1202. 

[0104] FIG. 13 is a block diagram of services using a 
customer registration system consistent With the present 
invention. Electronic account 104 and registration system 
506 can enable customers to access an electronic mailboX 

(or e-mailboX) service 1302 and other services 1304 such as 
mailing online, electronic bill presentment and payment, etc. 
Electronic mailboX services 1302 can include a secure 
electronic mailboX, described in more detail beloW. 

[0105] FIG. 14 is a block diagram of services that can be 
provided as part of an electronic mailboX consistent With the 
present invention. E-mailboX service 1302 can receive and 
store different types of messages, including advertisement 
messages 1402, e-mail messages 1404, electronic postmark 
(EPM) messages 1406, and secure electronic mailboX 
(SEM) messages 1408. Other types of messages could also 
be received and stored consistent With the present invention. 
In one embodiment, some types of messages, such as EPM 
messages and SEM messages can be accessed only via a 
passWord or a digital certi?cate key. In this Way, the cus 
tomer can select different levels of security for different 
types of messages. 

[0106] FIG. 15 is a block diagram of an advertisement 
?ltering service that can be provided as part of an electronic 
mailboX consistent With the present invention. Advertise 
ment messages 1402 could be ?ltered according to the 
customer’s preferences. A customer could specify certain 
types or categories of advertisement messages to be 
accepted by the e-mailboX. For eXample, a customer may 
Wish to receive advertisement messages from automobile 
companies but no others or to receive no advertisements at 
all. 

[0107] FIG. 16 is a block diagram of an e-mail service that 
can be provided as part of an electronic mailboX consistent 
With the present invention. Conventional e-mail messages 
can be received and stored in e-mail message section 1404 
of e-mailboX 1302. E-mail message section 1404 can 
include an in-boX, out-boX, and trash section as found in 
conventional e-mail systems. 
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[0108] FIG. 17 is a block diagram of an electronic post 
mark service that can be provided as part of an electronic 
mailbox consistent With the present invention. An electronic 
postmark service is described in US. patent application No. 
09/675,677 entitled Systems and Methods for Authenticat 
ing an Electronic Message, ?led on Sep. 29, 2000 and 
incorporated herein by reference. 

[0109] FIG. 18 is a block diagram of a secure electronic 
mailbox that can be provided as part of an electronic 
mailbox consistent With the present invention. The secure 
electronic mailbox service is described in more detail beloW 
With reference to FIG. 20. 

[0110] 4. User Interfaces for Internet Customer Registra 
tion System 

[0111] FIGS. 19A-19W are screen shots of a user interface 
for a registration system consistent With the present inven 
tion. These screen shots can be, for example, HTML docu 
ments stored in registration system 506 and presented by 
Web server 604 to customer 502 at a computer running a 
broWser. Although these user interfaces describe the regis 
tration and activation processes in terms of a secure elec 
tronic mailbox, these processes can also be used to establish 
an electronic account consistent With the present invention. 

[0112] FIG. 19A includes an overvieW of a secure elec 
tronic mailbox as provided by the USPS consistent With the 
present invention. Although the ?gures describe an elec 
tronic account system provided by the USPS, the present 
invention could be practiced by a non-USPS entity Without 
departing from the spirit and scope of the invention. FIGS. 
19B and 19C contain instructions to the customer for 
establishing an electronic account using registration system 
506. FIGS. 19D-19F contain a sample privacy and certi? 
cation policy for use With an electronic account system. 

[0113] FIG. 19G is a user interface for collecting regis 
tration information from a customer consistent With the 
present invention. The user interface shoWn has tWo sec 
tions: individual information and e-mail address selection. 
The individual information section provides text boxes 
and/or drop-doWn lists for the customer to enter: full name, 
including ?rst name, middle initial, and last name; title, such 
as Mr. or Miss; suf?x title, such as Jr., Sr., II or IlIl; date of 
birth, including month, day, and year; home phone; and 
Work phone. The e-mail address selection section includes 
text boxes and/or drop-doWn lists for the customer to enter 
a ?rst, second, and third choice of a vanity e-mail address 
along With a passWord for the e-mailbox. The user interface 
asks the customer to reenter the passWord to ensure that it is 
accurately captured. This section also enables the customer 
to choose a shared secret, Which can consist of an adjective, 
a noun, and a verb. The shared secret can serve as a master 

passWord for the registration system and helps to identify the 
customer in the future. For example, the shared secret can be 
used by the customer to gain access to the customer’s digital 
certi?cate later in the registration process. 

[0114] FIG. 19H is a user interface that is displayed to the 
customer if the vanity e-mail address selected is unavailable. 
The user interface can offer suggestions of available e-mail 
addresses and a text box to receive the customer’s alternate 
selection. 

[0115] FIG. 19I is a user interface for obtaining physical 
address information from the customer. The user interface 
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provides text boxes and/or drop-doWn lists for the user to 
input a residential address, including: address type, house 
number, street name, apartment/suite identi?er and number, 
city, state, and ZIP code. A set of “radio buttons” is also 
provided for the customer to indicate Whether the mailing 
address (i.e., physical address) is the same as the residential 
address. The address type ?eld can be used to trigger data 
capture tools, such as a set of templates for various address 
types, including Post Of?ce box address, street address, etc. 

[0116] FIG. 19J is a user interface for obtaining identity 
validation information from the customer. The customer is 
prompted to select tWo forms of identi?cation to be used in 
the identi?cation veri?cation process. A drop-doWn list of 
acceptable identi?cation documents is presented. The 
acceptable identi?cation documents can include a photo 
identi?cation, e.g., driver’s license, passport, military ID, 
etc., and a secondary ID, e.g., utility bill, telephone bill, etc. 
Based on the type of identi?cation document that the cus 
tomer selects, different data can be captured, including a 
control number, expiration date, etc. 

[0117] FIG. 19K is a user interface for displaying regis 
tration information to the customer. This user interface 
displays the information that has been provided by the 
customer and enables the customer to edit the information if 
needed and to print the information to retain for his records 
before proceeding With the rest of the registration process. In 
one embodiment, the physical address that is presented has 
been processed by the address matching system described 
above. In other Words, the standardiZed physical address is 
presented. In this embodiment, if the address matching 
system could not resolve the physical address to a delivery 
point or plus 4 level, asterisks and a message can be 
displayed to inform the customer that the physical address is 
not fully resolved. 

[0118] FIG. 19L is a user interface for explaining a private 
key system to the customer. The private key is to be 
generated by broWser softWare running on the customer’s 
computer at the direction of the registration system. The 
private key Will be used by the customer to access the digital 
certi?cate to activate the customer’s electronic account. The 
user interface presents a drop-doWn list for the customer to 
select an encryption strength, if the customer’s broWser 
supports different levels of encryption. 

[0119] FIG. 19M is a user interface for generating a 
private key for the customer. This user interface enables the 
customer to click ‘okay’ to continue With the private key 
process or to click ‘cancel’ to stop. 

[0120] FIG. 19N is a user interface for establishing a 
passWord for the customer’s private key. Because the private 
key Will enable access to the customer’s digital certi?cate, 
and therefore the electronic account, the customer is encour 
aged to establish a passWord to protect the private key. This 
user interface enables the customer to select a passWord and 
enter a con?rmation copy of the passWord before continu 
mg. 

[0121] FIG. 190 is a user interface presented to a cus 
tomer declining to establish a passWord for the private key. 
This user interface informs the customer that a passWord can 
be established at a later time and enables the customer to 
continue the registration process Without establishing a 
passWord for the private key. 
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[0122] FIG. 19P is a user interface for instructing the 
customer about the inperson identity validation process. 
Once the online application process, or registration process, 
is complete, a temporary or inactive status is assigned to the 
customer’s electronic account. This user interface displays a 
date on Which an identity validation form Will be mailed to 
the customer and explains that the customer Will need to take 
the identity validation form and the chosen identi?cation 
documents to a registration of?ce to complete the in-person 
identity validation process. 

[0123] FIG. 19Q is a user interface for beginning the 
activation process for the customer’s electronic account. 
Once the customer completes the in-person identity valida 
tion process, the customer can activate the electronic 
account. To begin the activation phase, the customer can use 
this user interface to enter the vanity e-mail address. 

[0124] FIG. 19R is a user interface for capturing the 
customer’s shared secret to activate the customer’s elec 
tronic account. The customer is prompted to enter the shared 
secret selected during the online registration process. 

[0125] FIG. 19S is a user interface for accepting a certi 
?cation practice statement. A certi?cation practice statement 
is a statement of rules and regulations governing the use of 
a digital certi?cate. Once the customer has read the state 
ment, he can click the ‘accept’ button to continue or the 
‘quit’button to stop. 

[0126] FIG. 19T is a user interface for presenting a digital 
certi?cate to the customer. This user interface displays a 
name for the digital certi?cate and enables the customer to 
provide a different name, if desired. 

[0127] FIG. 19U is a user interface for saving the digital 
certi?cate. The user interface explains the importance of 
saving a copy of the digital certi?cate and enables the 
customer to save it in a safe location or on a ?oppy disk, for 
example. The digital certi?cate can be doWnloaded into the 
customer’s broWser, onto a Smart Card, or onto a digital 
certi?cate holding device. 

[0128] FIG. 19V is a user interface for activating the 
electronic account. Once the customer has received the 
digital certi?cate, this user interface enables the customer to 
con?rm that the digital certi?cate has been installed properly 
on his computer. Acustomer care phone number is displayed 
in case the customer has any problems. 

[0129] FIG. 19W is a user interface for completing the 
electronic account registration process. This user interface 
displays a message informing the customer that the elec 
tronic account has been activated. 

[0130] E. Providing a Secure Electronic Mailbox 

[0131] 1. OvervieW of Secure Electronic Mailbox 

[0132] One of the services available through an electronic 
account consistent With the present invention is a secure 
electronic mailbox (SEM). The SEM can be provided as part 
of an e-mailbox linked to the electronic account as described 
above. Electronic messages can be sent to a customer using 
the SEM. Unlike a conventional electronic mailbox, the 
SEM can provide a number of services in addition to 
receiving and displaying electronic messages. For example, 
the SEM can enable ?ltering of messages, noti?cation When 
a message is received and/or vieWed, and electronic bill 
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presentment and payment. The SEM can offer various levels 
of security using, for example, message authentication, time 
and date seals, and digital certi?cates. 

[0133] FIG. 20 depicts some classes of messages that can 
be processed by a secure electronic mailbox (SEM). SEM 
2002 can process a bill, such as a mortgage bill, utility bill, 
etc. from a biller 2004, i.e., a biller, a biller’s representative, 
or a biller service provider. SEM 2002 can process bills from 
a plurality of bill consolidators 2006 and 2008. SEM 2002 
can also process legal communications and legal documents 
2008, such as patent applications, Wills, etc. Other docu 
ments 2010 can also be processed by SEM 2002. In one 
embodiment of the present invention, all of a customer’s 
bills (regardless of their source) are consolidated and pre 
sented to the user With a single user interface, or bill 
manager. Similarly, payment options can be consolidated 
and presented to the user With a single user interface, or 
payment manager. In this embodiment, a customer can 
manage all of his bills in one, seamless interface, Without 
having to knoW the source of the bills. 

[0134] FIG. 21 is a block diagram of a system for enabling 
a customer to approve or disapprove electronic messages 
using a secure electronic mailbox. When SEM 2002 receives 
SEM input 2102, such as an electronic bill or advertisement, 
SEM input 2102 can be stored in an SEM database 2104, as 
described beloW. By accessing SEM database 2104, a cus 
tomer can vieW SEM input 2102 and approve or disapprove 
it 2106. For example. if SEM input 2102 is an electronic bill, 
approval might indicate that the bill should be paid using the 
electronic account and disapproval might indicate that the 
bill should not be paid. The customer communicates 
approval or disapproval 2106 to SEM database 2104, Which 
in turn reports the customer’s decision as SEM output 2108. 
SEM 2002 thus enables a customer to interact With senders 
of electronic messages indirectly, adding security and pri 
vacy protections. 

[0135] 2. Detailed Description of Secure Electronic Mail 
box 

[0136] FIG. 22 is a ?oWchart of secure electronic mailbox 
processing consistent With the present invention. Acustomer 
can connect to secure electronic mailbox 2002 via a Website, 
e.g. usps.com, or other portal on a netWork (step 2202). If the 
customer does not have a mailbox, i.e., a SEM, (step 2204), 
then the customer Will be prompted to register for an 
electronic account and an SEM (step 2206). The customer 
can then perform the registration process described above to 
establish an electronic account and SEM (step 2208). 

[0137] If the customer has a mailbox (step 2204), the 
customer is prompted to login to the mailbox (step 2210) to 
give the customer access to SEM services. As part of the 
login process, the customer is authenticated by the electronic 
account system using, for example, a digital certi?cate or 
private key (step 2212). An embodiment of a certi?cate 
authority for performing this authentication is described in 
more detail beloW. 

[0138] If this is the customer’s initial login (step 2212), 
i.e., the ?rst time the customer has accessed the mailbox, the 
customer is prompted to set up a pro?le (step 2214). The 
pro?le is linked to the customer’s mailbox and can indicate 
the services the customer Would like to access and other 
pro?le menu options (step 2216). The pro?le menu options 
































