
US 20020029245A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2002/0029245 A1 

Nahon et al. (43) Pub. Date: Mar. 7, 2002 

(54) SYSTEM AND METHOD FOR DIRECTING Related US. Application Data 
SHARED DATA 

(63) Continuation-in-part of application No. 09/654,647, 
(76) Inventors: Yuval Nahon, Tel-Aviv (IL); Rami ?led on Sep. 5, 2000. 

Winestock, Tel-Aviv (IL) 
Publication Classi?cation 

Correspondence Address; (51) Int. Cl.7 ................................................... .. G06F 15/16 
ROSENMAN & COLIN LLP (52) US. Cl. .......................................... .. 709/204; 709/203 
575 MADISON AVENUE 
NEW YORK, NY 10022-2585 (US) (57) ABSTRACT 

There are disclosed systems and methods for coordinating 
(21) Appl, No; 09/885,860 browsing or cobroWsing that employ a plug-in for register 

ing a broWser event and forwarding it utilizing an interme 
(22) Filed: Jun. 20, 2001 diate server and a data collaboration server. 

40 
\ E! 
A1 ’39 
A2 lg / 37 
. ORIGINAL HTML 

20 PAGE 
An a /38 

[.3 
k 
5 ORIGINAL HTML ORIGINAL HTML Q 

I PAGE + FOOTER PAGE + FOOTER 

1' ---- ' ' 1;‘; COLgggléAglON fz‘v -‘ ---- ‘I, 

E] i E [:l : 
22a, E] E 20a: E! i 



Patent Application Publication Mar. 7, 2002 Sheet 1 0f 7 US 2002/0029245 A1 

F .O_n_ 

nwmwzowam migwmzim ON} U m NN \J U " @ Law “ mm .QNN U mmzmm D 2259238 ‘w ...... ,, Ea / Ill __ E \\\ 
/, U 4/ a / 

é a 

$62 + $5 $52 + $5 2552c / 2522620 

_ _ D U 

Mwm\_|||_ l c< 

52%;: . 

M21 2 
: D 352.6% ~.< 

U wmmzmm E m\ m; a? q . . = / 

®m\_H_ s 



Patent Application Publication Mar. 7, 2002 Sheet 2 0f 7 US 2002/0029245 A1 

RETRIEVE DESIRED WEB PAGE /10[) 
FROM INTERNET 

Ir 

ACTIVATE LINK ON WEB PAGE TO GO 102 
TO INTERMEDIATE OR PROXY SERVER / 

V 

so TO INTERMEDIATE 104 
OR PROXY SERVER / 

V 

INTERMEDIATE OR PROXY SERVER 106 
OPENS CONNECTION TO INTERNET / 

AND REQUESTS REAL (TARGET) WEB PAGE 

V 

INTERMEDIATE ORPROXYSERVER /108 
RETRIEVES REAL (TARGET) WEB PAGE 

V 

WEB DOCUMENT CREATED - /IIO 
INCLUDING RETRIEVED WEB PAGE 

II 

WEB DOCUMENT SENT TO CLIENT /112 
(CUSTOMER) AS A CUSTOMER WORK STATION 

V 

CLIENT (CUSTOMER) ACTIVATES COBROWSING /II4 
FUNCTIONALITY ON CUSTOMER WORK STATION 

i 

v 

SYNCHRONIZATION BETWEEN CLIENTS /115 
(CUSTOMER AND AGENT)? 

17\ N YES 118 I 0 

FIG. 2A 



Patent Application Publication Mar. 7, 2002 Sheet 3 0f 7 US 2002/0029245 A1 

URL, UNIQUE IOENTIFIERANO INTERMEDIATE (PROXY) 
SERVER COMMAND SENT TO DATA COLLABORATION 

(DC) SERVER 
/I20 

V 

DC SERVER FORWARDS URL, ONIOOE 122 
IDENTIFIERAND INTERMEDIATE (PROXY) / 
SERVER COMMAND TO CLIENT (AGENT) 

V 

CLIENT (AGENT) RECEIVES OATA / 124 

V 

CLIENT (AGENT) SENDS HTTP REQUEST FOR WEB /126 
PAGE TO INTERMEDIATE (PROXY) SERVER 

IV 

INTERMEDIATE (PROXY) SERVER MATCHES /128 
UNIQUE IDENTIFIER AND WEB PAGE IS RETRIEVED 

v 

WEB PAGE AS PART OF WEB DOCUMENT CREATED 130 
IN INTERMEDIATE (PROXY) SERVER SENT / 

TO CLIENT (AGENT) 

V 

CLIENT (AGENT) RECEIVES WEB PAGE / 132 

v 

COBROWSING /134 

FIG. 2B 



Patent Application Publication US 2002/0029245 A1 Mar. 7, 2002 Sheet 4 0f 7 

COBROWSING CHAT 
22*. 292 

TRAFFIC COP FOOTER 
292 2112 

FIG. 3A 



Patent Application Publication Mar. 7, 2002 Sheet 5 0f 7 US 2002/0029245 A1 

665%. 6525 c8222 . oEwm =mo w E6 3 umtmoglgt 

F bow 



Patent Application Publication Mar. 7, 2002 Sheet 6 0f 7 US 2002/0029245 A1 

w @E 

a 1 ........ 1 ........ /1 E053“ “ E2 " 

32H." min: 5 
$5259»; I. u n ma H ?sotwwg 5252 H r 15mm 5m " E152 

225858 .\ ...... L 

/ 1/, \\ / 1/, __ E \\\ U 
4/ l / 

/,\: I. 
._ U 

3 . 

mzmwz A \ . $5 a 

: = 2552 . 
s U 25% E 2 

a; a? z,‘ 

: = / 

@mLU s 



Patent Application Publication Mar. 7, 2002 Sheet 7 0f 7 US 2002/0029245 A1 

COBROWSING / 300 

II 

CLIENT ENTERS REQUEST FOR 
A NEW WEB PAGE 

BY A SURF COMMAND 

304 SURF COMMAND DIRECTED TO SURF COMMAND (FOR WEB PAGE TO 
\ INTERMEDIATE OR PROXY BE COBROWSED) SENT TO OTHER / 310 

SERVER (NON-REQUESTING) CLIENT THROUGH 
DC SERVER 

/ 302 

SURF COMMAND RECEIVED BY / 312 
OTHER (NON-REQUESTING) CLIENT 

II 

REQUEST FOR WEB PAGE TO BE 
COBROWSED (IN SURF COMMAND) / 314 

SENT TO INTERMEDIATE OR 
PROXY SERVER 

I / 
IS THIS THE FIRST REQUEST RECEIVED AT / 324 
THE INTERMEDIATE OR PROXY SERVER? 

326 INTERMEDIATE OR PROXY SERVER SECOND REQUEST (FROM OTHER 332 
\ OPENS CHANNEL OR "PIPE" TO CLIENT) ARRIVES AT / 

INTERNET AND RETRIEVES WEB INTERMEDIATE OR PROXY SERVER 
PAGE THEREF ROM 

II 

321 I REQUESTED WEB PAGE SEARCHED 334 
\ RETRIEVED WEB PAGE FOR IN STORAGE UNIT, IN ACCORDANCE / 

PLACED IN STORAGE UNIT WITH UNIQUE IDENTIFIERS 

II II 

320 \ RETRIEVED WEB PAGE SENT IF UNIQUE IDENTIFIERS ARE MATCHED, / 336 
TO REQUESTING CLIENT WEB PAGE SENT TO OTHER CLIENT 

COBROWSING / 338 
FIG. 5 



US 2002/0029245 A1 

SYSTEM AND METHOD FOR DIRECTING 
SHARED DATA 

CROSS-REFERENCES TO RELATED PATENT 
APPLICATIONS 

[0001] This patent application is a continuation-in-part 
patent application of US. patent application Ser. No. 
09/654,647, ?led Sep. 5, 2000, commonly oWned and 
entitled: SYSTEM AND METHOD FOR DIRECTING 
SHARED DATA, that is incorporated by reference in its 
entirety herein. 

FIELD OF THE INVENTION 

[0002] The present invention is related applications over 
Internet Protocol (IP) netWorks. Particularly, it is directed to 
methods and systems Where client netWork broWsers are 
synchronized, such that tWo clients can vieW the same Web 
page or data object at the same time or “cobroWse”, in a 
coordinated data collaboration session over a network, such 
as the Internet. More, particularly, the present invention is 
directed to methods and systems for supporting cosur?ng 
applications Where clients link to a server, that serves as an 
intermediary to the Internet, such that this server provides all 
clients accesses to the Internet through a single channel or 
“pipe17 ' 

BACKGROUND OF THE INVENTION 

[0003] The Internet has emerged as an effective Way to 
speed transactions and provide service to an ever groWing 
number of users, that by early 2000 is expected to exceed 47 
million. Along With this groWth in users, has come the 
groWth of electronic commerce or “e-commerce”, online 
transactions typically involving the sale of goods and ser 
vices. Thousands of businesses have entered into e-com 
merce, realiZing that lucrative pro?ts that can be gained by 
reaching this Internet user population With Web-based ser 
vices, advertising, product promotion and sales. 

[0004] Typical e-commerce applications are based on 
cobroWsing, Where tWo users or clients broWsers are coor 

dinated, and typically synchroniZed, such that they can both 
vieW the same data object, typically a Web page Within a Web 
document (collectively a “Web page”) at the same time. This 
is typically achieved by both users or clients, commonly 
knoWn as surfers, Who are each connected to the Internet as 
Well as a Data Collaboration (DC) Server. The DC Server 
receives the Uniform Resource Locator (URL) of a user for 
the Web page or data object being vieWed by the client 
customer. This URL is then transferred from the DC Server 
to the broWser of a second user, typically the client agent, 
Who then obtains the data object, e.g., Web page, corre 
sponding to the URL from the Internet or other suitable 
netWork. 

[0005] This conventional form of cobroWsing has several 
drawbacks When applied to e-commerce. Initially, since both 
the customer and agent must access the Internet, through 
their oWn separate channels or “pipes”, an order could be 
made tWice, once on the customer side and once on the agent 
side. This is especially true With dynamic Web pages, that are 
separately generated for each Hypertext Transfer Protocol 
(HTTP) request. Accordingly, tWo requests are generated to 
the Internet, one from the customer and one from the agent, 
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resulting from tWo postings of the HTTP request to the Web 
server. This results in duplicate orders being made, When 
only one Was intended. 

[0006] Additionally, an organiZation Wishing to provide 
e-commerce services With cobroWsing must purchase a 
complete cobroWsing application, and install it on their 
server. This is due to the fact that cobroWsing requires a 
signaling mechanism from the broWser of a client to the DC 
server, to enable a Web page being vieWed by a client to be 
simultaneously vieWed by an agent. This signaling mecha 
nism is typically in a footer to the Web page, that signals the 
DC server by passing through a signaling application in the 
broWser, commonly referred to as a “traffic cop”. This footer 
is typically code Within Hypertext Markup Language 
(HTML), such as an HTML formatted ?le that an organi 
Zation added to its Web page on its server. The traf?c cop is, 
for example, a Java applet that holds a signaling interface to 
the DC server and monitors footers for events. 

[0007] The customer Will doWnload the requisite softWare, 
code, etc., from this organiZation’s, company’s or the like 
(hereafter “organiZation) server, in order to perform trans 
actions requiring cobroWsing. These softWare packages can 
be expensive, to a price point Where an organiZation may 
?nd it unpro?table to facilitate e-commerce in this manner 
or this may be an entry barrier for e-commerce. Additionally, 
a footer installed on a Web page interferes With regular 
broWsing, as it searches for a “traf?c cop” application, that 
is only present in cobroWsing and not present during regular 
broWsing. 
[0008] Another draWback to these conventional cobroWs 
ing systems is that all of the frames, typically four, the Web 
page itself, the footer, the cobroWsing function (for example, 
Surf & CallTM from Vocal Tec, Ltd. HerZlia, Israel) and a 
“traf?c cop”, that form the cobroWsing application for 
cobroWsing the data object, must be from the same domain. 
This alloWs the URL of the Web page to be passed to the DC 
server for cobroWsing that Web page. 

[0009] Speci?cally, the footer must be recogniZable to the 
traffic cop, as being an event of the same domain, if the URL 
of the Web page is to be passed to the DC Server. OtherWise, 
the URL for the Web page Would be stopped by the traf?c 
cop and not passed to the DC Server. Thus, should a linked 
Web page of one domain be in the same series of frames With 
a traffic cop of a different domain, this Web page can not be 
cobroWsed as the traf?c cop Will not pass its URL to the DC 
server. Rather, the sender Will receive an error message that 
this operation is not possible. LikeWise, if a Web page from 
a different domain to that of the customer’s (or client’s) 
suddenly appears in the frames that have been customiZed to 
have the same number of domains, an error message Will 
also appear. This often occurs When a Website or customer, 
has a link to a different Website, and the Webpage is taken 
from a different domain When the link is selected. 

SUMMARY OF THE INVENTION 

[0010] The present invention improves on the contempo 
rary art by providing systems and methods for coordinating 
broWsing or cobroWsing that employ a intermediate or proxy 
server betWeen the clients (customer and agent) and the 
netWork, such as the Internet. This intermediate server is 
con?gured such that during a cobroWsing event betWeen at 
least tWo clients, the netWork, such as the intemet, is 
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accessed a single time through a single channel or “pipe” for 
all clients of this cobroWsing event. Accordingly, once one 
cobroWsing client requests a particular target data object, 
typically a Web page, only one HTTP request is generated, 
for example by a HTTP “post” command. From this single 
request and subsequent single retrieval of the Web page 
through the single channel or “pipe”, all clients Will receive 
this target Web page. 

[0011] In an e-commerce application, only one order 
Would be generated, as the netWork, such as the Internet, 
Would only have been accessed once, through a single 
channel or “pipe” for all cobroWsing clients. Additionally, 
this single channel or “pipe” netWork access results in faster 
transmissions of data objects, typically Web pages to the 
clients, When compared to all clients accessing the same Web 
page, each through their oWn separate channels. Addition 
ally, in an e-commerce application, only one order Would be 
generated, as a result of this single time, single channel 
access to the desired Web page. Moreover, the intermediate 
or proXy server of the present invention eliminates the need 
for each organiZation to have its oWn cobroWsing applica 
tion in or associated With its server, as instead, the organi 
Zation need only have a link on their Web page to the 
intermediate or proXy server. This is because the interme 
diate server is con?gured to pass a cobroWsing functionality 
to the recipient client in addition to providing a single 
channel or “pipe” to the Internet for all clients of a cobroWs 
ing session. 

[0012] One embodiment of the present invention is 
directed to a system for facilitating coordinated broWsing of 
a data object or objects, typically a Web page or Web pages, 
from a Web application server, betWeen at least tWo clients. 
This embodiment comprises, a ?rst utility for opening a 
channel to at least one Web application server on a netWork, 
typically the Internet, and retrieving at least one target data 
object from this at least one Web application server through 
the opened channel in accordance With a request for this data 
object from a ?rst client. There is a second utility for 
providing the at least one target data object retrieved from 
the at least one application server to a storage medium. 
There is a third utility for transferring this at least one data 
object from the storage medium to the ?rst client, Who 
requested this target data object (otherWise knoWn as the 
requesting client). There is also a fourth utility for transfer 
ring the at least one data object from the storage medium to 
a second client, in response to a corresponding request from 
the second client for this data object. This system can also 
include a ?fth utility for changing the domain of the 
retrieved at least one target data object data to the domain 
corresponding to the ?rst utility, and placing a command 
onto the retrieved target data object to access the ?rst utility, 
When a second target data object is requested by any of the 
clients. Additionally, the system can be such that the ?rst 
utility is responsive to a link on a Web page, When this link 
is activated by at least one of the clients. 

[0013] Another embodiment of the present invention is 
directed to a system for facilitating coordinated broWsing of 
data objects, typically Web pages, from a Web application 
server, betWeen at least tWo clients. This system comprises 
a server for positioning intermediate the at least tWo clients 
and a netWork, typically the Internet. The server comprises 
a storage medium and a processor. The processor is pro 
grammed to: open a channel to at least one Web application 
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server on the netWork, and retrieve at least one target data 
object from this at least one Web application server through 
the opened channel in accordance With a request for this data 
object from a ?rst client; provide at least one target data 
object retrieved from the at least one application server to a 
storage medium; transfer this at least one data object from 
the storage medium to the ?rst client; and transfer the at least 
one data object from the storage medium to a second client, 
in response to a corresponding request for the data object 
from the second client. The processor is additionally pro 
grammed to change the domain of the retrieved at least one 
target data object to the domain corresponding to that of the 
server; and place a command onto the retrieved target data 
object to access the server, When a second target data object 
is requested by any of the clients. The system may also 
include a Web page having a link to the server, and also 
included may be a data collaboration server con?gured for 
holding and synchroniZing cobroWsing events betWeen the 
clients. 

[0014] Another embodiment of the invention is directed to 
a method for coordinated broWsing of data objects, typically 
Web pages, from a Web application server, betWeen at least 
tWo clients. This method comprises, opening a channel to at 
least one Web application server on a netWork, typically the 
Internet, and retrieving at least one target data object, 
typically a Web page, from the at least one Web application 
server through the opened channel in accordance With a 
request for this data object from a ?rst client. This at least 
one target data object retrieved from the at least one appli 
cation server is provided to a storage medium. The at least 
one data object is transferred from the storage medium to the 
?rst client, and this at least one data object is also transferred 
from said storage medium to a second client, in response to 
a corresponding request for this data object from the second 
client. The method may also include changing the domain of 
the retrieved at least one target data object to the domain 
corresponding to that of a netWork accessing component, 
such as a server, intermediate the clients and the netWork, for 
accessing the at least one Web application server; and 
placing a command onto the retrieved target data object to 
access the intermediate server, When a second target data 
object is requested by any of the clients. The method may 
also include accessing this intermediate server by a client 
activating a link on a Web page, this link for directing the 
client broWser to this intermediate server. 

[0015] Another embodiment of the invention is directed to 
a method for facilitating coordinated broWsing of data 
objects, typically Web pages, from a Web application server 
on a netWork, typically the Internet, betWeen at least tWo 
clients. The method comprises positioning a server interme 
diate the at least tWo clients and the netWork, opening a 
channel to the at least one Web application server on the 
netWork, and retrieving at least one target data object (e.g., 
a Web page) from the at least one Web application server 
through the opened channel in accordance With a request for 
the data object from a ?rst client. The at least one target data 
object retrieved from the at least one application server is 
then provided to a storage medium. The stored data object is 
then transferred from the storage medium to the ?rst client 
and from the storage medium to the second client, this 
transfer to the second client in response to a corresponding 
request for the data object from this second client. This 
method may additionally comprise providing a Web page 
having a link to the server, With a client activating this link, 
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as Well as providing a data collaboration server for holding 
and synchronizing cobroWsing, typically in each cobroWsing 
event, betWeen the clients. 

[0016] Another embodiment of the present invention is 
directed to a method for facilitating coordinated browsing of 
data objects, typically Web pages, from a Web application 
server on a netWork, typically the Internet, betWeen at least 
tWo clients, from the client side. This method comprises a 
?rst client transmitting a ?rst request for a target data object 
to a server intermediate the at least tWo clients and the 
netWork, for this intermediate server to retrieve the at least 
one target data object from a Web application server on the 
netWork and this ?rst client transmitting a second request 
from to a second client to access this intermediate server, for 
retrieving the at least one target data object in accordance 
With the ?rst request. 

[0017] Another embodiment of the present invention is 
directed to a broWser plug-in utiliZed for data collaboration. 
The plug-in registers broWser events through an event 
manager and identi?es the type of event and forWards the 
event to an event handler in accordance With the identi?ca 
tion. The event handler despatches the event to a second 
plug-in enabled broWser via a data collaboration server. The 
event handler may modify or deal otherWise With the event 
in accordance With the identi?cation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] Attention is noW directed to the attached draWings, 
Wherein like reference numeral or characters indicate cor 
responding or like components. In the draWings: 

[0019] FIG. 1 is a diagram of an exemplary set up 
employing an embodiment of the present invention; 

[0020] FIGS. 2a and 2b are a How diagram of a process 
in accordance With an embodiment of the present invention 
for the initial cobroWsing event; 

[0021] FIG. 3a is a schematic diagram of frames as 
assembled into a Web document in accordance With an 
embodiment of the present invention; 

[0022] FIG. 3b is a screen shot of a Web document in 
accordance With an embodiment of the present invention; 

[0023] FIG. 4 is a diagram of the exemplary set-up of 
FIG. 1 in a subsequent cobroWsing event; and 

[0024] FIG. 5 is a How diagram of a process in accordance 
With an embodiment of the present invention for subsequent 
cobroWsing events. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0025] FIG. 1 shoWs an exemplary set up employing an 
embodiment of the present invention. Here, for example 
purposes, are shoWn tWo clients 20, 22, a customer client or 
customer 20 Who seeks to cobroWse With an agent client or 
agent 22. Both the customer 20 and agent 22 clients are 
con?gured for connecting to a Data Collaboration (DC) 
Server 26 and an Intermediate or proxy server 30, respec 
tively. This Intermediate or proxy server 30, typically com 
municates With a netWork, such as a local area netWork 
(LAN) or a Wide area netWork (WAN), typically the Internet 
34. Various Web servers 36, 37, 38 are connected to the 
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Internet 34. These servers 36-38 are exemplary of the 
endless number of servers that are connected to the Internet 
34. 

[0026] From the customer side, the customer 20 has a 
multimedia Workstation, such as a multimedia PC 20a (e.g., 
With a Pentium® CPU from Intel Corporation, Santa Clara, 
Calif. 95052) With voice and data capabilities. In this Way, 
a cobroWsing application With voice and data capabilities 
may be used, such as any of the Surf & CallTM obroWsing 
applications available from VocalTec, HerZlia, Israel. The 
multimedia PC 20a employs an operating system such as 
Windows@ NT® (from Microsoft Corporation, Redmond, 
Wash. 98052) or the like, and is equipped With a suitable 
modem or other hardWare for accessing the DC Server 26, 
intermediate server 30, and netWork, such as the Wide area 
netWork (WAN), here the Internet 34. The PC 20a is also 
loaded With softWare that operates as a broWser for the 
Internet. Exemplary broWsers suitable for use here including 
Microsoft® Internet Explorer® (Microsoft Corporation, 
Redmond, Wash.) and Netscape® Navigator® and 
Netscape® Communicator®, the later tWo from Netscape 
Communications Corporation, Mountain VieW, Calif. 
94043. 

[0027] On the agent side, is typically at least one Web 
enabled agent 22. While one agent is shoWn and described, 
this is exemplary only, for any number of agents (one or 
greater) is permissible in accordance With the present inven 
tion. The agent 22 is typically equipped With a multimedia 
Workstation, such as a multimedia PC 22a With voice and 
data capabilities, and includes broWsers, in accordance With 
those detailed above. The agent 22 can also use regular 
(POTS) telephone for audio, typically voice. 

[0028] The DC Server 26 is typically a server With soft 
Ware and or hardWare arranged therein for holding and 
synchroniZing cobroWsing sessions betWeen clients, here for 
example, the customer 20 and the agent 22, described in 
detail beloW. It may also be connected to other servers, such 
as T-servers and the like, that support voice and data 
communications. 

[0029] The intermediate or proxy server 30 is connected to 
the Internet 34 in a Way that it accesses Internet and retrieves 
the requested data object, data stream or the like, that is 
typically a Web page (and Will be referred to hereinafter as 
“Web page”), through a single connection (channel or 
“pipe”). This alloWs for the same Web page, as retrieved 
through the single channel or “pipe”, to subsequently be sent 
to both customer 20 and agent 22. This Intermediate Server 
30 typically includes a processor (P) 39 programmed such 
that in conjunction With softWare, hardWare or both, 
accesses the Internet and retrieves any requested Web page 
in communication With a storage unit 40 or other similar data 
storage device or storage medium With addressable memory 
units (A1-An). The server 30 also includes hardWare, soft 
Ware or combinations thereof, that in conjunction With the 
processor (P) 39, programmed accordingly, assembles Web 
documents for both the customer 20 and agent 22. These 
Web documents include at least the Web page and a footer, 
typically both in frames. 

[0030] One Web document is assembled to appear as a 
customer Workstation on the monitor of the client customer 
20 (detailed beloW). This Web document can be formed, for 
example, as the intermediate server 30 takes the retrieved 
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Web page and adds a footer to this page, a cobroWsing 
functionality, a traffic cop or signaling functionality, and 
optionally, a form sharing page functionality, for example 
Surf & ChatTM (VocalTec Communications Ltd., HerZlia 
46733, Israel). All of these functionalities may be stored in 
the storage unit 40 of the intermediate server 30, or can be 
retrieved from various servers on the Internet 34. All of these 
functionalities are of the same domain, that of the interme 
diate server 30, such that the retrieved Web page can be 
cobroWsed by both customer 20 and agent 22, as detailed 
beloW. 

[0031] The cobroWsing functionality, may for example, be 
any of the Surf & Call® applications, for example Surf & 
Call® CenterTM from VocalTec Communications Ltd., Her 
Zlia 46332, Israel. This Surf & Call® CenterTM includes an 
embedded plug-in for facilitating an Internet Protocol (IP) 
call betWeen clients, here customer 20 and agent 22 along 
With a Cosurfer Data Collaboration (DC) Component, such 
as the VocalTec® Cosurfer DC ComponentTM (VocalTec 
Communications, Ltd., HerZlia 46332, Israel), for facilitat 
ing data calls to the DC server 26. 

[0032] The footer is typically code that dynamically 
replaces the real target location (the URL) With the location 
(the URL) of the intermediate or proxy server 30. It also 
invokes a surf command, typically HTTP language, code, 
etc., for the recipient client (via their respective Workstation) 
to go to the Intermediate or proxy server 30 and ultimately 
retrieve the real target Web page from the Internet, or 
alternately, from the intermediate or proxy server 30, if the 
Web page has been retrieved by a cobroWsing client prior to 
this. 

[0033] Turning also to FIGS. 2a and 2b, implementation 
of an initial cobroWsing processor event, in accordance With 
the present invention, Will noW be described in an exemplary 
e-commerce application. Initially, the server operator, here 
the server of the agent client 38, has placed a link on its Web 
page, to direct the client broWser, to the intermediate or 
proxy server 30, preferably after the requisite client has 
reached the Web page by regular broWsing (sur?ng). The 
link typically includes a surf command, such as an HTTP 
command—for the intermediate or proxy server 30 to 
retrieve the requested (target) Web page from the Internet 34. 
This command also instructs the retrieval of the real (target) 
Web page by the intermediate or proxy server 30 to have an 
associated identi?er, typically a unique identi?er (UID), as 
detailed beloW. Upon retrieval of the Web page, the Web page 
is placed into the storage unit 40 With this unique identi?er. 
Here for example, this Web page originates from the server 
operator’s server, labeled 38. Also, for purposes of this 
example, it Will be noted that this server 38 has a URL of 
http://WWW.abc.com, such that its domain is “abc”. 

[0034] At block 100, the client customer 20, via his 
Workstation 20a, broWses the Internet 34 to the Web site 
corresponding to abc.com, in accordance With arroW 101, 
such that the Web page of address http:WWW.abc.com, has 
been retrieved and noW appears before him on his Worksta 
tion 20a monitor. The Web page of address abc.com, Will 
include a link to the intermediate or proxy server. This link 
can appear on the Web page as a hypertext block or the like, 
activated by clicking (pressing) a mouse or the like. For 
example, this hypertext block may be a text message such as, 
“DO YOU WANT HELP IN BROWSING?” 
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[0035] The client, here the customer 20, noW activates the 
link on this Web page, at block 102, and the client customer’s 
broWser is routed to the Intermediate or proxy server 30, at 
block 104. The Intermediate server 30 then opens a connec 

tion (channel or “pipe”), such as an HTTP connection, to the 
real (target) site and requests this URL (i.e., requests the Web 
page corresponding to the URL) from the Internet 34, at 
block 106. The Web page corresponding to this URL is then 
retrieved, at block 108. A unique identi?er (UID), typically 
a series of numbers unique to this Web page retrieval, that 
folloWs requests for this Web page, is in place When the 
intermediate or proxy server retrieves the desired (target) 
Web page from the Internet 34. This unique identi?er can be 
generated in the broWser, intermediate or proxy server 30 or 
in any other server or the like along the Internet 34. For 
purposes of this example, the speci?c UID for this ?rst 
cobroWsing event is 33333. The command to retrieve a Web 
page from the intermediate or proxy server 30 also contains 
a command to attach the UID to this particular event. 

[0036] The noW-retrieved Web page, corresponding to this 
URL WWW.abc.com is stored in the storage unit 40, With the 
unique identi?er in an addressable memory unit(s). Within 
this intermediate server 30, at block 110, the retrieved Web 
page Will noW become part of a Web document, that Will 
appear as a customer Work station on the Workstation 20a of 
the customer client 20. 

[0037] The Web document assembly occurs as the source 
Web page address, here abc.com, is parsed to a source Web 
document address, contacting the intermediate or proxy 
server address, here proxy.com. The Web page, here, abc 
.com, is parsed and converted to a frame. Parsing involves 
embedding the Web page’s original URL, here abc.com, 
Within an address containing the URL of the domain of the 
Intermediate or proxy server, here proxy.com. This ensures 
that the domain is noW that of the intermediate or proxy 
server. The unique identi?er (UID) associated With the Web 
page in the storage device 40 is attached to the page during 
the parsing process. 

[0038] The parsed address, here proxy.com, is placed into 
an HTTP command, expressed as, http://WWWprox 
y?VESCC_LOCATION=http:// 
WWW.abc.com&VESCC_UID=33333, for example. This 
command indicates connecting to the URL, abc.com, 
through the intermediate or proxy server 30 (the domain of 
the intermediate or proxy server 30 is “proxy”) and a unique 
identi?er, typically digits, here “33333”. This unique iden 
ti?er is speci?c to the original client cobroWsing request for 
the Web page, here the URL abc.com. 

[0039] The above listed HTTP command is a surf com 
mand for a footer. This footer is added as a frame to the Web 
page, as part of the Web document being assembled. 

[0040] Functionalities (also referred to as applications 
herein) in frames, such as a cobroWsing application, traf?c 
cop and form sharing application frames are added to, or 
alternately joined With, the Web page and footer frames, 
resulting in the assembled Web document. FIG. 3a sche 
matically shoWs the assembled Web document 200, includ 
ing frames for the Web page 201, footer 202, cobroWsing 
application 203, traf?c cop 204, and optionally, a form 
sharing application 205. This assembled Web document 200 
is sent to the client, here the customer 20, at block 112. It 
appears on the monitor of the client Workstation, as a 
customer Workstation 200‘, shoWn in FIG. 3b. 
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[0041] Continuing With FIG. 3b, the customer Worksta 
tion 200‘ includes the Web page frame 201‘, a footer frame 
(not shoWn), a cobroWsing application frame 203‘, for 
example any of the cobroWsing applications from VocalTec 
Communications, HerZlia, Israel, for example, the data 
collaboration (DC) component, that is part of the VocalTec® 
Surf & Call® CenterTM, a traf?c cop frame (riot shoWn), and 
optionally, a form sharing page frame (not shoWn). All of the 
frames in the assembled Web document 200 and resultant 
customer Work station 200‘, are of the same domain, here 
“proxy”, the domain of the intermediate or proxy server 30. 
With respect to the cobroWsing application frame, it can for 
example, Work simultaneously With the Surf & Call® 
embedded plug-in, as represented by the Surf & Call® icon 
203“, should a Surf & CallTM application be employed. Thus, 
the user, here the requisite client, invokes the DC component 
together With the Surf & Call® plug-in by pressing a single 
button (clicking on the Surf & Call® icon 203“). 

[0042] The customer 20 can noW activate the cobroWsing 
application at block 114, either manually, by clicking on the 
cobroWsing application frame 203‘, here, the Surf & Call 
icon 203“, as detailed above, or the cobroWsing application 
Will activate automatically (if the client customer 20 Work 
station is programmed accordingly, or if the requisite soft 
Ware has been doWnloaded). The client customer 20 noW 
Waits for synchroniZation of his broWser With the broWser of 
the agent, at block 116, to enable the DC server 26 to connect 
the intended cobroWsing clients. If there is not synchroni 
Zation betWeen clients (customer and agent), at block 117, 
the Wait continues until there is synchronization. Synchro 
niZation may be manual or automatic. 

[0043] If there is synchroniZation, at block 118, the URL 
of the Web page to be cobroWsed and information in the 
footer (in the footer frame) (e.g., the command to go to the 
requested Web page via the intermediate or proxy server 30 
and the unique identi?er) is sent to the DC server 26, from 
the client (here, the customer client 20), at block 120. 
Speci?cally, since all frames are of the same domain, here, 
proxy.com, for the intermediate or proxy server 30, the 
footer catches the event and the traf?c cop functionality 
alloWs passage of the footer information to be sent to the DC 
server 26. 

[0044] The DC server 26 then forWards this footer infor 
mation to the agent Workstation 22a, at block 122. Once this 
information is received by the agent Workstation 22a, at 
block 124, the agent Workstation 22a then sends a request 
(as per the HTTP command) to the intermediate server 30 
for the original Web page, http:/IWWW.abc.com, at block 126. 
Once the intermediate server 30 receives this request, the 
unique identi?ers are matched at block 128. Upon matching, 
the stored Web page is retrieved from the requisite memory 
unit of the storage unit 40. AWeb document of at least a Web 
page and footer are then sent to the agent Workstation at 
block 130 and received there at block 132. The cobroWsing 
event is noW in progress, at block 134, With the customer 20 
and agent 22 in voice and data communication. 

[0045] FIG. 4 details a diagram of the client 20 and agent 
22 in an exemplary subsequent cobroWsing event. This 
draWing ?gure is similar to FIG. 1 (detailed above), and Will 
have the same components except Where indicated. Here, at 
the start of this subsequent cobroWsing event, both the client 
20 and agent 22 have received the same Web page and their 
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broWsers are coordinated and synchroniZed, in accordance 
With the initial cobroWsing event detailed above. Speci? 
cally, both client and agent Workstations have received Web 
documents With Web pages 290 With footers 291 (in frames) 
from the intermediate or proxy server 30 from the preceding 
cobroWsing event. 

[0046] Turning also to FIG. 5, this subsequent cobroWsing 
event is also shoWn in a How diagram. For example, block 
300 could be the cobroWsing detailed above (block 134 of 
FIG. 2b), from Where this subsequent cobroWsing session 
begins. Alternately, this subsequent cobroWsing event can 
begin from any other cobroWsing event, Where clients are 
cobroWsing. 
[0047] Continuing With the exemplary operation detailed 
above, to start this subsequent cobroWsing event, a cobroWs 
ing client, customer or agent requests a different Web page, 
than that of the ?rst request, at block 302. Here for, example, 
the customer (although it could also be the agent), makes a 
surf command to its broWser by requesting a different or neW 
Web page, WWW.xyZ.com, such as by clicking (a mouse or 
the like) on a neW link. 

[0048] As a result of the footer (footer frame) on the Web 
document, the mouse click is caught and this surf command 
is directed to the Intermediate or proxy server 30, at block 
304. This request is assigned its oWn unique identi?er (UID), 
here, for example 34343 (for this subsequent or neW 
cobroWsing event), different from the unique identi?er 
(33333) for the preceding cobroWsing session, detailed 
above. The command replaces the original link With hftp:// 
WWW.xyZ.com, and is expressed by http:l/WWW.prox 
y?VESCC_LOCATION=httpI//WWW.xyZ, 
com&VESCC_UID=34343, similar to the 
detailed above. 

command 

[0049] Contemporaneous in time With the event of block 
302, and typically simultaneous thereWith, the surf com 
mand is sent to the other client, here the agent Workstation 
22a, through the DC server 26, With the same unique 
identi?er, here 34343, at block 310. Upon receipt of the 
command, at block 312, the agent Workstation, by virtue of 
the footer serving as the cobroWsing facilitator (facilitating 
functionality), sends the URL of the neW Web page and the 
unique identi?er to the intermediate or proxy server 30, at 
block 314. The footer of the agent Web document has been 
changed to include the received surf command (this surf 
command as detailed above). 

[0050] The intermediate or proxy server 30 takes this ?rst 
received request, at block 324, from the client, here, cus 
tomer or agent, to the netWork, e.g., the Internet, by opening 
a channel or “pipe” thereto (as detailed above), and retriev 
ing the neW Web page (as detailed above) at block 326. Once 
in the intermediate server 30, the neW Web page is placed 
into the storage unit 40 With addressing therein in accor 
dance With the neW unique identi?er at block 328. The Web 
page is sent to the Workstation of the client Whose request 
Was received ?rst, at block 330. Here, the customer Would 
typically receive the Web page ?rst (typically as part of a 
Web document detailed above), as his request typically 
reaches the intermediate or proxy server 30 ?rst, since he 
initiated the subsequent cobroWsing to WWW.xyZ.com. 
(Alternately, should the agent’s request be received ?rst at 
the intermediate or proxy server 30, the step above, as Well 
as the steps beloW Would be reversed for customer and 
agent). 
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[0051] When the second request, from the other client, 
arrives at the intermediate or proxy server 30, at block 332, 
the unique identi?er in the request is used to ?nd the stored 
Web page of the same unique identi?er, at block 334. Once 
unique identi?ers are matched, the Web page is sent from the 
storage unit 40 to the second requesting client’s Workstation, 
at block 336. This second request here, is typically from the 
agent 22, as the customer 20 request reached the interme 
diate or proxy server 30 ?rst in this example, as detailed 
above. CobroWsing continues With the neW Web page being 
cobroWsed by the clients, at block 338, and can continue in 
this manner for as long as desired. 

[0052] In a preferred embodiment of the present invention 
in Which the footer described hereinabove is replaced With 
a broWser plug-in, preferably an active-xTM. This contains 
code not embedded in a Web page but Which is compiled. 
The plug-in performs all the functions of the footer by 
identifying HTML document events such as mouse and 
keyboard clicks. The plug-in may additionally identify any 
broWser event including non-mouse/keyboard events. Thus, 
co-broWsing based on the identi?cation of an expanded 
number of broWser events is possible. The plug-in operates 
at a level loWer than javascript and thus can capture a Wide 
range of broWser events. 

[0053] The plug-in is doWnloaded to the client at an initial 
stage and is loaded on the client When the customer Work 
station is doWnloaded to the customer client 20, as described 
hereinabove (FIGS. 2A,3A,3B The plug-in is loaded 
utiliZing an extra frame (plug-in frame) in the Workstation 
(not shoWn) containing a HTML command to initiate (ini 
tialiZe) the spoofy. The plug-in is doWnloaded and loaded 
(initialized) similarly on the agent side, utiliZing an extra 
frame. The plug-in communicates With the Traf?c Cop 
through the plug-in frames in the customer Workstation and 
the plug-in frame at the agent side. 

[0054] The plug-in registers for broWser events through its 
event manager through Which broWser events are passed— 
they may or may not be passed back to the broWser later. The 
event manager registers the event, identi?es the t event and 
passes it to an event handler Which modi?es (or does not 
modify) each event in accordance With its identi?cation. The 
event handler then passes these events to the Traf?c Cop via 
the plug-in frame to invoke the co-broWsing functionality 
for each event. When the event is passed to the opposite side 
via the DC server, as described hereinabove, the plug-in at 
that side deciphers and executes the broWser event in a 
similar Way. 

[0055] Non-limiting examples of the “events” Which the 
plug-in catches are as folloWs: 

[0056] J avascript links, for example, document loca 
tion=http://WWW.goto.com/index.html. 

[0057] Meta tag (auto redirect), for example, <META 
HTTP-EQUIV=Refresh CONTENT=“10; URL= 
http://AWWW.goto.com/P”>. 

[0058] Sites that cannot live in a frameset (and redirect 
themselves to the topmost frame)<Base HREF=_top> 
<BODY onload=“top.document.location=this.location”>. In 
this case the plug-in Will change the broWser event so that 
the frame does not appear top-most. 

[0059] Java Applets /ActiveX controls that surf the 
Web ie a navigation eg from ?ash. 
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[0060] In addition, the plug-in catches ?oating WindoWs 
(e.g WindoW.open <hftp://WWW.goto.com/index.html>),au 
tomatic ?lling of text ?elds in HTML forms 

[0061] Next, Previous (back,forWard) broWser navigations 
are also captured and forWarded to the other side. 

[0062] The methods and apparatus disclosed herein have 
been described With exemplary reference to speci?c hard 
Ware and/or softWare. The methods have been described as 
exemplary, Whereby speci?c steps and their order can be 
omitted and/or changed by persons of ordinary skill in the art 
to reduce embodiments of the present invention to practice 
Without undue experimentation. The methods and apparatus 
have been described in a manner suf?cient to enable persons 
of ordinary skill in the art to readily adapt other commer 
cially available hardWare and softWare as may be needed to 
reduce any of the embodiments of the present invention to 
practice Without undue experimentation and using conven 
tional techniques. 

[0063] While preferred embodiments of the present inven 
tion have been described, so as to enable one of skill in the 
art to practice the present invention, the preceding descrip 
tion is intended to be exemplary only. It should not be used 
to limit the scope of the invention, Which should be deter 
mined by reference to the folloWing claims. 

What is claimed is: 
1. A Method for coordinated broWsing of data objects 

from a Web application server, betWeen at least tWo clients, 
comprising: 

registering a broWser event from one of said clients; 

identifying said broWser event; 

forWarding said broWser event to another of said clients. 
2. The method of claim 1 additionally comprising: 

receiving said broWser event at said another of said 
clients; 

reproducing said broWser event at said another of said 
clients. 

3. The method of claim 1 Wherein said identifying said 
broWser event includes modifying said broWser event 
according to said identi?cation. 

4. The method of claim 1 Wherein said broWser event is 
a navigation event. 

5. A system for facilitating coordinated broWsing of data 
objects from a Web application server, betWeen at least tWo 
clients, comprising: 

a data collaboration server con?gured for holding and 
synchroniZing cobroWsing betWeen said clients; 

a signalling medium con?gured for forWarding broWser 
events betWeen each of said clients and said data 
collaboration server; 

a broWser plugin in each of said clients con?gured for 
registering broWser events and sending them to said 
signalling mechanism for forWarding by said data col 
laboration server Wherein each of said plugins in said at 
least tWo clients is con?gured to reproduce said 
broWser event. 

6. A system for facilitating coordinated broWsing of data 
objects from a Web application server, betWeen at least tWo 
clients, comprising: 
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a server for positioning intermediate said at least tWo 
clients and a network, said server comprising: 

a storage medium; and 

a processor, said processor programmed to: 

open a channel to at least one Web application server 
on a netWork, and retrieve at least one target data 
object from said at least one Web application 
server through said channel in accordance With a 
request for said data object from a ?rst client; 

provide at least one target data object retrieved from 
said at least one application server to a storage 

medium; 
transfer said at least one data object from said 

storage medium to said ?rst client; and 

transfer said at least one data object from said 
storage medium to a second client, in response to 
a corresponding request for said data object from 
said second client. 

7. The system of claim 6, additionally comprising a data 
collaboration server con?gured for holding and synchroniZ 
ing cobroWsing betWeen said clients. 

8. The system of claim 7 additionally comprising a 
broWser plugin in each of said clients con?gured for recog 
niZing broWser events and sending them to a signalling 
mechanism for forWarding by said data collaboration server 
Wherein each of said plugins in said at least tWo clients is 
con?gured to reproduce said broWser event. 

9. A method for facilitating coordinated broWsing of data 
objects from a Web application server on a netWork, betWeen 
at least tWo clients, comprising: 
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positioning a server intermediate said at least tWo clients 

and said netWork; 

opening a channel to at least one Web application server 
on a netWork, and retrieve at least one target data object 
from said at least one Web application server through 
said channel in accordance With a request for said data 
object from a ?rst client; 

providing at least one target data object retrieved from 
said at least one application server to a storage medium; 

transferring said at least one data object from said storage 
medium to said ?rst client; and 

transferring said at least one data object from said storage 
medium to a second client, in response to a correspond 
ing request for said data object from said second client. 

10. The method of claim 9, additionally comprising: 

providing a data collaboration server; and 

holding and synchroniZing cobroWsing betWeen said cli 
ents. 

11. The method of claim 10 Wherein said holding and 
synchroniZing cobroWsing betWeen clients includes provid 
ing a broWser plugin at each broWser of said at least tWo 
clients said plugin registering broWser events and sending 
them to a signalling mechanism for forWarding Wherein each 
of said plugins in said at least tWo clients is con?gured to 
recognize and reproduce said broWser event. 


