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(57) ABSTRACT 
A system and method for facilitating electronic commerce 
by securely providing certi?cate-related and other services 
including certi?cate validation and Warranty is disclosed. In 
a preferred embodiment, these services are provided Within 
the context of a four-corner trust model. The four-corner 
model comprises a buyer, or subscribing customer, and a 
seller, or relying customer, Who engage in an on-line trans 
action. The buyer is a customer of a ?rst ?nancial institution, 
or issuing participant. The issuing participant operates a 
certi?cate authority and issues the buyer a hardWare token 
including a private key and a digital certi?cate signed by the 
issuing participant. The seller is a customer of a second 
?nancial institution, or relying participant. The relying par 
ticipant operates a certi?cate authority and issues the buyer 
a hardWare token including a private key and a digital 
certi?cate signed by the relying participant. The system also 
includes a root certi?cate authority that operates a certi?cate 
authority that issues digital certi?cates to the issuing and 
relying participants. At the time of a transaction, the buyer 
creates a hash of the transaction data, signs the hash, and 
transmits the transaction data, the signature, and its digital 
certi?cate to the seller. The seller may then request system 
services via a connection With its ?nancial institution, the 
relying participant. The system services may include a 
certi?cate status check service and a Warranty service. The 
certi?cate status check service alloWs the relying customer 
to validate the subscribing customer’s certi?cate. The War 
ranty service alloWs the relying customer to receive a 
collateral-backed Warranty that the subscribing customer’s 
certi?cate is valid. Each participant and the root entity is 
provided With a transaction coordinator for combining ser 
vices and operations into a single transaction having the 
qualities of atomicity, consistency, isolation, and durability. 
The transaction coordinator provides a single consistent 
interface for certi?cate-status messages and requests, as Well 
as messages and requests relating to other services. 
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SYSTEM AND METHOD FOR PROVIDING 
CERTIFICATE VALIDATION AND OTHER 

SERVICES 

[0001] This application claims priority from US. provi 
sional patent application serial No. 60/231,319, ?led Sep. 8, 
2000, entitled Transaction Coordinator Certi?cate Status 
Check (CSC) Protocol De?nition, Transaction Coordinator 
Messaging Protocol De?nition, and Transaction Coordinator 
Requirements, Which is hereby incorporated by reference. 
This application is also a continuation of US. patent appli 
cation Ser. No. 09/657,605, ?led Sep. 8, 2000, entitled 
System and Method for Providing Certi?cate Validation and 
Other Services, Which claimed priority to US. provisional 
patent application serial No. 60/153,726, ?led Sep. 13, 1999, 
entitled Transaction Coordinator for Certi?cate Status 
Checking and Other Services; US. provisional patent appli 
cation serial No. 60/153,724, ?led Sep. 13, 1999, entitled 
Transaction Coordinator Requirements and High Level 
Design; and US. provisional patent application serial No. 
60/153,203, ?led Sep. 10, 1999, entitled System and Process 
for Certi?cation in Electronic Commerce, all of Which are 
hereby incorporated by reference. 

FIELD OF THE INVENTION 

[0002] This invention relates generally to the ?eld of 
facilitating electronic commerce by providing services via a 
public key infrastructure. 

BACKGROUND OF THE INVENTION 

[0003] The World of electronic commerce has created neW 
challenges to establishing relationships betWeen contracting 
parties. One of those challenges springs from the fact that 
the parties to the transaction cannot see or hear each other, 
and cannot otherWise easily con?rm each other’s identity 
and authority to act. 

[0004] One remedy for this problem is to provide each 
contracting party With a private key for signing transmitted 
messages. The signing party makes available an associated 
public key that decrypts messages signed With the party’s 
private key, and thus enables a receiving party to con?rm the 
identity of the sender. 

[0005] But the sender’s public key may not be knoWn a 
priori to the recipient. In that event, the sender may transmit 
With its signed message a digital certi?cate issued by a 
certi?cate authority. The certi?cate is itself a signed elec 
tronic document (signed With the private key of the certi? 
cate authority) certifying that a particular public key is the 
public key of the sender. 

[0006] In some cases, the recipient may be unfamiliar With 
the public key of the certi?cate authority or may not knoW 
Whether the certi?cate is still valid. In that event, the 
recipient may Wish to check the authenticity and validity of 
the certi?cate With an entity that it trusts. One knoWn 
protocol for checking certi?cate status is the on-line certi? 
cate status protocol (OCSP). 

SUMMARY OF THE INVENTION 

[0007] A system and method are disclosed for facilitating 
electronic commerce by securely providing certi?cate-re 
lated and other services including certi?cate validation and 
Warranty. In a preferred embodiment, these services are 
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provided Within the context of a four-corner trust model. The 
four-corner model comprises a buyer, referred to as the 
subscribing customer, and a seller, referred to as the relying 
customer, Who engage in an on-line transaction. The buyer 
is a customer of a ?rst ?nancial institution, referred to as an 
issuing participant. The issuing participant acts as a certi? 
cate authority for the buyer and issues the buyer a hardWare 
token including a private key and a digital certi?cate signed 
by the issuing participant. The seller is a customer of a 
second ?nancial institution, referred to as the relying par 
ticipant. The relying participant acts as a certi?cate authority 
for the seller and issues the buyer a hardWare token includ 
ing a private key and a digital certi?cate signed by the 
relying participant. The system also includes a root certi? 
cate authority that issues digital certi?cates to the issuing 
and relying participants. 

[0008] At the time of a transaction, the buyer creates a 
hash of the transaction data, signs the hash, and transmits the 
transaction data, the signature, and its digital certi?cate to 
the seller. The seller may then request system services via a 
connection With its ?nancial institution, the relying partici 
pant. 

[0009] In a preferred embodiment, these system services 
may include a certi?cate status check service and a Warranty 
service. The certi?cate status check service alloWs the 
relying customer to validate the subscribing customer’s 
certi?cate. The Warranty service alloWs the relying customer 
to receive a collateral-backed Warranty that the subscribing 
customer’s certi?cate is valid. Detailed message ?oWs for 
providing these services are provided in the detailed descrip 
tion. 

[0010] In a preferred embodiment, each participant and 
the root entity is provided With a transaction coordinator for 
combining services and operations into a single transaction 
having the qualities of atomicity, consistency, isolation, and 
durability. The transaction coordinator provides a single 
consistent interface for certi?cate-status messages and 
requests, as Well as messages and requests relating to other 
services. As a result, the present invention provides the 
necessary ?exibility to permit centraliZed and consistent 
capture of transactional information relating to a plurality of 
offered services for audit and non-repudiation purposes. In 
addition, the present invention facilitates the integration of 
additional services and provision of those services to cus 
tomers. 

[0011] The disclosed transaction coordinator provides a 
single interface to facilitate electronic communications 
amongst banks or other ?nancial institutions or betWeen 
banks or other ?nancial institutions and their customers. The 
transaction coordinator also provides a single entry point for 
customers to obtain certi?cate-check services and provides 
the ?exibility to add neW business application services, such 
as Warranty service, payment guarantee service, or certi?ed 
mail service, While still providing a single entry point for 
these additional services. It is preferably designed to be 
easily extended to support additional services as they are 
created. 

[0012] The disclosed transaction coordinator provides 
parsing, ?oW control, and error handling for the present 
messaging infrastructure and acts as a message sWitch to 
route message components to an appropriate system service 
(e.g., to an OCSP responder, Warranty engine, etc.). In 
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addition, it collates responses from these services into a 
consolidated response and dispatches the responses to 
requesting clients. 

[0013] The disclosed transaction coordinator also records 
billing data for the certi?cate check service or other services 
in a centraliZed general fashion. Because all of the banks and 
other ?nancial institutions have their oWn requirements for 
billing, the billing data can be extracted and modi?ed to an 
individual ?nancial institution’s needs by Writing simple 
extraction functions. 

[0014] The disclosed transaction coordinator also alloWs 
banks or other ?nancial institutions to cross-charge each 
other for different types of transactions as needed. Further, 
the disclosed transaction coordinator alloWs for the integra 
tion of commercial off-the-shelf softWare applications and 
provides a single electronic signing service to electronically 
sign and verify documents. 

[0015] In addition, the disclosed transaction coordinator 
isolates all core services, thereby promoting reuse of com 
ponents and simplifying the maintenance and enhancements 
of these services. The disclosed transaction coordinator does 
not require changing the on-line certi?cation check func 
tionality that Would render it non-standard and might result 
in vendor locking and implementation delays. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] These and other objects, features, and advantages 
of the present invention Will be better understood When 
taken in conjunction With the folloWing detailed description 
and accompanying draWings in Which: 

[0017] FIG. 1 is a block diagram of a preferred embodi 
ment of the four-corner model employed by the present 
system; 

[0018] FIG. 2 is a block diagram depicting components 
preferably provided at entities in the four-corner model; 

[0019] FIG. 3 is a block diagram of a preferred embodi 
ment of a transaction coordinator; 

[0020] FIG. 4 is a composite block/?oW diagram that 
demonstrates certain aspects of transaction coordinator 
operation in a preferred embodiment; 

[0021] FIG. 5 is a composite block/?oW diagram depict 
ing preferred operation of the signing component of a 
transaction coordinator; 

[0022] FIG. 6 is a composite block/?oW diagram demon 
strating a preferred embodiment of the steps performed by a 
transaction coordinator in performing a certi?cate status 

check; 
[0023] FIG. 7 is a composite block/?oW diagram illus 
trating a preferred embodiment of the transaction ?oW for 
validating a certi?cate; 

[0024] FIG. 8 is a composite block/?oW diagram illus 
trating the transaction ?oW for one preferred embodiment of 
a Warranty service; 

[0025] FIG. 9 is a composite block/?oW diagram of a 
preferred embodiment of server-side authentication; 

[0026] FIG. 10 is a composite block/?oW diagram of a 
preferred embodiment of client-side authentication; 
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[0027] FIG. 11 is a composite block/?oW diagram illus 
trating a preferred message authentication process; 

[0028] FIG. 12 is a composite block/?oW diagram of a 
preferred embodiment of the security-relevant ?oWs asso 
ciated With components of a transaction coordinator; 

[0029] FIG. 13 is a composite block/?oW diagram that 
depicts the (estimated) siZes of messages that are passed 
betWeen system entities in a preferred embodiment; 

[0030] FIG. 14 is a composite block/?oW diagram that 
depicts the transaction ?oWs for an OCSP-proxy centric 
embodiment of the present system. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0031] The present disclosure relates to a system that 
alloWs ?nancial institutions to securely perform electronic 
certi?cate status checks and other services for their custom 
ers. In a preferred embodiment, the disclosed system 
employs a four-corner trust model to provide these services. 
Apreferred embodiment of the four-corner model employed 
by the present system is shoWn in FIG. 1. 

[0032] As shoWn in FIG. 1, the four-corner model com 
prises a ?rst institution 102 and a second institution 104. 
First institution 102 is referred to as the “issuing participant” 
because it is a participant in the present system and issues 
smart cards to its customers, as described beloW. Second 
institution 104 is referred to as the “relying participant” 
because it is a participant in the present system and its 
customers rely on representations made by issuing partici 
pant 102 and issuing participant 102’s customers, as 
described beloW. Participants 102, 104 are typically banks or 
other ?nancial institutions. 

[0033] Also shoWn in FIG. 1 are a ?rst customer 106, and 
a second customer 108. First customer 106 and second 
customer 108 are preferably customers of issuing participant 
102 and relying participant 104, respectively. First customer 
106 is referred to as the “subscribing customer” because it 
subscribes to services provided by issuing participant 102. 
Second customer 108 is referred to as the “relying customer” 
because it relies on representations made by both issuing 
participant 102 and subscribing customer 106. 

[0034] Also shoWn in FIG. 1 is a root entity 110. Root 
entity 110 is typically an organiZation that establishes and 
enforces a common set of operating rules for facilitating 
electronic commerce and electronic communications. Root 
entity 110 may be oWned jointly by a plurality of banks 
and/or other ?nancial institutions that have agreed to adhere 
to these operating rules. One exemplary embodiment of such 
a root entity is described in copending application Ser. No. 
09/502,450, ?led Feb. 11, 2000, entitled System and Method 
for Certi?cation-Related and Other Services, Which is 
hereby incorporated by reference. 

[0035] FIG. 2 is a block diagram depicting components 
preferably provided at entities in the four-corner model. As 
shoWn in FIG. 2, participants 102, 104 and root entity 110 
are each provided With a transaction coordinator 202 that 
serves as a gateWay for transmitting and receiving all 
inter-entity messages related to services provided by the 
present system. As described in more detail beloW, transac 
tion coordinators 202 provide a single interface to issuing 
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participant 102’s and relying participant 104’s on-line ser 
vices, and implement safeguards necessary to ensure secure 
electronic communications betWeen transaction coordina 
tors 202 and other entities in the four-corner model. One 
preferred embodiment of a transaction coordinator 202 is 
described beloW in connection With FIGS. 3-6. 

[0036] Participants 102, 104 and root entity 110 are each 
further preferably provided With an OCSP responder 204 
and hardWare security module (HSM) 206. Exemplary 
requirements for an OCSP responder 204 are described 
beloW. HSM 206 is adapted to sign messages and verify 
signatures on messages, as described beloW, in connection 
With FIG. 6. 

[0037] In addition, each participant 102, 104 and root 
entity 110 is further preferably provided With a billing data 
database 208 (connected to a bank billing application 210 in 
the case of participants 102, 104), a raW transaction log, 212, 
a customer data database 214, a risk manager 216 (con 
nected to customer data database 214), and a second hard 
Ware security module 218, each of Which is connected to 
transaction coordinator 202. 

[0038] As further shoWn in FIG. 2, relying customer 108 
is preferably provided With a Web server 220 that is adapted 
to receive and transmit information via the Internet. Relying 
customer 108 is further preferably provided With a bank 
interface 222 for communicating With relying participant 
104, as described in more detail beloW. One preferred 
embodiment of bank interface 222 (as Well as additional 
components preferably provided at the relying customer) is 
described in copending US. patent application Ser. No. 
09/657,604, ?led Sep. 8, 2000, entitled System and Method 
for Facilitating Access By Sellers to Certi?cate-Related and 
Other Services, Which is hereby incorporated by reference. 
Relying customer 108 is preferably further provided With a 
hardWare security module 230 for signing and verifying 
system messages. 

[0039] As further shoWn in FIG. 2, subscribing customer 
106 is preferably provided With a Web broWser 224 for 
broWsing the Internet and a smart card 226 (and associated 
reader) for signing digital messages, as described beloW. 

[0040] In a preferred embodiment, each system entity is 
provided With tWo digital certi?cates (and corresponding 
private keys) to facilitate authentication: An identity certi? 
cate (also referred to, in some cases, as a Warranty certi? 
cate) and a utility certi?cate. In addition, in a preferred 
embodiment, each transaction coordinator 202 is preferably 
provided With its oWn identity certi?cate and utility certi? 
cate and associated private keys. 

[0041] The identity private key is used to produce digital 
signatures that are required by root entity 110 as evidence of 
an entity’s contractual commitment to the contents of an 
electronic transaction. A certi?cate chain is needed to sup 
port operations using this key. The status of the identity 
certi?cate may be obtained by authoriZed entities, as 
described beloW. 

[0042] The utility private key is used to produce digital 
signatures that alloW additional transactional security. Typi 
cally, utility certi?cates are used to support secure socket 
layer sessions, to sign S/MIME messages, and for other 
utility applications. A certi?cate chain is also needed to 
support operations using the utility key. The status of the 
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utility certi?cate, hoWever, may not be available to a 
requestor. Throughout this document, the term “certi?cate” 
refers to an identity certi?cate unless otherWise stated. 

[0043] In a preferred embodiment, subscribing customer 
106’s digital certi?cates and associated private keys are 
provided to it by issuing participant 102. Issuing participant 
102 preferably issues smart cards or other suitable instru 
ments to subscribing customer 106 that include at least the 
private key associated With the subscribing customer’s iden 
tity certi?cate. If desired, the smart card may also include the 
subscribing customer’s identity certi?cate. Preferred speci 
?cations for the smart card, its manufacture, and contents are 
described in US. provisional patent application serial No. 
60/224,994, ?led Aug. 14, 2000, entitled Signing Interface 
Requirements, Smart Card Compliance Requirements, War 
ranty Service Functional Requirements, and Additional Dis 
closure, Which is hereby incorporated by reference. 

[0044] FIG. 3 is a block diagram of a preferred embodi 
ment of a transaction coordinator 202. As shoWn in FIG. 3, 
transaction coordinator 202 preferably comprises an inter 
face 302 comprising tWo components: a TC request manager 
304 and a transport services component 306. Interface 302 
passes communications to and from a plurality of service 
modules 308 and core components 310. Service modules 
308 preferably include a certi?cate status check module 312, 
Warranty service module 314, a payment guarantee module 
316, and may comprise other service modules 318 for 
providing additional services. Core components 310 prefer 
ably include a logging component 320, a billing component 
322, and a signing component 324. 

[0045] Transport services component 306 provides a 
single entry point into the transaction coordinator and acts as 
an isolation layer betWeen a requestor and the transaction 
coordinator’s service modules and core components. 
Request manager 304 receives service requests from trans 
port services component 306 and forWards them to appro 
priate service modules and/or core components, as described 
in more detail beloW. 

[0046] The function of certi?cate status check service 312 
is to validate the certi?cates of entities Within system 200 of 
FIG. 2. The function of Warranty service 314 is to guarantee 
the identity of an entity that signs an electronic communi 
cation relating to a particular business transaction. In a 
preferred embodiment, the participant providing the War 
ranty, typically issuing participant 102, accepts ?nancial 
responsibility for some or all of the transaction amount if it 
is later discovered that subscribing customer 106 did not 
execute a digital signature created With the subscribing 
customer’s private key. 

[0047] The function of payment guarantee service 316 is 
to further decrease the risk associated With a transaction by 
providing relying customer 108 With immediate con?rma 
tion of subscribing customer 106’s ability to ful?ll a ?nan 
cial obligation. In addition, issuing participant 102 may 
issue a payment guarantee for some or all of the transaction 
amount if for some reason subscribing customer 106 fails to 
pay relying customer 108. Payment services may also be 
established as described in copending US. patent applica 
tion Serial No. 09/657,622, ?led Sep. 8, 2000, entitled 
System and Method for Providing Payment Services in 
Electronic Commerce, Which is hereby incorporated by 
reference. 
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[0048] The function of certi?ed mail service 318 is to 
support off-line transactions. Off-line transactions occur 
When the receiving entity, instead of servicing the request 
immediately, puts the request in a processing queue. Typi 
cally, an acknowledgment of receipt is sent to the requestor. 
This scenario may preferably be implemented When the 
transaction volumes are so large that it is not feasible to 
provide on-line responses to every request. Certi?ed mail 
service 318 may preferably be used to satisfy requests 
betWeen relying customer 108 and relying participant 104, 
relying participant 104 and issuing participant 102, and any 
request made to root entity 110. 

[0049] The function of logging component 320 is to log all 
service requests and OCSP responses in a raW transaction 
log 58 (see FIG. 5) for non-repudiation and security auditing 
purposes. 

[0050] The function of billing component 322 is to create 
and store a transaction billing history for messages 
(responses and requests) received by transaction coordinator 
202. Preferred operation of these modules and components 
is further described beloW. 

[0051] FIG. 4 is a composite block/?oW diagram that 
demonstrates certain aspects of transaction coordinator 
operation in a preferred embodiment. As shoWn in FIG. 4, 
in step 4002, transport services component 306 of transac 
tion coordinator 202 receives a service request from another 
system entity and sends the service request to request 
manager 304. In step 4004, request manager 304 checks to 
see if the service request format is valid. If the service 
request format is valid, request manager 304 requests infor 
mation on the requestor, the billing data, and the service 
request type by calling a message validation module 404. 
Message validation module 404 calls a parser component 
406 to eXtract the relevant information from the raW service 
request. 

[0052] In step 4006, request manager 304 calls an authen 
tication module 408 to authenticate the requestor. Authen 
tication module 408 is described in more detail beloW. 

[0053] In step 4008, authentication module 408 authenti 
cates the requestor by calling signing component 324 of 
transaction coordinator 202 Which, in turn, calls hardWare 
security module 218. Apreferred structure and operation for 
signing component 324 is described in more detail beloW. 

[0054] In step 4010, authentication module 408 calls cer 
ti?cate status check component 414 that in turn calls an 
OCSP responder 204 to perform a certi?cate status check on 
the requestor. A preferred structure and operation for cer 
ti?cate status check component 414 is described in more 
detail beloW. 

[0055] In step 4012, authentication module 408 calls a 
customer authoriZation check module 418 to verify that the 
requestor is authoriZed to place the service request. A 
preferred structure and operation for customer authoriZation 
check module 418 is described in more detail beloW. 

[0056] In step 4014, request manager 304 calls logging 
component 320 to log the raW service request for non 
repudiation purposes. In a preferred embodiment, messages 
stored in the raW transaction log are stored in either ASN.1 
or XML format. 
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[0057] In step 4016, request manager 304 forWards any 
billing data necessary to appropriately bill for services 
provided to billing component 322 to for logging in the 
billing log. 

[0058] In step 4018, request manager 304 forWards the 
service request to a service request router 426. In step 4020, 
service request router 426 calls an appropriate service mod 
ule 308 to ful?ll the request. 

[0059] In step 4022, a service response is received by 
service request router 426 from the service module that Was 
called in step 4020. Service request router 426 forWards the 
service response back to request manager 304 Which, in turn, 
sends the service response to transport services components 
306. Transport services component 306 forWards the service 
response to the entity that made the service request. 

[0060] FIG. 5 is a composite block/?oW diagram depict 
ing preferred operation of signing component 324. Signing 
component 324 preferably provides a single interface to 
different signing devices, such as smart cards and hardWare 
security modules, and uses cryptographic processing to 
verify signatures. 

[0061] Turning to FIG. 5, When a request is received by 
signing component 324 in step 5002, signing component 
324 determines Whether it is a request for signature or for 
veri?cation. If the request is for veri?cation, signing com 
ponent 324 sends the request to a hardWare security module 
218 for veri?cation (step 5004). In step 5008, hardWare 
security module 218 responds to this request With a signa 
ture veri?cation response to signing component 60. 

[0062] If the request is to sign a document, signing com 
ponent 324 sends the request (Which should include the 
document to be signed) to hardWare security module 218 for 
signature (step 5006). In step 5010, hardWare security mod 
ule 218 responds to this request by signing the document and 
returns the signed document to signing component 324. 
Finally, in step 5012, signing component 324 returns the 
signature-veri?cation response or signed document to the 
component that made the request. 

[0063] FIG. 6 is a composite block/?oW diagram demon 
strating a preferred embodiment of the steps performed by a 
transaction coordinator 202 in performing a certi?cate status 
check. In step 6002, certi?cate check service module 312 
receives an unparsed certi?cate status check request from 
service router 426 and forWards it to a parser component 406 
that eXtracts the relevant customer information (comprising 
the certi?cate to be checked) from the request. In step 6004, 
certi?cate check service module 312 obtains any additional 
service-speci?c ful?llment information from a customer 
database 606. 

[0064] In step 6006, if the certi?cate to be checked 
belongs to a customer of the participant Whose transaction 
coordinator 202 received the request, certi?cate check ser 
vice module 312 hands the request off to a local-customer 
handler 602. OtherWise, certi?cate check service module 
312 hands the request off to a non-local-customer handler 
610. 

[0065] In those cases Where local-customer handler 602 
handles the request, the system proceeds to step 6008, Where 
local customer handler 602 sends a certi?cate check request 
to a certi?cate status check component 312. Certi?cate 
















































