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NETWORK SERVER CARD AND METHOD FOR 
HANDLING REQUESTS RECEIVED VIAA 

NETWORK INTERFACE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is a continuation-in-part of 
Phillips et al. US. patent application Ser. No. 09/638,774 
?led on Aug. 15, 2000, entitled “Network Server Card and 
Method for Handling Requests Via a NetWork Interface” 
that is expressly incorporated herein by reference in its 
entirety including the contents of any references contained 
therein. 

FIELD OF THE INVENTION 

[0002] The present invention generally relates to the ?eld 
of server systems for handling requests from multiple users 
in a netWork environment. More particularly, the present 
invention concerns apparatuses and methods for ef?ciently 
providing specialiZed services to requesters in a netWork 
environment through request distribution. 

BACKGROUND OF THE INVENTION 

[0003] As the Internet expands, so too are the potential 
number of users that simultaneously seek access to particu 
lar Internet resources (e.g., a particular Web site/address). 
Thus, operators of Internet sites are Well advised to arrange 
their systems in a manner such that the current and future 
expanded versions of the system hardWare relied upon to 
deliver site resources to users are capable of responding to 
a potentially high volume of user requests. 

[0004] As the population of Web users groWs, the number 
of concurrent clients that a single Web server must support 
similarly groWs. It is noW routine for a “single site” to have 
peak load access demands far exceeding the capacity of a 
single server. Users of such a site desire the illusion of 
accessing a single server that has consistent information 
about each user’s past transactions. Furthermore, every 
distinct user should access the apparent single server using 
a same name. The challenge is to handle request processing 
load such that users are unaffected by any undesirable 
side-effects of handling high request volume and high data 
traf?c volume associated With responding to the requests. 

[0005] Web servers today are faced With increasing 
demand to provide audio/video materials, such as MP3, 
MPEG and Quicktime ?les. Such ?les are considerably 
larger than simple Web pages. The combination of more 
users demanding larger ?les presents a potentially over 
Whelming demand for vastly increased data volume han 
dling capabilities in Web servers. More servers are needed to 
handle the increasing data retrieval and transmission Work 
load. 

[0006] Solutions have been implemented that share a 
common goal of dividing the Workload of the single virtual 
server over many actual servers. It is desired that the 
Workload of responding to multiple user requests be divided 
in a transparent manner so that the division is not visible to 
the customer. HoWever, load-balancing mechanisms have 
limited or no knoWledge With regard to the context or prior 
history of the messages they are trying to distribute. Existing 
solutions have chosen betWeen overly restricting the 
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requests that can be processed by particular servers, thereby 
limiting the ability to evenly balance the traf?c load. In other 
instances Work is divided betWeen servers operating in 
ignorance of each other. 

[0007] There are at least four knoWn approaches for 
dealing With the aforementioned problems encountered as a 
result of high user load. The oldest is server mirroring that 
involves replicating content across multiple sites. Users are 
encouraged to select a speci?c server that is closest geo 
graphically to them. Because the load distribution is volun 
tary it is not very ef?cient. SynchroniZing the content of all 
servers across all sites is problematic and time consuming. 
Generally this approach is considered suitable only for 
non-commercial information distribution. 

[0008] Second, a distributed naming service (DNS) 
approach accepts requests from many clients and translates 
a single Domain Name in the requests to an Internet Protocol 
(IP) address. Rather than returning a same address to all 
clients, multiple servers are designated, With each client 
receiving an IP address of only a particular single server 
from the available servers. The IP addresses supplied Within 
the DNS ansWers are balanced With the goal of evenly 
dividing the client load amongst the available servers. Such 
distributed processing methods are inexact due to remote 
caching. Furthermore, problems arise With regard to ensur 
ing that related requests from the same client issued at 
different times result in a connection to the same server. 
Traf?c to the DNS server is increased because DNS queries 
are increased. This second approach demonstrates that 
merely duplicating hardWare Will not meet a need for 
additional throughput in a server resource/system. Addition 
ally, because later queries from the same user could easily go 
to a different server, all Work must be recorded on shared 
storage devices. Such additional storage devices could be 
additional database or ?le servers, or devices on a storage 
area netWork. 

[0009] Third, OSI layer 3 (netWork) and layer 4 (transport) 
sWitching solutions distribute connections across multiple 
servers having similar capabilities (though possibly differing 
load handling capacity). Entire sessions are distributed to a 
particular server regardless of the type of request. Because 
a layer 3 or 4 sWitch is not an actual participant in any of the 
protocol sessions going through it, and because it is of a 
simpler and more specialiZed design than the actual servers, 
it cannot fully understand the protocols that it implements. 
It cannot With full certainty understand the types of requests 
it sees. Though limited examination of packet contents may 
occur, the majority of such sWitches do not examine the 
content of packets that pass through them. 

[0010] An FTP (File Transfer Protocol) ?le transfer is one 
example Where limited examination may occur. Some layer 
3 sWitches are con?gured With enough knoWledge of the 
FTP protocol to recogniZe the description of a second 
connection buried Within the payload of a packet transferred 
via a ?rst connection. Others merely assume that all con 
nections betWeen a pair of IP addresses are for the same user. 
The former approach requires the sWitch to stay current With 
all neW application protocols, and cannot Work With 
encrypted payloads. The latter presents the problem of 
requiring all users Working behind a single ?reWall using 
Port NetWork Address Translation (PNAT), or masquerad 
ing, to be considered as a single user. Given that the goal of 
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load balancing is to evenly distribute the Workload, unpre 
dictability in hoW much Work is being committed to a single 
server With a given dispatch presents a problem. This 
example illustrates the de?ciencies in the prior knoWn 
systems that are limited to sWitching functionality rather 
than delegating execution of requests for resources to spe 
cialiZed processors/processes. 
[0011] Once a session is initiated it is assigned to a 
particular server based on very little context information. 
Typically the context information includes only the address 
ing information Within the initial packet itself Without the 
bene?t of knoWing the substance of any queries to customer 
databases or other records. In particular it is not practical for 
the sWitch to distinguish betWeen a single user and an entire 
building of users sharing a single IP address. Thus, an initial 
assignment may be supplemented only by limited analysis of 
later packets to identify packets belonging to the same 
session. This distribution scheme is carried out by a sWitch 
having very limited analytical capabilities. 
[0012] Other prior load distribution solutions conduct only 
limited analyses to determine the type of a request received 
by the server system after a session is initiated and assigned 
to a particular server. Furthermore, providing a set of equally 
capable servers is a potentially expensive solution that is 
likely considered too expensive for many potential Internet 
service providers. Sharing results through direct back chan 
nel communications or sharing of database, ?le or storage 
servers is still required for these solutions. 

[0013] In a fourth knoWn attempt to distribute requests for 
resources over distributed network servers, server clusters 
distribute Work internally over an internal communications 
bus that is typically a sWitched access bus. Communications 
to the external netWork interface are performed via a single 
centraliZed server. Thus, While distributing the computa 
tional load, the fourth knoWn option introduces a potential 
data communications bottleneck at the centraliZed commu 
nication server. 

[0014] The ?rst three solutions divide a single virtual 
server’s Workload into multiple user sessions. Such prior 
knoWn solutions attempt to ensure that all traf?c for a given 
user session is handled by a single actual server While 
attempting to distribute the Work load evenly over the entire 
set of actual servers. These goals are incompatible in the 
prior knoWn systems. Mirroring, because it relies upon the 
user identifying the targeted server, is excellent at ensuring 
only one actual server deals With a given user, but the only 
mechanism for balancing load betWeen the servers is the 
process of users shifting betWeen servers out of frustration. 
Layer 3 sWitch solutions achieve load balancing, but at the 
cost of failing to identify all parts of a single user’s inter 
action With the server. The fourth solution avoids these 
problems by having a single server delegate Work, but limits 
the scope of this optimiZation by remaining a single com 
munications bottleneck. 

[0015] Thus, While a number of solutions have been 
implemented to deal With the problem of explosive groWth 
in the popularity and volume of use of the Internet and the 
resident Web sites, none provide a solution to the increased 
cost and overhead associated With distributing user Work 
load addressed to a single apparent resource that is, in 
actuality, distributed across multiple processors. 

[0016] It is further noted that today many Internet servers 
are deployed almost exclusively to distribute stored content. 
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In other Words, such servers execute one task-delivering data 
stored on a memory drive to a requesting client over the 
Internet. Such servers are structured on a request-load 
process-deliver model. The server application on a server 
host machine accepts a request for content from a client. In 
response, the server application loads the requested content 
from a memory drive into process memory space reserved 
for the server application on the host. After loading the 
content into process memory space, the server application 
processes the content, and then the server delivers the 
processed content to the client. 

[0017] Ideally, content providers Would prefer utiliZing as 
feW server machines as possible to deliver content to Inter 
net clients. HoWever, in the case of streaming data (e.g., 
video, audio, etc.) the process of accepting a request, loading 
content and then delivering the content consumes nearly all 
of the processor’s capacity serving only a single Gigabit 
Ethernet port. When multiple Gigabit Ethernet ports are 
provided for a single server application, the processor 
becomes a system bottleneck. As a result, streaming content 
servers often require multiple replicas to provide satisfactory 
bandWidth to client/users. 

[0018] Many factors contribute to this bottleneck. Packets 
on both the internal netWork (Where the stored content is 
accessed) and external netWork (Where the clients are 
located) arrive interleaved, fragmented and even out-of 
order. The received packets must be processed by the host 
operating system. In addition to the inherent Work of de 
fragmenting the incoming packets, processing the packets 
by the host operating system involves sWitching betWeen 
user and system memory maps and quite likely copying data 
betWeen the user memory space and system memory space. 
Furthermore, because of successive layering of protocols, it 
is common to apply a variety of checksum or CRC algo 
rithms to different portions of the payload With different 
degrees of reliability. For example, When a higher layer 
protocol speci?es an end-to-end 32-bit checksum, it cannot 
eliminate an inadequate 16-bit checksum speci?ed by a 
loWer level protocol. Hence both must be generated and 
checked. A number of system architectures attempt to 
address the processor bottleneck problem by optimiZing the 
path betWeen a netWork interface and a processing applica 
tion. These include Virtual Interface Architecture (VIA), 
In?niband Architecture (IBA), Warp and Microsoft’s Win 
sock Direct. 

[0019] The folloWing comprises a discussion of the clas 
sical method for a server responding to client requests in an 
IP environment. In classic server design, IP datagrams arrive 
at multiple netWork interface cards (NICs). Each NIC deals 
With only one communication protocol. A typical server 
includes NICs for dealing With the external IP netWork 
(almost alWays Ethernet) and separate ones for dealing With 
an internal storage-oriented netWork. The internal storage 
oriented netWork may be Ethernet/IP oriented, in Which case 
it is possible to apply a NAS (netWork attached storage) 
strategy to access netWork ?le servers over the internal 
netWork. Alternatively the internal netWork may be a spe 
cialiZed Storage Area NetWork (SAN), such as Fibre Chan 
nel. The servers on these netWorks typically provide block 
level services, rather than ?le-oriented services. 

[0020] For an Ethernet/IP interface, the classic solution 
exhibits the folloWing characteristics. Buffers for incoming 
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traf?c are allocated from a system memory pool on a per 
device basis, Without regard to the eventual destination. 
After the Ethernet frame has been collected and validated, it 
is passed in FIFO order to the host operating system’s 
protocol stacks. The host operating system’s protocol stacks 
perform all required segmentation and re-assembly to 
deliver messages to the requesting application process. This 
must be based upon information Within the reassembled 
packet. Typically this involves one or more copy operations 
to create an in-memory image of the complete buffer. 
Alternatively, more complex interfaces can be used to pass 
a “scatter/gather list” to the application. This results in more 
complex application code, or postponing coalescing the 
message fragments to the application code. 

[0021] The Work involved in transferring netWork payload 
through a Host Operating System protocol stack can be so 
time consuming, especially With sWitches betWeen system 
and user memory space, that a single processor server can be 
almost totally consumed merely getting netWork traf?c 
betWeen a Gigabit Ethernet NIC and to applications. This 
leaves almost no processing resources for an application to 
actually accomplish any true data processing. 

[0022] A virtual interface (VI) alloWs a NIC to directly 
post results to user memory. This alloWs a complete message 
to be assembled directly in the application’s buffers Without 
kernel/user mode sWitching or intermediate copying. VI 
interfaces support tWo delivery modes: send and remote 
direct memory access (RDMA). Send delivery mode is 
based upon a connection. The incoming data is paired With 
application read requests and transferred directly to the 
application memory. Successive reads consume requests, 
and reads are pre-issued. During RDMA delivery the request 
supplies a memory key validating its access to the target 
application memory space and an explicit offset Within that 
target memory space. An RDMA interface alloWs a ?le 
server to utiliZe an out-of-order delivery strategy. Frag 
mented ?les are read from disk drives in the most convenient 
order. Being restricted to reading them in the “correct” order 
Would require server-side buffering and/or more passes of 
the drive heads. Out-of-order delivery also enhances/sup 
ports striping of material across multiple drives. Without the 
need to synchroniZe multiple sources it is easier to get the 
multiple sources to deliver requested data in parallel. 

[0023] VI and similar interfaces (such as In?niBand) 
provide improvements over the classic via-kernel methods. 
HoWever, they still exhibit signi?cant draWbacks. First, VI 
and In?niBand (IB) require buffers to be pre-allocated for 
each pending read. When applied only over the internal 
storage netWork this creates only relatively minor problems. 
HoWever, When dealing With remote clients over the public 
external netWork long delays can be expected. Furthermore, 
pre-allocating distinct buffers for 10,000 active clients is 
Wasteful When, for example, it can be predicted With near 
statistical certainty that no more than 500 of them Will 
respond in the immediate future. The time betWeen each 
client action and the time required to process each client 
request alloWs a single buffer to be re-used potentially many 
times. HoWever, under VI and other similar RDMA proto 
cols a buffer is locked doWn for a single client from before 
the time the request is issued until the request is fully 
satis?ed. Second, under VI and IB the NIC obtains from a 
kernel agent the mapping data required to translate virtual 
memory addresses to physical memory for each client. 
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Obtaining this information, and ensuring that it is “locked 
doWn” so that it cannot be moved or sWapped out of 
memory, involves a time-consuming negotiation With the 
kernel agent. One VI-derived solution, the In?niband Archi 
tecture, has added “Memory WindoWs” to provide logical 
slices of memory that are only kernel registered once but 
have ?ner-grained rights access administration on the NIC 
itself. Third, the requirements of VI cause signi?cant por 
tions of “application memory” to be pinned doWn and 
effectively function as system memory. Pinning doWn appli 
cation memory forces other buffers to be sWapped more 
often and makes it harder for the kernel to optimiZe appli 
cation performance. This is especially true if the kernel has 
not been speci?cally re-engineered for VI. Fourth, While VI 
enables bypassing the host processor’s operating system, the 
host processor is not bypassed. Therefore, all data traf?c 
?oWs into the host processor’s memory, is examined by an 
application, and then typically ?oWs back out to another NIC 
connected to a netWork. 

[0024] The tWo above-described prior data transmission 
approaches adopted by servers (i.e., classic and VI) are noW 
described With reference to hoW an incoming Ethernet frame 
of data from, for example, an internal data storage netWork 
is handled by the server. In the classic server approach, the 
Ethernet frame is DMA transferred to a system buffer. Buffer 
selection is steered by the device type upon Which the data 
is to be transmitted—not by the ultimate target. Intermediate 
softWare, typically the host operating system’s protocol 
stacks, assembles messages and then copies them to user 
memory. This process is reversed to send the loaded payload 
as part of an HTTP response via an external netWork. 

[0025] In the VI approach, When the Ethernet Frame 
arrives from a data storage netWork it is paired either With 
an application read request (in the case of a “send” opera 
tion) or an application memory space (in the case of an 
“RDMA” operation). Because the memory (and/or request) 
Was pre-registered With the NIC and kernel, the NIC deter 
mines the destination address(es) in physical memory and 
deposits the payload there. This process is reversed to send 
the loaded payload as part of an HTTP response via the 
external netWork. 

[0026] It is also interesting to note the number of memory 
transfer operations associated With processing an incoming 
Ethernet frame. In the classic server approach, the frame 
passes into the NIC, into the host processor system buffer, 
into the host processor user buffer, back to the host processor 
system buffer, back to a different NIC, and then out to a 
destination. In a VI type system, the frame passes into the 
NIC, into a host processor user buffer, back to a different 
NIC, and out to a destination. In both cases, buffering 
consumes considerable system resources. 

SUMMARY OF THE INVENTION 

[0027] While the above-described server architectures Will 
improve carrying out requests under the request-load-pro 
cess-deliver model, such architectures seek to optimiZe 
getting stored content to a server application process and 
then transferring the data from the server application to the 
client via netWork communication interface processes. In 
accordance With an aspect of the present invention, a server 
architecture facilitates optimiZing transfer of requested con 
tent from data storage drives to requesting clients. 
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[0028] In accordance With the present invention, a data 
asset server handles content delivery traf?c Where there is no 
need to process the stored content, but rather merely a need 
to package the data and control its delivery to a designated 
location. Thus, the server carries out a “request-select 
deliver” model Wherein a request is received by the server 
from a client. Next, content to be delivered to the client in 
response to the request is selected. In an embodiment of the 
invention, noti?cation, but not the selected data itself, is 
delivered to an application running on the server system that 
received the request. The content is delivered via an external 
netWork interface engine (With necessary protocol Wrappers 
but no transformation of the actual content) to the requesting 
client. 

[0029] In a particular embodiment of the invention, to 
Which the invention is not limited, a content transfer engine 
receives an Ethernet Frame and a destination message buffer 
is determined either by a pre-existing read or based on the 
state of the connection. The destination is content transfer 
engine controlled memory. Noti?cation, but not the data 
itself, is delivered to a content transfer daemon in the content 
transfer engine. The content transfer daemon controls trans 
fer of content for a single end-user session. The content 
transfer daemon executes Within the context of the content 
transfer engine itself. The content transfer daemon option 
ally extends its processing scope in conjunction With an 
extended content transfer daemon that runs on a conven 

tional processor. Buffer capture events are typically sent to 
the content transfer daemon using event queues, but may be 
sent over the internal netWork directly to an extended 
content transfer daemon. Because dispatching notices 
should be prompt and highly reliable it Would be highly 
unusual for an external netWork interface engine to be used. 
The content transfer daemon then, by Way of example, 
composes an HTTP response referencing payload already in 
the content transfer engine’s memory. The HTTP response, 
including the payload in the content transfer engine’s 
memory is sent as the HTTP response via the external 
netWork. 

[0030] With regard to memory operations, the received 
Ethernet frame is stored in the data buffer physically located 
on an access node. The Ethernet frame data is not moved 
into system buffer space managed by a conventional pro 
cessor, nor is the frame processed by the conventional 
processor. Instead, the stored data is output to a connected 
netWork interface engine associated With an identi?ed target 
destination Without ever entering the conventional proces 
sor’s data space. 

[0031] In an embodiment of the present invention, mul 
tiple event engines execute in parallel or as co-routines upon 
the content transfer engine to serve client requests. Division 
of responsibilities betWeen a CTE, resident CTDs, and 
conventional processor resident XCTDs is an application 
and implementation speci?c tradeoff. A conventional pro 
cessor favored strategy Would use the Content Transfer 
Engine to capture and transmit buffers, While making most 
protocol decisions on the conventional processor. A CTE 
favored strategy Would handle virtually all normal cases 
itself, and only forWard exceptional cases for conventional 
processor handling. The placement of Wrapping protocol 
headers and trailers around the stored content is performed 
in any of a variety of possible locations, including both on 
and off the CTE. Finally, it Will be understood by those 

Feb. 28, 2002 

skilled in the art that the present invention is applicable to a 
variety of external netWork communications protocols. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] The appended claims set forth the features of the 
present invention With particularity. The invention, together 
With its objects and advantages, may be best understood 
from the folloWing detailed description taken in conjunction 
With the accompanying draWings of Which: 

[0033] FIG. 1 is a diagram depicting an exemplary net 
Work environment into Which the invention is advanta 
geously incorporated; 

[0034] FIG. 2 is a block diagram identifying primary 
logical components Within a set of netWork nodes arranged 
in an exemplary physical arrangement in accordance With an 
information asset server system embodying the present 
invention; 
[0035] FIG. 3 depicts a set of functional/logical compo 
nents of a content transfer engine Within a server system 
depicted in FIG. 2; 

[0036] FIG. 4 depicts a set of data structures for external 
buffer control and facilitating execution of operations in 
accordance With an exemplary embodiment of the present 
invention; 
[0037] FIG. 5 depicts a memory control block for a table 
data structure facilitating carrying out an exemplary embodi 
ment of the present invention; 

[0038] FIG. 6 depicts an exemplary code routine memory 
control block facilitating carrying out the present invention; 

[0039] FIG. 7 depicts an exemplary memory control block 
for an allocated buffer; 

[0040] FIG. 8 depicts an exemplary memory control block 
for a free buffer; 

[0041] FIG. 9 depicts a set of exemplary event queue 
target descriptors in accordance With an exemplary embodi 
ment of the present invention; 

[0042] FIG. 10 depicts an exemplary event queue entry 
format for queue entries placed Within the event queues of 
a content transfer engine embodying the present invention; 

[0043] FIG. 11 is a sequence of buffer representations 
depicting the state of a capture buffer as data arrives in an out 
of order fashion using RDMA mode capture; 

[0044] FIG. 12 is a state diagram specifying hoW cells 
arriving on a node channel are collected into a packet; 

[0045] FIG. 13 is a state diagram specifying hoW Ethernet 
frames are collected into a packet; 

[0046] FIG. 14 is a state diagram specifying the life cycle 
of an event engine; 

[0047] FIG. 15 is a state diagram that expands the “Dis 
patching Event” state of FIG. 14; 

[0048] FIG. 16 is a state diagram that expands the “Com 
pleting Successfully” state from FIG. 14; 

[0049] FIG. 17 is a state diagram that expands the “Com 
pleting With Exception” state from FIG. 14; 
































