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(57) ABSTRACT 

An apparatus and method are provided for adapting a link 
layer address of a netWork device. A ?rst input/output 410 
port is connected to receive data from a ?rst netWork node 
140. The ?rst input/output port 410 has a link layer address 
and is con?gurable to one of a plurality of link layer 
addresses. A second input/output port 420 is connected to 
output the data to a second netWork node 160. The second 
input/output port 420 has a link layer address and is con 
?gurable to one of a plurality of link layer addresses. A 
processor adapts the link layer address of the ?rst input/ 
output port 410 to correspond to a link layer address of the 
second netWork node 160 and adapts the link layer address 
of the second input/output port 420 to correspond to a link 
layer address of the ?rst netWork node 140. 
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HARDWARE ADDRESS ADAPTATION 

[0001] This application claims bene?t of Us. Provisional 
Application No. 60/228,169 ?led Aug. 28, 2000, Which is 
hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates generally to provid 
ing link layer address transparency for security devices 
installed in Internet-connected local area networks, and 
more particularly to an apparatus and method for changing 
the Ethernet Media Access Control (MAC) address at each 
port of a tWo-port device to match those of neighboring 
devices connected to the opposite port. 

[0004] 2. Related Art A local area netWork (LAN) may 
have a number of netWork nodes, such as personal comput 
ers, connected through an Ethernet data transmission line. 
The netWork may be connected, through a router, to a Wide 
area netWork to alloW sharing of information With 
other computers or netWorks. An eXample of a WAN to 
Which many LANs are connected is the Internet, Which is 
presently the largest WAN in the World. 

[0005] ALAN typically Will include security devices, e.g., 
a ?reWall, to protect the netWork from unauthoriZed access 
and other forms of electronic intrusion or attack. Advances 
in the techniques used to electronically attack Internet 
connected netWorks, hoWever, has led to the need for 
multi-layered security systems betWeen the router, Which 
connects the netWork to the Internet, and the ?reWall, Which 
is connected to the netWork server. This portion of the 
netWork (including the router) usually is not secure and 
therefore may be subject to unauthoriZed monitoring. 

[0006] Many types of electronic attack begin With the 
monitoring of netWork traf?c in this unsecure portion of the 
netWork. In general, as data packets travel through the 
netWork, each device replaces its hardWare address in the 
address header of received data packets With the hardWare 
address of the neXt device in the netWork. The hardWare 
address of the device is referred to as a link-layer address, 
Which may be, for eXample, an Ethernet MAC address. An 
adversary can monitor the addresses contained in the data 
packets to identify any changes in the netWork, such as the 
addition of a neW security device. 

[0007] For eXample, an adversary may monitor netWork 
traf?c for an extended period of time. If a neW security 
device is added to the netWork, the adversary may detect the 
neW Ethernet address corresponding to the neW device. 
From this, the adversary may surmise that the netWork 
administrator has detected the unauthoriZed monitoring and 
has added a neW security device in response. Moreover, the 
adversary then Will knoW that the netWork in question is 
capable of supporting such security devices and therefore is 
relatively sophisticated. From this, the adversary may sur 
mise that the netWork contains valuable information. Con 
sequently, it is desirable to provide a means for preventing 
the unauthoriZed detection of netWork security devices 
through Ethernet address monitoring. 

[0008] In another application, it may be desirable to add 
monitoring devices to a netWork Without these devices being 
detected by the LAN users and administrators. For eXample, 
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laW enforcement may be authoriZed to install a device to 
monitor LAN traffic. In such a case, it is desirable for the 
monitoring device to have the capability to prevent detection 
through address monitoring. 

SUMMARY OF THE INVENTION 

[0009] It is a general object of the present invention to 
provide a means for preventing the unauthoriZed detection 
of netWork security devices through Ethernet address moni 
toring. 
[0010] It is another object of the present invention to 
provide a method of hiding a device in a local netWork 
segment by assimilating the link-layer addresses of its 
immediate peer devices, thereby preventing the detection of 
the device itself or the detection of any alterations to the 
eXisting netWork. 

[0011] It is another object of the present invention to use 
the Dynamic Ethernet MAC Addressing (DEMA) technique 
in an Ethernet netWork-based bastion device to dynamically 
recon?gure its Ethernet MAC addresses to match those of 
the nearest neighbors and thereby appear transparent to the 
surrounding netWork infrastructure. 

[0012] It is another object of the present invention to alloW 
monitoring devices to be added to a netWork Without these 
devices being detected by the LAN users and administrators. 

[0013] One aspect of the present invention provides an 
apparatus for adapting a link layer address of a netWork 
device. The apparatus includes a ?rst port connected to 
receive data from a ?rst netWork node. The ?rst port has a 
link layer address and is con?gurable to one of a plurality of 
link layer addresses. Asecond port is connected to output the 
data to a second netWork node. The second port has a link 
layer address and is con?gurable to one of a plurality of link 
layer addresses. Aprocessor adapts the link layer address of 
the ?rst port to correspond to a link layer address of the 
second netWork node. 

[0014] Embodiments of the present invention may include 
one or more of the folloWing features. The link layer address 
of ?rst port may be an Ethernet MAC address. The processor 
may query the second netWork node to obtain the link layer 
address of the second netWork node. The processor may 
query the second netWork node to obtain the link layer 
address of the second netWork node using Ethernet address 
resolution protocol. The link layer address of the second 
netWork node may be stored in a memory of the processor. 

[0015] The processor may adapt the link layer address of 
the second port to correspond to a link layer address of the 
?rst netWork node. The link layer address of the second port 
may be an Ethernet MAC address. The processor may query 
the ?rst netWork node to obtain the link layer address of the 
?rst netWork node. The processor may query the ?rst net 
Work node to obtain the link layer address of the ?rst 
netWork node using Ethernet address resolution protocol. 
The link layer address of the ?rst netWork node may be 
stored in a memory of the processor. 

[0016] Another aspect of the present invention provides an 
apparatus for adapting a link layer address of a netWork 
node. The apparatus includes a bus for carrying data. The 
apparatus further includes a ?rst interface card connected to 
receive the data from a ?rst netWork node and output the 
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data to the bus. The ?rst interface card has a link layer 
address and is con?gurable to one of a plurality of link layer 
addresses. 

[0017] A second interface card is connected to receive the 
data from the bus and output the data to a second netWork 
node. The second interface card has a link layer address and 
is con?gurable to one of a plurality of link layer addresses. 

[0018] A processor is connected to the ?rst and second 
interface cards. The processor adapts the link layer address 
of the ?rst interface card to correspond to a link layer 
address of the second netWork node. 

[0019] Embodiments of the present invention may include 
one or more of the folloWing features. The processor may 
query the second netWork node to obtain the link layer 
address of the second netWork node. The processor may 
adapt the link layer address of the second interface card to 
correspond to a link layer address of the ?rst netWork node. 

[0020] These and other objects, features and advantages 
Will be apparent from the folloWing description of the 
preferred embodiments of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] The present invention Will be more readily under 
stood from a detailed description of the preferred embodi 
ments taken in conjunction With the folloWing ?gures. 

[0022] FIG. 1 is a block diagram schematically illustrat 
ing local area networks connected to the Internet; 

[0023] FIG. 2 is a block diagram schematically illustrat 
ing a netWork node With a TCP/IP protocol suite; 

[0024] FIG. 3 is a diagram of the data structure of an RFC 
894 Ethernet frame containing an IP datagram; 

[0025] FIG. 4 is a block diagram of a netWork having a 
DEMA-enabled device positioned betWeen a router and a 

?reWall; 

[0026] FIG. 5 is a block diagram of a DEMA-enabled 
bastion host. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0027] As shoWn in FIG. 1, an Internet-connected local 
area netWork (LAN) 100 may include a number of netWork 
nodes 110 connected through an Ethernet data transmission 
line 120. These nodes 110 may be computers, such as a 
personal computers (PC), or other devices designed to 
communicate over a netWork. Every electronic device 
manufactured for use in Ethernet netWorks has a unique 
hardWare address, Which is referred to as the Ethernet Media 
Access Control (MAC) address. The nodes 110 transmit and 
receive data through their respective Ethernet ports 130 to 
other nodes 110 in the LAN using Ethernet MAC addresses 
embedded in the data packets. 

[0028] The LAN 100 is connected to a router 140, Which 
handles the transmission and reception of data packets to 
and from the Internet 150. A security device, such as a 
?reWall 160, may be positioned betWeen the router 140 and 
the netWork nodes 110 to provide security against unautho 
riZed electronic intrusion and attack. Other security devices 
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may be positioned betWeen the ?reWall and the router to 
provide a multi-layered protection scheme. 

[0029] One area of security concern arises from embedded 
hardWare address information, such as Ethernet MAC 
addresses, in data packets travelling betWeen the ?reWall 
160 and the router 140. Since this portion of the netWork is 
unsecure, an adversary may gain valuable information about 
netWork security devices by monitoring this data traffic and 
detecting the address information. 

[0030] NetWork security devices may be protected from 
unauthoriZed detection by employing dynamic Ethernet 
MAC addressing (DEMA). As further described beloW, a 
DEMA-enabled device 170 has the capability of assuming 
the hardWare addresses of adjacent components so that it 
becomes essentially transparent in the hardWare address 
space of the netWork. This transparency reduces the chance 
that the DEMA-enabled device 170 Will be detected through 
unauthoriZed monitoring of the netWork data traf?c. 

[0031] FIG. 2 shoWs the combination of hardWare, ?rm 
Ware and softWare Within each netWork node 110 that is 
responsible for handling data packets Within the netWork 
using the Ethernet MAC addresses. Each netWork node 110 
has a hardWare/?rmWare portion 210 that includes an Eth 
ernet card 220 to transmit and receive data over the Ethernet 
data transmission line 120. The data transmission line 120 
can be implemented by various types of physical media, e. g., 
coaXial, tWisted-pair, or ?ber-optic cable, that can transmit 
and receive data at rate of 100 Mb/s. HoWever, any physical 
or point-to-point Wireless transmission media that supports 
the Ethernet protocol may be used. 

[0032] Each node 110 also has a softWare portion 230 that 
includes a multi-layered suite of netWork protocols that 
enables the node to communicate With other nodes 110 in the 
LAN 100 and With nodes located in other Internet-connected 
netWorks. Each layer of the protocol performs the particular 
functions necessary to handle the various aspects of data 
communication over a netWork. The combination of these 
functions alloWs the netWork node to communicate With 
nodes in other netWorks that may be running a variety of 
different operating systems and may be located anyWhere in 
the World. 

[0033] The most commonly used protocol suite for Inter 
net-connected netWorks is Transmission Control Protocol/ 
Internet Protocol (TCP/IP), Which as shoWn in FIG. 2, is a 
four-layer protocol suite. 

[0034] The link layer, Which is also referred to as the 
netWork interface layer, handles the interface betWeen the 
netWork node 110 and the physical netWork data transmis 
sion medium, e.g., the Ethernet data transmission line 120. 
The link layer includes an Ethernet driver 240, Which is a 
softWare module that controls the hardWare on the Ethernet 
card 220 and the transmission and reception of data packets 
through the Ethernet cable 120. 

[0035] FIG. 3 shoWs a typical structure for an RFC 894 
Ethernet data packet, i.e., Ethernet frame. The Ethernet 
destination address (the address of the netWork node that is 
to receive the data packet) and the source address (the 
address of the netWork node that is sending the frame) are 
each siX-byte values at the front end of the frame. The 
address ?elds are folloWed by a tWo-byte type ?eld, Which 
identi?es the type of data, such as the IP datagram shoWn in 
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this example. The data portion of the frame ranges from 46 
to 1500 bytes. The data is followed by a cyclic redundancy 
check (CRC) for error detection. 

[0036] The link layer handles the received frames in 
accordance with the Ethernet source and destination 
addresses. Each node ?rst determines whether the source 
address corresponds to its MAC address. If so, then the 
frame is stripped of the Ethernet header and passed to the 
network layer, which is discussed below. 

[0037] The ?rewall, router, and other network devices also 
transmit and receive data in this manner. 

[0038] The data portion of the frame contains an IP 
datagram, which is a data structure designed for transmis 
sion over the Internet. The IP datagram has a header portion 
with control and error correction bytes. The header is 
followed by a source and destination IP address. Each 
computer, or node, connected to the Internet has a unique IP 
address. The IP addresses of the source node and the 
destination node are associated with a particular packet of 
data from the time it is transmitted by the source node until 
it is received by the destination node. 

[0039] Referring again to FIG. 2, the network layer 
includes a software module 250 to process the IP addresses 
to perform routing of the data packets from node to node. 
The IP datagram is stripped of its header information and 
passed to the transport layer. 

[0040] The transport layer controls the data How between 
the network layer and the application layer of each node. In 
the eXample of FIG. 2, the transport layer employs a TCP 
software module 260 to control the How of data. TCP 
performs such functions as dividing data received from 
applications 270 into appropriately siZed blocks for handling 
by the network layer, acknowledging received packets, and 
setting timeouts to ensure that the other node acknowledges 
transmitted packets. Through these functions, the TCP mod 
ule 260 provides a reliable How of data across the network 
and eliminates the need for the application programs 270 to 
handle these functions. 

[0041] The application layer includes the particular appli 
cations 270 running on the network node that may require 
the transmission or reception of data over the network, 
including email programs, web browsers, etc. 

[0042] Dynamic Ethernet MAC addressing (DEMA) 
allows a device to assume the link layer addresses of 
neighboring devices, rather than having its own link layer 
address. Consequently, an adversary monitoring the data 
packets traveling between the router and the ?rewall will not 
detect an address for the DEMA-enabled device and there 
fore will not be alerted to the presence of the device. 

[0043] DEMA may be implemented in a variety software 
and ?rmware con?gurations. For eXample, as shown in FIG. 
4, a DEMA-enabled network security device 170 may be 
positioned between the router 140 and the ?rewall 160. The 
device has software and/or ?rmware that automatically 
con?gures the Ethernet addresses at its ports to match those 
of the network devices connected to the opposite ports. In 
alternative embodiments, the ?rewall 160 or the router 140 
themselves may be DEMA-enabled. 

[0044] In the eXample of FIG. 4, the DEMA-enabled 
security device 170 is installed between the router 140, 
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which has an Ethernet address of, e.g., OXAABBCCDDE 
EFF, and the ?rewall 160 which has an Ethernet address of, 
e.g., 0X112233445566. The DEMA-enabled device 170 has 
two ports, an Internet-facing port 410 and a network-facing 
port 420, and is connected in series in the network between 
the router 140 and the ?rewall 160. Upon installation, the 
DEMA-enabled device queries the devices connected to its 
two ports, i.e., the router and the ?rewall, to determine their 
link layer addresses, e.g., Ethernet addresses. This may be 
done, for eXample, using an Ethernet address resolution 
protocol (ARP) request, which causes devices receiving the 
request to output their Ethernet addresses. Alternatively, the 
DEMA-enabled device may be directly programmed with 
the Ethernet addresses of its neighboring devices. 

[0045] The DEMA-enabled device then con?gures each of 
its ports to have an Ethernet address corresponding to the 
device connected to the opposite port. In this eXample, the 
Internet-facing port 410 of the DEMA-enabled device 170 is 
con?gured to have the address of the ?rewall 
(0X112233445566) and the network-facing port 420 is con 
?gured to have the address of the router (OXAABBCCD 
DEEFF). Data packets received from the Internet 150 having 
a destination address of OXAABBCCDDEEFF are received 
by the router 140 through its Internet-facing port 430. The 
router 140 strips the header and replaces it with one having 
the router address (OXAABBCCDDEEFF) as the source 
address and the ?rewall address (0X112233445566) as the 
destination address. The router 140 then outputs the data 
packet through its network-facing port 440. 

[0046] The DEMA-enabled device 170 receives the data 
packet from the router 140 through its Internet-facing port 
410, which has assumed the address of the ?rewall, and 
processes it. The DEMA-enabled device 170 leaves the 
header unchanged so that it has the router address (OXAAB 
BCCDDEEFF) as the source address and the ?rewall 
address (0X112233445566) as the destination address when 
it is output through the network-facing port 420 of the 
DEMA-enabled device 170 to the ?rewall 160. 

[0047] The ?rewall 160 receives the data packet at its 
Internet-facing port 450 and processes it. The ?rewall 160 
replaces the header with one having the address of a par 
ticular network node 110 as the destination address and the 
?rewall address (0X112233445566) as the source address. 
The ?rewall 160 then outputs the data packet through its 
network-facing port 460 to the Ethernet data cable 120 that 
connects to the network nodes. 

[0048] As shown in FIG. 5, a PC may be con?gured as a 
DEMA-enabled bastion host 500 to protect a network from 
unauthoriZed intrusion and attack. The bastion host 500 is a 
two-port device that is connected in series in a network to act 
as a buffer between the network nodes and the Internet, e.g., 
installed between a router and a ?rewall. The host has a 

central processing unit (CPU) 510, read only and random 
access memory (ROM/RAM) 520, and an input/output bus 
(I/O bus) 530. The CPU 510 and ROM/RAM 520 run 
software modules that implement DEMA, a network proto 
col suite, such as TCP/IP, and the bastion host security 
functions to be performed by the host 500. 

[0049] Two con?gurable Ethernet cards 540 and 550 are 
connected to the I/O bus 530, each of which includes 
?rmware allowing the card to be con?gured to a different 
Ethernet address. Each card 540 and 550 is connected to a 
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different one of the tWo ports of the device 130. In this 
example, one of the cards 550 is con?gured by DEMA 
software to have the same Ethernet address as the router 

(OXAABBCCDDEEFF) and the other card 540 is con?gured 
to have the same Ethernet address as the ?re Wall 
(0X112233445566). The device handles data packets in a 
manner similar to that discussed above With respect to FIG. 
4. 

[0050] Each of the embodiments discussed above provides 
a novel link layer address adaptation system and method that 
achieves the above-discussed objects of the present inven 
tion. 

[0051] In addition, because the DEMA-enabled device 
does not have its oWn link layer address, it has the advantage 
that an adversary monitoring data packets passing through 
the netWork Would not be alerted to the presence of the 
DEMA-enabled device. Moreover, because the DEMA 
enabled device determines (or is programmed With) the link 
layer addresses of adjacent devices and assigns these 
addresses to a port opposite to the respective adjacent 
device, the DEMA-enabled device has the advantage of 
appearing to be transparent in the link layer address space. 

[0052] It Will be appreciated that a DEMA-enabled moni 
toring device may be used to monitor a netWork Without 
being detected by the LAN users, administrators, or other 
parties accessing the netWork. Such a monitoring device has 
the advantage of being able to prevent the detection thereof 
by address monitoring of data packets or execution of 
tracing or routing programs. 

[0053] While the present invention has been described 
With respect to What is presently considered to be the 
preferred embodiments, it is to be understood that the 
invention is not limited to the disclosed embodiments. To the 
contrary, the invention is intended to cover various modi? 
cations and equivalent arrangements included Within the 
spirit and scope of the appended claims. 

[0054] For eXample, and Without limitation, While the 
discussion of DEMA has been focused on the RFC 894 
Ethernet link-layer protocol, this technique can be readily 
implemented on other device-addressable link-layer proto 
cols. Other such protocols include IEEE 802.3 Carrier 
Sense/Multiple Access With Collision Detection (CSMA/ 
CD), IEEE 802.4 Token Bus, IEEE 802.5 Token Ring, Fast 
Ethernet, Fiber-Distributed Data Interface (FDDI), and 
Asynchronous Transfer Mode (ATM). Other protocols are 
feasible as Well. 

What is claimed: 
1. An apparatus for adapting a link layer address of a 

netWork device, said apparatus comprising: 

a ?rst input/output port connected to receive data from a 
?rst netWork node, said ?rst input/output port having a 
link layer address and being con?gurable to one of a 
plurality of link layer addresses; 

a second input/output port connected to output the data to 
a second netWork node, said second input/output port 
having a link layer address and being con?gurable to 
one of a plurality of link layer addresses; 

a processor that adapts the link layer address of the ?rst 
input/output port to correspond to a link layer address 
of the second netWork node. 
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2. The apparatus of claim 1, Wherein the link layer address 
of said ?rst input/output port is an Ethernet MAC address. 

3. The apparatus of claim 1, Wherein said processor 
queries the second netWork node to obtain the link layer 
address of the second netWork node. 

4. The apparatus of claim 1, Wherein said processor 
queries the second netWork node to obtain the link layer 
address of the second netWork node using Ethernet address 
resolution protocol. 

5. The apparatus of claim 1, Wherein the link layer address 
of the second netWork node is stored in a memory of said 
processor. 

6. The apparatus of claim 1, Wherein said processor adapts 
the link layer address of the second input/output port to 
correspond to a link layer address of the ?rst netWork node. 

7. The apparatus of claim 6, Wherein the link layer address 
of said second input/output port is an Ethernet MAC 
address. 

8. The apparatus of claim 6, Wherein said processor 
queries the ?rst netWork node to obtain the link layer address 
of the ?rst netWork node. 

9. The apparatus of claim 6, Wherein said processor 
queries the ?rst netWork node to obtain the link layer address 
of the ?rst netWork node using Ethernet address resolution 
protocol. 

10. The apparatus of claim 6, Wherein the link layer 
address of the ?rst netWork node is stored in a memory of 
said processor. 

11. An apparatus for adapting a link layer address of a 
netWork device, said apparatus comprising: 

a ?rst port connected to receive data from a ?rst netWork 
node, said ?rst port having a link layer address and 
being con?gurable to one of a plurality of link layer 
addresses; 

a second port connected to output the data to a second 
netWork node, said second port having a link layer 
address and being con?gurable to one of a plurality of 
link layer addresses; 

a processor that adapts the link layer address of the ?rst 
port to correspond to a link layer address of the second 
netWork node and adapts the link layer address of the 
second port to correspond to a link layer address of the 
?rst netWork node. 

12. An apparatus for adapting a link layer address of a 
netWork node, said apparatus comprising: 

a bus for carrying data; 

a ?rst interface card connected to receive the data from a 
?rst netWork node and output the data to said bus, said 
?rst interface card having a link layer address and being 
con?gurable to one of a plurality of link layer 
addresses; 

a second interface card connected to receive the data from 
said bus and output the data to a second netWork node, 
said second interface card having a link layer address 
and being con?gurable to one of a plurality of link layer 
addresses; 

a processor connected to the ?rst and second interface 
cards, Wherein said processor adapts the link layer 
address of the ?rst interface card to correspond to a link 
layer address of the second netWork node. 
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13. The apparatus of claim 12, wherein the link layer 
address of said ?rst interface card is an Ethernet MAC 
address. 

14. The apparatus of claim 12, Wherein said processor 
queries the second netWork node to obtain the link layer 
address of the second netWork node. 

15. The apparatus of claim 12, Wherein said processor 
queries the second netWork node to obtain the link layer 
address of the second netWork node using Ethernet address 
resolution protocol. 

16. The apparatus of claim 12, Wherein the link layer 
address of the second netWork node is stored in a memory 
of said processor. 

17. The apparatus of claim 12, Wherein said processor 
adapts the link layer address of the second interface card to 
correspond to a link layer address of the ?rst netWork node. 

18. The apparatus of claim 17, Wherein the link layer 
address of said second interface card is an Ethernet MAC 
address. 

19. The apparatus of claim 17, Wherein said processor 
queries the ?rst netWork node to obtain the link layer address 
of the ?rst netWork node. 

20. The apparatus of claim 17, Wherein said processor 
queries the ?rst netWork node to obtain the link layer address 
of the ?rst netWork node using Ethernet address resolution 
protocol. 

21. The apparatus of claim 17, Wherein said processor is 
programmed With the link layer address of the ?rst netWork 
node. 

22. An apparatus for adapting a link layer address of a 
netWork node, said apparatus comprising: 

a bus for carrying data; 

a ?rst interface card connected to receive the data from a 
?rst netWork node and output the data to said bus, said 
?rst interface card having a link layer address and being 
con?gurable to one of a plurality of link layer 
addresses; 

a second interface card connected to receive the data from 
said bus and output the data to a second netWork node, 
said second interface card having a link layer address 
and being con?gurable to one of a plurality of link layer 
addresses; 

a processor connected to the ?rst and second interface 
cards, Wherein said processor adapts the link layer 
address of the ?rst interface card to correspond to a link 
layer address of the second netWork node and said 
processor adapts the link layer address of the second 
interface card to correspond to a link layer address of 
the ?rst netWork node. 

23. A device for preventing unauthoriZed netWork moni 
toring and intrusion, said device comprising: 

a ?rst port connected to receive data from a ?rst netWork 
node, said ?rst port having a link layer address and 
being con?gurable to one of a plurality of link layer 
addresses; 

a second port connected to output the data to a second 
netWork node, said second port having a link layer 
address and being con?gurable to one of a plurality of 
link layer addresses; 
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a processor that adapts the link layer address of the ?rst 
port to correspond to a link layer address of the second 
netWork node. 

24. The device of claim 23, Wherein said processor adapts 
the link layer address of the second port to correspond to a 
link layer address of the ?rst netWork node. 

25. A device for monitoring netWork data traf?c While 
preventing detection of said device, said device comprising: 

a ?rst port connected to receive data from a ?rst netWork 
node, said ?rst port having a link layer address and 
being con?gurable to one of a plurality of link layer 
addresses; 

a second port connected to output the data to a second 
netWork node, said second port having a link layer 
address and being con?gurable to one of a plurality of 
link layer addresses; 

a processor for adapting the link layer address of the ?rst 
port to correspond to a link layer address of the second 
netWork node. 

26. A device of claim 25, Wherein said processor adapts 
the link layer address of the second port to correspond to a 
link layer address of the ?rst netWork node. 

27. An apparatus for adapting a link layer address of a 
netWork device, said apparatus comprising: 

?rst means for receiving data from a ?rst netWork node, 
said ?rst means having a link layer address and being 
con?gurable to one of a plurality of link layer 
addresses; 

second means for outputting the data to a second netWork 
node, said second means having a link layer address 
and being con?gurable to one of a plurality of link layer 
addresses; 

processing means for adapting the link layer address of 
the ?rst means to correspond to a link layer address of 
the second netWork node and adapting the link layer 
address of the second means to correspond to a link 
layer address of the ?rst netWork node. 

28. An apparatus for adapting a link layer address of a 
netWork node, said apparatus comprising: 

means for carrying data; 

?rst interface means for receiving the data from a ?rst 
netWork node and outputting the data to said means for 
carrying, said ?rst interface means having a link layer 
address and being con?gurable to one of a plurality of 
link layer addresses; 

second interface means for receiving the data from said 
means for carrying and outputting the data to a second 
netWork node, said second interface means having a 
link layer address and being con?gurable to one of a 
plurality of link layer addresses; 

means connected to the ?rst interface means and the 
second interface means for adapting the link layer 
address of the ?rst interface means to correspond to a 
link layer address of the second netWork node and 
adapting the link layer address of the second interface 
means to correspond to a link layer address of the ?rst 
netWork node. 
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29. A method for adapting a link layer address of a 
network device, said method comprising the steps of: 

receiving data at a ?rst port from a ?rst network node, the 
?rst port having a link layer address and being con?g 
urable to one of a plurality of link layer addresses; 

outputting data from a second port to a second netWork 
node, the second port having a link layer address and 
being con?gurable to one of a plurality of link layer 
addresses; 

adapting the link layer address of the ?rst port to corre 
spond to a link layer address of the second netWork 
node. 

30. The method of claim 29, Wherein the link layer 
address of the ?rst port is an Ethernet MAC address. 

31. The method of claim 29, Wherein in said adapting step, 
the second netWork node is queried to obtain the link layer 
address of the second netWork node. 

32. The method of claim 29, Wherein in said adapting step, 
the second netWork node is queried to obtain the link layer 
address of the second netWork node using Ethernet address 
resolution protocol. 

33. The method of claim 29, Wherein in said adapting step, 
the link layer address of the second netWork node is 
retrieved from a memory. 

34. The method of claim 29, further comprising the step 
of adapting the link layer address of the second port to 
correspond to a link layer address of the ?rst netWork node. 

35. The method of claim 34, Wherein the link layer 
address of the second port is an Ethernet MAC address. 

36. The method of claim 34, Wherein in said adapting step, 
the ?rst netWork node is queried to obtain the link layer 
address of the ?rst netWork node. 

37. The method of claim 34, Wherein in said adapting step, 
the ?rst netWork node is queried to obtain the link layer 
address of the ?rst netWork node using Ethernet address 
resolution protocol. 

38. The method of claim 34, Wherein in said adapting step, 
the link layer address of the ?rst netWork node is retrieved 
from a memory. 

39. An method for adapting a link layer address of a 
netWork device, said method comprising the steps of: 

receiving data at a ?rst port from a ?rst netWork node, the 
?rst port having a link layer address and being con?g 
urable to one of a plurality of link layer addresses; 

outputting data from a second port to a second netWork 
node, the second port having a link layer address and 
being con?gurable to one of a plurality of link layer 
addresses; 

adapting the link layer address of the ?rst port to corre 
spond to a link layer address of the second netWork 
node and adapting the link layer address of the second 
port to correspond to a link layer address of the ?rst 
netWork node. 

40. Computer code executable by a device having a link 
layer address, said code comprising: 
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code for receiving data at a ?rst port from a ?rst netWork 
node, the ?rst port having a link layer address and being 
con?gurable to one of a plurality of link layer 
addresses; 

code for outputting data from a second port to a second 
netWork node, the second port having a link layer 
address and being con?gurable to one of a plurality of 
link layer addresses; 

code for adapting the link layer address of the ?rst port to 
correspond to a link layer address of the second net 
Work node. 

41. The computer code of claim 40, Wherein the link layer 
address of the ?rst port is an Ethernet MAC address. 

42. The computer code of claim 40, further comprising 
code for querying the second netWork node to obtain the link 
layer address of the second netWork node. 

43. The computer code of claim 40, further comprising 
code for querying the second netWork node to obtain the link 
layer address of the second netWork node using Ethernet 
address resolution protocol. 

44. The computer code of claim 40, further comprising 
code for retrieving the link layer address of the second 
netWork node from a memory. 

45. The computer code of claim 40, further comprising 
code for adapting the link layer address of the second port 
to correspond to a link layer address of the ?rst netWork 
node. 

46. The computer code of claim 45 , Wherein the link layer 
address of the second port is an Ethernet MAC address. 

47. The computer code of claim 45, further comprising 
code for querying the ?rst netWork node to obtain the link 
layer address of the ?rst netWork node. 

48. The computer code of claim 45, further comprising 
code for querying the ?rst netWork node to obtain the link 
layer address of the ?rst netWork node using Ethernet 
address resolution protocol. 

49. The computer code of claim 45, further comprising 
code for retrieving the link layer address of the ?rst netWork 
node from a memory. 

50. Computer code executable by a device having a link 
layer address, said code comprising: 

code for receiving data at a ?rst port from a ?rst netWork 
node, the ?rst port having a link layer address and being 
con?gurable to one of a plurality of link layer 
addresses; code for outputting data from a second port 
to a second netWork node, the second port having a link 
layer address and being con?gurable to one of a plu 
rality of link layer addresses; 

code for adapting the link layer address of the ?rst port to 
correspond to a link layer address of the second net 
Work node and adapting the link layer address of the 
second port to correspond to a link layer address of the 
?rst netWork node. 


