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(57) ABSTRACT 

A network security device is connected betWeen a protected 
client and a network. The netWork security device negotiates 
a session key With any other protected client. Then, all 
communications betWeen the tWo clients are encrypted. The 
inventive device is self-con?guring and locks itself to the IP 
address of its client. Thus, the client cannot change its IP 
address once set and therefore cannot emulate the IP address 
of another client. When a packet is transmitted from the 
protected host, the security device translates the MAC 
address of the client to its oWn MAC address before trans 
mitting the packet into the netWork. Packets addressed to the 
host, contain the MAC address of the security device. The 
security device translates its MAC address to the client’s 
MAC address before transmitting the packet to the client. 
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NETWORK SECURITY DEVICE 

RELATED APPLICATION 

[0001] This patent is a continuation of US. patent appli 
cation Ser. No. 09/001,698, entitled “Improved Network 
Security Device”, ?led on Dec. 31, 1997, issued May 29, 
2001, for Dr. Aharon Friedman and Dr. Eva BoZoki, which 
claims the bene?t of US. Provisional Patent Application 
Ser. No. 60/033,995 entitled “Improved Network Security 
Device”, ?led on Jan. 3, 1997 for Dr. Aharon Friedman and 
Dr. Eva BoZoki. This patent application is directed to 
improvements in the invention described in US. Pat. No. 
5,757,924 entitled “Network Security Device”, ?led on Sep. 
18, 1995, and issued May 26, 1998. The contents of the 
above documents are fully incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention is directed to improvements 
in a network security device that is connected between a 
protected computer (“the client”) and a network and/or a 
protected local area network (LAN) and a wide area network 
(WAN) as well as a method for using the network security 
device. 

BACKGROUND OF THE INVENTION 

[0003] A. Network Architecture 

[0004] An Internet communications network 100 is 
depicted in FIG. 1 including ?ve transmit or backbone 
networks A,B,C,D, and E and three stub networks R, Y, and 
Z. A “backbone” network is an intermediary network which 
conveys communicated data from one network to another 
network. A“stub” network is a terminal or endpoint network 
from which communicated data may only initially originate 
or ultimately be received. Each network, such as the stub 
network R, includes one or more interconnected subnet 
works I, J, L, and M. As used herein, the term “subnetwork” 
refers to a collection of one or more nodes, e.g., (c,w), (d), 
(21)’ (b>X>y)> (q>v)> (r>Z)> (S>u)> (e>f>g)>(h>i)>(j>k>l)>(m>n)> and 
(o,p), interconnected by wires and switches for local inter 
nodal communication. Each subnetwork may be a local area 
network (or “LAN”). Each subnetwork has one or more 
interconnected nodes which may be host computers 
(“hosts”) u,v,w,x,y,Z (indicated by triangles) or routers a,b, 
c,d,e,f,g,h,ij,k,l,m,n,o,p,q,r,s (indicated by squares). Ahost is 
an endpoint node from which communicated data may 
initially originate or ultimately be received. A router is a 
node which serves solely as an intermediary node between 
two other nodes; the router receives communicated data 
from one node and retransmits the data to another node. 
Collectively, backbone networks, stub networks, subnet 
works, and nodes are referred to herein as “Internet sys 
tems”. 

[0005] FIG. 2 shows a block diagram of a host or router 
node 10. As shown, the node may include a CPU 11, a 
memory 12 and one or more I/O ports (or network inter 
faces) 13-1, 13-2, . . . , 13-N connected to a bus 14. 

Illustratively, each I/O port 13-1, 13-2, . . . , 13-N is 

connected by wires, optical ?bers, and/or switches to the I/O 
port of another node. The I/O ports 13-1, 13-2, . . . , 13-N 
are for transmitting communicated data in the form of a 
bitstream organiZed into one or more packets to another 
node and for receiving a packet from another node. If the 
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host 10 is a host computer attached to a subnetwork which 
is an Ethernet, then the host will have an I/O port which is 
an Ethernet interface. 

[0006] A host which initially generates a packet for trans 
mission to another node is called the source node and a host 
which ultimately receives the packet is called a destination 
node. Communication is achieved by transferring packets 
via a sequence of nodes including the source node, Zero or 
more intermediary nodes, and the destination node, in a 
bucket brigade fashion. For example a packet may be 
communicated from the node w to the node c, to the node d, 
to the node b, and to the node X. 

[0007] An exemplary packet 40 is shown in FIG. 3A 
having a payload 41 which contains communicated data 
(i.e., user data) and a header 42 which contains control 
and/or address information. Typically, the header informa 
tion is arranged in layers including an IP layer and a physical 
layer. 
[0008] The IP layer typically includes an IP source 
address, an IP destination address, a checksum, and a hop 
count which indicates a number of hops in a multihop 
network. A physical layer header includes a MAC (Media 
Access Control)address (hardware address) of the source 
and a MAC address of the destination. 

[0009] The user data may include a TCP (Transfer Control 
Protocol) packet including TCP headers or a UDP (User 
Data Protocol) packet including UDP headers. These pro 
tocols control among other things, the packetiZing of infor 
mation to be transmitted, the reassembly of received packets 
into the originally transmitted information, and the sched 
uling of transmission and reception of packets (see e.g., D. 
Commer, “Internetworking With TCP/IP”, Vol. 1 (1991); D. 
Commer and D. Stevens, “Internetworking With TCP/IP”, 
Vol. 2 (1991)). 

[0010] As seen in FIG. 3B, in an exemplary Internet 
protocol (IP), each node of the Internet 100 is assigned an 
Internet address (IP address) which is unique over the entire 
Internet 100 such as the Internet address 30 for the node y 
shown in FIG. 3B. See, Information Sciences Institute, RFC 
791 “Internet Protocol”, September 1981. The IP addresses 
are assigned in an hierarchical fashion; the Internet (IP) 
address 30 of each node contains an address portion 31 
indicating the network of the node, an address portion 32 
indicating a particular subnetwork of the node, and a host 
portion 33 which identi?es a particular host or router and 
discriminates between the individual nodes within a particu 
lar subnetwork. 

[0011] In an Internet system 100 which uses the IP pro 
tocol, the IP addresses of the source and destination nodes 
are placed in the packet header 42 (see FIG. 3A) by the 
source node. Anode which receives a packet can identify the 
source and destination nodes by examining these addresses. 

[0012] In an Internet system, it is the IP address of a 
destination that is known, and the physical address (i.e., 
MAC address) to be placed in the MAC frame header is to 
be determined. If the destination host is on the same local 
area subnetwork (and this is easily determined by observing 
that the network part in both the source and destination IP 
addresses is the same), then the destination address that is to 
go into the MAC header destination address ?eld is simply 
the physical address of the destination host. The MAC 
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destination address may be found by means of the ARP 
(Address Resolution Protocol) Which comprises having the 
source host broadcast an ARP request packet With the IP 
address of the destination host and having the destination 
host respond With its hardWare (MAC) address. This MAC 
address may be placed in the MAC frame (physical layer) 
headers. 

[0013] B. Encryption Techniques 

[0014] Eavesdropping in a network, such as the Internet 
system 100 of FIG. 1, can be thWarted through the use of a 
message encryption technique. A message encryption tech 
nique employs an encipherment function Which utilizes a 
number referred to as a session key to encipher data (i.e., 
message content). Only the pair of hosts in communication 
With each other have knoWledge of the session key, so that 
only the proper hosts, as paired on a particular conversation, 
can encrypt and decrypt digital signals. Three eXamples of 
encipherment functions are (1) the National Bureau of 
Standards Data Encryption Standard (DES) (see e.g., 
National Bureau of Standards, “Data Encryption Standard”, 
FIPS-PUB-45, 1977), (2) Fast Encipherment Algorithm 
(FEAL)(see e.g., Shimizu and S. Miyaguchi, “FEAL-Fast 
Data Encipherment Algorithm,” Systems and Computers in 
Japan, Vol. 19, No. 7, 1988 and S. Miyaguchi, “The FEAL 
Cipher Family”, Proceedings of CRYPTO ’90, Santa Bar 
bara, Calif., August, 1990); and (3) International Data 
Encryption Algorithm (“IDEA”) (see e.g., X. Lai, “On the 
Design and Security of Block Ciphers,” ETH Series in 
Information Processing, v. 1, Konstanz: Hartung-Gorre Ver 
lag 1992). One Way to use an encipherment function is the 
electronic codebook technique. In this technique a plain teXt 
message m is encrypted to produce the cipher teXt message 
c using the encipherment function f by the formula c=f(m, 
sk) Where sk is a session key. The message c can only be 
decrypted With the knoWledge of the session key sk to obtain 
the plain teXt message m=f(c,sk). 

[0015] Session key agreement betWeen tWo communicat 
ing hosts may be achieved using public key cryptography. 
(See e.g., US. Pat. Nos. 5,222,140 and 5,299,263). 

[0016] Before discussing public key cryptographic tech 
niques, it is useful to provide some background information. 
Most practical modem cryptography is based on tWo noto 
rious mathematical problems believed (but not proven) to be 
hard (i.e., not solvable in polynomial time, on the average). 
The tWo problems are knoWn as Factorization and Discrete 
Log. The Factorization problem is de?ned as folloWs: 

[0017] Input: N, Where N=pq Where p and q are large 
prime numbers 

[0018] Output: p and/or q. 

[0019] The Discrete-Log problem is de?ned as fol 
loWs: 

[0020] Input: P,g,y, Where y=gX mod P, and P is a 
large prime number 

[0021] Output: X. 

[0022] (The Discrete-Log problem can be similarly 
de?ned With a composite modulus N=pq). 

[0023] Based on the Factorization and Discrete-Log prob 
lems, some other problems have been de?ned Which corre 
spond to the cracking problems of a cryptographic system. 

Feb. 14, 2002 

[0024] One system of such a problem Which has previ 
ously been exploited in cryptography (see, e.g., H. C. 
Williams, “A Modi?cation of RSA Public-Key Encryption”, 
IEEE Transactions on Information Theory, Vol. IT-26, No. 
Nov. 6, 1980) is the Modular Square Root problem, Which 
is de?ned as folloWs: 

[0025] Input: N,y, Where y=X2 mod N, and N=pg, 
Where p and q are large primes 

[0026] Output: X. 

[0027] Calculating square roots is easy if p and q are 
knoWn but hard if p and q are not knoWn. When N is 
composed of tWo primes, there are in general four square 
roots mod N. As used herein, z=\/X mod N is de?ned to mean 
that X is the smallest integer Whereby Z2=X mod N. 

[0028] Another problem is knoWn as the Composite Dif 
?e-Hellman (CDH) problem, Which is de?ned as folloWs: 

[0029] Input: N, g, gX mod N, gy mod N, Where N=pq 
and p and q are large primes. 

[0030] Output: gXy mod N. 

[0031] It has been proven mathematically that the Modular 
Square Root and Composite Dif?e-Hellman problems are 
equally dif?cult to solve as the above-mentioned factoriza 
tion problem (see, e.g., M. O. Rabin, “Digitalized Signatures 
and Public Key Functions as Intractable as Factorization”, 
MIT Laboratory for Computer Science, TR 212, January, 
1979; Z. Shmuely, “Composite Dif?e-Hellman Public Key 
Generating Schemes Are Hard To Break”, Computer Sci 
ence Department of Technion, Israel, TR 356, February, 
1985; and K. S. McCurley, “A Key Distribution System 
Equivalent to Factoring”, Journal of Cryptology, Vol. 1, No. 
2, 1988, pp. 95-105). 

[0032] In a typical public-key cryptographic system, each 
user I has a public key Pi (e.g., a modulus N) and a secret key 
Si (e.g., the factors p and q). Amessage to user I is encrypted 
using a public operation Which makes use of the public key 
knoWn to everybody (e. g., squaring a number mod N). 
HoWever, this message is decrypted using a secret operation 
(e.g., square root mod N) Which makes use of the secret key 
(e.g., the factors p and q). 

[0033] C. NetWork Security Devices 

[0034] At present, eXisting netWork security products are 
categorized into tWo classes: (1) ?reWalls, such as Janus and 
ANS, and (2) softWare products, such as encrypted mail, 
secured http, one time passWord, etc. 

[0035] A ?reWall is a dedicated computer, usually running 
a UniX operating system. It acts as a ?lter for incoming and 
outgoing communications. The ?reWall is placed as a router 
betWeen the local area netWork (LAN) and the outside 
World. The decision Whether to pass a packet is made based 
on the source and/or destination IP address, and the TCP port 
number. Some ?reWalls also have the ability to encrypt data, 
provided that both sides of the communication employ the 
same brand of ?reWall. Some ?reWalls have a personal 
authentication feature. 

[0036] SoftWare products are based on the premise that the 
computer on Which they are installed are secure, and pro 
tection is only needed outside on the netWork. Thus, such 
softWare products can easily be bypassed by breaking into 
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the computer. Atypical scheme is When an intruder implants 
a “Trojan Horse” on a computer Which sends him an 
unencrypted copy of every transaction. Sometimes, it is even 
done as a delayed action during the off-hours When the 
computer is not likely to be supervised. 

[0037] In addition, there are authentication products 
designed to maintain the integrity of the computer against 
intrusion. These products are based on the premise that the 
products are 100% secure. Once the product is compro 
mised, it becomes totally ineffective. Sometimes, careless 
use by one user may jeopardiZe all other users of the product. 

[0038] FireWalls are more effective in maintaining net 
Work security. HoWever they are very expensive. Their price 
range is betWeen $10,000 and $50,000, plus the price of the 
hardWare. They require a high level of expertise to install 
and maintain. The most sophisticated and effective ?reWalls 
require a specially trained technician or engineer for their 
maintenance. The special training cost is up to $10,000 per 
person, and the salary adds $60,000 to $120,000 or more per 
annum to the cost. 

[0039] FireWalls have to be constantly maintained, modi 
?ed, and monitored in order to yield reasonable security. 
They only cover the TCP part of the Internet Protocol and 
not the UDP part. Thus, they do not provide security to NFS 
(Network File Services) and many client/server applications. 

[0040] The ?reWall is a full service computer Which can be 
logged into for maintenance and monitoring. Thus, it can be 
broken into. Once a ?reWall is compromised it loses its 
effectiveness and becomes a liability rather than a security 
aid. FireWalls only protect the connection betWeen a LAN 
and a WAN (Wide Area NetWork). It does not protect against 
intrusion into a particular host from Within the LAN. 

[0041] In vieW of the foregoing, it is an object of the 
present invention to provide a netWork security device 
Which overcomes the shortcomings of the prior art netWork 
security devices. 

[0042] It is another object of the present invention to 
provide a hardWare device to provide netWork security for 
individual hosts attached to a netWork. 

[0043] It is a further object of the present invention to 
provide a hardWare device to provide netWork security for a 
local area netWork connected to a Wide area netWork. 

SUMMARY OF THE INVENTION 

[0044] The present invention provides improvements to 
the NetWork Security Device described in US. patent appli 
cation Ser. No. 08/529,497. These improvements include (1) 
modi?cations in the device Which adapt it to protect a LAN, 
(2) improved key generation, (3) an improved key exchange 
algorithm, and (4) improved packet handling procedures 
Which provide double integrity checks. 

[0045] A preferred embodiment of the inventive netWork 
security device comprises a ?rst netWork interface con 
nected to a protected client, a second netWork interface 
connected to a portion of a netWork, and a processing circuit 
connected to both interfaces. 

[0046] A communication from the protected client goes 
from the client, to the ?rst interface, to the processing 
circuit, to the second interface and into the netWork. Simi 
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larly, a communication received from the netWork goes from 
the second interface, to the processing circuit, to the ?rst 
interface and to the protected client. 

[0047] A preferred embodiment of the present invention 
has four keys associated With it: 

[0048] (1) a static (permanent) private key; 

[0049] (2) dynamic (changing) private key; 

[0050] (3) a static public key; and 

[0051] (4) a dynamic public key. 

[0052] In a preferred embodiment, the public keys are 
exchanged betWeen tWo netWork security devices in order to 
establish a common secret key. The common secret key is 
the key Which is used to encrypt/decrypt all messages 
betWeen tWo particular devices. This key should not be 
transmitted. 

[0053] The static keys are permanent keys unique to each 
device. The dynamic keys have a predetermined lifespan and 
are replaced periodically, such as every 24 hours. Preferably, 
the static keys are generated using a seed derived from the 
host’s IP address, MAC address of the netWork interface 
connected betWeen the protected host and the netWork 
security device, and the security device’s serial number. 
Preferably, the dynamic keys are generated using seeds 
derived from current date and time information. 

[0054] Packets received from the protected client are 
encrypted using an encipherment function such as IDEA, 
FEAL, or DES before being transmitted via the netWork to 
a destination. Similarly encrypted packets received from a 
destination are decrypted. Such encryption and decryption 
requires a common session key to be possessed jointly by the 
protected client and the destination (the destination being a 
protected client of another netWork security device located 
someplace else in the netWork). 

[0055] The common crypto key (i.e., the common secret 
key) is obtained using a public key cryptography technique. 
To aid in the key exchange, the netWork security device 
maintains tWo databases. A static database (SDB) contains 
information about secured hosts or nodes in the netWork. A 
secured host or node is a host or node that is protected by a 
netWork security device. Each entry in the static database 
contains information about a particular secured host, i.e., the 
host IP address, time entered in the database, and the host’s 
permanent public key. 

[0056] A dynamic data base (DDB) contains information 
about secured and unsecured hosts. Each entry in the 
dynamic database includes a host’s IP address, the time that 
the host’s dynamic key Was generated, a ?ag indicating 
Whether or not the host is secured, a ?ag indicating Whether 
the host is in transition (i.e., in the middle of a key 
exchange), and a pointer to a common secret session key. 

[0057] The protocol used by the netWork security device 
of host i to agree on a common crypto key With a netWork 
security device of host j is as folloWs. 

[0058] Consider a communication from host i to host j. 
The communication arrives at the netWork security device of 
host i from host i. The netWork security device checks if host 
j is in the dynamic database. If host j is in the dynamic 
database, it is determined if the dynamic database has a 
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common crypto key for communication between host i and 
host j. If there is such a common session key, the commu 
nication from host i is encrypted using the common crypto 
key and transmitted to host j. If there is no common crypto 
key, then host i sends the dynamic part of its public key Pi 
to host j and host j replies by sending the dynamic part of its 
public key P]- to host i. The exchange of dynamic parts of the 
public keys may be encrypted using the static part of the 
public keys, Which may be obtained from the static data 
bases at host i and host j. The common crypto key is then 
calculated according to a Diffie-Hellman technique. 

[0059] Because the dynamic keys of each netWork security 
have a particular lifespan, such as 24 hours, there may be a 
time difference betWeen times When tWo device’s keys 
expire. Thus, it is possible that one device’s dynamic key 
may expire before the packet is received. One Way to 
prevent this occurrence is to take into account this time 
difference. The DDB may correct the time difference 
betWeen the time the packet Was sent and the time the packet 
is received. Also, the DDB time generation entry indicates to 
the netWork security device When the other party’s dynamic 
key expires. Thus, When a communication betWeen the 
nodes is initiated, it may be determined Whether a neW 
dynamic key exchange is Warranted, rather than attempting 
to use an expired common dynamic key. 

[0060] Note that this assumes that there is an entry for host 
j in the static database of host i. If there is not, the exchange 
of dynamic public keys is preceded by an exchange of static 
public keys and the forming of a database entry for host j in 
the static database at host I. Moreover, if there is no entry for 
host j in the dynamic database of host I, such an entry Will 
be generated before the dynamic key exchange. 

[0061] A packet received by the netWork security device 
and the connected host is preferably processed in the fol 
loWing manner. The IP and MAC headers from the packet 
are copied into a neW IP packet. The client host’s physical 
address (e.g., the MAC address of the netWork interface 
betWeen the client and the netWork security device) is 
replaced With the netWork security device’s MAC address 
(e. g., the MAC address of the netWork interface betWeen the 
netWork security device and the netWork). The neW IP 
packet includes a proprietary header and proprietary tail. 
Information about the packet is stored in the proprietary tail, 
including check sum information. The data and proprietary 
tail are then encrypted. The proprietary header is then ?lled 
in, including check sum information for the encrypted data. 
This packet is then transmitted into the netWork. 

[0062] This processing method provides a double integrity 
check. The check sum Which Was calculated after encryption 
is checked by the receiver before decryption, providing an 
integrity test of the encrypted data in transit. The check sum 
in the proprietary tail Was calculated before encryption and 
checked by the received after decryption. This checksum 
provides a means of strong authentication because the static 
and dynamic keys used to encrypt the checksum are knoWn 
only to the tWo communicating hosts. This check sum Will 
differ if the common secret key is not identical on both sides 
and also provides an integrity test of the actual data. Note 
that if the check sum is replaced With a secured hash 
function, after the packet is encrypted, it becomes a digital 
signature. It should be noted that encryption takes place at 
the IP level so that TCP and UDP packets are encoded. 
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[0063] In short, the inventive netWork security device has 
a number of signi?cant advantages. 

[0064] Like a ?reWall, the inventive netWork security 
device is a hardWare/softWare combination in a preferred 
implementation. HoWever, it is a sealed “box” and cannot be 
logged into. Hence, it cannot be compromised the Way a 
?reWall can. It is much cheaper than a ?reWall. Thus, each 
node in the LAN can be equipped With it. This Way, it 
provides protection inside the LAN as Well as outside. The 
netWork security device Works directly at the IP level. It 
therefore, covers all types of IP protocols and requires no 
special con?guration to different netWork applications. 
Thus, the inventive netWork security device is maintenance 
free. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0065] The present invention is described With reference 
to the folloWing ?gures: 

[0066] 
[0067] FIG. 2 schematically illustrates the architecture of 
a host in the netWork of FIG. 1. 

[0068] FIGS. 3A and 3B illustrate the format of a packet 
transmitted in the netWork of FIG. 1. 

[0069] FIG. 4A illustrates a netWork security device for 
use With a host in the netWork of FIG. 1 in accordance With 
an embodiment of the present invention. 

[0070] FIG. 4B illustrates a netWork security device for 
use With a LAN in accordance With an embodiment of the 
present invention. 

[0071] FIG. 5 illustrates an entry in a static database 
maintained by the netWork security device of FIG. 4. 

FIG. 1 schematically illustrates an Internet system. 

[0072] FIG. 6 illustrates an entry in a dynamic database 
maintained by the netWork security device of FIG. 4. 

[0073] FIG. 7 is a How chart illustrating an activation 
method used by the netWork security device of FIG. 4. 

[0074] FIG. 8 is a ?oWchart illustrating a key exchange 
method used by the netWork security device of FIG. 4. 

[0075] FIG. 9 is a How chart illustrating an IP packet 
handling algorithm utiliZed by the netWork security device 
of FIG. 4. 

[0076] FIG. 10 illustrates an IP packet received from a 
connected host by the netWork security device and an IP 
packet transmitted from the netWork security device into a 
netWork. 

[0077] FIG. 11 is a ?oWchart illustrating a method of 
processing the packets of FIG. 10. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0078] OvervieW of the Invention 

[0079] FIG. 4A schematically illustrates a netWork secu 
rity device for protecting a host according to an embodiment 
of the invention. The security device 400 comprises a ?rst 
interface 402 Which is connected to the client host 404. 
Speci?cally, the interface 402 is connected to a netWork 
interface in the client host 404 (e.g., an interface 13 of FIG. 
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2) via a cable or Wire 406. The security device 400 com 
prises a second interface 408 Which is connected to a portion 
of a netWork 100. Illustratively, the interface 408 is con 
nected to an Ethernet so that the interfaces 402, 408 are 
Ethernet interfaces such as SMC Elite Ultra Interfaces. 

[0080] FIG. 4B schematically illustrates a netWork secu 
rity device 400’for protecting a LAN according to an 
embodiment of the invention. As seen in FIG. 4B, a network 
security device 400’according to the invention is connected 
betWeen a LAN 450, such as an Ethernet netWork (includ 
ing, for example, a ?le server 452 and a Workstation 454), 
and a router 456 Which routes communications betWeen the 
LAN 450 and a WAN 100, such as the Internet. As discussed 
in detail beloW, several modi?cations are made in the 
NetWork Security Device to adapt it for use in protecting a 
LAN. As also seen in FIG. 4B, netWork security devices 
may be arranged in a cascaded topology. Note that Work 
station 454 is associated With a netWork security device 400. 

[0081] Returning to FIG. 4A, a CPU 410 is connected to 
the interfaces 402, 408. The CPU is, for example, an Intel 
486 DX 62-66 or Pentium. Alternatively, the processing 
circuit may be implemented as one or more ASICs (Appli 
cation Speci?c Integrated Circuits) or a combination of 
ASICs and a CPU. A static memory 412 (e.g., ?ash 
EEPROM) is also connected to the CPU 410 and a dynamic 
memory 416 (e.g., RAM) is connected to the CPU 410. An 
optional encryption module 418 may be provided to perform 
encryption and large number arithmetic operations. The 
encryption unit may be implemented as a programmable 
logic array. Alternatively, the encryption module 418 may be 
omitted and its function may be carried out using a softWare 
program Which is executed by the CPU 410. HoWever, 
because certain encryption functions are calculation inten 
sive, it may be preferable to separate the encryption func 
tions from other functions of the NetWork Security Device 
400. 

[0082] The softWare executed by the CPU 11 preferably 
has three components: (1) operating system, (2) netWorking 
system, and (3) key computation algorithms. The operating 
system and the netWorking system may both be part of a 
Unix-like kernel. The key computation algorithms reside in 
memory and are signaled into action by the netWorking 
system. The operating system is a lobotomiZed Linux system 
With all drivers taken out except the RAM, disk, and 
Ethernet interfaces. The netWorking system is for commu 
nication, key exchange, encryption, con?guration, etc. In a 
preferred embodiment, the key computation softWare may 
run independently of the other softWare. This shifts the 
computationally intensive task of key computation aWay 
from the operating system and netWorking system. 

[0083] The CPU 410 maintains tWo databases. One data 
base is a static database (SDB) 412 preferably stored in a 
permanent memory, such as a Flash ROM 412. FIG. 5 
illustrates one entry in the SDB 412. The SDB may have an 
entry for the client host as Well as other hosts. As seen in 
FIG. 5, the static database entry 500 contains permanent 
information about the netWork security device 400 and other 
secured nodes in the netWork. The static database entry 500 
may include the folloWing information about another 
secured node: the other node’s IP address 502, time that this 
other node Was entered into the database 504, the node’s 
permanent public key 506, and a pointer to the static 
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common key shared by the netWork security device 400 and 
the other node’s device 508. The static database 500 may 
also contain the IP address and the serial number of the 
connected host 510. 

[0084] A second database is a dynamic database (DDB) 
416, Which may be stored in a volatile memory, such as a 
RAM. FIG. 6 illustrates one entry in the DDB 416. As seen 
in FIG. 6, the dynamic database entry 600 contains infor 
mation about secured and unsecured nodes, i.e., the other 
node’s IP address 602, the time a last packet Was sent from 
that other node 604, a time the other node’s dynamic key 
Was generated 606, a pointer to a common secret key shared 
With that node, time last updated, a secured ?ag indicating 
Whether the node is secured (e.g.,has its oWn netWork 
security device) 602, and a transition ?ag indicating Whether 
the node is in transition (i.e., in the middle of a key 
exchange). 
[0085] Brie?y, a preferred embodiment of the present 
invention operates in the folloWing manner. The interface 
402 is put in a promiscuous mode. In this mode, the interface 
402 passes all communications from the client host 404 that 
are sensed on the cable 406 to the CPU 410. The netWork 
connection is via the interface 408 Which is set to the same 
IP address as the client 404. The netWork security device 400 
responds to the Address Resolution Protocol by sending its 
oWn (rather than the client’s) MAC address. This adds a 
level of security by blocking attempts to bypass the device 
400 using the Ethernet protocol. 

[0086] Received communications are checked to see if 
they are from a secured host. First, the DDB entry 600 is 
checked to determine if there is a current dynamic common 
key shared With the node sending the communication. If yes, 
this key is used to encrypt and decrypt subsequent packets. 
If no, if these nodes have communicated previously, a 
dynamic key exchange is performed. If it is the ?rst time 
these nodes have communicated, a static key exchange is 
performed to obtain a static dynamic key. This static key is 
used to encrypt and decrypt the dynamic key exchange 
communications. 

[0087] Activation And InitialiZation 

[0088] In a preferred embodiment, the netWork security 
device 400 is a sealed box Which cannot be logged into. The 
netWork security device 400 senses the IP (and/or MAC) 
address of the client host 404 and locks itself to it. Once the 
netWork security device is locked to the address, the client 
404 is prevented by the netWork security device 400 from 
changing its IP (and/or MAC) address. 

[0089] Preferably, before the netWork security device 400 
is placed into service, it is activated. The role of activation 
is to alloW or disalloW burning the host’s 404 IP address into 
an entry 500 in the static database 412. As discussed above, 
the SDB 412 may have an entry 500 for the connected client 
host. 

[0090] The netWork security device’s serial number (ele 
ment 510) and the time of activation (element 504) may also 
be burned into the static database entry 500. As discussed 
beloW, these values may be used to generate a seed for the 
netWork security device’s static private key. 

[0091] FIG. 7 is a ?oWchart 700 illustrating a preferred 
activation method. First, an “activation packet” containing 
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an activation string in the payload may be sent from a 
connected computer, such as a host 404, through the network 
security device 400 (step 702). The packet is received by the 
device 400, Which determines Whether it has been activated 
(step 704). If it has not been activated, the IP address and 
other information are Written into the ?ash memory (step 
706), as described above, and an acknowledgment packet is 
returned to the computer (step 708). The device 400 may 
also generate a con?rmation message for display on a 
monitor of the connected computer (step 710). The Address 
Resolution Protocol (ARP) is the protocol Which is used to 
resolve an IP address into a matching Ethernet machine 
(MAC) address Which is the actual address to Which the 
netWork interface responds. As discussed above, the inven 
tive netWork security device uses ARP (Address Resolution 
Protocol) to con?gure itself and hide the client host. The 
manner in Which the netWork security device processes an 
ARP request is described in related application Ser. No. 
08/529,497, the contents of this description are incorporated 
herein by reference. 

[0092] Key Calculation 

[0093] A preferred embodiment of the present invention 
has four keys associated With it: 

[0094] (1) a static (permanent) private key; 

[0095] (2) dynamic (changing) private key; 
[0096] (3) a static public key; and 

[0097] (4) a dynamic public key. 

[0098] In a preferred embodiment, the private keys are 128 
bits long and are knoWn only to that netWork security device. 
In a preferred embodiment, the public keys are 512 bits long 
and are revealed to others. Public keys, as described above, 
are eXchanged betWeen tWo netWork security devices in 
order to establish a 128 bit long common secret key. The 
common secret key is the key Which is used to encrypt/ 
decrypt all messages betWeen tWo particular devices. The 
common secret keys should never be transmitted. 

[0099] In a preferred embodiment, the keys are generated 
When the device 400 is turned on. As described in detail 
beloW, the static keys are permanent keys unique to each 
device and the dynamic keys have a predetermined lifespan 
and are replaced periodically, such as every 24 hours. 

[0100] Static Keys 

[0101] Keys are generated using a “seed”, or number, 
Which is then processed to generate a key. The seed for a 
randomly generated static private key for a particular net 
Work security device 400 is derived from the device’s 
IP-address, MAC-address, serial number, and a time-stamp. 
The seed may be determined in the folloWing manner: 

seed=IP+MAC1+MACh+serial+time 

[0102] 
[0103] MAC1 is the loW four bytes of the device’s siX 

byte MAC address; 

[0104] MACh is the high tWo bytes of the MAC 
address. 

Where: 

[0105] Using this seed, a private key (preferably 128 bits 
long), is then randomly generated using a random number 
generator, such as the GNU Multiple Precision library 
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copyrighted by Free SoftWare Foundation Inc. (1996), Bos 
ton, Mass. 02111. If the boX is non- activated, the seed is the 
present time, thus it Will be different every time the boX is 
turned-on. On the other hand, for activated boxes, the static 
private key is a property of the boX, it Will not change by 
turning the boX on/off. 

[0106] Dynamic Keys 
[0107] The dynamic private key is randomly generated at 
predetermined intervals. For eXample, dynamic keys may be 
generated every 24 hours. Preferably, the dynamic keys are 
derived from a random seed obtained from seconds, min 
utes, and hours of the present time. The dynamic secret key 
may be processed from the seed using a random number 
generator, such as the GNU Multiple Precision library 

[0108] Public Keys 

[0109] The static and dynamic public keys are calculated 
from the private keys according to the equation: 

[0110] Where: 

[0111] Xi is the public key; 

[0112] Xi is the private key; 

[0113] and q and n prime numbers Which are preferably 
installed in each netWork security device. 

[0114] Key Exchanges 

[0115] The ?rst time a client 404 or LAN 450 sends a 
message to another netWork security device, a protocol is 
eXecuted by Which the tWo devices eXchange static public 
keys (unencrypted), (ii) generate a static common key, and 
then (iii) eXchange dynamic public keys encrypted With their 
static common key. 

[0116] FIG. 8 is a ?oWchart 800, illustrating the key 
eXchange algorithm. 

[0117] Consider the case Where the host client Wants to 
send a communication to a node in the netWork Whose IP=A. 
When the communication arrives at the netWork security 
device of the host client the dynamic data base 416 (DDB) 
is checked to determine if there is an entry 600 for node A 
in the dynamic data base (step 702). 

[0118] Note that the DDB includes an entry for a 
“secured” ?ag 12 and a “transition”?ag 614. The secured 
?ag indicates the current security status betWeen the tWo 
netWork security devices. Preferably, the secured ?ag may 
be in one of ?ve states: 

[0119] 0=unsecured 

[0120] 1=secured 

[0121] 2=other party Was secured, but noW does not 
respond to dynamic key eXchange request (i.e., other 
party has an entry in the SDB 500 but no current 
entry in the DDB 600) 

[0122] 3=the device’s dynamic key has eXpired and 
must renegotiate all dynamic keys 

[0123] 4=cannot allocate key storage for the other 
party’s key 
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[0124] The transition ?ag 614 indicates the status of a key 
exchange. Preferably, the transition ?ag maybe in one of 
four states: 

[0125] 0 not in transition 

[0126] iéN Waiting to receive a dynamic public key 
packet 

[0127] N+2 Waiting for a dynamic common key 
calculation 

[0128] —iZ-N Waiting for static public key packet 

[0129] —(N+2) Waiting for a static common key cal 
culation 

[0130] Where N is the maximum number of tries, and i is 
the actual number of tries. As discussed in detail beloW, if 
there is no entry 600 in the DDB 416, the SDB 412 is 
searched for an entry 500 corresponding to node A. 

[0131] The database searches return: 

[0132] a transition ?ag; and 

[0133] (ii) and a reference to the entry number in the 
database. 

[0134] The “transition” and “secured” ?ags in the DDB 
may then be set accordingly. The folloWing table sets out 
possible outcomes of a DDB/SDB search. 

Possible Outcomes of Database Search. 

Need static 
key Not 

Need have nothing asking 
dynamic to decrypt for 
key With any key Comments 

Trans 1 —1 0 
Return 0 O 0 have nothing to en/decrypt 

—(i + 1) —(i + 1) With 
+(i + 1) (no entry in DDB) 
—(DB use st-key to en/decrypt 
size + use dyn-key to en/decrypt 
i + 1) have st-key in DB, but no 

dyn-key response 
(do not encrypt, but use st 
key to decrypt) 

[0135] Where DB siZe is the number of entries i for node 
A in the entry number in the dynamic database. 

[0136] Returning to FIG. 8, if there is an entry for node A 
in the dynamic data base, a check is made to see if a common 
dynamic key for node A and the protected client has expired 
(step 803). 
[0137] If, for example, there is an entry for node A and the 
secured ?ag=1, then node A is secured. Thus, the common 
dynamic key has not expired and the packet is encrypted 
using the session key and an encipherment function such as 
IDEA (step 806). 

[0138] If the common dynamic key has expired, the 
dynamic data base entry for the node IP=A has a secured 
?ag=3 and the transition ?ag is iéN (step 804) Which means 
a key exchange is taking place. 
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[0139] The exchange of the dynamic parts of the public 
keys of the host client and the node With IP=A proceeds as 
folloWs. The host client (i.e., the source) sends its dynamic 
public key and IP address to the node With IP=A (the 
destination) (step 808) and Waits for a reply (step 810). The 
dynamic public key of the host may be encrypted With the 
static public key of the node With IP=A. The reply is the 
dynamic public key of the destination node With IP=A. This 
may be encrypted With the static public key of the host 
client. Steps 808 and 810 may be repeated several times, 
such as three times. 

[0140] If no reply is received (step 812) from the desti 
nation, the source netWork security device sets the secured 
?ag to 2 and the transition ?ag to 0 (step 814) in the DDB 
entry for the destination. If the packet to be encrypted 
originated from the host (step 816), the packet may be 
dropped (step 818). If the packet originated from another 
party, the netWork security device may try to decrypt the 
packet using the static private key(step 820). 

[0141] If a reply is received, the transition ?ag for the 
destination node in the DDB entry 600 of the netWork 
security device of the host is set to N+2 (step 822), indicat 
ing that the common dynamic key is being calculated. Then 
a common dynamic (crypto) key for the source and desti 
nation is calculated by the netWork security device of the 
source (step 824) using, for example, a Dif?e-Hellman 
technique as described above. The common session key is 
then entered into the DDB entry 600 of the source netWork 
security device (step 826) and the transition ?ag for this 
DDB entry is marked 0 (step 828) because the transition is 
complete. The secured ?ag=1. 

[0142] The exchange of dynamic public keys and the 
calculation of a common crypto key assumes that there is an 
entry for the destination node With IP=A in the static data 
base 412 (SDB) of the source netWork security device and 
in the dynamic data base 416 of the source netWork security 
device. That is, that these tWo netWork security devices have 
communicated before. If these entries do not exist (i.e., these 
tWo devices have not previously communicated), they may 
be created prior to the dynamic public key exchange (steps 
708-722 described above). 

[0143] If there is no DDB entry for node IP=A (step 802), 
an entry is created (step 830), the secured ?ag=0, and the 
transition ?ag is marked —iZ-N (step 832). The SDB 500 is 
checked to determine if the source netWork security device 
has an entry for node IP=A (step 834). 

[0144] If there is such an entry, proceed With the dynamic 
key exchange (steps 808-822), the secured ?ag is set to 1 and 
the transition ?ag is set as described above. If there is no 
entry for node A in the SDB, then the netWork security 
device 400 sends its static public key in a key-packet to node 
A and drops the original IP-packet (step 836). The device 
Waits a predetermined time, such as ?ve seconds, for a reply 
(step 838). Steps 836 and 838 may be repeated several, e.g., 
three times. While Waiting for a response, the transition ?ag 
is —iZ-N. If a reply is received (step 840), an entry is 
created in the SDB (step 842), the secured ?ag=1 and the 
transition ?ag is 0. When the static key is received, the 
netWork security device calculates a common static key 
using its static key and a standard Dif?e-Hellman technique. 
The transition ?ag is set to —N+2). Once the static common 
key is calculated, it is used to encrypt the dynamic key 
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exchange (steps 808-822). The inventive device preferably 
uses the Well-knoWn Diffie-Hellman key exchange protocol. 

[0145] If no reply is received, the secured ?ag=2 and the 
transition ?ag in the entry in the DDB is 0 because the 
transition off (step 814). 

[0146] Both the static and the dynamic key request maybe 
repeated Ntry times at not less then texpire time intervals (in 
a preferred embodiment they are set to 8 tries and 2 ms, 
respectively). Note that entries in the SDB are burned in and 
are permanent. Entries in the DDB may be volatile, that is, 
the entries may be overWritten or lost if the device 400 is 
turned off. 

[0147] Note that if the second ?ag for another node is set 
at either 2, 3, or 4, the netWork security device Will continue 
to attempt a dynamic key exchange every predetermined 
period, such as every ?ve minutes. 

[0148] Expiration of the Dynamic Keys and Synchroniza 
tion 

[0149] As indicated above, the dynamic keys have a 
predetermined lifespan. For example, neW dynamic keys 
may be generated every 24 hours. When the lifespan expires, 
all of the dynamic common key entries, Which Were calcu 
lated using an expired dynamic key, for other nodes are 
incorrect. Thus, all secured ?ags in the DDB are marked as 
secured=3. When the dynamic key of a netWork security 
device’s 24 hours expires, a neW dynamic key is generated. 
The secured ?ag is then changed back to 1 (or 2) When the 
next packet (sent to or received from that IP-address) 
initiates a successful dynamic key exchange. 

[0150] Because the dynamic keys of each netWork security 
device have a particular lifespan, such as 24 hours, there 
may be a time difference betWeen times When tWo device’s 
keys expire. For example, if tWo devices in different time 
Zones are both programmed to generate neW dynamic keys 
at midnight, there may be several hours difference betWeen 
key expiration times. Thus, it is possible that one device’s 
dynamic key may expire during a communication. Also, 
because Internet communications are connectionless, that is, 
the receiving party does not have to be connected to the 
sending party When the packet is transmitted, one or the 
other party’s dynamic key may have expired before the 
packet is received. 

[0151] One Way to prevent this occurrence is to take into 
account this time difference. Referring back to FIG. 6, the 
DDB entry 600 contains an entry “time generated”606, 
Which indicates the time that the other device’s dynamic key 
Was generated. This is done by correcting the “time gener 
ated” entry by the time difference betWeen the time the 
packet Was sent (the time stamp entry 604 in the DDB entry) 
and the time the packet is received (the present time). 

[0152] Also, the time generated 606 entry indicates to the 
netWork security device 400 When the other party’s dynamic 
key expires. Thus, When a communication betWeen the 
nodes is initiated, it may be determined Whether a neW 
dynamic key exchange is Warranted, rather than attempting 
to use an expired common dynamic key. 

[0153] During a dynamic key exchange, one party may 
have received the other party’s dynamic key. The other side, 
hoWever, may be calculating the common dynamic key and 
sending dynamic key requests encrypted With the static 
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common key. To avoid having to drop the packet, if a 
received packet cannot be decrypted With a dynamic key, the 
device tries to decrypt the packet using the static key. As a 
result, the packet is dropped only if the packet cannot be 
decrypted With the static key, that is, if it is an illegal packet. 

[0154] Receiving a Key Packet 

[0155] When a netWork security device receives an IP 
packet containing another party’s static or dynamic public 
key (sent either as a reply to a key-request or as an initiation 
for a key exchange), the public key is extracted from the 
packet and sent to either the CPU 410 or the encryption 
module 418 for further processing. There the shared secret 
key is calculated from the device’s oWn private key and the 
other party’s just received public key. 

[0156] As discussed above, these tasks are calculation 
intensive, and it may be preferable to provide a separate 
structure, such as the encryption module 418, so that the 
throughput of the entire device is not affected. 

[0157] Packet Processing 

[0158] FIG. 9 is a ?oWchart 900 illustrating a packet 
handling algorithm utiliZed by the inventive netWork secu 
rity device. Illustratively, the packet arrives With the source 
address IP=C (step 901). The packet may arrive from the 
connected host at interface 402 or from the netWork at 
interface 408. 

[0159] First consider the case Where the packet arrives 
from the host at interface 402. If the packet carries an ICMP 
(Internet Control Message Protocol) or IGMP (Internet 
GateWay Message Protocol) identi?cation (step 902), the 
packet is passed to the interface 408 Without encryption. 
HoWever, the source MAC address in the packet is translated 
to the MAC address of interface 408 (step 904). ICMP and 
IGMP Packets are not addressed to a destination host. Rather 
these packets are utiliZed by intermediate entities in the 
netWork, e.g., routers, for various functions. The source IP 
address is checked to make sure that it is the same as the 
entry burned into the SDB 412 for the connected host. This 
prevents an adversary from posing as the connected host to 
gain access to secure communications. This is called pre 
venting “IP spoo?ng” and is described in detail in US. 
patent application Ser. No. 08/529,497. The discussion of 
preventing IP spoo?ng is incorporated herein by reference. 

[0160] If the destination to Which the packet is addressed 
is insecure, the packet is dropped (step 906, 908).The device 
may be in a secured/unsecured mode (special order). In such 
case the packet Will be sent unchanged. 

[0161] Next, it is determined if the packet contains a part 
of a message that has been fragmented (step 910). If the 
packet contains a fragment, the fragments are collected (step 
912) and the message is encrypted (step 914). The encryp 
tion takes place using the common session key and an 
encipherment function. If the encrypted message is too long 
for the particular LAN (step 916), it is fragmented (step 
918). An encrypted packet is then transmitted to interface 
408 for transmission into the netWork 100 (step 920). 

[0162] An encrypted packet carries a signature in the 
protocol part of the IP header. This indicates that the packet 
is encrypted. The IP address of a packet is not encrypted, 
otherWise the packet could not be routed through the net 
Work. 
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[0163] The case Where the packet arrives via the network 
at interface 408 is noW considered. If the packet is an ICMP 
or IGMP packet (step 940) no decryption is necessary and 
the packet is sent to the ?rst interface 402 (step 942). If the 
packet is a key exchange packet (step 944) the packet is 
processed according to the key exchange protocol (step 
946). If the packet is not encrypted (step 948) the packet is 
dropped (step 950). The device may be in a secured/ 
unsecured mode (special order). In such a case the packet 
Will be sent to the client unchanged. If the packet is 
encrypted but the netWork security device does not have the 
key (step 952), the key exchange protocol is carried out (step 
954) and the packet is dropped (step 956). If the key is 
available in the dynamic data base of the netWork security 
device, the packet is decrypted (step 958) and sent to 
interface 402 (step 960). 

[0164] For packets received from the netWork the MAC 
address of the netWork security device is translated into the 
MAC address of the client. For packets received from the 
protected client, the MAC address of the client is translated 
into the MAC address of the netWork security device. 

[0165] Outgoing Packets 

[0166] As discussed above, the netWork security device 
100 receives an IP-packet on the ?rst interface 402, pro 
cesses it, and sends it onto netWork 100 via the second 
interface 408. 

[0167] FIG. 10 illustrates an IP packet 1010 (IPin) 
received from host 404, an IP packet (IPOut) 1010 prepared 
by the netWork security device 400, and an encrypted IPOut 
packet 1030 transmitted by the second interface 408. As seen 
in FIG. 10, the IPin packet 1000 includes a MAC header 
1002, containing the host’s 404 MAC address, an IP header 
1004, containing the host’s IP address, and a payload 1006 
containing data. The IPOut packet 1010 includes a MAC 
header 1012 containing the netWork security device’s MAC 
address, an IP header 1014 containing the host’s 404 IP 
address, a proprietary header 1016, a payload 1118 contain 
ing the data, and a proprietary tail 1020. Preferably, the data 
in the payload 1118 is compressed and the proprietary tail 
1120 includes packet length, protocol fragment, and check 
sum information. The encrypted IPOut packet 1030 prefer 
ably has everything after the proprietary header 1016 
encrypted, including the compressed data 1018 and the 
proprietary tail 1020. 

[0168] FIG. 11 is a ?oWchart 1100 illustrating the pro 
cessing of IPin and IPOut. 

[0169] (a) Packet IPin 1000 is received from the host 404 
at the ?rst interface 402 (step 1102). 

[0170] (b) The IP and MAC headers are copied from IPin 
to IPOut (step 1104). 

[0171] (c) The destination MAC address in IPin is replaced 
by the client’s MAC-address (step 1106). 

[0172] (d) Skip over the proprietary-header (step 1108). 

[0173] (e) Compress the data from IPin to IPout (step 1110). 
Preferably, the data is compressed using the LZRWl com 
pression algorithm. 

[0174] Save original length, protocol, frag-info from 
IPin into the proprietary tail (step 1112). 
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[0175] (g) In the IPout header, set do not frag=off, and set 
IPOut-protocol=99 (indicating proprietary protocol) (step 
1114). 
[0176] (h) Calculate the checksum and save it in the 
proprietary tail 1120 (step 1116). 

[0177] Encrypt everything from after the proprietary 
header until the end of IP (step 1118). out 

[0178] Fill the proprietary-header in IPOut; set protocol= 
191 (encrypted packet) and calculate the header-checksum 
(step 1120). 

[0179] 
[0180] For Incoming Packets, steps are performed 
in reverse order. 

[0181] Double Integrity Checks 

[0182] The method illustrated in FIG. 11 provides a 
double integrity check. The checksum in the proprietary 
header on the sender’s side is calculated after the encryption 
and checked on the receiver’s side before decryption, thus 
providing an integrity test of the encrypted data in transit. 

Incoming Packets 

[0183] The checksum in the proprietary-tail on the send 
er’s side is calculated before encryption and checked on the 
receiver’s side after decryption. This checksum provides 
strong authentication because the static and dynamic keys 
used to encrypt the checksum are knoWn only by the tWo 
communicating devices. (Strong authentication is Where one 
can prove it knoWs a secret Without revealing the secret.) By 
using a decrypted checksum that agrees With the packet 
proves the sender and receiver share the same key. 

[0184] If the encrypted tail checksum is replaced With a 
secure hash function, such as the Well-knoWn MDS algo 
rithm, after the packet is encrypted, it becomes a digital 
signature. Where the tail checksum is encrypted With a static 
common key, it veri?es that the dynamic public key origi 
nated from the sender, thus authenticating the sender. When 
the tail checksum is encrypted With a dynamic common key, 
it also veri?es that the packet originated from the sender, 
authenticating that the packet originated from the sender. 

[0185] Modi?cations For Use With LANS 

[0186] Referring again to FIG. 4B, the netWork security 
device 400‘ may be modi?ed to protect a LAN 450 instead 
of a single host. These modi?cations are described beloW. In 
this illustrative embodiment, the netWork security device 
may protect a Class-C LAN having up to 254 clients (i.e., 
Workstations 454, server 452, etc.), but other LAN types, 
such as Class-A and Class-B, are also contemplated by the 
invention. 

[0187] During activation, the IP address burned into the 
?ash memory 412 is the Class-C post of the client LAN ’s IP 
address. A default MAC address, such as Oxf may also be 
burned into the ?ash memory 412. This default MAC 
address is used in the static key generation. Recall that the 
MAC address is used in the static key seed generation. 

[0188] LAN -type netWork security device 400‘ may build 
a MAC-table 460 Which contains its clients’IP and MAC 
addresses. This table serves tWo functions. First, it prevents 
IP spoo?ng of any of the LAN device’s 400‘ clients. Thus, 
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if a packet is received on the ?rst interface 402 that does not 
have an IP or MAC address of one of the nodes in the LAN, 
that packet is dropped. 

[0189] Second, it facilitates the delivery of packets to 
clients connected to the LAN 450. This permits packets to be 
sent from one protected client to another Without the packet 
appearing at the second interface 408. 

[0190] In short, a unique netWork security device has been 
disclosed. Finally, the above described embodiments of the 
invention are intended to be illustrative only. Numerous 
alternative embodiments may be devised by those skilled in 
the art Without departing from the scope of the following 
claims. 

I claim: 
1. A method for encrypting a data packet, comprising the 

steps of: 
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receiving the data packet at a ?rst interface from a 
particular node, said packet having a header containing 
a source address and a ?rst physical layer address of 
said particular node, said source address being an 
Internet address of said particular node; 

replacing the ?rst physical layer address in the received 
packet header With a second physical layer address; 

determining a checksum veri?ng the packet; 

saving the determined checksum in the packet; and 

encrypting the packet including the checksum, but leaving 
the Internet address unencrypted and its position in the 
packet header unchanged. 


