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(54) SMART CARD TECHNOLOGY including valid terminal veri?cation data and valid user 
identi?cation request data; said electronic card comprising: 

(76) Inventor: Marcel A. Graves, Hamilton (CA) _ _ _ _ 
(a) a microprocessor for momtormg for a predetermined 

period of time, immediately following insertion of said 
Correspondence Address; card in said terminal, an output from said terminal for 
MARK A_ KOCH a terminal veri?cation message and being operable to 
866 Main Street East erase said memory When said terminal veri?cation 
Hamilton’ ON L8M 1L9 (CA) message is not received Within said predetermined 

period of time and being responsive to said terminal 
(21) App1_ No; 09/867,496 veri?cation message received Within said predeter 

mined period of time, by comparing said received 
(22) Filed: May 31, 2001 terminal veri?cation message to said stored valid ter 

minal veri?cation message and being operable to erase 
Related US. Application Data said memory When said received terminal veri?cation 

message is not valid; and means for monitoring, fol 
(63) Non-Provisional of Provisional application NO- loWing receipt of a valid terminal veri?cation message, 

60/224,904, ?led on Aug- 14> 2000 the output from said terminal for a user identi?cation 
request and being responsive to said user identi?cation 

Publication Classi?cation request by comparing said received user identi?cation 
request to said stored valid user identi?cation request 

(51) Int. Cl.7 ..................................................... .. G06K 5/00 and being operable to erase said memory When said 
user identi?cation request is not valid and being oper 

(52) US. Cl. ............................................................ .. 235/380 able to erase said memory When said received request 
is an attempt to read data from said memory before 

(57) ABSTRACT receipt of said valid user identi?cation request. 

The present invention an electronic card for use in a secure 
data interchange system having a terminal adapted to receive 
and communicate With said electronic card, said card having 
means for communicating With said terminal and having a 
memory for storing program algorithms and data therein 

(b) said electronic card further storing the majority of 
application algorithms in the e-squared portion of the 
integrated circuit thereby providing a dynamic set up 
structure such that said card can be dynamically pro 
grammed for each unique application. 
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SMART CARD TECHNOLOGY 

FIELD OF THE INVENTION 

[0001] This invention relates generally to a system and 
method of providing information and services to a popula 
tion of persons through portable devices Which can be used 
to access any of a number of terminals to make use of the 
services offered at the said terminals. The system and 
method in particular provide for security against unautho 
riZed access. The invention has use in the ?elds of automatic 
banking, automatic credit and debit transactions, passport 
and travel visa veri?cation, health and medical records, 
security access, licensing and any other like ?eld Where 
fraud may pose a problem. 

BACKGROUND OF THE INVENTION 

[0002] Data transfer systems using portable devices such 
as cards With some memory capability, for eXample, a 
magnetic strip, and terminals to Which the portable devices 
can be connected are Well knoWn. Generally they are used 
to control access to some area or service. Usually the 
terminals are connected to a central processing unit or 
computer Which controls access and is the ultimate storage 
facility for the information on the card. 

[0003] British Patent 1504196 to Moreno describes such a 
prior art system comprised of a portable device and a 
peripheral device or terminal Which is connected to a central 
computer. Many of the portable devices referred to as prior 
art in Moreno used magnetic track memories Which could 
easily be modi?ed or the contents read. Also the memory 
storage capacity Was quite loW and the memory Was sus 
ceptible of accidental modi?cation. This left such systems 
vulnerable to abuse from fraudulent intervention. 

[0004] US. Pat. No. 3,702,464 addressed the problem of 
lack of memory capacity and volatility by disclosing a 
portable device containing an integrated circuit memory. 
The device still suffered from the problem that the memory 
could be read and the contents extracted or changed. Moreno 
advanced the art by adding inhibiting means to prevent the 
transfer of data out of or into prohibited areas of the memory 
of the portable device. Preferably the portable device con 
tained its oWn inhibiting means but the inhibiting means 
could be contained in the peripheral device. 

[0005] In British Patent 1505715 to Moreno there is 
disclosed a system for interchanging information Which is 
like those described above, but Without the error prone direct 
connections from the peripheral devices connected to the 
central computer. The peripheral devices contained a Write 
mechanism Which could transfer the information from the 
portable device to the peripheral device Which could in turn 
Write the information on a second portable device. These 
second portable devices Would then be collected on some 
regular basis and taken to the central computer Where the 
information Would be transferred to the central computer’s 
memory. 

[0006] Canadian Patent 1207460 to Ugon discloses a 
method and apparatus for authoriZing access to a service 
offered by an authoriZing entity. The system comprises a 
portable card With memory and a microprocessor, and an 
authoriZing entity system capable of communicating With 
the card and also performing computer program operations. 
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The card and the system have the same algorithm to be 
executed and each has secret data upon Which the algorithms 
operate to produce a result Which can be compared to ensure 
that proper access is granted. This system is rather compli 
cated and involves an operator at the authoriZing entity end. 

[0007] It is also knoWn to encode a ?ngerprint on a 
portable card to verify the identity of the user. UK Patent 
Application GB 2185937 Aof O’Shea et al discloses a credit 
or similar card Which incorporates a computer generated 
image of the ?ngerprint of the authoriZed user. When a 
transaction is to be veri?ed the user’s ?nger print is scanned 
by a ?nger print reader and the result is compared With the 
information on the card. The user is authoriZed to have 
access if the prints match. Such devices are presently 
commercially available. 

[0008] The systems described above suffer from the prob 
lem of compleXity or they are susceptible to fraudulent and 
unauthoriZed access and tampering With the information in 
the card or the terminal. The present invention provides an 
apparatus and method for providing a highly secure and 
highly fraud proof system for providing access to services of 
an authoriZing entity. 

SUMMARY OF THE INVENTION 

[0009] The invention provides an improvement over pre 
vious systems and methods of authoriZing access to services 
in a card-terminal environment by providing for a system of 
protection and authoriZation Which makes the system highly 
fraud-proof. The system is comprised of a portable device 
such as a card, a peripheral device such as a terminal, and 
optionally, a remote host computer in the case of large 
systems, although it can be seen that the host computer is not 
necessary for an operational system. These components are 
connected via some communication medium such as elec 
trical connectors or optics or radio transmission. The termi 
nal contains a microprocessor or some such logic device and 
memory, a card reading device and a ?nger print scanner. 
The card contains a microprocessor or some such logic 
device and memory, Which can be connected to the terminal 
via electronic or some other means such as optics or radio 
transmission. The card and terminal each have their oWn 
data and programs. Upon insertion of the card into the reader 
a process of veri?cation is carried out by means of the 
microprocessors or logic units, the programs and data in the 
memories. The card veri?es that the terminal is valid, the 
terminal veri?es that the card is valid and the user is veri?ed 
by means of a ?nger print scan and comparison With ?nger 
print data previously recorded in the card. This is not to say 
that some other form of physical characteristic could not be 
used such as retinal or DNA scan. Where data is being 
transmitted betWeen components of the system encoding and 
decoding is used to further enhance the security of the 
system. 

[0010] The invention comprises a system for the inter 
change of information comprising at least one portable 
electronic device; at least one terminal device; 

[0011] communication means connecting the portable 
device With the terminal device; the portable device con 
taining veri?cation means to verify that the terminal device 
is a valid one; the terminal device containing veri?cation 
means to verify that the portable device is a valid one and 
further veri?cation means to verify that the user is autho 
riZed to use the system; 
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[0012] protection means to prevent tampering With a ter 
minal and encryption means to encode and decode data at 
the interfaces betWeen the portable device and the terminal 
device. 

[0013] The invention also consists of a method of pre 
venting unauthorized access to a system comprised of a 
plurality of portable devices, a plurality of terminal devices 
and a communication link connecting the said terminal 
devices to a central host computer Wherein the said portable 
device contains information identifying the said portable 
device as Well as the authoriZed user, When the said terminal 
is connected to the said portable device and poWer is 
supplied to the said portable device the terminal device 
queries the portable device to determine if it is a valid 
portable device, if not the portable device is retained or 
rejected by the terminal, in turn the portable device queries 
the terminal to determine if the terminal is a valid terminal, 
if not the portable device erases its memory and becomes 
harmless, the terminal in turn scans a physical characteristic 
of the user and compares that information With stored 
information on the portable device to determine if that user 
is authoriZed to use the portable device and the terminal, if 
the portable device and terminal are valid and the user is 
authoriZed access is alloWed to the service, if not the card is 
retained or rejected; When the poWer to the terminal is 
interrupted the terminal programs and data are lost and can 
only be reloaded by authoriZed personnel With their access 
portable devices or from the host computer; encryption is 
used at the portable device and terminal interface as Well as 
at the terminal and host computer interface. 

[0014] Preferably said electronic card further stores the 
majority of application algorithms in the e-squared portion 
of the integrated circuit thereby providing a dynamic set up 
structure such that said card can be dynamically pro 
grammed for each unique application. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The invention Will noW be described by Way of 
eXample only, With references to the folloWing draWings in 
Which: 

[0016] In draWings Which illustrate embodiments of the 
inventions, 
[0017] FIG. 1 is a pictorial representation of the basic 
system components, including an optional host computer. 

[0018] FIG. 2 is a How chart depicting the dialogue 
betWeen the card and the terminal. 

[0019] FIG. 3 is a block diagram illustrating hardWare 
con?guration. 
[0020] FIG. 4 is a block diagram of a typical IC structure. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0021] It should be apparent to persons skilled in the arts 
that various modi?cations and adaptation of this structure 
described above are possible Without departure from the 
spirit of the invention the scope of Which de?ned in the 
appended claim. 

[0022] The combining of the capability of an intelligent 
card co-operating With an intelligent terminal, a ?nger print 
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scanning device, and optionally interfacing With a host 
computer to ensure maXimum possible protection for a card 
user and a card issuer, is very desirable. In FIG. 1 the basic 
hardWare con?guration needed to implement such an idea is 
set out in pictorial form. The host computer system 1 can be 
a personal computer, mini-computer, mainframe or any 
suitable computer con?guration depending upon the particu 
lar application. The host computer system is connected to 
terminal 3 by suitable linkages such as a telephone line 
through a modem. It is also possible to utiliZe other linkages 
such as radio transmission, or direct cable or optics. Termi 
nal 3 is described as an intelligent terminal and comprises an 
output device such as a display 5, or a voice synthesiZer or 
other means of communication With the user, a card reader 
6 for reading or Writing information from or to the card 4. 
It also contains an input device 8 such as a keyboard or other 
means of inputting information to the terminal and a ?nger 
print scanning device 7 or some other device to obtain 
physical information about the user. 

[0023] When a user Wishes to utiliZe a card to gain access 
to a service from a terminal, the system requires a unique 
veri?cation procedure to be implemented. Upon insertion of 
the card into the terminal, the terminal itself is veri?ed by the 
card. The card is then veri?ed by the terminal and then the 
user’s ?nger print Which has been digitiZed into the card at 
the time of issue is compared With the ?nger print Which is 
submitted via the ?nger print scanning device at the time of 
use. Additional user identi?cation such as a personal iden 
ti?cation number can also be included. 

[0024] If the terminal into Which the card is inserted is not 
a valid terminal the card Will erase its memory rendering 
itself useless to any Would-be unauthoriZed user. 

[0025] An invalid card Will be retained by the terminal and 
retrieved by authoriZed personnel. If the ?nger prints don’t 
match the card is retained, otherWise access is granted to the 
service offered by the terminal. 

[0026] FIG. 2 is a detailed ?oW chart depicting the above 
sequence of veri?cation. In the preferred embodiment the 
card is an “intelligent card” With its oWn microprocessor or 
logic unit, memory, data and programs. In the preferred 
embodiment it is envisaged that the card Will not carry its 
oWn poWer supply but Will be connected to the terminal’s 
poWer supply When the card is inserted. HoWever, it may be 
preferable in some cases for the card to have its oWn poWer 
supply. 

[0027] The Whole process Will start With the card’s inser 
tion into the terminal reader. 

[0028] The veri?cation process, then, shall start on the 
terminal side by generating a terminal veri?cation message 
or question directed to the card. On the card side, the 
checkout is accomplished by simply Waiting for a certain 
period of time for the terminal’s question. If the question 
does not arrive, the card Will destroy all information in its 
memory and become useless. 

[0029] If one assumes that the card and the terminal are the 
correct ones, the parallel processing of the input question 
must proceed on both the terminal and card sides. On the 
terminal side, the checking of the card is achieved similarly 
to the card’s check by Waiting for the card veri?cation 
message or ansWer for a certain period of time. If the ansWer 
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does not arrive, the terminal can withhold the card or reject 
it. If the answer does arrive it Will process it. 

[0030] The invention can be con?gured to use different 
types of cards for different applications. For example: 

[0031] 

[0032] 

[0033] 

[0034] 

[0035] 

1) Passport cards 

2) Credit cards 

3) Security access cards 

4) Licence cards 

5) Debit cards 

[0036] Different types of cards Would produce different 
ansWers to the initial question. This Would be the Way the 
terminal recognizes the type of card it is dealing With. If the 
ansWer from the card arrives on time, the terminal Would 
sort the ansWer to the proper application and proceed by 
checking if the ansWer is correct. In the negative case, it 
Would, again, Withhold or reject the card. 

[0037] The next stage is the veri?cation process in Which 
identity of the card user is veri?ed. This is done through a 
process of ?nger print checkout, in Which the terminal 
transmits a user identi?cation instruction message to the 
card. The person’s ?nger prints are scanned and compared 
With the template received from that stored on the card. 
Again, if any attempt is made to read the data from the card 
memory before the ?nger print veri?cation process is com 
pleted, the card Will destroy its data. 

[0038] The card Will only alloW access to its memory after 
con?rmation from the terminal that the user is permitted to 
use it. 

[0039] It is unlikely that the Whole veri?cation process 
Will take any longer than approximately 25 seconds although 
the timing is not critical. 

[0040] It is possible that someone could try to gain access 
to the data or the softWare itself by tampering With the 
terminal. To prevent this, all terminal softWare could be 
placed on RAM memory only. This Way it Would be lost 
immediately if the poWer to the terminal is disrupted. Only 
a licensed technician With his oWn access portable device 
Would be able to doWn load neW softWare either from his 
portable device or from the host computer, and bring the 
terminal up again. 

[0041] The block diagram of FIG. 3 shoWs the hardWare 
con?guration of a preferred embodiment of a simple system 
comprised of only one terminal. The host computer system 
1 is remotely located from the terminal 3. The tWo are 
connected by Way of a telephone line 2 and modems 10a and 
10b. The terminal 3 is composed of a PC-type motherboard 
9, Which includes a microprocessor or other logic device and 
memory, an “intelligent card” reader 6, a ?nger print scanner 
7, a custom keyboard 8 and a display 5. The card reader 6 
is adapted to receive and communicate With the “intelligent 
card”4. The “intelligent card” typically contains a micro 
processor or some other logic device and memory. Appro 
priate softWare and data are stored in the terminal 3 and in 
the “intelligent card”4 to enable the veri?cation procedures 
represented by the How chart of FIG. 2 to be carried out. 
“Intelligent cards” are a unique technology utiliZing plastic 
or some other media in Which to embed microprocessor or 
some such logic unit and memory chips. The cards accord 
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ingly have both memory and processing capabilities. Essen 
tially they are pocket siZed computer systems With a Wide 
range of application possibilities. 

[0042] A number of off-the-shelf items can be used in the 
system. The terminal could use an IBM PC.TM. mother 
board, a Toshiba.TM. FZ1318 card reader and an IDENTIX 
Touchsave.TM. T5-500 ?nger print scanner. The “intelligent 
card” could be a Toshiba TOSMART.TM. CZ-3000. Typi 
cally an IBM PC.TM. could be used as the host computer but 
larger more complex systems using many terminals may 
require a larger computer such as a mainframe. 

[0043] Interconnections other than telephone lines and 
modems are possible. For example a security system for a 
building may have dedicated communication cables con 
necting the various terminals to the host computer Without 
the use of modems. Also radio and optical interconnections 
are possible. 

[0044] Finally to further enhance security an encryption 
technique could be used to encode data before transmitting 
betWeen the host computer and the terminal, and decoding 
upon receipt. Similarly encoding and decoding could be 
used When reading and Writing from and to the “intelligent 
card”. 

[0045] Presently Preferred Embodiment 

[0046] Referring noW to FIG. 4 a schematic diagram of a 
typical integrated circuit (IC) structure Which may be found 
in an intelligent or smart card. Included With a typical 
integrated circuit are: 

[0047] A Central Processing Unit; CPU 112 

[0048] Read Only Memory namely ROM 114 

[0049] Random Access Memory namely RAM 116 

[0050] Electronically Erasable Programmable Read 
Only Memory EEPROM namely e-squared 118 

[0051] Other elements 120, including random num 
ber generator 122, Oscillator 124, and input/output 
components 126. 

[0052] In the present art the problem With Smart Card 
Technology is that the typical IC structure requires that the 
ROM masque be re-Written every time to accommodate 
changes or neW applications. The current art places the 
instructions (also knoWn as application algorithms) for a 
particular application, be it a passport card, credit card, a 
security access card, license card, or debit card, onto the 
ROM 114 section of the IC structure. The application 
instructions are placed into the ROM 114 since this is a more 
secure location on the IC and it is more dif?cult for Would 
be hackers to invade the ROM portion of the IC rather than 
EEPROM or the e-squared 118 section. The problem With 
placing the application details onto the ROM 114 of the IC 
structure is that every time the application changes or there 
is an update or an improvement or errors are found in the 
application details a total neW ROM masque must be created 
at a very high cost. 

[0053] The current invention solves this problem through 
What is termed a dynamic set up structure that is soft coded 
into the e-squared 118 portion of a smart card. By placing the 
application algorithms into the e-squared 118 portion of the 
integrated structure, cards can be produced very quickly for 
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a number of applications simply by reprogramming the 
e-squared 118 section of the integrated circuit rather than 
having to produce an entirely neW ROM masque for each 
particular application or change that is made to the func 
tioning of the card. 

[0054] Currently placing the application details into the 
e-squared 118 section of the integrated circuit is considered 
a great security risk since this portion of the card is the 
easiest to invade and copy. Therefore presently the applica 
tion details are placed into the ROM 114 structure described 
above. 

[0055] With the advent of self-destruct features described 
in Us. Pat. No. 5,239,166 and herein as Well, it noW 
becomes possible to utiliZe the EEPROM or e-squared 118 
section of the IC structure in order to store the application 
algorithms into a secure fashion onto the integrated circuit. 

[0056] In addition, by utiliZing a larger EEPROM or 
e-squared 118 section of the integrated circuit, chips can be 
designed and built With a far smaller ROM 114 allocation. 
The application algorithms can noW be placed in the 
e-squared 118 section rather than the ROM 114 section, 
therefore, the ROM 114 section need not be near as large as 
the current convention. By Way of eXample on poWer up of 
a smart card, the card asks if a legitimate terminal is 
attempting to access its data. If a failed response from the 
terminal attempting access occurs (usually Within a certain 
time limitation), the card destructs itself by Writing Zero into 
all of its registers thereby rendering the card blank. As a 
result Would be copiers cannot duplicate the card because 
they are unable to determine What needs to be duplicated 
since it has been erased by the time they attempt to make a 
duplication. 
[0057] Another of advantage of placing the instruction set 
and/or the application algorithms onto the e-squared 118 
portion of the IC structure is that if small changes are 
required in the application rather than having to reWrite the 
ROM masque completely, one is able to reprogram existing 
cards. In other Words, it is possible to make changes dynami 
cally thereby increasing the longevity and usefulness of a 
given set of cards and reduce the cost of correcting errors, 
making changes or adding additional features. 

[0058] Summary 
[0059] Current Smart Card Technology requires the 
instruction set as per the application to reside primarily in 
the ROM 114. This is usually done in an effort to provide 
some form of security for the application algorithms. With 
this invention certain algorithms still reside in the ROM, 
hoWever the bulk of the application algorithms can noW be 
stored in the e-squared 118 portion of the chip Where future 
alterations to an eXisting application can be made providing 
it has been originally developed for the use of the dynamic 
set up structure as disclosed in this speci?cation. The 
dynamic set up structure together With the self erase feature 
creates a smart card Which is highly secure. Additionally less 
ROM is required as heretofore and dynamic programming of 
smart cards becomes possible Without compromising secu 
rity. 
I claim: 

1. An electronic card for use in a secure data interchange 
system having a terminal adapted to receive and communi 
cate With said electronic card, said card having means for 
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communicating With said terminal and having a memory for 
storing program algorithms and data therein including valid 
terminal veri?cation data and valid user identi?cation 
request data; said electronic card comprising: 

(a) means for monitoring, for a predetermined period of 
time, immediately folloWing insertion of said card in 
said terminal, an output from said terminal for a ter 
minal veri?cation message and being operable to erase 
said memory When said terminal veri?cation message 
is not received Within said predetermined period of 
time and being responsive to said terminal veri?cation 
message received Within said predetermined period of 
time, by comparing said received terminal veri?cation 
message to said stored valid terminal veri?cation mes 
sage and being operable to erase said memory When 
said received terminal veri?cation message is not valid; 
and means for monitoring, folloWing receipt of a valid 
terminal veri?cation message, the output from said 
terminal for a user identi?cation request and being 
responsive to said user identi?cation request by com 
paring said received user identi?cation request to said 
stored valid user identi?cation request and being oper 
able to erase said memory When said user identi?cation 
request is not valid and being operable to erase said 
memory When said received request is an attempt to 
read data from said memory before receipt of said valid 
user identi?cation request. 

(b) said electronic card further storing the majority of 
application algorithms in the e-squared portion of the 
integrated circuit thereby providing a dynamic set up 
structure such that said card can be dynamically pro 
grammed for each unique application. 

2. A card as de?ned in claim 1, Wherein each of said 
means for monitoring is a microprocessor. 

3. A card as de?ned in claim 1 or 2, said memory 
including pre-stored information indicative of a predeter 
mined user of said card and said means for monitoring, 
folloWing receipt of a valid terminal veri?cation message 
being operable to read said predetermined user information 
from said memory and being operable to transmit to said 
terminal said predetermined user information, upon receipt 
of said valid user identi?cation request. 

4. An electronic card for use in a secure data interchange 
system having a terminal adapted to receive and communi 
cate With said electronic card, said card comprising: 

(a) means for communicating With said terminal; 

memory for storing program algorithms and data 
therein including valid terminal veri?cation data, 
valid user identi?cation request data, and informa 
tion indicative of a predetermined user of said card; 

means for monitoring, for a predetermined period of 
time, immediately folloWing insertion of said card in 
said terminal, an output from said terminal for a 
terminal veri?cation message and being operable to 
erase said memory When said terminal veri?cation 
message is not received Within said predetermined 
period of time and being responsive to said terminal 
veri?cation message received Within said predeter 
mined period of time, by comparing said received 
terminal veri?cation message to said stored valid 
terminal veri?cation message and being operable to 
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erase said memory When said received terminal 
veri?cation message is not valid; 

means for monitoring, following receipt of a valid 
terminal veri?cation message, the output from said 
terminal for a user identi?cation request and being 
responsive to said user identi?cation request by 
comparing said received user identi?cation request 
to said stored valid user identi?cation request and 
being operable to erase said memory When said user 
identi?cation request is not valid identi?cation 
instruction message and being operable to erase said 
memory When said received request is an attempt to 
read data from said memory before receipt of said 
valid user identi?cation request; 

each of said means for monitoring is a microprocessor; 
and 

said means for monitoring, folloWing receipt of a valid 
terminal veri?cation message, being operable to read 
said predetermined user information from said 
memory and being operable to transmit to said 
terminal said predetermined user information, upon 
receipt of said valid user identi?cation request. 

(b) said electronic card further storing the majority of 
application algorithms in the e-squared portion of the 
integrated circuit thereby providing a dynamic set up 
structure such that said card can be dynamically pro 
grammed for each unique application. 

5. A card as de?ned in claim 4, said microprocessor 
including a computer program. 

6. A card as de?ned in claim 4, said predetermined user 
information being indicative of a physical characteristic of 
an authoriZed user of the card. 

7. Acard as de?ned in claim 6, said physical characteristic 
is a computer generated image of a ?nger print pattern of 
said authoriZed user of said card. 

8. A card as de?ned in claim 4, 56, or 7, including means 
for receiving poWer, from said terminal, upon insertion of 
said card in said terminal. 

9. A method for providing a secure electronic card for use 
in a data interchange system, Wherein a terminal is adapted 
to receive and communicate With the electronic card and 
Wherein said card has means for communicating With said 
terminal and a memory for storing data and program algo 
rithms therein including valid terminal veri?cation data and 
valid user identi?cation request data, said method compris 
mg: 

monitoring by said card for a predetermined period of 
time, immediately folloWing insertion of said card in 
said terminal, an output from said terminal for a ter 
minal veri?cation message; 

erasing said memory When said terminal veri?cation 
message is not received Within said predetermined 
period of time, and comparing said terminal veri?ca 
tion message received Within said predetermined 
period of time to said stored valid terminal veri?cation 
message, and erasing said memory When said terminal 
veri?cation message is not valid; 

monitoring by said card, folloWing receipt of a valid 
terminal veri?cation message, the output from said 
terminal for a user identi?cation request from said 
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terminal and comparing said received user identi?ca 
tion request to said stored valid user identi?cation 
request; and 

erasing said memory When said user identi?cation request 
is not valid, and erasing said memory When said request 
is an attempt to read data from said memory before 
receipt of a valid user identi?cation request. 

storing the majority of application algorithms in the 
e-squared portion of the integrated circuit thereby pro 
viding a dynamic set up structure such that said card 
can be dynamically programmed for each unique appli 
cation. 

10. A method as de?ned in claim 9, including transmitting 
to said terminal a card veri?cation message for veri?cation 
of said card by said terminal, folloWing receipt, Within said 
predetermined period of time, of said valid terminal identi 
?cation message. 

11. A method as de?ned in claim 9, said card including 
information, pre-stored therein, indicative of a predeter 
mined user of said card, said method including: 

(a) reading said stored predetermined user information 
from said memory; and 

transmitting said predetermined user information to 
said terminal, upon receipt of a valid user identi? 
cation request, for veri?cation by said terminal of 
said user. 

12. A system for the secure interchange of information 
comprising: 

(a) at least one portable electronic card having a memory 
for storing program algorithms and data therein includ 
ing valid terminal veri?cation data and valid user 
identi?cation request data; 

at least one terminal device adapted to receive and 
communicate With said portable electronic card; 

said card including: 

means for communicating With said terminal; 

means for monitoring, for a predetermined period of 
time, immediately folloWing insertion of said card in 
said terminal, an output from said terminal for a 
terminal veri?cation message and being operable to 
erase said memory When said terminal veri?cation 
message is not received Within said predetermined 
period of time, and being responsive to said terminal 
veri?cation message received Within said predeter 
mined period of time, by comparing said received 
terminal veri?cation message to said stored valid 
terminal veri?cation message and being operable to 
erase said memory When said received terminal 
veri?cation message is not valid; and 

means for monitoring, folloWing receipt of a valid 
terminal veri?cation message, the output from said 
terminal for a user identi?cation request and being 
responsive to said user identi?cation request by 
comparing said received user identi?cation request 
to said stored valid user identi?cation request and 
being operable to erase said memory When said user 
identi?cation request is not valid and being operable 
to erase said memory When said received request is 
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an attempt to read data from said memory before 
receipt of said valid user identi?cation request. 

(b) said electronic card further storing the majority of 
application algorithms in the e-squared portion of the 
integrated circuit thereby providing a dynamic set up 
structure such that said card can be dynamically pro 
grammed for each unique application. 

13. A system as de?ned in claim 12, said terminal com 
prising: 

terminal memory having a valid card veri?cation message 
stored therein; 

means for transmitting to said output said terminal veri 
?cation message, upon insertion of said card in said 
terminal; means for monitoring, for a second predeter 
mined period of time a card output for receipt of a card 
veri?cation message and being operable to reject said 
card When said card veri?cation message is not 
received Within said second predetermined period of 
time, and being responsive to said card veri?cation 
message received Within said second predetermined 
period of time by comparing said received card veri 
?cation message to a stored valid card veri?cation 
message, and being operable to reject said card When 
said received card veri?cation message is invalid; 

means for reading a user identi?cation from said user 
folloWing receipt of a valid card veri?cation message; 
and 
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means for transmitting to said output a user identi?cation 
request, and means for monitoring said card output for 
receipt of said predetermined user information and 
being responsive to said predetermined user informa 
tion for comparing said received predetermined user 
information to said read user identi?cation, and being 
operable to reject said card When said predetermined 
user information is invalid. 

14. A system as de?ned in claim 13, said card including 
means for transmitting to said terminal, folloWing receipt of 
valid terminal veri?cation message, a card veri?cation mes 
sage. 

15. A system as de?ned in claim 13, said means for 
reading is a scanning device for scanning a physical char 
acteristic of said user. 

16. A system as de?ned in claim 15, said physical char 
acteristic is a ?nger print pattern. 

17. A system as de?ned in claim 12, said card including 
means for transmitting to said terminal, folloWing receipt of 
valid terminal veri?cation message, a card veri?cation mes 
sage. 

18. A system as de?ned in claim 12, 13 or 17, including 
protection means associated With said terminal to prevent 
tampering With said terminal and said protection means 
including a volatile memory Which loses its contents When 
poWer is interrupted to said memory. 


