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(57) ABSTRACT 

A method and apparatus for sending delay sensitive infor 
mation assisted by packet switched networks for network 
nodes in a computer network is presented. Delay sensitive 
information such as voice information is sent over higher 
cost delay sensitive connections. Control and status infor 
mation for the delay sensitive connections is sent in control 
messages over lower cost packet switched connections to the 
nodes in the computer network. Information in the control 
messages is stored in status tables on the network nodes. The 
status table is used by network nodes to determine the status 
of any delay sensitive connections in the computer network 
and is used to establish a lowest cost connection path or a 
desired quality of service connection path when a delay 
sensitive connection between network nodes is requested. 
Sending delay sensitive control and status information over 
the lower cost packet switch connections to the network 
nodes and using status tables on the network nodes to 
establish delay sensitive connections signi?cantly decreases 
the costs associated with using delay sensitive connections. 
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METHOD AND APPARATUS FOR SENDING 
DELAY SENSITIVE INFORMATION ASSISTED BY 

PACKET SWITCHED NETWORKS 

FIELD OF INVENTION 

[0001] The present invention relates to control signaling 
and data transfer in a computer netWork. More speci?cally, 
it relates to a method and apparatus for sending delay 
sensitive information on a higher cost netWork connection 
While sending non-delay sensitive control and status infor 
mation on a loWer cost netWork connection. 

BACKGROUND OF THE INVENTION 

[0002] As is knoWn in the art, a variety of computing 
devices are often connected together to form a computer 
netWork. The computer netWork may be a Local Area 
NetWork (“LAN”) that connects devices over a small geo 
graphical area, or a Wide Area NetWork (“WAN”) that 
connects devices over a large geographical area. The con 
nection strategy used to connect devices in a netWork is 
called the “network topology.” 

[0003] Devices in a netWork are typically connected With 
circuit sWitched, message sWitched, and packet sWitched 
connections. A circuit sWitched connection is a dedicated 
communications circuit betWeen tWo devices. The commu 
nications circuit may be a physical or a virtual circuit 
connection. A message sWitched connection establishes a 
non-dedicated message route When a unit of information is 
sent. Different units of information may travel over different 
routes in a message sWitched connection. Apacket sWitched 
connection divides original information into multiple pack 
ets on the transmitting end, transmits the packets separately, 
and re-assembles the packets into the original information 
on the receiving end. The transmission route may be dedi 
cated (e.g., virtual circuit) or non-dedicated (e.g., datagram) 
in a packet sWitched connection. 

[0004] Additional devices are typically required to make 
connections betWeen dissimilar netWork topologies. For 
example, repeaters, bridges, gateWays and routers are used 
to connect netWorks With different topologies. Repeaters 
copy individual bits betWeen netWork topologies. Bridges 
store and forWard data frames betWeen netWork topologies. 
GateWays store and forWard data packets betWeen dissimilar 
netWork topologies. Routers translate differences betWeen 
netWork protocols and route data packets to the appropriate 
device on a netWork topology. 

[0005] Computer netWorks are often created that contain 
multiple netWork nodes or netWork stations. Each node or 
station may be a netWork itself and contain multiple com 
puting devices. For example, a WAN can be created With 
multiple nodes Where each node comprises a LAN With 
multiple computing devices. The nodes in the netWork are 
typically connected With one or more connections With 
dedicated functionalities. 

[0006] A netWork connection With a dedicated function 
ality is often optimal for a selected group of functions, but 
inef?cient for other related functions. For example, delay 
sensitive connections are optimiZed for information that is 
sensitive to delays in transmission, such as voice informa 
tion, but often inefficient for high bandWidth applications 
that periodically send large bursts of data. Packet sWitched 
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netWorks provide optimiZed bandWidth utiliZation for appli 
cations that periodically send large bursts of data, but this 
optimiZation and the use of error correction techniques (e. g., 
retransmission) can cause large transmission variations and 
make such a connection ill suited for information that is 
delay sensitive. 

[0007] There are several problems associated With con 
necting nodes in a computer netWork With connections With 
dedicated functionalities. Delay sensitive information is 
typically sent over dedicated connections that are higher 
priced connections (e.g., charged time-of-use fees). Delay 
sensitive information includes voice, real-time video and 
other information sensitive to transmission delays. Such 
information can not be sent over connections that may have 
a large transmission delay Without loss of information or loss 
of quality of information. Non-delay sensitive information 
and large bursts of data are typically sent over dedicated 
packet sWitched connections that are loWer priced connec 
tions (e.g., charged monthly connection or bandWidth fees). 

[0008] Control and status information used to control the 
delay sensitive connections is sent over the higher priced 
delay sensitive connections along With delay sensitive infor 
mation. This signi?cantly increases the overall cost of using 
the delay sensitive connections. 

[0009] As is knoWn in the art, control and status informa 
tion can be sent via packet sWitched netWorks associated 
With a delay sensitive netWork (i.e., a circuit sWitched 
netWork) to decrease the overall cost of using the delay 
sensitive netWork. For example, Signaling System Seven 
(“SS7”) knoWn in the telephony arts, sends control and 
status information for circuit sWitched connections via a 
separate packet sWitched signaling connection. HoWever, 
use of SS7 requires the computer netWork use special SS7 
packet sWitching hardWare and softWare on netWork nodes. 
This signi?cantly increases the cost of the netWork. In 
addition, the SS7 hardWare and softWare is not directly 
accessible by user applications making SS7 use impractical 
for most user-to-user netWork applications. 

[0010] Delay sensitive netWorks, such as circuit sWitched 
netWorks typically use Time Division Multiplexing 
(“TDM”), Frequency Division Multiplexing (“FDM”) sta 
tistical multiplexing, and other multiplexing techniques 
along With compression to transmit multiple analog or 
digital channels over a single delay sensitive connection. 
Sending control and status information over the delay sen 
sitive connection also decreases the number of available 
channels that can be used to send delay sensitive informa 
tion. This may cause congestion or delay problems in the 
delay sensitive connection and further increase the cost of 
using the higher priced circuit sWitched netWork. 

[0011] Another problem With using dedicated connections 
is that individual nodes in a computer netWork may not have 
information about What delay sensitive connections are 
available to other nodes in the netWork and the status of such 
connections. When a node desires to communicate With 
another node in the netWork With a delay sensitive connec 
tion, it should be able to effectively make neW delay 
sensitive connection decisions at the loWest possible cost. 
For example, a ?rst node desires to communicate With a 
third node via a delay sensitive connection. The ?rst node 
currently has no direct delay sensitive connection to the third 
node. HoWever, the ?rst node has a direct delay sensitive 
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connection to a second node, and the second node has a 
direct delay sensitive connection to the third node. The ?rst 
node could establish an indirect delay sensitive connection 
to the third node through the second node if the ?rst node 
had information about the delay sensitive connections of the 
second node and the status of such connections (e.g., all 
delay sensitive channels are busy or there are delay sensitive 
channels available). Aconnection from the third node, to the 
second node, to the ?rst node With an indirect multi-hop 
delay sensitive connection may be more cost effective than 
establishing a direct delay sensitive connection betWeen the 
?rst and third nodes (e. g., local call instead of a long distance 
call). 

SUMMARY OF THE INVENTION 

[0012] In accordance With an illustrative embodiment of 
the present invention, the problems associated With using 
dedicated connections to connect nodes in a computer 
netWork are overcome. A method and apparatus are 
described for sending routed delay sensitive information 
assisted by packet sWitched netWorks. The method includes 
a computer netWork With multiple netWork nodes Where the 
netWork nodes have a packet sWitched connection to a 
packet sWitched netWork. In an illustrative embodiment of 
the present invention, the packet sWitched netWork is the 
Internet. HoWever, other packet sWitched netWorks can also 
be used. 

[0013] Selected netWork nodes have a delay sensitive 
connection to a delay sensitive netWork for sending and 
receiving delay sensitive information such as voice and 
real-time video. The delay sensitive connections include 
multiple delay sensitive connection channels. A selection 
input is received on a ?rst netWork node to change the status 
of a delay sensitive connection betWeen the ?rst netWork 
node and a second netWork node (e.g., requesting a neW 
delay sensitive connection). The status of the delay sensitive 
connection is changed based on the selection input (e.g., 
establishing a delay sensitive connection). A control mes 
sage With a predetermined protocol is sent on the packet 
sWitched netWork to the other netWork nodes in the com 
puter netWork indicating the change in status of the delay 
sensitive connection. The control messages are used by other 
netWork nodes to make connection decisions and establish 
the loWest cost delay sensitive connections. The loWest cost 
delay sensitive connection may be an indirect, multi-hop 
delay sensitive connection and may utiliZe idle delay sen 
sitive channels on a previously established delay sensitive 
connection betWeen tWo netWork nodes. The loWest cost 
delay sensitive connection may also be a shortest path delay 
sensitive connection, or a loWest cost delay sensative con 
nection With a desired quality of service. 

[0014] The foregoing and other features and advantages of 
an illustrative embodiment of the present invention Will be 
more readily apparent from the folloWing detailed descrip 
tion, Which proceeds With references to the accompanying 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram illustrating a computer 
netWork for an illustrative embodiment of the present inven 
tion; 
[0016] FIG. 2 is a How diagram illustrating a method for 
determining the status of a delay sensitive connection from 
any netWork node in a computer netWork; 
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[0017] FIGS. 3A and 3B are block diagrams illustrating 
use of the method of FIG. 2; 

[0018] FIG. 4 is a How diagram illustrating a method for 
using control information to determine a loWest cost con 
nection path; 

[0019] FIG. 5 is a How diagram illustrating a method for 
determining When to release a delay sensitive connection; 
and 

[0020] FIG. 6 is a block diagram illustrating an apparatus 
for implementing an illustrative embodiment of the present 
invention. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

[0021] FIG. 1 is a block diagram illustrating a computer 
netWork 10 for an illustrative embodiment of the present 
invention. The computer netWork 10 includes multiple net 
Work nodes (12, 14, 16). Only three netWork nodes are 
shoWn in FIG. 1. HoWever the present invention is not 
limited to three netWork nodes and more or feWer netWork 
nodes may be used. 

[0022] An operating environment for netWork nodes (12, 
14,16) of the present invention includes a processing system 
With at least one high speed Central Processing Unit 
(“CPU”), in conjunction With a memory system, an input 
device, and an output device. These elements are intercon 
nected by a bus structure. 

[0023] The CPU is of familiar design and any of a variety 
of processors, including those from Digital Equipment, Sun, 
MIPS, IBM, Motorola, NEC, Intel, CyriX, AMD, NeXgen 
and others are equally preferred for CPU. Although 
described With one CPU, alternatively multiple CPUs may 
be used. 

[0024] The memory system includes main memory and 
secondary storage. The main memory is high-speed random 
access memory (“RAM”) and read only memory (“ROM”). 
Main memory can include any additional or alternative 
high-speed memory device or memory circuitry. Secondary 
storage takes the form of long term storage, such as ROM, 
optical or magnetic disks, organic memory or any other 
volatile or non-volatile mass storage system. Those skilled 
in the art Will recogniZe that the memory system can 
comprise a variety and/or combination of alternative com 
ponents. 

[0025] As is familiar to those skilled in the art, the 
processing system further includes an operating system and 
at least one application program. The operating system is a 
set of softWare instructions, Which controls the CPU’s 
operation and the allocation of resources. The application 
program is a set of softWare instructions that performs a 
desired task desired making use of computer resources made 
available through the operating system. Both are resident in 
the memory system. 

[0026] In accordance With the practices of persons skilled 
in the art of computer programming, the present invention is 
described beloW With reference to acts and symbolic repre 
sentations of operations that are performed by processing 
system, unless indicated otherWise. Such acts and operations 
are sometimes to as being “computer-executed”. It Will be 
appreciated that the acts and symbolically represented 
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operations include the manipulation of electrical signals by 
the CPU. The electrical system represent data bits Which 
cause a resulting transformation or reduction of the electrical 
signal representation, and the maintenance of data bits at 
memory locations in the memory system to thereby recon 
?gure or otherWise alter the processing system’s operation, 
as Well as other processing of signals. The memory locations 
Where data bits are maintained are physical locations that 
have particular electrical, magnetic, optical, or organic prop 
erties corresponding to the data bits. 

[0027] The data bits may also be maintained on a com 
puter readable medium including magnetic disks, optical 
disks, and any other volatile or non-volatile mass storage 
system readable by the computer. The computer readable 
medium includes cooperating or interconnected computer 
readable media, Which exist exclusively on processing sys 
tem or be distributed among multiple interconnected pro 
cessing systems that may be local or remote to processing 
system. 

[0028] Returning to FIG. 1, netWork nodes (12,14,16) 
have a packet sWitched connection 18 to a packet sWitched 
netWork 20. In an illustrative embodiment of the present 
invention, the packet sWitched connection is a Transmission 
Control Protocol (“TCP”)/Internet Protocol (“IP”) connec 
tion and the packet sWitched netWork is the Internet. HoW 
ever, other packet sWitched connections and netWorks could 
also be used (e.g., user datagram protocol (“UDP”)/IP, an 
intranet, X25, Frame Relay, or Internet Packet eXchange 
(“IPX”) network). 
[0029] NetWork nodes (12, 16) in netWork 10 have delay 
sensitive connections 22 to a delay sensitive netWork 24. 
The delay sensitive connection is used for sending and 
receiving information such as voice information and real 
time video information that is highly sensitive to transmis 
sion delays. In an illustrative embodiment of the present 
invention, the delay sensitive connection is a circuit 
sWitched connection to a Public SWitched Telephone Net 
Work (“PSTN”) such as those provided by AT &T, GTE, 
Regional bell Companies, and others. The delay sensitive 
connection is separate from packet sWitched netWork 20. 
Connections 22 may be loW speed analog or digital delay 
sensitive connections or high-speed delay sensitive connec 
tions. (e.g., T1, DS1, DS3). HoWever, other delay sensitive 
netWorks could also be used for the delay sensitive connec 
tion. For example, a private circuit sWitched netWork, a 
Wireless or cellular netWork, an Integrated Services Digital 
NetWork (“ISDN”), Asynchronous Transport Mode 
(“ATM”), or Internet Protocol FloWs, could also be used. 

[0030] In another embodiment of the present invention, 
delay sensitive netWork 24 is part of packet sWitched net 
Work 20, and is not a separate netWork. In such an embodi 
ment, the packet sWitched netWork is capable of offering 
high Quality of Service (“QoS”) delay sensitive connections 
along With loWer quality, larger delay connections. 

[0031] The delay sensitive connections include multiple 
delay sensitive channels. For example, multiplexing tech 
niques knoWn in the art such as Frequency Division Multi 
plexing (“FDM”), Time Division Multiplexing (“TDM”), 
statistical multiplexing, and other multiplexing techniques 
are used to send analog and digital data in multiple channels 
over the same delay sensitive connection. Compression 
techniques knoWn in the telephony arts are used to compress 
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the delay sensitive information sent over the multiple delay 
sensitive channels. If the delay sensitive connection is a high 
quality of service packet sWitched connection, multiple 
packet “channels” may be used. 

[0032] Selected netWork nodes (12, 14) have an optional 
dedicated direct connection 26 Which may be circuit 
sWitched, message sWitched, or packet sWitched. The net 
Work nodes may optionally be connected to other netWorks 
such as a LAN, a Private Branch eXchange (“PBX”), an 
intranet, or connected to other devices such as bridges, 
routers and gateWays (not shoWn in FIG. 1). The netWork 
nodes (12, 14, 16) may be local or remote to each other. 

[0033] FIG. 2 is a How diagram illustrating a method 28 
for determining the status of a delay sensitive connection 
from any netWork node (12, 14, 16) in computer netWork 10. 
At step 30, a selection input is received on a ?rst netWork 
node to change the status of a delay sensitive connection 
betWeen the ?rst netWork node and a second netWork node 
(e.g., a request to make a delay sensitive connection). Status 
of the delay sensitive connection is changed based on the 
selection input at step 32 (e.g., a delay sensitive connection 
is established, and an individual channel is chosen). A 
control message With a predetermined protocol is sent on the 
packet sWitched netWork from the ?rst netWork node over 
the packet sWitched connection to the other netWork nodes 
in the computer netWork indicating the change in status of 
the delay sensitive connection at step 34. The control 
message may be a single broadcast control message sent to 
each of netWork nodes, or multiple individual control mes 
sages sent to each of the netWork nodes. 

[0034] The nodes (12, 14, 16) in computer netWork 10 
store control status information in a status table that is 
dynamically updated as the nodes receive control messages. 
HoWever, other data structures could also be used to store 
delay sensitive connection status information. The protocol, 
control messages and status table Will be explained beloW. 

[0035] Control messages may be delayed or lost if packet 
sWitched netWork 20 suffers from netWork latency and 
reliability problems. In an alternative embodiment of the 
present invention, the control messages are also sent over a 
second packet sWitched connection. This dual-path trans 
mission helps eliminate the netWork latency and reliability 
problems in the packet sWitched netWork. Standard message 
number sequencing is used With dual-path transmission to 
detect duplicate messages and eliminate race conditions. 

[0036] Method 28 alloWs any node in computer netWork 
10 to determine the availability of delay sensitive connection 
channels on remote nodes and chose a connection that 
generates a least cost connection path (e.g., an indirect 
multi-hop delay sensitive connection instead of a direct 
delay sensitive connection) along With a requested quality of 
service. The least cost connection path may also be a shortest 
path connection or a least cost connection With a desired 
QoS. The control messages contain routing information, and 
other cost information to alloW a netWork node to determine 
the least cost connection path alternative. The control mes 
sages are sent over the packet sWitched netWork instead of 
the delay sensitive netWork saving additional costs. 

[0037] FIGS. 3A and 3B are block diagrams illustrating 
aspects of method 28 of FIG. 2. As is shoWn in FIG. 3A, 
node A 12 in computer netWork 10 receives a selection input 
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at step 30 (FIG. 2) to make a voice call to node B 14 via a 
delay sensitive connection. A delay sensitive connection 36 
is established between node A 12 and node B 14 via delay 
sensitive network 24 with multiple delay sensitive channels, 
four of which are illustrated (38, 40, 42, 44) in FIG. 3A. 
Only four channels are illustrated in FIG. 3A. However, the 
invention is not limited to four channels, and more or fewer 
channels can be used. In FIG. 3A, the remaining channels 
(40, 42, 44) are not currently in use and are illustrated with 
a different type of dashed line. The establishment of con 
nection 36 indicates a change in status at step 32 (FIG. 2) 
of connection 36. A ?rst control message with a predeter 
mined protocol is sent at step 34 (FIG. 2) to nodes (14,16) 
in computer network 10 via packet switched connection 18 
(not shown in FIG. 3A) to indicate the change in status of 
connection 36. Node A 12 can send a message to itself over 

the packet switched network, or simply update delay sensi 
tive channel information stored in its status table since it 
received the selection input at step 30 (FIG. 2). 

[0038] A voice call is established through delay sensitive 
network 24 between node A 12 and node B 14 over an 
individual delay sensitive channel 38. The establishment of 
the voice call changes the status at step 32 (FIG. 2) of 
channel 38. A second control message is sent at step 34 
(FIG. 2) over packet switched network 20 to other nodes in 
the network. Nodes A, B and C (12, 14, 16) all have 
information about delay sensitive connection 36, active 
channel 38, and idle channels (40, 42, 44) on delay sensitive 
connection 36. 

[0039] As is shown in FIG. 3B, node C 16 now desires to 
make a voice call to node B 14. Node C 16 has status 
information in its status table as a result of a control 

messages indicating that node A 12 has a delay sensitive 
connection 36 with three available channels (40, 42, 44) to 
node B 14. In addition, the status table information allows 
node C 16 to determine that a direct call to node B 14 is more 
expensive than an indirect call to node B 14 via node A 12. 
For example, the call from A to B is local, the call from C 
to A is local, while the call from C to B is long distance. 

[0040] After consulting its status table, node C 16 estab 
lishes a delay sensitive connection 46 to node A 12 via delay 
sensitive network 24. One channel 48 of the available delay 
sensitive channels (50, 52, 54) in delay sensitive connection 
46 is used to establish the voice call. 

[0041] Node C 16 requests that node A 12 make an 
additional delay sensitive connection to node B 14 with a 
second available channel 44. Node C 16 has a virtual 
connection 56 to node B 14 with an indirect multi-hop delay 
sensitive connection (48, 44) at a lowest possible cost. 
Method 28 (FIG. 2) is used to send control messages to 
indicate the change in status for creating the delay sensitive 
connections 36 and 46, and the change in delay sensitive 
connection channels 38, 44, and 48. The control messages 
are stored in a status table such as the example status table 
shown in Table 2 below. 

[0042] The control messages used with method 28 are sent 
with a Channel State Update Protocol and the message types 
shown in Table 1. However, more or fewer message types 
could be used. 
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TABLE 1 

Circuit State 
Update Message 

This message type is similar to Link State 
Update Messages of the Open Shortest Path 
First (“OSPF”) or Private Network-to-Network 
Interface (“P-NNI”) used by ATM. This 
message type distributes channel state 
information to all network nodes on the 
packet switched network. This message 
includes routing, connection, call preference 
and cost information for the network node 
that sends it. 
This message type directs remote nodes to 
establish new delay sensitive connections. 
This message type is used to indicate the 
status of a delay sensitive channel in a delay 
sensitive connection. 

Circuit Establishment 
Direction Message 
Call Establishment 
Message 

[0043] The Channel State Update Protocol is used to send 
control messages over packet switched network 20. In an 
illustrative embodiment of the present invention, the Chan 
nel State Update Protocol is sent over the Internet as a data 
packet encapsulated in a Transmission Control Protocol 
(“TCP”) packet that is typically sent via the IP protocol. TCP 
provides a reliable connection-oriented, user-to-user service 
(i.e., acknowledged and guaranteed delivery of packets). 
However, other protocols could also be used to send the 
Channel State Update Protocol data packets. 

[0044] In an alternative embodiment of the present inven 
tion, the Channel State Update Protocol data packets could 
also be sent directly via the IP protocol, thus sending data in 
an unreliable, connectionless datagram format (i.e., not 
acknowledged and no guaranteed delivery of packets). 

[0045] In the OSI seven-layer network model known in 
the art, TCP is often considered a transport layer protocol 
and IP is considered a network layer protocol. The OSI 
model consists, from lowest to highest of physical, data link, 
network, transport, session, application, and presentation 
layers. Thus, under the OSI scheme, the Channel State 
Update Protocol can be sent in the network layer, or in layers 
above the network layer depending on the reliability of 
packet delivery that is desired. 

[0046] A Channel State Update Protocol data packet com 
prises a header segment, which includes ?elds for a message 
source, message destination, sequence number, message 
type, message options and checksum, and a data segment for 
storing actual message data. However, more or fewer ?elds 
can be used in the Channel State Update Protocol header. 

[0047] FIG. 4 is a How diagram illustrating a method 58 
for using control information to determine a lowest cost 
connection path. At step 60, a selection input is received on 
a node in the computer network requesting a delay sensitive 
connection to another node. Information in the status table 
on the node is used at step 62 to determine the lowest cost 
path along with a desired quality of service to complete the 
delay sensitive connection request. QoS includes a smaller 
delay (e.g., a non-routed link) or a higher quality transmis 
sion channel. 

[0048] The determination at step 62 includes determining 
general preference information for handling the request, the 
cost information between nodes, and the QoS. For example, 
the preference may be to always check for the availability of 
a delay sensitive channel with a ?rst desired QoS on a 
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designated network node ?rst, as the designated node typi 
cally will have one or more delay sensitive connections 
already established with available delay sensitive channels. 

[0049] The cost information and QoS is used to determine 
if indirect multi-hop connections can be used instead of 
direct single hop connections (e.g., multi-hop local connec 
tions instead of one direct long distance connection). The 
cost information can also be used to determine a shortest 
path connection route. An exemplary status table is shown in 
Table 2 for the network nodes from FIGS. 3A and 3B. 
However, other layouts could also be used for the status 
table with more or fewer table columns. For example, the 
status table may include network addresses of other nodes in 
computer network 10, direct dial phone numbers for net 
work nodes, or phone numbers for a PBX attached to 
network nodes in computer network 10. 

TABLE 2 

Available Delay Delay Sensitive 
Sensitive Node Preferred 

Node Channels Connections Paths Connect Costs 

A 2 B,C B:B B $1.00 
QoS: 1,2 A:A C $1.00 

B 2 A A:A A $1.00 
QoS: 1,2 C:A—C C $14.00 

A-C $2.00 
C 3 A A:A A $1.00 

QoS: 1,2,3 B:A—B B $14.00 
A-B $2.00 

[0050] Returning to FIG. 4, the lowest cost, delay sensi 
tive connection path is established using information from 
the status table at step 64. This connection path is typically 
an indirect, multi-hop path through multiple network nodes. 
However, the connection can also be a direct, single-hop 
path if this is the lowest cost path (e.g., no other delay 
sensitive connections have been previously made to the 
desired network node). The lowest cost connection path can 
also be a shortest connection path, or a desired QoS path. 

[0051] Since the control messages are sent over the lower 
cost packet switched network to the network nodes, network 
nodes which do not currently have delay sensitive connec 
tions can immediately determine the status and availability 
of higher cost, delay sensitive channels. The status infor 
mation is determined accessing the internal status table 
which is used to store information from control messages. 
No additional messages need be sent to any other nodes in 
the computer network to determine status of delay sensitive 
connections. This saves signi?cant amounts of time and 
computer resources. 

[0052] To further lower costs in computer network 10, a 
predictive release function is used by nodes to remove a 
delay sensitive connection to another node when none of the 
delay sensitive channels are being utiliZed. FIG. 5 is a ?ow 
diagram illustrating a method 66 for determining when to 
release a delay sensitive connection. 

[0053] At step 68 in FIG. 5, a network node examines the 
status table to determine if any delay sensitive connections 
connected to the node have all channels in an idle state. If 
so, at step 70 a timer is set that will be used to remove the 
delay sensitive connection. The amount of time set on the 
timer is determined according to statistics gathered from 
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previous usage time for the delay sensitive connection, or 
the type of delay sensitive connection being used. In one 
embodiment of the present invention, the statistical infor 
mation is collected and processed by one or more nodes in 
computer network 10 and broadcast periodically to remain 
ing nodes. An individual node can also collect and process 
its own statistical information. The statistical information 
includes time required for establishing a delay sensitive 
connection, connection duration, QoS, and the time required 
for releasing the delay sensitive connection. 

[0054] Release times vary dramatically for delay sensitive 
connections in computer network 10. For example, a circuit 
switched delay sensitive connection may be released in 5 
milli-seconds after all circuit switched channels are idle. In 
contrast, for an ATM or IP Flow delay sensitive connection 
which have high associated costs for establishing a connec 
tion, a release may take place 5 seconds after all channels are 
idle. 

[0055] Returning to FIG. 5, if the timer expires at step 72, 
then the delay sensitive connection is removed at step 74. If 
the timer has not expired, the status table is checked again 
at step 76 for activity on the delay sensitive connection. If 
there is activity on the delay sensitive connection, then the 
timer is canceled at step 78. If there is still no activity on the 
delay sensitive connection the node waits for the timer to 
expire by continuing other processing tasks. The loop begin 
ning with step 68 is repeated at regular intervals on the nodes 
in computer network 10. Method 66 ensures that the higher 
cost delay sensitive connections will be removed in a timely 
manner when they are not being actively used. This saves 
additional costs for operating computer network 10. 

[0056] FIG. 6 is a block diagram illustrating an apparatus 
80 for implementing an illustrative embodiment of the 
present invention. Apparatus 80 is used as a network node 
(e.g., 12, 14, 16) in computer network 10. As is shown in 
FIG. 6, apparatus 80 includes multiple network connection 
interfaces 82, 84. Methods 28, 58, and 66 described above 
are implemented as computer software instructions in an 
application program stored in a memory of apparatus 80. 

[0057] The application program comprises a computer 
software server 86. Computer software server 86 is imple 
mented in the C/C++ programming language. However, 
other programming languages could also be used. 

[0058] Network connection interface 82 is used to connect 
18 apparatus 80 to packet switched network 20. Network 
connection interface 84 is used to connect 22 apparatus 80 
to delay sensitive network 24. Additional network connec 
tion interfaces to make other types of network connections 
could also be used for apparatus 80. In an illustrative 
embodiment of the present invention, interface 82 is con 
nected to the Internet, and interface 84 is connected to the 
PSTN to send and receive compressed voice and real-time 
video information. However, other network connections 
could also be used. 

[0059] In one speci?c embodiment of the present inven 
tion, apparatus 80 is implemented in a “Total Control 
Telephony Chassis” by US. Robotics Corporation, of 
Skokie, Ill. The Total Control Telephony Chassis includes 
multiple network interface cards connected by a common 
bus. See “Modem Input/Output Processing Techniques,” 
US. Pat. No. 5,528,595, granted to Dale M. Walsh et al., 
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incorporated herein by reference. Interfaces 82 and 84 are 
any network interfaces by US. Robotics or others that 
provide packet sWitched connection capabilities and delay 
sensitive connection capabilities. For example, delay sensi 
tive interface 82 is U.S. Robotics T1 interface card, US. 
Robotics ISDN interface card, or US. Robotics Quad 
Modem card. Packet sWitched interface 84 is a U.S. Robot 
ics T1 interface card With a softWare TCP/IP protocol stack. 
Computer softWare server 86 is added to existing softWare in 
the Total Control Telephony Chassis to implement methods 
28, 58, and 66 described above to accomplish the present 
invention. HoWever, apparatus 80 can also be implemented 
in other devices With other hardWare and softWare con?gu 
rations and is not limited to implementation in a US. 
Robotics Total Control Chassis. 

[0060] The present invention offers several advantages 
over the prior art. It distributes status information for delay 
sensitive connections to nodes in a computer netWork via 
control messages. The control messages are sent via a loWer 
cost packet sWitched connection instead of the higher cost 
delay sensitive connection. Network nodes use the informa 
tion in the control messages to determine and establish a 
least cost path When it is necessary to make a delay sensitive 
connection. The least cost path may be an indirect path 
utiliZing idle channels on existing delay sensitive connec 
tions betWeen selected netWork nodes. The netWork nodes 
also monitor their oWn delay sensitive connections and 
terminate the connections When all channels in the connec 
tion are idle for a speci?ed period of time. The present 
invention signi?cantly loWers the operating costs of a com 
puter netWork since the higher cost delay sensitive connec 
tions are used in an optimal manner. 

[0061] It should be understood that the programs, pro 
cesses, methods and apparatus described herein are not 
related or limited to any particular type of computer appa 
ratus (hardWare or softWare), unless indicated otherWise. 
Various types of general purpose or specialiZed computer 
apparatus may be used With or perform operations in accor 
dance With the teachings described herein. 

[0062] In vieW of the Wide variety of embodiments to 
Which the principles of my invention can be applied, it 
should be understood that the illustrated embodiments are 
exemplary only, and should not be taken as limiting the 
scope of the present invention. For example, the steps of the 
How diagrams may be taken in sequences other than those 
described, and more or feWer elements may be used in the 
block diagrams. 

[0063] The claims should not be read as limited to the 
described order or elements unless stated to that effect. 
Therefore, all embodiments that come Within the scope and 
spirit of the folloWing claims and equivalents thereto are 
claimed as my invention. 

I claim: 

1. In a computer netWork With a plurality of netWork 
nodes, the netWork nodes having a packet sWitched connec 
tion to a packet sWitched netWork, and selected ones of the 
netWork nodes having a delay sensitive connection to 
selected other ones of the netWork nodes, Wherein the delay 
sensitive connection includes a plurality of individual delay 
sensitive channels, a method for determining a status of a 
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delay sensitive connection from any netWork node in the 
computer netWork, the method comprising the folloWing 
steps: 

receiving a selection input on a ?rst netWork node to 
change a status of a delay sensitive connection betWeen 
the ?rst netWork node and a second netWork node; 

changing the status of the delay sensitive connection 
based on the selection input; and 

sending a control message With a predetermined protocol 
on the packet sWitched netWork from the ?rst netWork 
node to the other netWork nodes in the computer 
netWork indicating the change in status of the delay 
sensitive connection. 

2. A computer readable medium having stored therein 
instructions for causing a central processing unit in a net 
Work node to execute the method of claim 1. 

3. The method of claim 1 Wherein a third netWork node is 
connected to the ?rst node With a delay sensitive connection, 
but is not connected to the second netWork node With a delay 
sensitive connection, further comprising: 

determining from the third netWork node With the control 
message if a delay sensitive connection channel from 
the ?rst netWork node to the second netWork node is 
available, and if so, 

establishing an indirect delay sensitive connection from 
the third netWork node to the second netWork node 
using a delay sensitive connection channel from the 
delay sensitive connection betWeen the third netWork 
node and the ?rst netWork node, and the available delay 
sensitive channel betWeen the ?rst netWork node and 
the second netWork node. 

4. The method of claim 1, further comprising: 

storing information received in the control message in 
status tables on the netWork nodes; 

dynamically updating the status tables upon receiving 
additional control messages; and 

determining from a netWork node With a status table 
current status information for any delay sensitive con 
nections in the computer netWork. 

5. The method of claim 1 further comprising: 

storing information received in control messages in status 
tables on the netWork nodes; and 

determining from a netWork node With a status table a 
loWest cost delay sensitive connection path betWeen the 
netWork node and any other netWork node in the 
computer netWork. 

6. The method of claim 5 Wherein the loWest cost delay 
sensitive connection path is a shortest delay sensitive con 
nection path With a desired quality of service 

7. The method of claim 1 Wherein information contained 
in the control message includes any of: netWork node 
routing information; netWork node connection preference 
information; netWork node connection cost information; 
netWork node addresses; netWork node dial numbers quality 
of service; or netWork node Private Branch Exchange dial 
numbers for the delay sensitive connection. 

8. The method of claim 1 Wherein the step of changing the 
status of the delay sensitive connection includes any of: 
establishing the delay sensitive connection; releasing the 
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delay sensitive connection; or changing the characteristics of 
the delay sensitive connection. 

9. The method of claim 1 Wherein the step of changing the 
status of the delay sensitive connection includes changing a 
status for any of the plurality of delay sensitive connection 
channels in the delay sensitive connection. 

10. The method of claim 1 Wherein the packet sWitched 
netWork is the Internet. 

11. In a computer netWork With a plurality of netWork 
nodes, the netWork nodes having a packet sWitched connec 
tion to a packet sWitched netWork, selected ones of the 
netWork nodes having a delay sensitive connection to 
selected other ones of the netWork nodes, Wherein the delay 
sensitive connection includes a plurality of individual delay 
sensitive channels, a method for determining a loWest cost 
delay sensitive connection, the method comprising the fol 
loWing steps: 

maintaining on the netWork nodes status tables containing 
information from control messages sent over the packet 
sWitched connection to the netWork nodes indicating 
changes in status of delay sensitive connections in the 
computer netWork; 

receiving a selection input on a ?rst netWork node to 
create a delay sensitive connection to a second netWork 

node; 
determining from the ?rst netWork node With a status 

table a loWest cost connection path to create the delay 
sensitive connection; and 

establishing the delay sensitive connection betWeen the 
?rst netWork node and the second netWork node With 
the determined loWest cost delay sensitive connection 
path. 

12. A computer readable medium having stored therein 
instructions for causing a central processing unit on a 
netWork node to execute the method of claim 11. 

13. The method of claim 11 Wherein the step of deter 
mining With the status table a loWest cost connection path to 
create the delay sensitive connection includes any of a 
determining the shortest delay sensitive connection path, or 
a delay sensitive connection path With a desired quality of 
service. 

14. The method of claim 11 further comprising: 

determining With the status table if all delay sensitive 
connection channels on the delay sensitive connection 
from the ?rst netWork node to the second netWork node 
are idle, and if so, 

determining With a predictive release function When the 
delay sensitive connection can be released betWeen the 
?rst netWork node and second netWork node. 

15. The method of claim 14 Wherein the predictive release 
function includes using statistical information collected for 

Feb. 7, 2002 

time of establishment, duration and time of release of delay 
sensitive connections in the computer netWork. 

16. The method of claim 11 further comprising: 

determining With the status table if all delay sensitive 
connection channels on the delay sensitive connection 
from the ?rst netWork node to the second netWork node 
are idle, and if so, 

setting a timer With a predetermined timer value, Wherein 
the predetermined timer value is based on the delay 
sensitive connection type; and 

removing the delay sensitive connection betWeen the ?rst 
netWork and the second netWork node When the timer 
expires. 

17. The method of claim 11 Wherein the step of deter 
mining With the status table a loWest cost connection path 
includes ?rst checking selected ones of netWork nodes for 
available delay sensitive connection channels in the status 
table based on predetermined connection preferences before 
checking for available delay sensitive connection channels 
on other netWork nodes. 

18. A computer netWork communication apparatus, the 
apparatus comprising: 

status receiver, for receiving a selection input on a ?rst 
netWork node to change a status of a delay sensitive 
connection betWeen a ?rst netWork node and a second 
netWork node in a computer netWork; 

status changer, for changing the status of the delay sen 
sitive connection based on the selection input; and 

control message sender, for sending a control message 
With a predetermined protocol on a packet sWitched 
netWork from the ?rst netWork node to other netWork 
nodes in a computer netWork indicating the change in 
status of the delay sensitive connection. 

19. The apparatus of claim 18 further comprising: 

control message receiver, for receiving control messages 
from the packet sWitched connection; 

status table, for storing the control messages in a status 
table in a memory of the apparatus; and 

status table updater, for dynamically updating the status 
table as control messages are received on the packet 
sWitched connection; and 

loWest cost connection determiner, for determining a 
loWest cost delay sensitive connection path betWeen 
tWo nodes in the computer netWork using the status 
table. 

20. The apparatus of claim 18 further comprising: 

delay sensitive connection releaser, for releasing a delay 
sensitive connection With a predictive release function. 

* * * * * 


