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APPARATUS, METHODS, AND COMPUTER 
PROGRAM PRODUCTS FOR TRANSACTIONAL 

SUPPORT OF NETWORK MANAGEMENT 
OPERATIONS 

COPYRIGHTS IN PATENT MATERIALS 

[0001] Portions of this patent document contain material 
subject to copyright restriction. The copyright oWner has no 
objection to facsimile reproduction of the patent document 
after grant, as it appears in the US. Patent and Trademark 
Of?ces ?les or records, but otherWise reserves all rights 
relating thereto. 

TECHNICAL FIELD 

[0002] The ?eld of this application relates to apparatus, 
methods, and computer program products relating to net 
Work management operations and particularly to apparatus, 
methods, and computer program products for providing 
transactional support for netWork management operations. 

BACKGROUND OF THE INVENTION 

[0003] Particular current netWork management applica 
tions conduct individual netWork management operations on 
remote netWork objects taken one at a time. Remote netWork 
objects accordingly receive individual attention at discrete 
separated times only. The target netWork objects, hoWever, 
are numerous, complex, and interrelated. Managing netWork 
objects one at a time is unfortunately sloW and often 
ineffective. In many cases, desired object interactions cannot 
be induced to cooperative action by addressing the target 
objects individually in isolation from other target objects. To 
overcome this technical problem, the target objects need to 
be addressed more comprehensively by making real time 
adjustments upon multiple remote netWork objects Which 
are interrelated and interdependent. 

[0004] At present, netWork management applications 
build and send netWork management operations to netWork 
objects one operation at a time. Particular current netWork 
management protocols lack the capability of performing a 
sequence of heterogeneous netWork management operations 
over a number of managed objects such that this sequence of 
operations is committed either atomically or not at all. It 
therefore becomes the responsibility of a netWork manage 
ment platform to attempt to provide transactional integrity 
around a sequence of heterogeneous netWork management 
operations. HoWever, no knoWn netWork management pro 
tocol, platform, or product has any built-in mechanism to 
provide for the atomic execution of an arbitrary sequence of 
netWork management operations Within the context of a 
single transaction. 

SUMMARY OF THE INVENTION 

[0005] According to the present invention, an application 
transaction is implemented as a group of netWork manage 
ment request operations Which are bound together into a 
single atomically-committed transaction. An application 
transaction thus binds together several message request 
operations and is committed atomically. The combined 
transaction is further, on the request of the netWork man 
agement application, aborted atomically according to the 
present invention. An application transaction according to 
one embodiment of the present invention combines a plu 
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rality of netWork management requests in a single compre 
hensive bound application transaction Which is delimited by 
a semantic begin transaction directive and either a commit or 
a roll-back directive, Which maintains transactional integrity 
of multiple user applications including a plurality of netWork 
management requests relating to these applications and 
message operations Which are bound into a single applica 
tion transaction. 

[0006] According to the present invention, a mechanism 
for a netWork management platform enables a user to 
specify transactional delimiters around an arbitrary 
sequence of heterogenous management requests. The plat 
form according to the present invention ensures that these 
requests are committed atomically (i.e., all together or not at 
all). 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] FIG. 1A is a block diagram of a selected applica 
tion in communication With a netWork management platform 
according to the present invention; 

[0008] FIG. 1B is a block diagram of a computer system 
for implementing an embodiment of the present invention; 

[0009] FIG. 2 is a block diagram of a netWork manage 
ment platform according to the present invention; 

[0010] FIG. 3A is a diagram of an application transaction 
manager according to the present invention; 

[0011] FIG. 3B is a diagram shoWing hoW an application 
transaction manager provides transactional semantics 
according to the present invention around particular target 
objects (e.g., TOA, TOB, TOI) that reside in different agents 
(for example, target objects TOA and TOB reside in Agent 
X; and target object TOI resides in Agent Y) irrespective of 
Whether the particular agents themselves support the par 
ticular transactions; 

[0012] FIG. 4 is a ?oWchart of a method according to the 
present invention in Which a user implements a selected 
application transaction; 
[0013] FIG. 5 is a ?oWchart of a method according to the 
present invention in Which an application transaction man 
ager receives request messages from an application; 

[0014] FIGS. 6A-6C are collectively a diagram of hoW an 
undo log is built for an application transaction for a typical 
netWork management application to manage objects con 
forming to the X711 CMIP protocols; 

[0015] FIGS. 7A-7B are collectively a diagram of hoW an 
undo log is used in the event the transaction is aborted; and 

[0016] FIGS. SA-SB are collectively a diagram of hoW an 
undo log is built for an application transaction for a typical 
netWork management application to manage objects con 
forming to RFC 1157 SNMP protocols. 

DETAILED DESCRIPTION OF A PREFERRED 
MODE 

[0017] FIG. 1A is a block diagram of a selected user 
application in communication With a netWork management 
platform according to the present invention. In particular, 
FIG. 1A shoWs a selected user application 100 sending 
multiple request messages based upon its various operations 
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to a network management platform (NMP) 102. The mes 
sages request predetermined performance of a selected 
application transaction operations directed at selected target 
objects 104-114, for eXample. NMP 102 includes a process 
ing entity (software, hardWare, ?rmWare or hybrid) for 
performing application transactions (ATs) 103. An applica 
tion transaction 103 is mechanism according to the present 
invention, Which is constructed by building a “begin appli 
cation transaction (AT):” message as detailed beloW. The AT 
message constructed is then sent to a netWork management 
platform (NMP) 102 Which is constructed for handling in 
accordance With the present invention. An NMP 102 
receives multiple request messages from multiple applica 
tions according to one embodiment of the present invention. 
The NMP 102 binds the operations de?ned in multiple 
messages together in a single AT according to the present 
invention and continues to do so until a commit application 
transaction message is received. The commit message 
causes synchronous joint commitment of the received mes 
sage operations. When a “roll-back AT” message is received, 
the binding of operations to each other and message opera 
tions themselves are aborted. The user is provided With AT 
conteXt messages according to one embodiment of the 
present invention including for eXample such messages as 
“begin AT”, “commit AT”, and “roll-back AT.” Processing 
entity 103 is in communication With a database 105 accord 
ing to one embodiment of the present invention. User 
applications 100 send request messages to the NMP 102, 
according to the folloWing example: 

EXAMPLE 

[001s] 

// Begin Application Transaction 

// Set Object A, attribute a1 

// Set Object C, attribute c1 

// Commit Application Transaction 

[0019] Thus, according to the present invention, a plurality 
of requests are built (i.e., combined) and sent as a single 
application transaction Which is atomic. By atomic, it is 
meant that When the transaction either commits or fails, all 
of its operations Which have been combined into the single 
atomic transaction commit or fail in unison. The transaction 
is bound to all operational objects Whether individually 
speci?ed or indirectly scoped. 

[0020] FIG. 1B is a block diagram of a computer system 
for implementing an embodiment of the present invention in 
Which each server and application is implemented jointly or 
separately on one or more computer systems. Computer 
system 160 particularly includes a random access memory 
(RAM) 170; a read only memory (ROM) 171; a memory bus 
172 connected to RAM 170 and ROM 171; a microproces 
sor 173 connected to the memory bus 172; a monitor 176; a 
printer 177; a disk drive 178; a compact disk read only 
memory (CD ROM) drive 179; a peripheral bus 180 con 
nected to monitor 176, printer 177, disk drive 178, and CD 
ROM drive 179; a hard drive 181; and a netWork interface, 
each connected to peripheral bus 180 as shoWn in FIG. 1B. 
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Disk drive 178 and CD ROM drive 179 are respectively able 
to read information including computer program products 
(not shoWn) Which can be embedded on media such as, 
respectively, a magnetic or optical disk or ?oppy 178‘ and a 
CD ROM medium 179‘. Depending upon the selected drive 
and medium, Writing on the selected medium as Well as 
reading can be accomplished. 

[0021] FIG. 2 is a block diagram of a netWork manage 
ment platform (NMP) according to the present invention. In 
particular, FIG. 2 shoWs a NMP 102 including a processing 
entity 103 as de?ned above for performing one or more 
application transactions. The processing entity 103 in turn 
includes an application transaction manager 110 (ATM) 
according to the present invention. The ATM 110 according 
to the present invention is linked to an undo log as Will be 
seen Which is described beloW in connection With FIG. 5. 
The undo log is stored for eXample in a selected database 
(DB), e.g., DB 105. The data in the undo log permits the 
parts of an incomplete or failed application transaction to be 
undone. For example, a failed AT Which has been processed 
is undone by rolling back to the original values of transac 
tion affected target objects, e.g., 104-114, for eXample. The 
ATM 110 controls the loading of the undo log and its 
disbursement in roll-back operation of data to restore the 
preceding target object values. NMP 102 is a server or 
computer tasked With netWork management tasks and func 
tions according to a predetermined netWork arrangement. 

[0022] FIG. 3A is a diagram of an application transaction 
manager (ATM) 110 according to the present invention. In 
particular, FIG. 3A shoWs the ATM 110 linking or threading 
a series of ?rst through third operations, respectively 121 
through 123, Which have been linked together as a compos 
ite application transaction to operate upon one or more target 
objects represented collectively by target object 104. Target 
object 104 can be resident or invoked on the same competing 
platform (i.e. computer system) as the ATM 110 or on a 
separate platform or system, as con?gured or selected by the 
user or a surrogate for eXample. 

[0023] FIG. 3B is a diagram shoWing hoW the ATM 110 
provides transactional semantics around the target objects 
(TOA, TOB, TOI) that live in different agents such as agents 
X and Y, respectively 150 and 151. The target objects TOA 
and TOB live in Agent X; TOI lives in Agent Y, irrespective 
of Whether the agents 150, 151 themselves support particular 
transactions. NetWork management transaction operations 
are referred to herein as “Application Transactions” or “AT ”, 
as they invoke one or more netWork management applica 
tions such as the application and operations 100 referred to 
in FIG. 3B. An application transaction performing entity 
103 in a service provider or agent 150, 151 handles the 
processing of AT transactions. This entity 103 includes the 
“Application Transactions Manager” or “AT Manager”110 
and is implemented as an independent computing process to 
provide AT transaction services to the management entities 
Which need it. HoWever, the general applicability of this 
invention is not limited to only the above practice. Accord 
ing to one embodiment of the present invention, the user 
builds a “begin AT” message to AT performing entity 103 
and sends this message to AT performing entity 103 and to 
the service provider or agents X and Y. Upon receiving this 
message, the service provider communicates the request to 
the AT Manager 110 to create a binding to link all subse 
quent management operations together. This activity hap 
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pens according to one embodiment of the present invention 
Without any user knowledge. The user then continues to 
build and send all other management operations to the 
service provider Which then directs them to the AT Manager 
110 entity 103. This process continues until the AT Manager 
110 receives a “commit A ” message or an “abort A ” 

message. In the event that a “commit AT” is received, the 
service provider Works in conjunction With the AT Manager 
110 to cause a synchronous commit of all operations 
included in this transaction. If an “abort AT” message is 
received, the binding AT and the member operations Will be 
aborted or rolled back completely in a Way similar to an 
“Undo” of the operations that have been carried out prior to 
the abort request. All operations are either committed alto 
gether as a single transaction or aborted altogether if an 
operation fails or if the above directive is received. 

[0024] FIG. 4 is a ?oWchart of a method according to the 
present invention in Which a user implements a selected 
application transaction. In particular, FIG. 4 shoWs a user 
building 400 a begin application transaction message. Next, 
the request to begin an application transaction is sent 401 to 
a netWork management platform (NMP). Thereafter, the 
netWork management platform receives 402 the message 
and begins a binding process to link all subsequent opera 
tions together until the NMP receives a commit application 
transaction message or a rollback application transaction 
message. Then, if a commit application transaction message 
is received, the NMP locates 406 an application transaction 
performing entity and passes all operations to it With a 
commit application transaction message to cause synchro 
nous commit of all threaded operations. Alternatively, if a 
rollback application transaction message is received, the 
binding or threading of operations and transactions is 
aborted. 

[0025] FIG. 5 is a ?oWchart of a method according to the 
present invention in Which an application transaction man 
ager (ATM) receives request messages from an application. 
In particular, FIG. 5 shoWs an application transaction man 
ager receiving 500 request messages from an application 
through a routing mechanism in an application transaction 
helper device betWeen an application transaction server and 
a netWork management platform With respect to particular 
operations needing to be performed. The application trans 
action manager (ATM) according to the present invention 
creates 501 derived messages from the request messages. 
The application transaction manager (ATM) further receives 
502 responses from the netWork management platform 
(NMP) and links the responses for storage in a persistent 
undo log, as a snapshot of an affected object(s) Which is(are) 
thereupon able to roll back particular transactions Which are 
not committable in terms of resetting target objects to the 
values held before transaction processing had begun, and 
sending back the original request to the netWork manage 
ment platform (NMP) for execution. The application trans 
action manager (ATM) 503 next receives OK and non-OK 
responses from the netWork management platform as to 
Whether each individual derived operation has been success 
fully atomically accomplished in its entirety. The ATM then 
sends OK responses to alloW application processing, and 
aborts non-OK transactions and plays back the associated 
undo log in reverse order to roll back previous committed 
operations to reestablish original object values in the target 
objects. 
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[0026] FIGS. 6A-6C are a diagram of hoW an UNDO log 
is built for an AT application that manages objects that 
conform to the behaviours Which are speci?ed in X.711 for 
CMIP protocols. In the part of Message How For M-SET, a 
set request to a target object X is sent to the netWork 
management platform (NMP) 102 by the application. This is 
done at the programming interface via a function, CmipSe 
tReq, Which abstracts the CMIP M-SET protocol data unit 
(PDU). At the NMP 132, the AT performing entity buffers 
the request, issues a number of M-GET messages to the 
target object X ?rst in order to build an undo record for the 
M-SET request in the event the transaction is aborted. The 
undo record is basically another M-SET request to the same 
target object, but With original values. It Will alloW resetting 
the modi?ed target object to the original values that predate 
the currently requested modi?cation. After the undo record 
is built, the NMP forWards the M-SET request to the target 
object. If the M-SET request is successful, the AT perform 
ing entity saves its corresponding undo record in the undo 
log, and then proceeds to the next request in the transaction. 
OtherWise, it removes the current undo record, and aborts 
the particular transaction by executing the undo log in 
reverse order. FIGS. 6A-6C further shoW an example of hoW 
an M-CREATE request is handled by the NMP 102. This 
relates to Message How for M-CREATE. The particular 
application entity issues the function CmipCreReq to 
abstract a CMIP M-CREATE protocol data unit (PDU). In 
particular, an undo record is built for each M-CREAT E 
request. It is substantially an M-DELETE request to remove 
or “undo” a prior M-CREAT E request in the case of trans 
action abort. Finally, an example of hoW an M-DELETE 
request is handled is shoWn in the part of Message How for 
M-DELETE. In this case, the application entity issues the 
function CmipDelReq that abstracts the CMIP M-DELETE 
protocol data unit (PDU) to the NMP. Next, the AT perform 
ing entity in the NMP issues a number of GET requests to 
the target object, gets the responses, and builds them into an 
undo record of the M-DELETE request. The undo record is 
for example an M-CREATE request to re-create the exact 
same target object, With the same or a similar set of attribute 
values that it had prior to the delete. 

[0027] FIGS. 7A-7B are a diagram of hoW the undo log is 
used to abort a particular transaction. Moreover, the undo 
log is executed in reverse order, and the responses are all 
returned as not OK, and an abort response is returned. It 
should be noted that the steps for processing an “ABORT 
message” are executed according to one embodiment of the 
present invention When either an explicit ABORT request 
is received from the application or (ii) an internal ABORT 
condition is recogniZed by the AT server, due to the failure 
of any preceding M-SET, M-CREATE or M-DELETE 
requests processed by that server Within the same transac 
tion. It should also be noted that according to one embodi 
ment of the present invention there is no rollback for CMIP 
M-GET, CMIP M-CANCEL-GET, CMIP M-ACTION, or 
SNMP GET requests. These requests are passed through 
transparently by the AT server and no entry is created in the 
undo log for processing these requests according to one 
embodiment of the present invention. 

[0028] FIGS. 8A-8B are a diagram of hoW an UNDO log 
is built for an AT application that manages objects that 
conform to predetermined behaviours and SNMP protocols. 
In the Message How portion of the SNMP-SET, the appli 
cation entity issues a programming function SnmpSetSimple 
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request to the NMP 102. This function abstracts the SNMP 
SET protocol data unit (PDU). At the NMP 102, the AT 
performing entity Will issue a number of SNMP-GET 
requests to the target object, get the responses, and build 
them into an undo record. Subsequently, the AT performing 
entity builds and forWards the actual SNMP-SET PDU to the 
target object. If the request is successful, it saves its corre 
sponding undo record in an undo log, and then proceeds to 
the next request in the transaction. OtherWise, it removes the 
current undo record, and aborts the transaction by executing 
the undo log in reverse order. Next, the message How for 
SNMP-CREATE-ROW-OBJECT in the application entity 
issues a function named SnmpSetCreateRoW to abstract the 
SNMP-SET protocol data unit (PDU) Which is used to create 
a Whole roW object. In this case, an undo record is created 
for the above request. It is particularly a DelReq that is 
mappable to an SNMP-SET PDU that can delete the said 
Whole roW object, so that the reversion of the create opera 
tion can be performed, if the particular transaction is 
aborted. Finally, in the ?nal portion of the draWing, under 
the heading Message How for SNMP-DELETE-ROW-OB 
JECT, the application entity issues the programming func 
tion SnmpSetDestroyRoW. This function is used to delete a 
Whole roW object. Accordingly, a number of SNMP-GET 
requests are issued to the target object to retrieve all column 
values of the roW object. These values are used to build a 
CreReq that is mappable to an SNMP-SET PDU that can in 
turn re-create the Whole roW object, so that the reverse of the 
delete operation can be performed in case of transaction 
abort. 

APPENDIX A 

[0029] An AT server may have multiple transaction run 
ning concurrently at the same time. In order to identify the 
particular transaction to Which a message belongs, particular 
token information is passed along With user message to 
uniquely identify the transaction. This information is knoWn 
as the transaction token information. There are three repre 
sentations of this token according to particular embodiments 
of the present invention: 

[0030] One token representation according to the 
present invention requires full transaction informa 
tion. In particular, the token contains information to 
uniquely identify a transaction globally for creating 
a neW transaction or for relating to an existing 
transaction. 

[0031] Another token representation according to the 
present invention requires a global transaction iden 
ti?er. In particular, a derived identi?er is provided 
Which is mappable to full transaction information. 
The global transaction identi?er may be used in 
place of full transaction information for repetitive 
references of the same transaction in request/re 
sponse messages. This identi?er is globally unique 
and is globally translatable to/from the full transac 
tion information through Well-known entities such as 
NMP’s that either provide access to the global trans 
action mapping function or supply this function 
themselves. 

[0032] Another token representation according to the 
present invention requires a transaction identi?er. In 
particular, a derived identi?er is used to identify a 
transaction that is locally unique Within the domain 
of an AT manager. 
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[0033] According to the present invention, the transaction 
token information is expressed according to the folloWing 
ASN.1 syntax: 

CHOICE { 
transInfo [1] TransactionInfo, 
globalTransId [2] Integer, 
localTransId [3] Integer 

TransactionInfo ::= SEQUENCE { 
userName GraphicString, 
applicationId INTEGER (O..MAX), 
misId AET, 
threadId [O] INTEGER OPTIONAL, 
enclosingTransaction [1] TransactionInfo OPTIONAL 

[0034] According to one embodiment of the present inven 
tion, the selected transaction information is passed in a 
BeginAT context message. The AT server chooses to return 
either a local transaction identi?er or a global transaction 
identi?er that the application may use subsequently to 
communicate With the AT server. 

APPENDIX B 

Speci?cation of Application Transaction API 

“AppTrans”—AT Helper Object 

[0035] AppTrans is a C++ object class Which supports 
Application Transactions (ATs). A constructor of AppTrans 
associates a selected AppTrans variable to a particular 
Platform variable as folloWs: 

AppTrans (Platform& <plat>=Platform: :def_platform); 

[0036] In order to support a asynchronous-only mode of 
AT in the EM, the folloWing methods are implemented 
according to one embodiment of the present invention: 

[0037] Begin AT method (synchronous version) 

[0038] Commit AT method (synchronous version 
only) 

[0039] Abort AT method (synchronous version only) 

[0040] Get Result method 

[0041] Get Result String method 

[0042] The folloWing methods fall Within the scope of the 
present invention: 

Begin Application Transaction 

[0043] 

Result AppTrans: :beginitrans( 
CDU <atminame>): // AT Manager name 

[0044] This method speci?es a beginning bound for a neW 
transaction. All messages folloWing this message are bound 
in this transaction until a message denoting an end transac 
tion or abort transaction is sent. This method runs in 
synchronous mode and returns the processing result of the 
beginning transaction request. If a result is NOT_OK, a 












