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(57) ABSTRACT 

An improved change-detection tool detects only relevant 
changes Within Internet Web pages on the World-Wide-Web. 
Changes back to an earlier version of a Web page are not 
relevant and do not cause the user to be noti?ed. Only 
changes to a neW, unique version of the Web page generate 
a user noti?cation. After the user ?nishes registering the Web 
page by specifying the URL and the user’s e-mail address, 
the change-detection tool periodically retrieves the Web 
page at the speci?ed URL and generates a checksum or 
signature to determine When to send a noti?cation to the 
user. Signatures from several older versions of the Web page 
are stored in a history table. When a neW signature for a 
re-fetched page matches the most-recent signature at the top 
of the stack in the history table, no change has occurred. 
When the neW signature matched any of the older signatures 
in the history table, the detected change is not unique and 
noti?cation is not made even though a change has occurred. 
When the neW signature matches one of the older, not-most 
recent signatures in the history table, the signature is moved 
into a permanent history table. Signatures in the permanent 
history table are for recurring versions of the Web page and 
are likely to appear again. Error pages displayed When a Web 
server is doWn for routine maintenance can be screened out 
using the history table. The frequency of noti?cations is 
tracked. When too many noti?cations are being sent for a 
Web page, the last-modi?ed header is used rather than 
signature-matching to reduce the frequency of noti?cations. 
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UNIQUE-CHANGE DETECTION OF DYNAMIC 
WEB PAGES USING HISTORY TABLES OF 

SIGNATURES 

RELATED APPLICATION 

[0001] This application is a continuation-in-part of the 
co-pending application for “Change-Detection Tool Indicat 
ing Degree and Location of Change of Internet Documents 
by Comparison of CRC Signatures”, U.S. Ser. No. 08/783, 
625, ?led Jan. 14, 1997. 

FIELD OF THE INVENTION 

[0002] This invention relates to softWare retrieval tools for 
netWorks, and more particularly to improved accuracy for a 
change-detection tool for the Internet. 

BACKGROUND OF THE INVENTION 

[0003] Fast, ineXpensive distribution of information has 
been promoted by the Widespread acceptance of the Internet 
and especially the World-Wide-Web This informa 
tion can be easily updated or changed. HoWever, users may 
not be aWare of the changes. Unless the user frequently 
re-reads the information, many days or Weeks may pass 
before users realiZe that the information has changed. 

[0004] Documents on the Web are knoWn as Web pages. 
These Web pages are frequently changed. Users often Wish 
to knoW When changes are made to certain Web pages. The 
parent application disclosed a change-detection tool that 
alloWs users to register Web pages. Each registered Web page 
is periodically fetched and compared to a stored checksum 
or signature for the registered page to determine if a change 
has occurred. When a change is detected, the user is noti?ed 
by e-mail. The change-detection tool of the parent applica 
tion alloWs user to select portions of a Web-page document 
for change detection While other portions are ignored. 

[0005] Such a change-detection tool as described in detail 
in the parent application is indeed useful and has gained 
popularity With Internet users, as several hundred thousand 
Web pages have been registered. For eXample, patent pro 
fessionals can register the federal regulations and procedures 
(37 C.F.R. and the M.P.E.P) posted at the PTO’s Web site and 
be noti?ed When any changes are made. The change-detec 
tion tool is currently free for public use at the WWW.net 
mind.com Web site. 

[0006] FIG. 1 illustrates a Web page registered for change 
detection. This Web page contains a copy of one or more of 
the code of federal regulations; speci?cally the patent office 
regulations at 37 C.F.R § 1.x. Apatent attorney registers this 
Web page that contains a copy of the patent rules at 37 C.F.R. 
§ 1.8 to 1.136. The rules may be located on one large Web 
page, or spread across many Web pages that are each 
registered. 
[0007] The user registers this page by using a user-inter 
face for the change-detection tool. The user enters his e-mail 
address and the URL for the Web page. The change-detection 
tool fetches a copy of this page and generates a signature. 
The signature is a highly-condensed data Word that is 
produced by using a cyclical-redundancy-check (CRC) or 
other algorithm that produces unique outputs. For the initial 
page of FIG. 1, the signature 5A7 (hex) is generated and 
stored in a database With the user’s e-mail address and the 
Web page’s URL. 
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[0008] The change-detection tool periodically fetches this 
Web page to see if a change has occurred. A neW signature 
is generated for the re-fetched page, and the neW signature 
is compared With the old signature stored in the database. A 
mismatch indicates that a change is detected. 

[0009] FIG. 2 shoWs an updated Web page that has a 
different signature that triggers a change noti?cation. Occa 
sionally, the patent regulations are updated. Web pages 
containing a copy of these regulations are eventually 
updated to re?ect the changed rules. For eXample, FIG. 2 
shoWs that rule 37 C.F.R. § 1.62 has been deleted While rule 
37 C.F.R. § 1.136 has been updated, as they Were in late 
1997. 

[0010] The change detection tool re-fetches each regis 
tered page every feW hours or days. Once the rules on the 
Web page are updated, a different signature is generated for 
the updated Web page. In FIG. 2, the neW signature of D6F 
is generated, Which does not match the old signature of 5A7 
stored in the change-detection tool’s database. Thus a 
change is detected. The neW signature is stored in the 
database and the patent attorney user is noti?ed by e-mail. 

[0011] The user is noti?ed Within a feW days after the Web 
page is updated, alloWing the patent attorney to rest easy, not 
having to frequently surf over to the rules page to see if any 
changes have been made. 

[0012] False Change Detections—FIG. 3 

[0013] The change-detection tool is only useful When it 
saves time and effort for the user. One problem is that false 
noti?cations can be made, annoying the user With changes 
that are not relevant. The inventors have discovered that the 
World-Wide-Web itself can trigger false change detections. 
These false detections should be ?ltered out. 

[0014] FIG. 3 shoWs a false change detection caused by a 
non-relevant change in an Internet server. Web pages are 
stored on computer servers. These servers are sometimes 
disconnected from the Internet for maintenance such as 
program or hardWare updates, or security threats such as 
hacker attacks. 

[0015] The Web server containing the Web page With the 
37 C.F.R. patent rules is disconnected from the Internet for 
maintenance. Often such maintenance occurs during loW 
usage times such as Weekend nights. Most users do not 
notice that the Web pages are offline during these hours. 
Unfortunately, automated softWare programs such as the 
change-detection tool continue to operate during these 
times, and may perform more fetching during off hours since 
netWork response times decrease. The change-detection tool 
may ?nd that the Web page is not available. 

[0016] When no connection can be made With the server, 
the change-detection tool can simply skip the Web page until 
a later time. Since TCP/IP packets are not returned from the 
server, the change-detection tool can easily determine that 
the page is not available due to a netWork problem. The 
change-detection tool does not notify the user, but instead 
tries again later. 

[0017] Completely disconnecting servers from the Internet 
is froWned upon since users do not knoW What is causing the 
errors. Thus many Web sites use another server to return a 

message page to the user When the server is doWn for 
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maintenance. This message or error page lets the user know 
that the Web page is only temporarily unavailable and the 
user should try back later. 

[0018] The error page of FIG. 3 is returned When a user 
tries to retrieve the Web page containing the 37 C.F.R. patent 
rules. This same error page is returned to change-detection 
softWare trying to fetch the Web page. HoWever, since no 
packet or netWork error is signaled, the change-detection 
tool assumes that the error page is the registered Web page 
and generates a neW signature. The neW signature for the 
error page is EB9, Which does not match the old signature 
(D6F) that Was stored in the database after the last change 
Was detected. 

[0019] The change-detection tool then generates a change 
notice that is emailed to the user. The next day When the 
patent attorney reads the change notice, he broWses over to 
the Web page. By noW the server is back up, shoWing the 
same Web page as in FIG. 2. Although the user reads the Web 
page carefully, he cannot ?nd any changes. 

[0020] A feW days later, the change detection tool again 
retrieves the Web page and generates the neW signature. 
Since this neW signature does not match the error page’s 
signature that Was stored, another change notice is gener 
ated. The user again looks at the Web page but ?nds no 
changes. At this point, after receiving to false change 
notices, the user cancels his change-detection service to 
avoid getting the false noti?cations. 

[0021] HTML Headers—FIG. 4 

[0022] FIG. 4 shoWs a dynamic Web page With HTML 
headers. A content-length HTML header <CON 
TENT_LEN> speci?es the length of the Web-page document 
in bytes. Alast-modi?ed header <LAST_MODIFIED> con 
tains a date and time of the last modi?cation of the Web page. 
Dynamic content 15 is frequently updated, often by a 
database or search-engine server. Stock quotes are an 
example of dynamic content that appears in a dynamic 
frame. Dynamic images or JAVA programs are often used as 
dynamic content. 

[0023] Some change-detection softWare relies solely on 
the last-modi?ed header in the HTTP response from a Web 
server. For example, Microsoft Internet Explorer 4.0 has a 
feature called “Subscriptions” under the “Favorites” menu, 
Which detects changes in Web pages. This feature relies on 
the last-modi?ed header to determine When a Web page has 
changed. Unfortunately, many Web pages do not return a 
last-modi?ed header, and Internet Explorer generates false 
change noti?cations each time it checks a Web page lacking 
the last-modi?ed header. 

[0024] Not all documents contain a last-modi?ed header. 
The last-modi?ed header may or may not re?ect changes in 
dynamic content 15. Some Web servers update the last 
modi?ed header only When the static content changes. Thus 
change noti?cations are not generated When the dynamic 
content changes. This may be undesirable When the dynamic 
content is What the user desires to have checked. For 
example, When the user Wants to search neWsgroups for the 
appearance of a speci?c product or company name, the 
result of the search is dynamic content. If the Web server 
does not return a Last-Modi?ed header, the user is noti?ed 
by an unsophisticated change-detection tool every time the 
search result is checked. If the Web server returns a Last 
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Modi?ed header based only on the static content, the user is 
not noti?ed When the results of the search the dynamic 
content—changes. 

[0025] The last-modi?ed header may also be updated 
When the HTML header are changed, but not the visible 
document. This can also cause false changes to be reported. 
Even if the change detection tool is intelligent enough to 
analyZe the content for changes, rather than relying solely on 
the Last-Modi?ed header, false changes can be reported 
When the server returns only a portion of the Web page due 
to some kind of error. The inventors, With the bene?t of the 
experience involved in running a change detection tool for 
hundreds of thousands of different documents on the Inter 
net, have recogniZed these problems. Without this level of 
experience these problems are not easily recogniZed. 

[0026] What is desired is an improved automated change 
detection tool that detects When changes occur to a regis 
tered document on the Internet. It is desired that the user not 
have to check the Web page to see if any changes have 
occurred. A change-detection tool adapted to ?lter out false 
change noti?cations desired. A change-detection tool that 
does not report changes that are not relevant to the user is 
desirable. Identi?cation of temporary error pages is desir 
able so that they are not reported to the user. A more 
sophisticated and more robust change-detection tool is 
desired. 

SUMMARY OF THE INVENTION 

[0027] A change-detection Web server detects unique 
changes in Web pages. A netWork connection transmits and 
receives packets from a remote client and a remote Web 
page server. A responder is coupled to the netWork connec 
tion. It communicates With the remote client. The responder 
registers a Web page for change detection by receiving from 
the remote client a uniform-resource-locator (URL) identi 
fying the Web page. The responder fetches the Web page 
from the remote Web-page server. 

[0028] A database is coupled to the responder. It receives 
the URL from the responder When the Web page is registered 
by the remote client. The database stores a plurality of 
records each containing a URL. 

[0029] A history table in each of the records in the 
database stores a most-recent signature and a plurality of 
older-version signatures for a registered Web page identi?ed 
by the URL. The older-version signatures are condensed 
checksums for earlier versions of the registered Web page 
previously fetched by the change-detection Web server. The 
most-recent signature is a condensed checksum for a most 
recently-fetched copy of the registered Web page. Aperiodic 
minder is coupled to the database and the netWork connec 
tion. It periodically re-fetches the Web page from the remote 
Web-page server by transmitting the URL from the database 
to the netWork connection. The periodic minder receives a 
fresh copy of the Web page from the remote Web-page 
server. The periodic minder generates a neW signature from 
the fresh copy of the Web page. The periodic minder noti?es 
the remote client of a unique change When the neW signature 
does not match the most-recent signature and does not match 
any of the older-version signatures in the record. 

[0030] Thus the unique change in the Web page is detected 
by comparing the neW signature to the most-recent signature 
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and to older-version signatures for the Web page. Changes in 
the Web page that are not unique but match an earlier version 
of the Web page do not notify the remote client. 

[0031] In further aspects the database does not store the 
Web page. The database stores the most-recent signature and 
earlier-version signatures for the Web page. Thus storage 
requirements for the database are reduced by archiving the 
most-recent signature and not entire Web pages. 

[0032] In still further aspects a permanent history table 
stores neW signatures that match one of the older-version 
signatures. Thus older-version signatures that are matched 
are copied to the permanent history table. 

[0033] In other aspects the history table is a temporary 
history table organiZed as a ?rst-in-?rst-out stack. A least 
recent signature in the history table is replaced by a neW 
signature When noti?cation is made. Thus signatures in the 
permanent history table are not deleted by neW signatures 
Written to the temporary history table. 

[0034] In further aspects the older-version signatures are 
stored in both the permanent history table and the history 
table. The periodic minder compares the neW signature to 
older-version signatures from both the history table and 
from the permanent history table. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0035] FIG. 1 illustrates a Web page registered for change 
detection. 

[0036] FIG. 2 shoWs an updated Web page that has a 
different signature that triggers a change noti?cation. 

[0037] FIG. 3 shoWs a false change detection caused by a 
non-relevant change in an Internet server. 

[0038] FIG. 4 shoWs a dynamic Web page With HTML 
headers. 

[0039] FIG. 5 is a diagram of a change detection tool on 
a server on the Internet. 

[0040] FIG. 6 shoWs a record With a history table of past 
signatures in the database for the change-detection Web 
server. 

[0041] FIGS. 7A-7D illustrate hoW a history table of 
signatures solves the error-page problem of FIGS. 1-3. 

[0042] FIGS. 8A, 8B are a ?oWchart for the periodic 
minder using history tables and last-modi?ed headers to 
avoid non-relevant change noti?cations. 

[0043] FIG. 9 is a ?oWchart of noti?cation once a unique 
change is detected. 

[0044] FIG. 10 shoWs a history table With both temporary 
and permanent signatures. 

[0045] FIG. 11 illustrates hoW the permanent history table 
is loaded for detected changes When any of the older 
signatures in the temporary history table are matched. 

[0046] FIG. 12 shoWs a modi?cation for loading the 
permanent history table When a non-unique change is 
detected. 

[0047] FIG. 13 shoWs a change-detection record that 
tracks a number of times that change is detected for a 
registered Web page. 
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[0048] FIG. 14 is a ?oWchart for a frequency-check 
routine that stops signature comparison When too many 
changes are being detected for a Web page. 

[0049] FIG. 15 is a ?oWchart for change detection that 
uses signatures and last-modi?ed headers. 

[0050] FIG. 16 shoWs re-fetching When the content length 
is incorrect. 

DETAILED DESCRIPTION 

[0051] The present invention relates to an improvement in 
change-detection softWare tools. The folloWing description 
is presented to enable one of ordinary skill in the art to make 
and use the invention as provided in the context of a 
particular application and its requirements. Various modi? 
cations to the preferred embodiment Will be apparent to 
those With skill in the art, and the general principles de?ned 
herein may be applied to other embodiments. Therefore, the 
present invention is not intended to be limited to the par 
ticular embodiments shoWn and described, but is to be 
accorded the Widest scope consistent With the principles and 
novel features herein disclosed. 

[0052] OvervieW of Change-detection Web Server—FIG. 
5 

[0053] FIG. 5 is a diagram of a change detection tool on 
a server on the Internet. The user operates client 14 from a 
remote site on Internet 10. The user typically is operating a 
broWser application, such as Netscape’s Navigator or 
Microsoft’s Internet Explorer, or a broWser mini-application 
such as an Internet toolbar in a larger program. Client 14 
communicates through Internet 10 by sending and receiving 
TCP/IP packets to establish connections With remote serv 
ers, typically using the hypertext transfer protocol (HTTP) 
of the World-Wide Web. 

[0054] Client 14 retrieves Web pages of ?les from docu 
ment server 12 through Internet 10. These Web pages are 
identi?ed by a unique URL (uniform resource locator) Which 
speci?es a document ?le containing the text and graphics of 
a desired Web page. Often additional ?les are retrieved When 
a document is retrieved. The “document” returned from 
document server 12 to client 14 is thus a composite docu 
ment composed of several ?les of text, graphics, and perhaps 
sound or animation. The physical appearance of the Web 
page on the user’s broWser on client 14 is speci?ed by layout 
information embedded in non-displayed headers, as is Well 
knoWn for HTML (hypertext markup language) documents. 
Often these HTML documents contain headers With URL’s 
that specify other Web pages, perhaps on other Web servers 
Which may be physically located in different cities or coun 
tries. These headers create hyper-links to these other Web 
servers alloWing the user to quickly jump to other servers. 
These hyper-links form a complex Web of linked servers 
across the World; hence the name “World-Wide Web”. 

[0055] The user may frequently retrieve ?les from remote 
document server 12. Often the same ?le is retrieved. The 
user may only be interested in differences in the ?le, or 
learning When the ?le is updated, such as When a neW 
product or service is announced. The inventors have devel 
oped a softWare tool that automatically retrieves ?les and 
compares the retrieved ?les to an archived signature of the 
?le to determine if a change in the ?le has occurred. When 
a change is detected, the user is noti?ed by an electronic mail 
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message (e-mail). Acopy of the neW ?le may be attached to 
the e-mail noti?cation, allowing the user to revieW the 
changes. 
[0056] Rather than archive the source ?les from remote 
document server 12, the invention archives a checksum 
CRC or signature of the source ?les. These signatures and 
the email address of the user are stored in database 16 of 
change-detection server 20. Comparison is made of the 
stored or archived signature of the document and a fresh 
signature of the currently-available document. The signature 
is a condensed checksum or ?ngerprint of the document. 
Any change to the document changes the signature. 

[0057] Change-detection server 20 performs three basic 
functions: 

[0058] 1. Register (setup) a Web page document for 
change detection. 

[0059] 2. Periodically re-fetch the document and com 
pare for changes 

[0060] 3. E-mail a change notice to the registered user 
if a change is detected. 

[0061] Change-detection server 20 contains three basic 
components. Database 16 stores the archive of signatures for 
registered Web-page documents. The URL identifying the 
Web page and the user’s e-mail address are also stored With 
the archived signature. Responder 24 communicates With 
the user at client 14 to setup or register a Web page document 
for change detection. Minder 22 periodically fetches regis 
tered documents from document server 12 through Internet 
10. Minder 22 compares the archived signature in database 
16 to a neW signature of the fetched document to determine 
if a change has occurred. When a change is detected, minder 
22 sends a notice to the user at client 14 that the document 
has changed. 

[0062] Change-Detection of Web Pages 

[0063] This change-detection tool is disclosed in the co 
pending parent application, “Change-Detection Tool Indi 
cating Degree and Location of Change of Internet Docu 
ments by Comparison of CRC Signatures”, U.S. Ser. No. 
08/783,625, ?led Jan. 14, 1997, hereby incorporated by 
reference. A basic change-detection tool Without the 
improved methods using the signature history tables has 
been available for free public use at the inventor’s Web site, 
WWW.netmind.com, for more than a year before the ?ling 
date of the present application. The eXisting “URL-minder” 
has over 700,000 documents or URL’s registered for 3.8 
million users. 

[0064] Unique-Content, Not Mere Change, is Detected 

[0065] The inventors have realiZed that change detection 
must be accurate to be useful. False change detections must 
be avoided and non-relevant changes ignored. Often, the 
user does not Want to be noti?ed of all changes, but rather 
only for neW content. Thus the inventors notify the user 
When “unique” content is detected; not When a mere 
“change” to old content is detected. 

[0066] Rather than just store the last signature, the inven 
tors use a table of several older signatures. When any of the 
older signatures match the Web page, the content is not 
unique even if it has changed since the last check. The Web 
page may have reverted back to an older version. 
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[0067] Previous change-detection tools generate noti?ca 
tions for any change, including changes back to an older 
version. With the improvement, the user is not noti?ed for 
the older-version change, even though the Web page has 
changed. It is likely that the user has already seen the older 
version of the Web page. Only unique Web pages that are 
unlike any previous versions cause the user to be noti?ed. 
Thus the improved invention is not a “change”-detection 
tool, but a “Unique-content” tool. 

[0068] Database Records Include History Table of Signa 
tures—FIG. 6 

[0069] FIG. 6 shoWs a record With a history table of past 
signatures in the database for the change-detection Web 
server. Database 16 of FIG. 5 contains many such records, 
one for each Web page or URL. Multiple e-mail addresses 
can be stored for each Web page by using a relational 
(multi-table) database, With a separate table linking e-mail 
addresses to registered Web pages. 

[0070] Each record has one or more e-mail address 32. 
When a unique change is detected, a noti?cation message is 
sent to e-mail address 32. URL 36 is the World-Wide-Web 
address that is used to locate the Web page. This URL is 
translated to an IP address of a server machine by Internet 
directories When the page is fetched. Length ?eld 34 stores 
the length of the Web page and can be used to ensure that the 
entire Web page has been fetched. 

[0071] Last-modi?ed ?eld 38 contains a copy of the 
last-modi?ed header from the Web server for the particular 
Web-page. Although the change-detection tool is primarily 
signature-based, improved detection results When the last 
modi?ed header in the neWly-fetched document is compared 
to last-modi?ed ?eld 38. 

[0072] Rather than store one signature for the most-recent 
version of the Web page, a table of signatures for many older 
versions of the Web page is stored. History table 40 contains 
signatures for the three most-recent versions of the Web 
page. Signature 2B9 (hex) is the most-recent signature for 
the Web page, and the change-detection tool of the parent 
application stores only this signature, or multiple signatures 
for each section of this one most-recent version of the Web 
page. 

[0073] History table 40 also stores signature D6F, for the 
neXt-to-last version of the Web page, and signature 5A7 for 
the neXt earlier version of the Web page. Thus three signa 
tures for the last three versions of the Web page are stored in 
history table 40. If a neWly-fetched Web page changes to any 
of the tWo earlier versions, a noti?cation is not made, even 
though a change occurred. 

[0074] The number of signatures stored in history table 40 
can vary; the three signatures of FIG. 6 is just for illustra 
tion. The siZe of history table 40 does not have to be ?xed; 
it can vary under softWare control according to available 
storage in the database. The siZe of history table 40 could be 
adjusted to store all signatures in the last month or year 
rather than a ?Xed number of signatures. 

[0075] History Table Stores Signatures for Older Versions 
of Web Page—FIG. 7 

[0076] Notifying for unique content, rather than just for 
any change, solves the problem highlighted in FIGS. 1-3. 
The error page of FIG. 3 is an “older version” of the Web 
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page, since it is presented to users Whenever the server is 
doWn for maintenance. The signature for this error page is 
stored in the history table. Every time the server is doWn and 
the error page fetched, the change-detection server does not 
notify the user of the change, since the error page is not 
unique. Likewise, When the server comes back up and the 
normal page (FIG. 2) is again presented, noti?cation is not 
made since its signature is also stored in the history table as 
for one of the older versions of the Web page. 

[0077] FIGS. 7A-7D illustrate hoW a history table of 
signatures solves the error-page problem of FIGS. 1-3. In 
FIG. 7A, history table 40 contains three signatures 5A7, 
020, 33B for three previous versions of the registered Web 
page. The most recent version of the Web page, shoWn in 
FIG. 1, has a signature of 5A7, Which is stored at the top of 
history table 40. History table 40 is organiZed as a ?rst-in 
?rst-out FIFO memory or stack. 

[0078] When the Web page is re-fetched by the minder, a 
change is detected. The Web page has changed to the version 
shoWn in FIG. 2, and has the signature D6F. Change is 
detected by the change-detection tool since the neW signa 
ture D6F does not match the last signature 5A7. Further 
more, the neW signature does not match any of the signatures 
of older-versions of the Web page, such as 020 and 33B that 
are also stored in history table 40. Thus the neW Web page 
is not merely a change, but it is a unique change. Noti?cation 
is therefore sent to the user. 

[0079] The neW signature D6F is loaded into history table 
40 at the top of the stack. When a neW signature is stored in 
history table 40, the oldest signature is deleted to make 
room, and all other signatures are shifted doWn to make 
room for the neW signature at the top of the stack. Of course, 
pointers are used for the top of the stack rather than 
physically move the signatures. Since history table 40 is not 
yet full, the older signatures are simply moved doWn and 
none are deleted, as shoWn for updated history table 40‘. 

[0080] Noti?cation for First Occurrence of Error Page— 
FIG. 7B 

[0081] In FIG. 7B, the error page of FIG. 3 is fetched by 
the change-detection softWare. The neW signature for the 
error page is EB9. Since signature EB9 does not match any 
previous signatures in history table 40, noti?cation is made. 
The neW signature EB9 is loaded to the top of history table 
40, and the oldest signature 33B is deleted to make updated 
history table 40‘. 

[0082] The user may be someWhat annoyed at getting this 
noti?cation. The error page of FIG. 3 is replaced by the 
normal page of FIG. 2 by the time the user reads the 
message the neXt morning, When the server is back up. Thus 
the user cannot detect any change. HoWever, With the history 
table only the ?rst occurrence of the error page generates the 
noti?cation. Users often can forgive one false noti?cation 
but after three false notices they may be angry enough to 
cancel the service. 

[0083] Noti?cation Avoided When Server Comes Back 
Up—FIG. 7C 

[0084] Continuing in FIG. 7C, the signature for the 
fetched Web page changes When the server comes back up 
after server maintenance is completed. After the server 
comes back up, the normal page of FIG. 2 is returned. When 
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the change-detection tool fetches the Web page, the neW 
signature is D6F. Since signature D6F is already in history 
table 40, noti?cation is not made. Achange is detected, since 
signature D6F does not match the most-recent signature at 
the top of history table 40, signature EB9 for the error page. 
HoWever, the change is not unique since the neW signature 
matches one of the older signatures in history table 40. 
Noti?cation is not made. Since the neW signature D6F is 
already in history table 40, no change needs to be made to 
history table 40; although the neW signature D6F could be 
moved to the top (not shoWn). 

[0085] Noti?cation Avoided for NeXt Error Page—FIG. 
7D 

[0086] Continuing in FIG. 7D, the server again goes doWn 
for routine maintenance, and the error page of FIG. 3 is 
returned anytime the normal Web page’s URL is requested. 
The signature EB9 for the error page matches an older 
signature in history table 40, so noti?cation is not made. 
Even though a change has occurred, noti?cation is not made 
because the change is not unique; the error page has 
occurred before. 

[0087] The error page is not detectable by the TCP/IP 
stack, since it appears to loW-level softWare as a normal Web 
page sent using normal IP packets. Web-broWser softWare 
may be able to detect an HTTP error, but not alWays. The 
improved change-detection tool can detect this error page 
since it is not unique—the error page has occurred before. 
When the server comes back up, the normal page is also 
detected as non-unique, so noti?cation is again avoided. 
Each subsequent time the server goes doWn and the error 
page is displayed, the improvement using the history table 
can avoid tWo non-relevant noti?cations. Only the ?rst 
occurrence of the error page generates a non-relevant noti 
?cation, so the user only sees one mistaken noti?cation. 

[0088] Periodic Minder Using History Table—FIGS. 8A, 
8B 

[0089] FIGS. 8A, 8B are a ?oWchart for the periodic 
minder using history tables and last-modi?ed headers to 
avoid non-relevant change noti?cations. Periodic minder 22 
of FIG. 5 is the softWare module of the change-detection 
tool that periodically re-fetches each registered Web page, 
generates the neW signature, and compares it to old signa 
tures in a history table stored in the database. Periodic 
minder 22 also generates an e-mail message to notify the 
user When a unique change is detected. 

[0090] When the periodic minder completes one Web page 
or URL, it moves to the neXt URL in its database. The URL 
is read from the neXt record, step 60. This URL is sent out 
to the Internet With a request to retrieve the Web-page 
document pointed to by the URL, step 62. Once the docu 
ment is retrieved, a condensed checksum or neW signature 
for the document is generated, step 64. 

[0091] Since this neW signature is to be compared to all the 
old signatures in the history table, these old signatures are 
read from the current record’s history table, step 66. In step 
68, the neW signature is compared to each of the old 
signatures to detect any matches. If a match is found, then 
the neW signature is not unique and no change noti?cation 
is made. The periodic minder moves on to the neXt record 
and URL, step 67. 
















