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Fig. 3 

Current State Register 

Full Width Memory 1/2 Width Memory 

width 1 1 2w N/A 
ACCEPT 1 O Classi?cation Tag N/A 

Width 1 1 1 W-2 1 W l l l W-2 
REJECT l 1 1 xxx x xxx 1 1 1 xxx 

Width 1 W l W 1 W 

JUMP 0 next ext. addr 0 xxx 0 next ext. addr 

Extended Address Format 

node, 0 = W1 

= n’t care : Way node 

W- 0W) 

Word address is W-Z +n bits Wide. Word address for don’t care nodes is equal to the node 
address ?lled on the left with zeros, for 2n-way nodes is formed by concatenating node 
address shifted n bits left With the current input symbol. 

For full Width nodes edges are a full Word Wide and the Current State Register is loaded 
With the contents of the memory location at the Word address. 
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Fig. 4b 
Address Left Half Right Half 
000000 JMP 00001 Left JMP 00001 Right 
000001 JMP 00010 Left JMP 00010 Right 
000010 JMP 00011 Left JMP 00011 Right 
000011 JMP 00100 Left JMP 00100 Right 
000100 JMP 00101 Left JMP 00101 Right 
000101 JMP 00110 Left JMP 00110 Right 
000110 JMP 00111 Left JMP 00111 Right 
000111 JMP 00100 Right JMP 00111 Left 
001000 Reject Reject 
001001 JMP 00101 Left JMP 00101 Right 
001010 Reject Reject 
001011 JMP 00110 Left JMP00110 Right 
001100 Reject Reject 
001101 JMP 00000 Left JMP 00000 Right 
001110 JMP 00111 Right ACCEPT A 
001111 JMP 01000 Left ACCEPT B 
010000 ACCEPT C 
010001 ACCEPT D 
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F1 g. 40 

Address Left Half Right Half 
000000 JMP 00001 Left JMP 00001 Right 
000001 JMP 00010 Left JMP 00010 Right 
000010 JMP 0011Xx Left JMP 00011 Right 
000011 JMP 0010);); Right 
000100 Reject Reject 
000101 Reject Reject 
000110 Reject Reject 
000111 JMP 0010xx Left JMP 000000 Right 
001000 Reject ACCEPT A 
001001 IMP 00000 Left ACCEPT B 
001010 JMP 00000 Left ACCEPT C 
001011 JMP 00000 Le? ACCEPT D 
001100 Reject 
001101 JMP 0001xx Right 
001 1 10 Reject 
001111 JMP 0001);); Right 
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F1 g. 4d 

Address Left Half Right Half 
Half Word 000000 JMP 000001 Left JMP 000001 Right 
Don’t Care Nodes 000001 JMP 010XXX Left JMP OlOXXX Right 

000010 
00001 1 
000100 
000101 
000110 
00011 1 

Half Word 001000 Reject Reject 
8 Way Nodes 001001 Reject Reject 

001010 Reject Reject 
001011 Reject Reject 
001 100 Reject Reject 
001 101 Reject Reject 
001110 Reject JMP 000000 Right 
001111 JMP 000000 Left JMP 000000 Right 
010000 Reject ACCEPT A 
010001 IMP 001XXX Right ACCEPT B 
010010 Reject ACCEPT C 
010011 JMP 001xxx Right ACCEPT D 
010100 Reject ACCEPT A 
010101 JMP 001xxx Right ACCEPT B 
010110 Reject ACCEPT C 
010111 IMP OOIXXX Right ACCEPT D 
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PACKET CLASSIFICATION STATE MACHINE 
HAVING REDUCED MEMORY STORAGE 

REQUIREMENTS 

FIELD OF THE INVENTION 

[0001] The invention relates to programmable state 
machines and more particularly to programmable packet 
classi?cation state machines for use in high-speed commu 
nication. 

BACKGROUND OF THE INVENTION 

[0002] A current area of research in high-speed state 
machine design is the area of digital communications. Com 
monly, in digital communication networks, data is grouped 
into packets, cells, frames, buffers, and so forth. The packets, 
cells or so forth contain data and classi?cation information. 
It is important to classify packets, cells, etc. for routing and 
correctly responding to data communications. An approach 
to classifying data of this type uses a state machine. 

[0003] For Gigabit Ethernet, it is essential that a state 
machine operate at very high speeds to process data in order 
to determine addressing and routing information as Well as 
protocol-related information. Unfortunately, at those speeds, 
memory access is a signi?cant bottleneck in implementing a 
state machine or any other type of real time data processor. 
This is driving researchers to search for innovative solutions 
to increase classi?cation performance. An obvious solution 
is to implement a classi?cation state machine completely in 
hardWare. Non-programmable hardWare state machines are 
knoWn to have unsurpassed performance and are therefore 
Well suited to these high data rates; hoWever, the implemen 
tation of communication protocols is inherently ?exible in 
nature. A common protocol today may be all but obsolete in 
a feW months. Therefore, it is preferable that a state machine 
for use With Gigabit Ethernet is programmable. In the past, 
solutions for 10 Mbit and 100 Mbit Ethernet data netWorks 
required many memory access instructions per state in order 
to accommodate programmability. This effectively limits 
operating speeds of the prior art state machines. 

[0004] Aprogrammable state machine for classi?cation of 
data can be implemented entirely in softWare. Of course, 
softWare state machines are often much sloWer than their 
hardWare equivalents. In a softWare state machine, each 
operation is performed by a softWare instruction and state 
changes result in branch operations. As is evident to those of 
skill in the art, to implement a high-speed state machine in 
softWare for packet classi?cation, requires many instructions 
per second—many more than a billion—requiring expensive 
parallel processors or technologies unknoWn at present. In 
fact, a severe limitation to performance is the speed of 
memory devices. For example, should a 7 ns memory device 
be used, less than one memory access per memory device is 
possible for each bit of a Gigabit Ethernet stream. Thus, if 
each byte—8 bits—of data is processed in a single state, 
only one memory access operations is possible for each 
state. To implement such a system as a purely softWare 
solution is unlikely. 

[0005] Current state of the art integrated memory devices 
achieve performance in the area of 5 ns per memory access 
When timing and other factors are taken into account. 
Therefore, pure hardWare implementations of state machines 
fast enough to implement a Gigabit Ethernet packet classi 
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?er are possible so long as only one memory access is 
required for every 8 bits Within the Ethernet data stream. 
Prior art implementations of such a state machine use a 
branching algorithm to alloW state transitions Within the 
time frame of a predetermined number of bits. The address 
data for the branching algorithm is stored in program 
memory. When the predetermined number of bits is 8, each 
state transition occurs Within 8 ns. One method of achieving 
this performance is to store a table of data having 256 entries 
for each possible state. The table address is then concat 
enated With 8 bits from the data stream to determine a next 
state address. This continues until a value indicative of a 
classi?cation or a failure to classify is encountered. 

[0006] Unfortunately, the amount of memory required to 
implement a system, such as that described above, is pro 
hibitive. For example, using 8 bits at a time requires 256 
entries per table, 16 bits at a time requires 65,536 entries. 
The exact number of tables also depends on a number of 
terminal states. Since integrated memory having a high 
storage capacity is not available, implementation of a prior 
art programmable packet classi?cation state machines hav 
ing large numbers of edges in integrated memory is currently 
not feasible. 

[0007] It Would be advantageous to provide a state-ma 
chine for classi?cation of bits in a data stream requiring only 
one memory access to program memory per state transition. 

[0008] It has been found that a programmable state 
machine for use in packet classi?cation of high-speed data 
communications Wherein program memory requirements are 
reduced over program memory requirements of prior art 
implementations Would be highly advantageous. 

[0009] In order to overcome these and other limitations of 
the prior art, it is an object of the invention to provide a state 
machine architecture for supporting implementation of high 
speed packet classi?cation and providing for reduced 
memory requirements over those necessary in the prior art. 

[0010] It is another object of the present invention to 
provide state machine architecture for supporting implemen 
tation of high-speed packet classi?cation and requiring only 
one memory access to program memory for each state 
transition. 

[0011] It is another object of the present invention to 
provide state machine architecture for supporting program 
mable high-speed packet classi?cation. 

STATEMENT OF THE INVENTION 

[0012] Accordingly, the invention provides a packet clas 
si?cation state machine for classifying data from a data 
stream. The state machine comprises: 

[0013] a) a programmable memory for storing informa 
tion relating to states Within the state machine, the 
states including a ?rst group of states and a second 
group of states, the ?rst group of states each repre 
sented by a table of data at a table address and including 
a ?rst plurality of table elements addressable at an 
offset from the table address, each of the table elements 
indicative of a next state Within the state machine, and 

[0014] the second group of states each represented by 
a table of data including a table element and occu 
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pying less memory than a table of data representing 
a state of the ?rst group of states; and, 

[0015] b) a processor for determining a neXt state based 
on contents of a table element of a present state at an 

offset from the table address, the offset determined 
during a table address load portion of an instruction 
cycle in dependence upon the bits in the data stream, 
the processor also for sWitching the state machine into 
the neXt state so determined. 

[0016] According to another embodiment, the invention 
provides a packet classi?cation state machine for classifying 
data from a data stream. The state machine comprises: 

[0017] a) a programmable memory for storing informa 
tion relating to states Within the state machine, the 
states including three groups of states; 

[0018] the ?rst group of states each represented by a 
table of data including 2D table elements addressable 
at an offset from the table address, the table elements 
indicative of a neXt state Within the state machine, n 
bits in the data stream for determining the offset, the 
second group of states each represented by a table of 
data including 2D table elements having a siZe 
smaller than that of table elements of the ?rst group 
of states, the table elements addressable at an offset 
from the table address, the table elements indicative 
of a neXt state Within the state machine, n bits in the 
data stream for determining the offset; and 

[0019] the third group of states each represented by 
data indicative of a single possible neXt state; and, 

[0020] c) a processor for storing for a table address of 
the ?rst group a current state address and a plurality of 
bits from the data stream together to form an address, 
for a table address of the second group a current state 
address and a plurality of bits from the data stream 
together to form an address, and for a table address of 
the third group a current state address; for retrieving 
from that address in the programmable memory an 
operation, the operations comprising a jump operation 
including data relating to a neXt state address; for 
determining the neXt state based on one of information 
Within the operation; and for sWitching the state 
machine into the neXt state, 

[0021] Wherein one and only one operation retrieving 
information from the programmable memory is performed 
betWeen successive state transitions. 

[0022] According to another aspect of the invention, there 
is provided a method of packet classi?cation for classifying 
data from a data stream. The method comprises the folloW 
ing steps: 

[0023] a) providing classi?cation data comprising infor 
mation relating to states Within a state machine, the 
states including a ?rst group of states and a second 
group of states, the ?rst group of states each repre 
sented by a table of data at a table address including a 
?rst plurality of table elements addressable at an offset 
from the table address, each of the table elements 
indicative of a neXt state Within the state machine, and 
the second group of states each represented by a table 
of data including a table element and occupying less 
memory than a table of data representing a state of the 
?rst group of states; 
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[0024] b) providing a table address of a current state; 

[0025] c) selecting a table element, the table element 
selected in dependence upon the table address, the table 
contents, and an offset based on a plurality of bits in the 
data stream; 

[0026] d) determining a neXt state of the state machine 
based on the content of the selected element of a 

present state; and, 

[0027] e) sWitching the state machine into the neXt state 
so determined. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] An exemplary embodiment of the invention Will 
noW be described in conjunction With the attached draWings, 
in Which: 

[0029] FIGS. 1a and 1b are simpli?ed state diagrams for 
classi?cation state machines according to the prior art; 

[0030] FIG. 2a is a simpli?ed packet descriptor for clas 
sifying a packet as one of four classi?cations—A, B, C, or 

a 

[0031] FIG. 2b is a simpli?ed diagram of a classi?cation 
tree for the packet classi?cations of FIG. 2a; 

[0032] FIG. 2c is a classi?cation tree equivalent to that of 
FIG. 2b shoWn using 2 bits per symbol; 

[0033] FIG. 2d is a classi?cation tree equivalent to that of 
FIG. 2b shoWn using 3 bits per symbol; 

[0034] FIG. 3 is a table indicating memory usage and 
opcodes for an eXemplary embodiment of a state machine 
according to the invention; 

[0035] FIG. 4a is a simpli?ed memory diagram for a state 
machine memory according to the invention; 

[0036] FIG. 4b is an address table for a classi?cation tree 
implemented for the classi?cation tree of FIG. 2b; 

[0037] FIG. 4c is an address table for a classi?cation tree 
implemented for the classi?cation tree of FIG. 2c; 

[0038] FIG. 4a' is an address table for a classi?cation tree 
implemented for the classi?cation tree of FIG. 2d; 

[0039] FIG. 5 is a simpli?ed block diagram of an inte 
grated circuit implementation of an acyclic classi?cation 
state machine according to the invention; and 

[0040] FIG. 6 is a simpli?ed diagram of a system accord 
ing to the invention of implementing a plurality of state 
machines using a single same programmable classi?cation 
data memory. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0041] As used herein, the term data packet encompasses 
the terms buffer, frame, cell, packet, and so forth as used in 
data communications. Essentially a data packet is a grouping 
of data that is classi?able according to a predetermined 
classi?cation. Classi?cations are commonly codi?ed by 
standards bodies, Which supervise communication stan 
dards. 
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[0042] Referring to FIG. 1a a simpli?ed state diagram of 
a typical classi?cation state machine according to the prior 
art is shoWn. Transitions betWeen states are represented by 
a series of operations shoWn as lines connecting states 
shoWn as circles. The state diagram is for an acyclic state 
machine and each state is folloWed by one of a number of 
possibilities. Such a state machine is easily implemented in 
either softWare or hardWare. Unfortunately, as the speed of 
the state machine operation is increased, operations for each 
state transition must be executed concurrently in order to 
achieve necessary performance. This bottleneck has, here 
tofore, required dedicated non-programmable hardWare 
state machine design. In FIG. 1b, a reduced state diagram is 
shoWn for the state machine of FIG. 1a. Here, terminal 
states of the classi?cation A are combined into a single state 
1a. Other states are similarly combined. As is evident from 
the diagram, the number of edges representing state transi 
tions is someWhat reduced—from 20 to 16. Some states, 
such as state R, are terminal states, ACCEPT or REJECT. 
Restarting the state machine folloWs these states. The restart 
typically occurs before the beginning of the subsequent 
packet. Typically, there is a means external to the present 
invention to identify the start of each packet. 

[0043] Referring to FIG. 2a, a simpli?ed diagram of a 
greatly simpli?ed protocol for packet classi?cation is 
shoWn. The simpli?ed protocol is used to facilitate under 
standing of the invention absent detailed knowledge of 
Ethernet or other communication protocols. Four bit patterns 
are shoWn, each representing a different classi?cation. The 
bit patterns are similar. A ?rst set of three bits must each be 
one or the data Within the data stream remains unclassi?ed. 
This is folloWed by 8 bits that are not important to the 
classi?cation excepting that they occur. Three more bits 
must each be one and then eight more “don’t care” bits. The 
?nal tWo bits are then used to distinguish betWeen the four 
classi?cations. In FIG. 2b, a classi?cation tree for imple 
menting a programmable state machine is shoWn. A typical 
packet classi?cation tree comprises data relating to a plu 
rality of classi?cation protocols each of Which has many 
bits; the classi?cation tree shoWn in FIG. 2b is simpli?ed to 
facilitate explanation of the invention. Typical classi?cation 
trees result in a very large data structures that are, in many 
instances, too large to store in a single integrated memory 
device. 

[0044] For a gigabit Ethernet a single bit arrives in ins. For 
a gigabit Ethernet packet classi?cation state machine oper 
ating on three bits per state, the ?rst three bits arrive in 3 ns. 
Once provided to the state machine, there is a lag of 3 ns 
until a further 3 bits arrive. During those 3 ns, all operations 
for a state transition are completed. Of course, When more 
time is required to prepare for a state transition, more bits are 
grouped together. Thus, depending on the speed of commu 
nications, a state machine for classi?cation using tWo bits at 
a time is possible as is one using 8 bits or 16 bits at a time. 
Using embedded memory Within the programmable device, 
fast memory access operations are possible, therefore for 
eight-bit operation—8 ns per state transition—at most 2 
sequential memory access operations from a same program 
mable memory, and more likely only a single memory 
access operation, are possible for each state transition. 

[0045] Such a state is easily implemented in a look-up 
table having a number of addresses or in another form of 
address conversion. For a look-up table implementation 
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upon receiving the 8 data bits, only a single memory access 
is required for determining the next memory address for the 
look-up table. As an example, a current table address is 
loaded in the high order bits of a register. 8 bits from the data 
stream are loaded into the loW order bits of the register and 
act as an offset of 0-255. Once loaded, data at the location 
indicated by the register is loaded into the higher order bits. 
It is checked for an accept or reject and the next 8 bits from 
the data stream are loaded into the loW order bits to form a 
neW address. This continues until a terminal state is reached. 

[0046] As described above for large numbers of bits, 
look-up table storage becomes very large and results in 
increased costs and reduced performance by forcing the use 
of external memory devices. Therefore, it is evident that 
there is a practical limitation to the number of bits that may 
be processed in parallel in a programmable state machine. 
Also, since memory circuitry capable of supporting neces 
sary speeds is currently limited to integrated memory cir 
cuitry, there is a limitation on the amount of memory that is 
available as classi?cation data. Because of this limitation, 
memory optimiZation provides signi?cant advantages. 

[0047] For packet classi?cation state machines, the result 
ing state is of signi?cance for determining an operation or a 
packet class. As such, packet classi?cation state machines 
folloW a tree structure. When each node of the tree relates to 
one bit as shoWn in FIG. 2b, the tree is very large and has 
many nodes, each node having tWo child nodes and one 
parent node. When each node relates to 8 bits, the tree has 
far feWer levels, but actually has a similar number of edges. 
In FIGS. 2c and 2d tWo bits and three bits, respectively, 
relate to each node. As is evident to those of skill in the art, 
many nodes are of no consequence and, hence, optimiZation 
of those nodes, Which are useful in packet classi?cation is an 
important aspect of a programmable state machine for this 
purpose. 

[0048] A preferred method of classi?cation data optimi 
Zation makes use of novel memory optimiZation techniques 
in order to provide reduced classi?cation tree data having 
same information therein. Referring to FIGS. 2b, 2c, and 2d, 
alternative representations of the same classi?cation tree are 
shoWn. As is evident, there are a number of nodes that 
require more or less information than others. This is used, 
according to the present invention, in order to optimiZe 
memory storage requirements. For example, storing each 
node having only one possible next node—each edge from 
the node is to a same destination node—as a single edge 
reduces the number of edges in FIG. 2b from 50 to 34. This 
is a signi?cant reduction in overall storage requirements. Of 
course, using a different number of edges per node, results 
in different savings. As examples, the same optimisation 
technique reduces the number of edges in the tree of FIG. 
2c from 48 to 27 and in the tree of FIG. 2a' from 64 to 36. 

[0049] The preferred method also groups nodes into sev 
eral categories each requiring a different amount of stor 
age—full Width nodes; half Width nodes; full Width don’t 
care nodes, half Width don’t care nodes, and so forth. By 
having different nodes occupying different amounts of 
memory, memory requirements are signi?cantly reduced. 
Further, the representation of data as one of the groups is 
easily distinguishable. Where four groups exist, tWo bits are 
suf?cient to classify an element into a group. Memory 
optimiZation is preferred since, as disclosed above, once 
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external memory is used performance is decreased. Of 
course, other forms of optimizing memory usage are also 
applicable in association With the present invention. 

[0050] For implementation of a tree traversal method 
according to the invention, it is preferable that every edge 
extending from a node—every address—is individually 
addressable Whether it is a full Width edge or a half Width 
edge and Whether it is Word aligned or not. For example, full 
Width nodes are Word aligned and require, for a 2n Way node, 
2n Words. 

[0051] Half Width nodes are either Word aligned or half 
Word aligned. This alloWs a consistent concatenation of bits 
from the data stream for full Width and half Width nodes 
Where, for half Width nodes, a bit selects betWeen right half 
of a Word and left half thereof—half Word aligned and Word 
aligned, respectively. Of course, for full Width nodes, no 
extra bit is necessary. In the diagrams of FIG. 4, half Width 
nodes are shoWn as 2D half Words aligned either left or right 
Within a Word. Alternatively, half Width nodes are Word 
aligned—for a tWo edge pair—and, for a 2n Way node, 
require 2“_1Words. 

[0052] In order to support speeds required for Gigabit 
Ethernet, it is preferable to handle all bit manipulation in a 
single stage. In order to accomplish this, each edge includes 
information distinguishing the group of the node to Which 
the edge extends. This additional information includes the 
tWo bits described above and, for half Width nodes, a bit 
indicative of right half Word or left half Word. A half Word 
is referred to herein as a byte regardless of its siZe. Since half 
Width nodes are byte aligned and, a Word is read for each 
state transition, it is useful to select the appropriate byte for 
a current node. Apreferred method of doing so is described 
beloW With reference to FIG. 4. 

[0053] In an embodiment of a packet classi?er With sub 
stantially optimiZed memory usage and capable of support 
ing high-speed packet classi?cation, the folloWing edge 
contents of a classi?cation tree are used: ACCEPT, REJECT, 
and JUMP. Of course, other operations are possible. Some 
operations may require more or less data bits and therefore 
may necessitate other groups of nodes. 

[0054] ACCEPT indicates that a packet is classi?ed—a 
leaf of the classi?cation tree is reached—and that appropri 
ate action for the classi?ed packet is desired. Some forms of 
appropriate action include passing a classi?cation tag to a 
system or user, passing the packet to a predetermined 
routine, pushing the packet onto an application stack for a 
knoWn application, and so forth. Packet processing is Well 
knoWn in the art of Ethernet communication. 

[0055] REJECT indicates that a packet is not of a classi 
?ed packet type. As such no “appropriate” action is per 
formed, though a default action is desirable in many situa 
tions. For example, a reject tag is provided to a system or 
user to indicate that classi?cation Was unsuccessful. 

[0056] JUMP affects the contents of a current status reg 
ister. In effect, this operation results in a change of the 
current node and therefore of the current state. A JUMP 
operation loads an address contained in the Word With the 
JUMP operation into the status register. This results in a 
change of state—a change to a different node Within the 
classi?cation tree. As such, a memory access is performed to 
retrieve the edge information and a further register to 
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register transfer is performed to load neW contents into the 
status register. Using a packet classi?cation state machine 
designed speci?cally to implement the present invention, 
these actions are easily performed Within existing time 
constraints. The inclusion of a command and data required 
to complete the command Within a same Word of data 
enables this performance. 

[0057] Referring to FIG. 3, a table shoWs memory Word 
contents. Each Word in a full Width node comprises 2W+2 
bits, Where W is suf?cient number of bits to represent an 
address Within the classi?cation tree—Within the state 
machine. As is evident from the table, other than the 
ACCEPT command, all other commands ?t Within a half 
Word. Alternatively, some memory addresses are repre 
sented by more than W bits and some JUMP operations are 
full Width. This is signi?cant for state machine optimiZation. 
As shoWn, the Width need not include the loWer order bits, 
Which are inserted from the data stream being classi?ed. 

[0058] It is noteWorthy that When half Width node data is 
stored contiguously—tWo table elements in a same table 
forming a single Word—the loWest order bit from the data 
stream indicates right or left half Word and, therefore, until 
that bit is loaded, setup of the bit shifting or multiplexing 
necessary for loading the desired half Word can not com 
mence. Alternatively, When all edges relating to a given node 
are stored in either the right or left byte, the loWest order bit, 
other than those inserted from the data stream, of an address 
of a half Width node is indicative of a half Word left or 
right—high order or loW order respectively. In order to 
facilitate operation of the state machine, it has been found 
that storing all edges relating to a given node in either the 
right or left byte and distinguishing right and left using a bit 
Within the node data instead of the loWest order bit, alloWs 
set up of the data path to occur before data is read and 
therefore improves overall performance. 

[0059] Preferably, an indication that a node is half Width, 
full Width, or don’t care is registered and stored for use in the 
subsequent state. Stored in memory is node information of 
a direct acyclic state machine. Preferably, protocol descrip 
tions are provided and during con?guration, those protocols 
that are selected are compiled into a classi?cation tree, 
optimised, and stored in programmable memory of the state 
machine device. Nodes of the state machine have tWo of the 
folloWing formats resulting in four possible formats: full 
Width/half Width, and don’t care/2n Way. Each of these node 
formats is related to a format for storing edge information 
extending from the nodes. Don’t care nodes have one edge 
to a folloWing state node. 2n Way nodes have 2n edges. Full 
Width nodes are implemented such that each edge is allo 
cated a complete Word, While half Width nodes store infor 
mation relating to each of tWo edges Within a single Word. 
Basically, some edge information requires a half Word of 
information or less and others require more. When a single 
edge from a node requires more than a half Word of 
information for implementation, then all edges from the 
node are full Width. OtherWise, the edges are optimiZed to 
half Width. Also, Where all edges from a node are identical, 
storage is reduced to a single edge. Of course, other node 
types having other memory storage optimiZations are pos 
sible Within the scope of the invention. 

[0060] Referring to FIG. 4a, a memory map of packet 
classi?cation data memory according to the invention is 
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shown. The memory is divided into four areas. The areas 
support the four formats of nodes—don’t care nodes, both 
full Width and half Width, and 2D Way nodes, both full Width 
and half Width. Each JUMP instruction has tWo additional 
bits to identify the type of the neXt node—don’t care/2n Way 
and full/half Width. For half Width nodes, another bit indi 
cates the alignment as Word aligned or right aligned (half 
Word aligned). 

[0061] Optimization of the data representation of a state 
machine according to the invention is described beloW With 
reference to the classi?cation tree diagrams of FIGS. 2b, 2c, 
and 2d. Resulting memory contents are shoWn in FIGS. 4b, 
4c, and 4d, respectively. Because the classi?cation tree data 
structure is so small, it is dif?cult to see the memory savings 
that result. For example, looking at FIG. 4d, it appears that 
signi?cantly more memory is necessary for the 23 Way tree 
than for a 2 Way tree. When analysed, it is evident that much 
of the memory space is unused. Alarge tree Would likely use 
the space more ef?ciently. Also of note, though the overall 
number of nodes is greatly reduced in the tree of FIG. 2d, 
the corresponding memory requirements are similar. With 
out memory optimisation, the tree of FIG. 2b requires 
storage for 50 edges and the tree of FIG. 2a' requires storage 
for 64 edges. Therefore, maintaining similar memory stor 
age requirements for a tree having more edges per node is 
advantageous. 

[0062] In each of the tables of FIGS. 4b, 4c, and 4d, half 
Width don‘t care nodes are situated above the dark line and 
half Width 2n Way nodes are beloW the line. Since the ?rst 
node is a 2n Way node it is shoWn at the ?rst address on the 
left (Word aligned) beloW the dark line in each of the tables. 
Also, When ACCEPT operations are full Width, a full Width 
node section of memory Would eXist. Here, since only four 
classes eXist, half Width ACCEPT instructions are supported. 

[0063] Referring to FIG. 4b, the state machine begins at 
address 00100X. The loWest order bit, shoWn as an X, is 
concatenated from the data stream. This results in an instruc 
tion—here a Reject or a JMP. The instruction is retrieved and 
executed. 

[0064] A simpli?ed block diagram of a classi?cation state 
machine according to the invention is shoWn in FIG. 5. The 
state machine is useful for classifying data from a data 
stream and in particular for classifying data packets. The 
state machine, as shoWn, is integrated Within a single 
integrated circuit 100. The integrated circuit 100 comprises 
a programmable memory 110, a processor 130, and a 
programmable memory arbiter 140. 

[0065] The programmable memory 110 in the form of fast 
static random access memory (RAM) is preferred, since 
static RAM is capable of achieving performance speeds that 
enable support of high-speed operation. Of course for loW 
speed operation, such as that necessary for operating a 10 
Mbit Ethernet packet classi?cation state machine, knoWn 
DRAM circuitry is used to increase densities and decrease 
costs. The RAM 110 is for storing information relating to 
classi?cation of stream data—classi?cation tree data. Alter 
natively stated, the RAM 110 is for storing data relating to 
states Within the state machine. 

[0066] For eXample, in the RAM 110 data relating to each 
state machine node is stored. The data is stored in tables, 
each table having a table address and a table format. The 
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RAM 110 is accessible by the processor 130 one time per 
state transition. Also, the processor 130 has a highest priority 
When accessing classi?cation data Within the RAM 110. This 
ensures that no other RAM access operations affect state 
machine performance. The programmable memory arbiter 
140 controls access to the RAM 110. The programmable 
memory arbiter 140 ensures that reprogramming of the 
RAM 110 does not effect performance of the state machine. 
Effectively, at loW speeds the arbiter 140 guarantees the 
processor a single access to the RAM 110 for every state 
transition. For faster data rates, the arbiter prevents RAM 
access operations other than by the processor 130 While 
classi?cation operations are underWay. This essentially lim 
its reprogramming of the programmable memory 110 to 
times When the state machine is disabled to alloW for 
reprogramming or When incoming data is part of a classi?ed 
packet, there are no packets requiring classi?cation. A state 
machine is commonly disabled to alloW reprogramming 
When it is used in security applications requiring changes in 
programmable memory contents due to security concerns. 

[0067] The processor 130 is for retrieving information 
from the programmable memory 110 one or feWer times per 
state transition. Preferably, a single access to programmable 
memory occurs for each state transition during classi?ca 
tion. Of course, once data is classi?ed, there is a pause in 
state machine operation until a neXt packet commences. 
During this pause, the RAM arbiter 140 alloWs program 
ming of the RAM 110. Thus, even at very high speeds, the 
state machine is fully programmable. 

[0068] The processor retrieves data from the RAM 110 
and uses the data to perform an operation for determining a 
neXt state and then sWitches the state machine into the neXt 
state so determined. 

[0069] Though herein the ACCEPT operation is provided 
With a small amount of bits for indicating a classi?cation, 
this is optionally increased in any of several Ways. In a ?rst 
Way, an ACCEPT operation is implemented With a value that 
is an indeX to a classi?cation, thereby alloWing lengthy 
classi?cation codes. Alternatively, ACCEPT operations are 
implemented using full Width nodes providing an eXtra W 
bits for classi?cation results. Of course, the tWo methods 
may be combined. 

[0070] Preferably, the arbiter 140 provides transparent 
access to the programmable memory 110 for the processor 
130. This is achieved by blocking memory access operations 
for reprogramming the program memory 110 When a 
memory access from the processor 130 is a potential opera 
tion. Since the processor 130 is provided highest priority, it 
is essential that it not be blocked in attempting to access the 
programmable memory 110. Alternatively, other methods of 
arbitrating betWeen ports are employed. 

[0071] Of course, since the processor does not access 
programmable memory 110 more than one time per state 
transition, When more than a single RAM access is possible 
per state transition, the processor is allocated one access to 
programmable memory 110 and reprogramming the pro 
grammable memory is performed during other accesses to 
the memory for a same state transition. 

[0072] When neW packet data is detected, the processor is 
provided With a start address for beginning classi?cation 
operations. The start address is programmable and is used in 
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accordance With a method of reprogramming the program 
mable memory as described below. 

[0073] Clock sources for use according to the invention 
are selected based on an application and based on current 
knoWledge Within the art. Selection and implementation of 
clock sources and of methods of synchroniZing clocks to 
netWork provided clock sources are Well knoWn in the art of 
communication hardWare design. 

[0074] Unlike conventional solutions for Gigabit Ethernet 
that depend upon either a fast host CPU, or an imbedded 
CPU to eXamine each frame at or near real time, the present 
invention scales easily to gigabit rates. A CPU 10 times 
faster per port is not economical. Further, required process 
ing speed varies With complexity of classi?cation criteria. 
These limitations are not present according to the present 
invention. 

[0075] In an alternative embodiment, When implementing 
a 10Mbit Ethernet packet classi?cation state machine, sev 
eral processors use a same programmable memory 110. This 
is shoWn in FIG. 6. The resulting system has a plurality of 
processors 130, and a single programmable memory 110. 
Each state machine is simultaneously classifying data 
according to a different classi?cation tree structure. Alter 
natively, several processors folloW a same classi?cation tree 
structure. Also, classi?cation data associated With each 
processor is independently programmable. 

[0076] Reprogramming of the program memory 110 is 
accomplished by adding neW table data relating to changes 
in the classi?cation tree structure of one or more state 
machines from an eXisting node in the tree back toWard the 
root of the tree. The root address is then provided as a start 
address to the processor eXecuting that state machine. When 
tables stored Within the programmable memory 110 are no 
longer used by any processor, those memory locations are 
reused during subsequent reprogramming. In this Way, pro 
gramming occurs during operation of the state machines 
Without affecting eXisting programming or eXisting classi 
?cation operations. 

[0077] Because of the above, it is important to automate, 
so much as possible, the classi?cation data table generation 
and optimiZation process. Once automated, the speci?cation 
of packet classi?cation is unimportant in a procedural sense 
and becomes a process of pattern matching. Essentially, tree 
construction is a matter left to a packet classi?cation pro 
gram compiler. Of course, a similar system is applicable to 
?ltering Which is considered packet classi?cation With tWo 
classes—accept and reject. 

[0078] By applying memory optimiZation techniques in 
accordance With the invention, signi?cant memory optimi 
Zation occurs. This permits implementation of an integrated 
programmable packet classi?cation state machine according 
to the invention. In order to achieve reasonable performance 
and cost, it is useful to optimiZe the table data generated by 
condensing tables into a smallest representation from a 
group of representations. Of course, Where desired, other 
representations are used. Also, further optimiZation or less 
optimiZation is used depending on a particular application. 

[0079] Preferably, compiler softWare maintains an image 
of the data Within the programmable memory and deter 
mines memory in use and memory locations, Which are no 
longer part of any state machine classi?cation data. In this 
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Way, frequency of memory over?oW is reduced by alloWing 
reuse of memory once its contents are obsolete. Though this 
appears straightforWard, because the present invention sup 
ports incremental programming and the program memory 
can support a plurality of processors, it is very useful to track 
memory allocation automatically. 

[0080] Though the preferred embodiment uses a single 
access by the processor to programmable memory per state 
transition, the invention may also be implemented Where 
unnecessary accesses to the programmable memory are 
replaced With, for eXample, a counter. Thus When four Don’t 
care states are in succession, a count command is loaded 
With a count number, 4, and a neXt address. Data from the 
neXt address Within programmable memory is retrieved once 
the counter has completed counting the speci?ed number. 
For a single Don’t care, this eliminates a single memory 
access. 

[0081] As is evident to those of skill in the art, the 
programmable memory is accessed for read purposes by the 
processor of the state machine. The state machine processor 
does not Write to the programmable memory. Conversely, 
the programming of the programmable memory only 
requires Write operations. Therefore a memory having a 
Write access and a separate read access—dual port—is 
applicable to the invention. In a further alternative embodi 
ment, true dual port memory is used and memory arbitration 
is unnecessary or is provided Within the memory circuitry. 
Alternatively, programming and diagnostics uses read Write 
access to the programmable memory While the processor has 
read access to the programmable memory. 

[0082] Preferably, the invention is implemented Within a 
custom IC such as an ASIC. For example, When migrating 
to gigabit data rates, more ef?cient handling of frames 
rejected by the classi?cation process is achieved by incor 
porating the classi?cation system Within a MAC. Once a 
rejection decision is made, the MAC stops DMA of the 
incoming frame into host memory or if DMA has not started 
?ushes the frame from it’s queue. The same receive descrip 
tor is then used Without any involvement of the driver 
softWare, thereby, reducing traf?c on a host’s bus. 

[0083] There are several other bene?ts of integrating the 
method according to the invention inside the MAC. These 
include: elimination of a host bridge reducing host bus 
loading by loading the pattern memory through the MAC’s 
interface; no storage required for associating classi?cation 
results With a ring descriptor as required When using a 
separate classi?cation component since the association is 
obvious; and bene?ts of caching are maXimiZed because the 
receive ring descriptor is located anyWhere that the driver 
desires. 

[0084] Alternatively, When implemented Within an FPGA, 
the design is preferably optimiZed for implementation Within 
the type of FPGA used. 

[0085] It is also possible to implement don’t care bits 
using a don’t care mask such that individual bits are “do 
care” bits and others are “don’t care” bits. This is a straight 
forWard issue When the don’t care bits fall at either end of 
the table element data. In order to implement this function 
ality for bits in the middle of a table element data value, a 
shift operation is performed dependent upon the mask data 
in order to align the bits appropriately and adjacent one 
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another. Because of the speed requirements of the classi? 
cation state machine, such a shift operation likely requires 
signi?cant hardWare. Using this approach, for a 32 bit packet 
classi?cation engine, a single don’t care bit eliminates 231 
possibilities. 
[0086] Numerous other embodiments of the invention are 
envisioned Without departing from the spirit or scope of the 
invention. 

What is claimed is: 
1. A packet classi?cation state machine for classifying 

data from a data stream, the state machine comprising: 

a) a programmable memory for storing information relat 
ing to states Within the state machine, the states includ 
ing a ?rst group of states and a second group of states, 
the ?rst group of states each represented by a table of 
data at a table address and including a ?rst plurality of 
table elements addressable at an offset from the table 
address, each of the table elements indicative of a neXt 
state Within the state machine, and 

the second group of states each represented by a table 
of data including a table element and occupying less 
memory than a table of data representing a state of 
the ?rst group of states; and, 

b) a processor for determining a neXt state based on 
contents of a table element of a present state at an offset 
from the table address, the offset determined during a 
table address load portion of an instruction cycle in 
dependence upon the bits in the data stream, the pro 
cessor also for sWitching the state machine into the neXt 
state so determined. 

2. A packet classi?cation state machine for classifying 
data as de?ned in claim 1 Wherein table elements comprise 
data relating to the format of table elements of a neXt state. 

3. Apacket classi?cation state machine as de?ned in claim 
1 Wherein each table of data representing a state of the ?rst 
group of states occupies a same amount of memory and has 
a same number, n, of table elements. 

4. Apacket classi?cation state machine as de?ned in claim 
3 Wherein each table of data representing a state of the ?rst 
group of states comprises 2N table elements Wherein N is a 
number of bits used by the processor to determine the offset 
from the table address. 

5. Apacket classi?cation state machine as de?ned in claim 
3 Wherein each table of data representing a state of the 
second group of states occupies a same amount of memory 
and comprises only one table element. 

6. Apacket classi?cation state machine as de?ned in claim 
1 Wherein the processor comprises means for determining a 
siZe of table elements Within a table and for loading an 
element of the determined siZe. 

7. Apacket classi?cation state machine as de?ned in claim 
6 Wherein the means for determining a siZe of table elements 
Within a table includes means for determining an alignment 
of table elements Within data Words and for loading contents 
of a table element of the determined siZe having the deter 
mined alignment. 

8. Apacket classi?cation state machine as de?ned in claim 
1 Wherein each table of data representing a state from the 
second group of states comprises data indicative of only one 
neXt state. 

9. A method of packet classi?cation for classifying data 
from a data stream, the method comprising the steps of: 
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a) providing classi?cation data comprising information 
relating to states Within a state machine, the states 
including a ?rst group of states and a second group of 
states, the ?rst group of states each represented by a 
table of data at a table address including a ?rst plurality 
of table elements addressable at an offset from the table 
address, each of the table elements indicative of a neXt 
state Within the state machine, and the second group of 
states each represented by a table of data including a 
table element and occupying less memory than a table 
of data representing a state of the ?rst group of states; 

b) providing a table address of a current state; 

c) selecting a table element, the table element selected in 
dependence upon the table address, the table contents, 
and an offset based on a plurality of bits in the data 

stream; 

d) determining a neXt state of the state machine based on 
the content of the selected table element of a present 

state; and, 

e) sWitching the state machine into the neXt state so 
determined. 

10. A method of packet classi?cation for classifying data 
from a data stream as de?ned in claim 9 Wherein the steps 
(c), (d) and (e) are performed iteratively and Wherein the 
step of (e) sWitching the state machine into the neXt state 
comprises the step of providing the table address of the table 
representing the neXt state as the table address of the current 
state for a neXt iteration. 

11. A method of packet classi?cation for classifying data 
from a data stream as de?ned in claim 9 Wherein the step of 
determining a neXt state of the state machine is performed, 
for a state in the ?rst group of states, by concatenating the 
table address and the bits in the data stream to form an 
element address, data Within memory at the element address 
indicative of the neXt state. 

12. A method of packet classi?cation for classifying data 
from a data stream as de?ned in claim 9 Wherein the bits are 
consecutive bits Within the data stream 

13. A method of packet classi?cation for classifying data 
from a data stream as de?ned in claim 12 Wherein the step 
of determining a neXt state of the state machine is per 
formed, for a state in the ?rst group of states, by concat 
enating the table address and the consecutive bits in the data 
stream to form an element address, data Within memory at 
the element address indicative of the neXt state. 

14. A method of packet classi?cation as de?ned in claim 
9 Wherein the steps (c) and (d) are performed per state 
transition. 

15. A method of packet classi?cation as de?ned in claim 
9 Wherein the classi?cation data is an acyclic classi?cation 
tree. 

16. A method of packet classi?cation as de?ned in claim 
15 Wherein the classi?cation data is optimiZed by determin 
ing states having only one possible neXt state and storing 
them as tables representing states of the second group of 
states. 

17. A method of packet classi?cation as de?ned in claim 
15 Wherein some information relating to a state is a don’t 
care operation and Wherein some information relating to the 
previous state indicates that the neXt state comprises a don’t 
care operation, Wherein a the state comprises feWer table 
elements than a state absent a don’t care operation. 
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18. A method of packet classi?cation as de?ned in claim 
15 Wherein some information relating to a state is a counter 
indicating a subsequent number of don‘t care operations. 

19. A method of packet classi?cation as de?ned in claim 
9 Wherein the ?rst group of states is represented by a table 
having elements With a Width of m bits and the second group 
of states is represented by a table having elements With a 
Width of approximately m/2 bits. 

20. A method of packet classi?cation as de?ned in claim 
19 Wherein each of the ?rst group of states and the second 
group of states is represented by a table having 2n table 
elements Wherein n is a number of bits Within the data 
stream in dependence upon Which the table element is 
selected. 

21. A method of packet classi?cation as de?ned in claim 
9 Wherein the information relating to states Within a state 
machine is stored in a memory and Wherein the information 
includes information relating to alignment of table elements 
Within the memory. 

22. A method of packet classi?cation as de?ned in claim 
21 Wherein a table of table elements is stored Within the 
memory With a same alignment. 

23. A method of packet classi?cation as de?ned in claim 
9 Wherein the information relating to states Within a state 
machine includes information relating to Width of table 
elements relating to a neXt state. 

24. A packet classi?cation state machine for classifying 
data from a data stream, the state machine comprising: 

a) a programmable memory for storing information relat 
ing to states Within the state machine, the states includ 
ing three groups of states; 

the ?rst group of states each represented by a table of 
data including 2D table elements addressable at an 
offset from the table address, the table elements 
indicative of a neXt state Within the state machine, n 
bits in the data stream for determining the offset, the 
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second group of states each represented by a table of 
data including 2D table elements having a siZe 
smaller than that of table elements of the ?rst group 
of states, the table elements addressable at an offset 
from the table address, the table elements indicative 
of a neXt state Within the state machine, n bits in the 
data stream for determining the offset; and 

the third group of states each represented by data 
indicative of a single possible neXt state; and, 

c) a processor for storing for a table address of the ?rst 
group a current state address and a plurality of bits from 
the data stream together to form an address, for a table 
address of the second group a current state address and 
a plurality of bits from the data stream together to form 
an address, and for a table address of the third group a 
current state address; for retrieving from that address in 
the programmable memory an operation, the operations 
comprising a jump operation including data relating to 
a neXt state address; for determining the neXt state 
based on one of information Within the operation; and 
for sWitching the state machine into the neXt state, 

Wherein one and only one operation retrieving informa 
tion from the programmable memory is performed 
betWeen successive state transitions. 

25. A packet classi?cation state machine for classifying 
data from a data stream as de?ned in claim 24 comprising: 

means for determining a group of a table relating to a neXt 
state. 

26. A packet classi?cation state machine for classifying 
data from a data stream as de?ned in claim 24 comprising: 

means for determining alignment of a table relating to a 
neXt state. 


