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(57) ABSTRACT 
The present invention supports a neW message format and 
protocol in an IP mobility system. Deallocation of a mobile 
node’s IP address during a multipart communication session 
on a foreign network can cause serious communication and 
accounting errors. The neW message format and protocol 
should eliminate the premature deallocation of a mobile 
node’s IP address, Which should reduce associated commu 
nication and accounting errors. 
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CONTINUATION SESSION ATTRIBUTE 

BACKGROUND OF THE INVENTION 

[0001] Present-day Internet communications represent the 
synthesis of technical developments begun in the 1960s. 
During that time period, the Defense Department developed 
a communication system to support communications 
betWeen different United States military computer networks, 
and later a similar system Was used to support the commu 
nication betWeen research computer netWorks at United 
States universities. These technological developments 
Would subsequently revolutioniZe the World by forming the 
basic elements of the Internet. 

[0002] The Internet 

[0003] The Internet, like so many other high tech devel 
opments, greW from research originally performed by the 
United States Department of Defense. In the 1960s, Defense 
Department of?cials Wanted to connect different types of 
military computer netWorks. These different computer net 
Works could not communicate With each other because they 
used different types of operating systems or netWorking 
protocols. 
[0004] While the Defense Department of?cials Wanted a 
system that Would permit communication betWeen these 
different computer netWorks, they realiZed that a centraliZed 
interface system Would be vulnerable to missile attacks and 
sabotage. To avoid this vulnerability, the Defense Depart 
ment required that the interface system be decentraliZed With 
no vulnerable failure points. 

[0005] The Defense Department developed an interface 
protocol for communication betWeen these different netWork 
computers. A feW years later, the National Science Founda 
tion (NSF) Wanted to connect different types of netWork 
computers located at research institutions across the country. 
The NSF adopted the Defense Department’s interface pro 
tocol for communication betWeen these research computer 
netWorks. Ultimately, this combination of research computer 
netWorks Would form the foundation for today’s Internet. 

[0006] 
[0007] The Defense Department’s interface protocol Was 
called the Internet Protocol (IP) standard. The IP standard 
noW supports communications betWeen computers and net 
Works on the Internet. The IP standard identi?es the types of 
services to be provided to users, and speci?es the mecha 
nisms needed to support these services. The IP standard also 
describes the upper and loWer system interfaces, de?nes the 
services to be provided on these interfaces, and outlines the 
execution environment for services needed in the system. 

Internet Protocols 

[0008] One basic rule governing communications on the 
Internet is the requirement that a computer user does not 
need to get involved With details of each communication. In 
order to accomplish this goal, the IP standard imposes a 
layered communications structure. All the layers are located 
on each computer in the netWork, and each module or layer 
is a separate component that theoretically functions inde 
pendent of the other layers. 

[0009] TWo types of transmission protocols may operate 
With the IP protocol—the Transmission Control Protocol 
(TCP) or the User Datagram protocol (UDP). TCP Was 
developed to provide connection-oriented, end-to-end data 
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transmission betWeen packet-sWitched computer netWorks, 
and UDP supports a connection-less transmission betWeen 
computer netWorks. Unlike UDP, TCP provides certain error 
recovery and data-checking services. The combination of 
TCP or UDP With the IP protocol forms a suite of protocols 
for communication betWeen computers on the Internet. 

[0010] This suite of protocols form a standardiZed system 
for de?ning hoW data should be processed, transmitted and 
received on the Internet. These protocols also de?ne the 
netWork communication process, and more importantly, 
de?nes hoW a unit of data should look and What information 
an information packet message should contain so that the 
receiving computer can receive the information message and 
interpret it properly. 

[0011] Routing 
[0012] Routers are used to regulate the How of data 
through a computer netWork. A router interprets the logical 
address of an information packet, such as an IP address, and 
directs the information packet to its intended destination. 
Information packets addressed betWeen computers on the 
same netWork are not alloWed to pass outside the netWork, 
While information packets addressed to a computer outside 
the netWork are alloWed to pass to that computer on the 
outside netWork. 

[0013] A routing table possesses suf?cient information for 
a router to make a determination on Whether to accept the 
communicated information packet on behalf of a destination 
computer or pass the information packet onto another router 
on the netWork. The routing table also permits the router to 
determine Where the information should be forWarded 
Within the netWork. A Visitor Location Register (VLR) and 
Home Location Register (HLR) are tWo eXamples of such 
routers. A routing table can be con?gured manually With 
routing table entries or dynamically according to changing 
netWork topologies—netWork architecture, netWork struc 
ture, layout of routers, and interconnections betWeen hosts 
and routers. 

[0014] Authenticate, AuthoriZe and Accounting (“AAA”) 

[0015] In an IP-based mobile communications system, the 
mobile communication device (eg cellular phone, pager, 
etc.) can be generically called a mobile node. Typically, a 
mobile node changes its point of attachment to the netWork 
While maintaining connectivity to its home netWork. That is, 
a home netWork continues to transmit information packets to 
the mobile node even When the mobile node is located on 
another netWork, sometimes referred to as a foreign net 
Work. While the mobile node is coupled to the foreign 
netWork, the mobile node Will be assigned an IP address for 
the transmission of information packets. 

[0016] When a mobile node is operating on a foreign 
netWork, specialiZed servers must authenticate, authoriZe 
and collect accounting information for services rendered to 
the mobile node. This authentication, authoriZation, and 
accounting activity is called “AAA”, and AAA servers on 
the home and foreign netWork perform the AAA activities. 

[0017] Authentication is the process of proving someone’s 
claimed identity, and security systems on a mobile IP 
netWork Will often require authentication of the system 
user’s identity before authoriZing a requested activity. The 
AAA server authenticates the identity of an authoriZed user, 
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and authorizes the mobile node’s requested activity. Addi 
tionally, the AAA server Will also provide the accounting 
function including tracking usage and charges for use of the 
netWork. 

[0018] A mobile node is assigned an IP address While it 
conducts a communication session on the foreign netWork. 
When a mobile node roams through a foreign network, the 
Wireless connection of the mobile node to the foreign 
netWork may transition from one base station (or packet 
control function) to another. When the transition of the 
Wireless connection occurs, certain prior art protocols send 
accounting messages to the AAA server that initiate the 
deallocation of the mobile node’s IP address. This deallo 
cation of the IP address may be unintentional because the 
mobile node intends to continue its communication session 
While it roams the netWork. When the deallocation of the IP 
address occurs, information packets addressed to the mobile 
node may be misdirected or lost. Other problems, such as 
billing and accounting dif?culties, may be encountered after 
a premature deallocation of the IP address. 

SUMMARY OF THE INVENTION 

[0019] When a mobile node’s Wireless connection transi 
tions from one base station (or packet control function) to 
another, the mobile node may Want to maintain its connec 
tivity to the netWork. This continued netWork connection 
alloWs the mobile node to continue to transmit and receive 
information packets in a multipart session. In order to 
prevent the premature deallocation of the mobile node’s IP 
address in a multipart session, the present invention supports 
the use of a neW message format and protocol for extending 
the time prior to a deallocation of the IP address. The neW 
message format includes the addition of an attribute to an 
accounting message that Will cause the AAA server to 
recogniZe the mobile node’s desire to maintain connectivity 
to the netWork in a multipart session. In response to the neW 
message format attribute, a AAA server Will not deallocate 
the IP address for the mobile node, and the same IP address 
can be used for the mobile node after the transition of a 
Wireless connection. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] The objects and features of the invention Will 
become more readily understood from the folloWing detailed 
description and appended claims When read in conjunction 
With the accompanying draWings in Which like numerals 
represent like elements and in Which: 

[0021] FIG. 1 is a schematic diagram of cellular sites on 
a mobile IP Wireless communications netWork; 

[0022] FIG. 2 is a schematic diagram of a mobile IP 
Wireless communications netWork; 

[0023] 
[0024] FIG. 4 is a general format for an attribute in a UDP 
datagram; 
[0025] FIG. 5 is a step diagram for the authentication and 
accounting functions on a foreign netWork; 

[0026] FIG. 6 is a neW message format for an attribute to 
an Accounting Stop. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0027] In FIG. 1, cellular site 65 is shoWn in a mobile IP 
netWork. In cellular site 65, mobile node 64 is coupled to 

FIG. 3 is a general format for a UDP datagram; 
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base station 69 via Wireless connection 66. The base station 
69 is coupled to the base station controller 75 via connec 
tions 70 and 71. Cellular site 68 has a base station 73 to 
support Wireless connections in that cellular site. Base 
station 73 is coupled to the base station controller 75 via 
connections 72 and 71. Cellular site 67 has a base station 74 
to support Wireless connections in that cellular site. Base 
station 74 is coupled to the base station controller 75 via 
connections 75 and 71. 

[0028] The base station controller 75 is coupled to a 
foreign netWork 40 via communication line 76. The foreign 
netWork 40 is coupled to the Internet 36 via communication 
line 39. The terms base station or base station controller can 
be referred to as a base station transceiver, packet control 
function or base station subsystem. The term foreign net 
Work can be referred to as visited netWork. 

[0029] When operating Within cellular site 65, the mobile 
node 64 communicates through a Wireless connection 66 to 
base station 69. The mobile node communicates With the 
Internet 36 through the base station controller 75 and the 
foreign netWork 40. When communicating on the foreign 
netWork 40, the mobile node 64 is assigned a speci?c IP 
address. The mobile node 64, hoWever, may roam around the 
Wireless netWork shoWn in FIG. 1. In so doing, the mobile 
node 64 may leave the cellular site 65 and enter the cellular 
site 68. When such movement occurs, the Wireless connec 
tion 66 Will terminate, and a neW Wireless connection 
betWeen mobile node 64 and base station 73 Will be initiated. 
This movement and the reconnection on the Wireless net 
Work is called a Wireless transition. 

[0030] After a Wireless transition occurs, the AAAservers 
in the foreign netWork 40 Will receive control messages that 
Will cause the deallocation of the IP address assigned to the 
mobile node 64. The mobile node 64, hoWever, Will need to 
maintain the same IP address if it Wants to maintain con 
sistent connectivity With the outside netWorks on the Internet 
36. If a deallocation of the IP address occurs, information 
packets addressed to the mobile node 64 may be lost or 
misdirected. Further, accounting errors may occur based 
upon the deallocation and reallocation of the former IP 
address to another mobile node. The present invention 
solves the premature deallocation problem With a neW 
message format and protocol for use With AAA servers. 

[0031] FIG. 2 shoWs a diagram of a Wireless IP mobility 
netWork having the mobile node 64, a foreign netWork 40, 
a home netWork 10, and the Internet 35. The mobile node 64 
is linked to a radio netWork (RN) 60 by a Wireless commu 
nication link 66. The RN 60 is linked to the foreign netWork 
40 via communication link 62, sometimes called the R-P 
interface. The foreign netWork 40 has a foreign agent, also 
referred to as a Packet Data Serving Node (PDSN) 58. 

[0032] PDSN 58 is coupled to RN 60 via communication 
link 62. PDSN 58 is coupled to a foreign netWork buss line 
50 by communication link 54. The foreign netWork 40 
includes a AAA server, also referred to as a RADIUS server 

47, Which is coupled to buss line 50 via communication link 
52. The foreign netWork 40 is coupled to the Internet 35 by 
communication link 37. 

[0033] The home netWork 10 is coupled to the Internet 35 
by communication link 30. The home netWork 10 has a 
central buss line 20 that is coupled to communication link 
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30. Home network 10 has a AAA server 27 coupled to buss 
line 20 by communication link 26. Home agent 28 is linked 
to the central buss line 20 by communication link 24. 

[0034] The communication protocol used by the IP mobil 
ity system shoWn on FIGS. 1 and 2 uses a User Datagram 
Protocol (“UDP”) With the IP standard. As shoWn in FIG. 3, 
a standard UDP datagram for an accounting message format 
100 is used in the present invention, and message 100 
includes a code ?eld 110 of one byte in length. The code 110 
identi?es the type of RADIUS packet as an accounting 
message, either request or response. For an Accounting 
Request message the code 110 Will have a value of 4, and for 
an Accounting Response message the code 110 Will have a 
value of 5. 

[0035] The accounting message format 100 also has an 
identi?er data ?eld 120 of one byte in length. The identi?er 
data 120 is used to assist With the identi?cation of corre 
sponding accounting requests and responses. The account 
ing message format has a length ?eld 130 of tWo bytes in 
length to indicate the length of the entire accounting mes 
sage 100 including the code 110, identi?er 120, length 130, 
authenticator 140, and all attribute ?elds 150. 

[0036] The message format 100 includes an authenticator 
?eld 140 that is 16 bytes in length. The authenticator ?eld 
140 is used to authenticate the message betWeen the PDSN 
58 and the AAA RADIUS server 47. The attribute ?eld 150 
of accounting message 100 is variable in length and contains 
messages involved With the authentication, authoriZation, 
and accounting operations for the mobile node’s 64 connec 
tivity to foreign netWork 40 and other netWorks. 

[0037] In message format 100, the format for the attribute 
?eld 150 is shoWn in FIG. 4. The three data structures in the 
attribute ?eld 150 include the type ?eld 210 (designated by 
“T”) Which occupies the ?rst 8 bits of the attribute ?eld 150, 
the length ?eld 220 (designated by “L”) Which occupies the 
neXt 8 bits of the attribute ?eld 150, and the data ?eld 230 
(designated by “D”) Which occupies the remaining bits in 
the attribute ?eld 150. The type ?eld 210 indicates the 
particular type of attribute in the attribute ?eld 150, and the 
length ?eld 220 indicates the length in bytes of the attribute 
?eld 150. The data ?eld 230 may be Zero or more bytes in 
length, and sets forth the applicable data that is being 
transmitted. 

[0038] In a communication session involving the mobile 
node 64 on the foreign netWork 40, the mobile node 64 
initiates a packet data session by contacting the RN 60 over 
communication link 66. The RN 60 in turn establishes 
communication With PDSN 58 over communication link 62. 
As shoWn in FIG. 5, the ?rst communication from the 
mobile node 64 to the PDSN 58 is a Link Control protocol 
negotiation message at step 405. The negotiation message at 
step 405 establishes an R-P Interface 62 betWeen the PDSN 
58 and the RN 60. 

[0039] After the contact is established betWeen the mobile 
node 64 and the PDSN 58, it is necessary to authenticate the 
identity of the mobile node 64. The mobile node 64 sends an 
authentication message With a user-name to the PDSN 58 at 
step 410. The PDSN 58 then sends an Access Request 
message With the user name to the RADIUS server 47 at step 
415. The Access Request message at step 415 contains 
information about the mobile node 64 including information 
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such as a user passWord, destination port, client ID. Other 
information may be provided in the Access Request mes 
sage. 

[0040] The RADIUS server 47 processes the information 
in the Access Request message to determine if the mobile 
node 64 is authoriZed to access the netWork 40. If the mobile 
node 64 is authoriZed, the RADIUS server 47 generates an 
Access Accept message. The Access Accept message is 
transmitted to the PDSN 58 at step 420. 

[0041] The RADIUS server 47 maintains a pool of 
dynamic IP addresses for assignment to mobile nodes on the 
foreign netWork 40. The IP addresses are used to route 
information packets to the Mobile Node 64 and accomplish 
AAA functions. This pooling of IP addresses is managed at 
the RADIUS server 47. This allocation of an IP address by 
the RADIUS server 47 occurs When the Access Accept 
message is generated and sent to the PDSN 58 at step 420. 
The PDSN 58 Will use the IP address to locate the mobile 
node 64 on the RN 60 and direct information packets to the 
appropriate base stations on the RN 60 for communication 
With the mobile node 64. 

[0042] In response to the Access Accept message, the 
PDSN 58 generates an Authentication End message that is 
transmitted to the Mobile Node 64 at step 425. If the mobile 
node 64 is not authoriZed by the RADIUS server 47, an 
Access Reject message is transmitted to the PDSN 58 to 
terminate the attempted communication With the mobile 
node 64. 

[0043] Once the Mobile Node 64 is successfully linked to 
the home netWork 10 and the data packet communication 
session can begin, the RADIUS server 47 Will begin 
accounting for the mobile node’s usage of the foreign 
netWork 40 resources. The mobile node 64 sends an initial 
accounting message IPCP to the PDSN 58 at step 430. The 
PDSN 58 responds to the mobile node 64 With a response at 
step 435. The PDSN 58 Will generate and transmit an 
Accounting Start message to the RADIUS server 47 to start 
the accounting functions. The PDSN 58 transmits the 
Accounting Start message to the RADIUS server 47 at step 
440. 

[0044] This Will complete the setup for the accounting 
process for the packet data communication session. The 
remaining communication session tasks and linkages are 
accomplished by the PDSN 58 establishing a connection 
over the Internet 35 With the Home NetWork 10. The 
communication session takes place at step 445 by the 
interactions betWeen the mobile node 64 and the PDSN 58, 
and any other netWorks. 

[0045] At the end of the communication session, the 
PDSN 58 is noti?ed of the communication termination and 
transmits an Accounting Stop message from the PDSN 58 to 
the RADIUS server 47. The Accounting Stop message is 
transmitted at step 450. In response to the Accounting Stop 
message at step 450, the mobile node’s IP Address is 
deallocated back into the pool for subsequent allocation to 
another mobile node. 

[0046] A problem can arise When certain mobility events 
occur, such as the handoff of control over the mobile node’s 
Wireless communication from one base station to another. 
When such a mobility event occurs, the PDSN 58 may 
transmit an Accounting Stop message to the RADIUS server 
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47 at step 450 followed by an Accounting Start message to 
the RADIUS server at step 455. The combination of the 
Accounting Stop message at step 450 and the Accounting 
Start message at step 455 is meant to indicate that the mobile 
user is continuing the communication in a multipart com 
munication session. 

[0047] As part of a multipart communication session, the 
mobile node’s IP address should not be deallocated. The 
RADIUS server 47, hoWever, may still deallocate the mobile 
node’s IP address in response to the Accounting Stop 
message at step 450 before it has an opportunity to consider 
the Accounting Start message at step 455. Such a dealloca 
tion could cause an erroneous assignment of the same IP 
address to another mobile node. This erroneous assignment 
could disrupt proper communications and the accounting 
function for the mobile node. 

[0048] The present invention solves the premature deal 
location problem by attaching a neW message attribute 150 
to the Accounting Stop message transmitted to the RADIUS 
server 47 at step 450. The neW attribute 150 is called a 
Continuation Session Attribute, and its format is shoWn at 
500 in FIG. 6. The type ?eld 510 in Continuation Session 
Attribute 500 is assigned a value of 26 for Vendor-Speci?c 
for all attributes. The Length ?eld 520 in attribute 500 is the 
length of all the data ?elds (in bytes) in the attribute. 

[0049] The Vendor-ID ?eld 530 is the same for all 
attributes, and in this conteXt, the Vendor-ID is assigned a 
value of 5535. This Vendor-ID ?eld also occupies the ?eld 
531 of attribute 500. The Vendor-Type ?eld 535 speci?es the 
vendor speci?c type of attribute and is 8 bits in length. The 
Vendor-Length ?eld 540 is the length in bytes of the vendor 
identi?cation ?elds. An Accounting Stop message With this 
Session Continue Attribute and the folloWing Accounting 
Start message must have the same ID value in the Identi?er 
?eld. 

[0050] When an Accounting Stop message is received by 
the RADIUS server 47 at step 450, the Continuation Session 
Attribute 500 attached thereto Will indicate to the RADIUS 
server 47 that the Accounting Stop message is not the end of 
the communication session, but the Accounting Stop mes 
sage Will be folloWed by an Accounting Start message that 
Will continue the communication session. This attribute 500 
Will instruct the RADIUS server 47 not to deallocate the 
mobile node’s IP address, and as such, the multipart com 
munication session Will not be erroneously interrupted by a 
premature deallocation of the IP address. When the Account 
ing Start message containing the correlating Identi?er is then 
received by the RADIUS server 47, the accounting process 
for the communication session of mobile node 64 Will 
continue Without interruption or error. 

[0051] While the invention has been particularly shoWn 
and described With respect to preferred embodiments, it Will 
be readily understood that minor changes in the details of the 
invention may be made Without departing from the spirit of 
the invention. Having described the invention, We claim: 

1. A communications system, comprising: 

a radio netWork coupled to a serving computer on a ?rst 

netWork; 
a mobile node coupled to the radio netWork by a Wireless 

communication link; 
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a communication server computer linked to the serving 
computer, said communication server computer con 
trolling the allocation of addresses for the mobile node 
and performing accounting functions for the ?rst net 
Work, and; 

a control message transmission on the ?rst netWork com 
prising a data element that denotes the continuation of 
the mobile node’s communication session on the ?rst 
netWork. 

2. The communications system in claim 1 Wherein the 
control message includes a type ?eld. 

3. The communications system in claim 1 Wherein the 
control message includes a length ?eld. 

4. The communications system in claim 1 Wherein the 
control message includes a vendor-type ?eld. 

5. The communications system in claim 1 Wherein the 
control message includes a ?eld containing the data element. 

6. The communications system in claim 1 Wherein the 
serving computer is coupled to an Internet. 

7. The communications system in claim 1 Wherein the 
serving computer is coupled to a second netWork. 

8. The communication system in claim 1 Wherein the 
communication server computer Will not change the mobile 
node’s address on the foreign netWork after receiving the 
control message. 

9. The method of continuing a communication session on 
a communication system comprising the steps of: 

transmitting a request message from a serving computer 
to a ?rst serving computer, said request message con 
tains a session continuation message; and 

receiving the request message from said serving computer 
and maintaining an address allocation for a mobile 
node on the foreign netWork. 

10. The method of continuing a communication session in 
claim 9 Wherein the session continuation message is a data 
element in an accounting message. 

11. The method of continuing a communication session in 
claim 9 

Wherein the server computer continues accounting func 
tions for an ongoing communication session in 
response to the request message. 

12. The method of continuing a communication session in 
claim 9 

Wherein the session continuation message includes a type 
data element. 

13. The method of continuing a communication session in 
claim 9 

Wherein the session continuation message includes a 
length data element. 

14. The method of continuing a communication session in 
claim 9 

Wherein the session continuation message includes a 
vendor-type data element. 

15. The method of continuing a communication session in 
claim 9 

Wherein the session continuation message includes an 
identi?er data element. 

16. The method of continuing a communication session in 
claim 9 
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wherein the session continuation message includes a 
session continuation attribute data element. 

17. The method of continuing a communication session in 
claim 16 Wherein the session continuation attribute is a data 
value in an accounting message. 

18. A method for supporting communications on packet 
based netWork comprising the steps of: 

receiving a continuation session message, and, 

continuing an accounting function a mobile node address 
on an ongoing communication session after receipt of 
the continuation session message. 

19. The method for supporting communications of claim 
18 

Wherein the continuation session message includes a type 
data element. 

20. The method for supporting communications of claim 
18 
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Wherein the continuation session message includes a 
length data element. 

21. The method for supporting communications of claim 
18 

Wherein the continuation session message includes a 
vendor-type data element. 

22. The method for supporting communications of claim 
18 

Wherein the continuation session message includes an 
identi?er data element. 

23. The method for supporting communications of claim 
18 

Wherein the continuation session message includes a 
session continuation attribute data element. 


