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(57) ABSTRACT 

A technique for centralized and differentiated content and 
application delivery system alloWs content providers to 
directly control the delivery of content based on regional and 
temporal preferences, client identity and content priority. A 
scalable system is provided in an extensible framework for 
edge services, employing a combination of a ?exible pro?le 
de?nition language and an open edge server architecture in 
order to add neW and unforeseen services on demand. In one 
or more edge servers content providers are allocated dedi 
cated resources, Which are not affected by the demand or the 
delivery characteristics of other content providers. Each 
content provider can differentiate different local delivery 
resources Within its global allocation. Since the per-site 
resources are guaranteed, intra-site differentiation can be 
guaranteed. Administrative resources are provided to 
dynamically adjust service policies of the edge servers. 

00s DIRECTIVES 
“ 42 

DNS ROOT 

(314) *6 24 . 
40 



Patent Application Publication Jan. 24, 2002 Sheet 1 0f 15 US 2002/0010798 A1 

FIG. 1 
(PRIOR ART) 

www?nnfah-d _____________________ ~~ WEB 
SERVER 

10 ~ 

18 WWW.ZNN.COM 

CACHING & CD[)_C()M ZSVGDNS MIRRORING 

CDD PROVIDER\ 
SERVER 

LQCAL “SP 



Patent Application Publication Jan. 24, 2002 Sheet 2 0f 15 US 2002/0010798 A1 

FIG. 2 
(PRIOR ART) 

WWW.CDD.COM WEB 
SERVER 

16~~ ‘g 
\5 

WWW.ZNN.COM 

DNS 
\_\ 

CACHINi; & 
MIRRORING 

DNS ROOT 

L 



Patent Application Publication 

10 \% 

WWW.ZNN.C0M 

HTTP REQUEST 

LOCAL {SP/INTERNET (4,5) 

22 CLIENT 
REGIONAL 

DNS 

/ 
ZNN.COM - 

EDGE SERVER 

~ (1,6) 

Jan. 24, 2002 Sheet 3 0f 15 

26G 34 

US 2002/0010798 A1 

FIG. 5 

AUTHORITATIVE 
DNS 

(2,8) DNS T 

24 
30 



Patent Application Publication Jan. 24, 2002 Sheet 4 0f 15 US 2002/0010798 A1 

FIG. 4 

WWW.ZNN.COM 

AUTHORITATIVE 
DNS 

DN S DIRECTIVES 
26 

42 

LOCAL ISP / INTRANET 

CLIENT 22 
REGIONAL . 

DNS @ (2 3) 
(1-4) / 

DNS ROOT 



Jan. 24, 2002 Sheet 5 0f 15 US 2002/0010798 A1 Patent Application Publication 

FIG. 5 

WWW.ZNN.COM 

AUTHORITATIVE 
DNS 

DNS DIRECTIVES 
/\/ 26 

LOCAL ISP / INTRANET 

CL] N ’ E T 22 \ DNS ROOT 
E 

REGIONAL ES 
DNS 7 ‘ 

(1.8) \_. "" " ‘ \—~ 





Patent Application Publication Jan. 24, 2002 Sheet 7 0f 15 US 2002/0010798 A1 

FIG. 7 

@RHGMN] SHTE 70 

WEB SERVER 

SERVICE 
CONTENT PROFILES 

LQCAL USP 

WEB CLIENT 



Patent Application Publication Jan. 24, 2002 Sheet 8 0f 15 US 2002/0010798 A1 

WEB SERVER 

SERVICE CONTENT I 
,’ ,’ PROFILES 

0gp BACKBWE 

ENTERPRISE 



Patent Application Publication Jan. 24, 2002 Sheet 9 0f 15 US 2002/0010798 A1 

@RHGHN WE 
SERVER 
F $82 

CONTENT 

5 
EDGE SERVER 5. LOCAL 

‘ % UER SERVER 

5° UER CLIENT 

14 

FIG. 1 O 
-I:] LOCATION IIIHAIFA -i:ILOCATION JERUSALEM EWS-l 
{:9 IIIJERUSALEM -[:1ISRAEL JERUSALEM RES-2 

[IHAIFA IIITEL AvLv [:IHAIFA 
QJERUSALEE BEER-SHEYA-EISI :l JERUSALEM , 
CITEL AVIV |:|TEL AVIV 

/ 92 



Patent Application Publication Jan. 24, 2002 Sheet 10 0f 15 US 2002/0010798 A1 

FIG. 11 

Z 98 112 

94 

s \\ /, 
E51 96 BS2 E83 \QOO 

V‘ / \ 

E34 110 

A BS5 ES’? 
102 

ES5 Z108 
2104 P 

106 







Patent Application Publication Jan. 24, 2002 Sheet 13 0f 15 US 2002/0010798 A1 

FIG. 15 

154 
OTHER OTHER MODULES /\/ 

152 

NORMAL 

156 13 
THE NS 

AUTHORITATIVE 
? 

REPLAY FROM 158 
AUTHORITATIVE /\/ 

DATA 

160 
2 IF MAX-CACHE-OUT-TTI Is 162 
REPLAY FROM CACHE SET FOR THE ZONE. A/ 
OR FETCH DATA FROM CHANGE THE TTL TO THE 
OTHER DNS SERVER MINIMUM BETWEEN THE 

CACHE TTL AND THE OUT-TTL 

FIG. 16 

OTHER 

164 

166 
OTHER MODULES /\/ 

REPLACE REQUEST 

17o REPLAY WITH ERROR: 
NOT ALLOWED N 

172 YES 

IS THE N5 REPLAY WITH ERROR: ‘76 
AUTHORITATIVE AUTHORITATIVE N 

‘? 

174> YES 
PERFORM THE REPLAC 
REQUEST IN THE CACHE. 
IF PREREQUISITES DONT 

EXITS, SKIP THE REQUEST 



Patent Application Publication Jan. 24, 2002 Sheet 14 0f 15 US 2002/0010798 A1 

FIG. 1 7 

190 EDGE 
\/\ CONFIGURATOR 

I 

124 122 188 
3 i g 3 
EDGE 

180 

XML FILES 
(TEMPLATE) 

DB MANAGER 
DATABASE 

184 

XML MANAGER 

XML FILES 
(SERVICE PROFILES) 



Patent Application Publication Jan. 24, 2002 Sheet 15 0f 15 US 2002/0010798 A1 

FIG. 1 8 

194 CACHE CACHING & 60 
\/G MGR MIRRORING Y 

5, EXTENSION PRIVATE SITE 
192 VIEW 

196 URL PACKING 
W TRANSL SERVICES 

I\ 68 Z 
ACCOUNTING 5B 
MANAGER 

STATISTICS 1 204 APPLICATION 

GGGGG‘G 1202 T/GWET EEFI’I‘IZEEIYN 
MONITORING 2203 3200 

2 
1982 56 
ICOP 
PEER 

CONNECTIVITY 
MANAGER S54 

DNS LOCAL FEED 
CONEIGIIRATOR EXTENSION 

5 



US 2002/0010798 A1 

DIFFERENTIATED CONTENT AND APPLICATION 
DELIVERY VIA INTERNET 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the priority of Provisional 
Application No. 60/198,908, ?led Apr. 20, 2000. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This invention relates to the transmission of data 
across an internet. More particularly this invention relates to 
a technique for content and application level distribution and 
customiZation of data and applications across an internet, 
utilizing an integrated combination of origin servers and 
spatially distributed controlled edge servers to ef?ciently 
deliver content differentiated electronic content or data from 
content providers to various classes of consumers. 

[0004] 2. Description of the Related Art 

[0005] With the onset of the internet as the major vehicle 
for information distribution, e-commerce, and business 
information technology (IT) management, major efforts 
have been made to improve the internet’s underlying net 
Working infrastructure. Until recently, these efforts have 
focused mainly on addressing loW-level netWorking issues 
such as faster connections, improved routing and sWitching 
softWare and hardWare. While there have been some major 
achievements in these areas, it is becoming clear that selec 
tively improving end-to-end delivery of content over the 
internet by only addressing these loW level issues is overly 
complex and inherently limited. In particular, the decentral 
iZed nature of the internet imposes difficult administrative 
barriers on reaching global service level agreements, and the 
magnitude of the internet imposes dif?cult scalability prob 
lems regarding the con?guration of netWork elements. 

[0006] More recently, a neW kind of service, termed 
content delivery and distribution (CDD), has emerged. 
Example of CDDs include Akamai, Digital Island and 
Adero. 

[0007] In the basic model, a CDD provider maintains a 
netWork of geographically dispersed caches. When a request 
for certain content that is covered by the CDD is issued from 
a client, the domain name system (DNS) server that is 
authoritative for the site to Which the request Was issued, 
redirects the request to one of the caches of the CDD. 
Typically, the selected cache is chosen based on its prox 
imity to the requester, and on the availability of the 
requested resource at the cache. 

[0008] Not all requests for HTTP resources from a given 
site need to be redirected to the CDD, hoWever. A common 
model, employed by Akamai Technologies, is depicted in 
FIG. 1 and FIG. 2. At the origin server 10, hypertext 
markup language (HTML) pages are modi?ed by assigning 
the uniform resource locators (URLs) of selected resources. 
These are typically images With domain name system names 
of the server of the content delivery and distribution pro 
vider 12, instead of the origin server 10. The server of the 
CDD provider 12 in this example carries the domain name 
WWW.cdd.com. As shoWn in FIG. 1, When a client 14 
requests a page that includes such “exported” objects, the 
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request, indicated by line 16, arrives at the origin server 10 
as a usual request (folloWing the DNS name resolution at 
domain Znn.com). The origin server 10 replies With the 
desired page to the client 14, indicated by line 18. Subse 
quent requests from the client 14 for the embedded objects 
Within that page are served from the servers of the content 
delivery and distribution provider 12, hoWever, as indicated 
by line 20 in FIG. 2. 

[0009] The integrity of the model shoWn in FIG. 1 and 
FIG. 2 relies on a constellation of DNS servers: the client 
regional DNS server 22, the root DNS server 24, the 
authoritative DNS server 26, and the DNS mapping server 
28. The latter is an enhanced DNS system that is responsible 
to return an IP address of the server of the CDD provider 12, 
Which is located in the proximity of the client for each DNS 
resolution request in the Zone WWW. cdd. com, originating 
from a regional DNS server. BIND is the most popular 
standard domain name server in the internet today. It dates 
to 1986, and BIND version 8 dates to 1997. BIND version 
8 compiles and runs on major UNIX (TM) origin servers, 
and on WindoWs-NT (TM). On UNIX it runs under the 
name “named”. On WindoWs-NT (TM) it runs as a service. 
BIND has a textual con?guration ?le that describes its 
general behavior as a Name Server, and also con?gures 
speci?c information about Zones. Especially the Zones for 
Which that BIND is authoritative, and the root (“.”) Zone. 
The authoritative information, in the form of resource 
records, is held in a Zone ?le, Which is a textual ?le 
describing the Zone data. 

[0010] The most common types of resource records are 
given in Table 1. 

TABLE 1 

Record Record 
Name Type Brief De?nition Of Record 

A Address (IP) Maps a host name to an IP Address. 
NS Name Server Identi?es an authoritative name server for 

a domain Zone. 

CNAME Canonical Alias hostname for the o?icial hostname. 
NAME 

SCA Start Of Identi?es the best name server for infor 
Authority mation on a unique domain. Only one SOA can 

be used per one. 
PTR PoinTeR Reversely maps an IP address to a name 

virsus mapping a name to an IP address like an 

“A record” 
HINFO Host INFOr- Identi?es hardWare information of host. 

mation 
MX Mail Identi?es a host that delivers, receive 

Exchange and forWard mail. 

[0011] Upon start or restart BIND ?rst reads the con?gu 
ration ?le, and according to that ?le it loads the Zone 
information from the Zone ?les. 

[0012] BIND keeps tWo Data-Bases as hash tables: (1) 
“fcachetab”, used for storing Authoritative data read from 
Zone ?les; and (2) “hashtab”, used for all the locally cached 
DNS data. 

[0013] BIND Works in an event driven environment. The 
program “named” listens on each registered UDP/TCP port 
for incoming messages Which can be requests or responses, 
and dispatches according to the type of the message. While 
processing a request, BIND tries to ?nd the information in 
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its cache, and if unsuccessful, issues a request to another 
name server, and awaits a response. 

[0014] While processing a response, BIND may update its 
caches With neW DNS information. This process may 
involve updating various classes of resource records. The 
update is automatic, and the appearance of these records 
depends on the relevancy of these records for BIND. BIND 
treats response information according to its precedence. The 
more authoritative the information is, the more reliable it is 
considered to be. 

[0015] The DNS mapping server 28 is a knoWn compo 
nent. This device is part of the distributed director produced 
by Cisco (San Jose, Calif.), as Well as International Business 
Machine’s (Armonk, NY.) NetWork Dispatcher products. 
These mapping DNS servers return the IP address of a CDD 
provider cache or server that is as close as possible to the 
client regional DNS netWork. 

[0016] It is often the case that the content delivery and 
distribution provider has a large number of geographically 
dispersed content delivery and distribution servers. It could 
manage to forWard the requests to the content delivery and 
distribution servers, using some form of location based 
resolution of DNS names to IP addresses, based on the origin 
of the request. Assuming that the content delivery and 
distribution servers have the desired content cached or 
mirrored, are relatively near the client, and are not over 
loaded, then these objects can be served quickly and trans 
parently. This reduces signi?cantly the latency for content 
arrival, a critical objective in today’s Web. It should be noted 
that in this arrangement, the content providers, Which con 
trol the origin servers, need knoW nothing about the distri 
bution policy of the content delivery and distribution pro 
vider. 

[0017] A second type of content delivery includes selected 
replication of Web and media data from a single place. This 
approach Was taken by SightPath of Boston, Mass. in their 
SODA architecture. Here a central staging center copies a 
certain resource only to a selected number of distributed 
servers and maintains the knowledge Where each replica 
resides. Since not all servers include a replica of all 
resources, the SightPath architecture requires that all 
requests (such as http requests for Web resources) are ?rst 
directed to the central staging server and then are redirected, 
using a special http redirection command, to a server Which 
is in the proximity of the requesting client. There is no Way 
to use the DNS redirection method here, as the selected 
replication method supplies a single resolution for multiple 
resources request. The connection betWeen the staging 
server and the distributed servers in this approach might face 
dif?culties When crossing ?reWalls. This is because the 
SODA model requires the staging server to push the content 
into the distributed servers, and is not accomplished via 
standard Web technologies. 

[0018] While promising, the ?rst type of content delivery 
and distribution model has major draWbacks. First, it 
imposes centraliZed control. While physically distributed, 
the control and management, maintenance, organiZation, 
revenue collection and general service provisioning are all 
done by a single entity. This implies that no matter hoW large 
it is, such service is likely to hit scalability barriers that are 
unavoidable, given the siZe of the internet. Moreover, most 
content delivery and distribution models involve a location 
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based DNS resolution that involves multiple DNS request 
and response exchanges for a given resolution. Referring 
again to FIG. 1, the resolution process starts With the client 
regional DNS server 22. Then, if not cached to a root DNS 
server 24, the process transfers to the authoritative DNS 
server 26 for all content delivery and distribution domain 
names, and, if necessary, to a central DNS mapping server 
28, such as the above noted distributed director, that maps 
the request according to its origin IP address to a certain 
content delivery and distribution server. 

[0019] Second, the ?rst type of content delivery and 
distribution folloWs a basic “black-box” approach. Content 
providers “export” selected HTTP resources to the content 
delivery and distribution provider, and from then on they 
lose control over the delivery characteristics of these 
resources. Moreover, the differentiation in delivery that a 
content provider can employ is extremely coarse: an object 
is either provided via “content delivery and distribution”, or 
served from the origin server. While some differentiation 
“rules” may be provided internally by the content delivery 
and distribution, e.g., depending on the demand for some 
resources, content providers are unable to alter the delivery 
despite some important parameters. Such parameters include 
the relative importance of content objects, e. g., headlines vs. 
minor neWs, time and location of delivery, type of content 
(dynamic, streaming media, etc.), customers, both individu 
als and business partners, Who are important to the content 
provider, refresh policy, and more. It should be noted that 
even if some of these parameters could be somehoW speci 
?ed in the ?rst type of content delivery and distribution, the 
centraliZation of control Would minimiZe their impact due to 
the global considerations in handling content for multiple 
content providers. 

[0020] Third, both CDD methods are mostly restricted to 
delivery of static content. In particular, dynamic content 
cannot be cached, and must alWays get generated at the 
origin site. 

[0021] Fourth, both types of content delivery and distri 
bution are restricted to transparent delivery that merely 
enhances performance, but does not impact the content. This 
implies that any differentiation in the actual content that is 
being delivered, as opposed to hoW it is delivered, must be 
performed in the origin server. For example, in order to 
differentiate betWeen regular users and paying subscribers 
the origin server needs to maintain passWords for each 
subscriber and perform on-line authentication for each privi 
leged request. 

[0022] Fifth, in the ?rst type of content delivery and 
distribution, if the content that is delivered to customers is 
carried over secured channels such as virtual private net 
Work (VPN), the overall content delivery system is ineffec 
tive. The reason is that caching and mirroring depend on 
open use of URLs and on storing the related objects at public 
caches and mirror servers. In the second model the use of a 
special control protocol betWeen the staging server and the 
distributed servers, Which requires the former to establish 
connections to the latter, Will not be alloWed across the 
?reWalls of most organiZation and content providers. 

[0023] Sixth, both content delivery models are currently 
limited to bringing the content to either the target customer, 
the Internet service provider (ISP) and in many cases only up 
to a NetWork Access Point (NAP) Which is close to the 
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customer’s ISP. In many cases, and in particular the business 
to business (B2B) side of the E-commerce, it is important to 
deliver the content to the customer’s oWn network. This is 
true since the Internet connection speed from an organiZa 
tion to its ISP is usually much sloWer than the speed on the 
internal organization netWork. Therefore, placing the con 
tent Within the organization Will considerably speed up 
delivery to the end user. 

[0024] Finally, the end customer has no control on the 
content delivery policy. In certain cases, in particular the 
business to business (B2B) side of the E-commerce, it is 
important to alloW the customer to de?ne Which type of 
content should be delivered, at What times, at Which priority, 
and at What speeds. The customer may Wish to select 
relevant or neWly created content and deliver it at certain 
hours and delivery speeds that are appropriate in terms of its 
netWork resources, eg during non-busy hours, and the time 
of actual content use. 

SUMMARY OF THE INVENTION 

[0025] It is therefore a primary object of some aspects of 
the present invention to provide an improved open technol 
ogy for decentraliZed and differentiated content and appli 
cation delivery. 

[0026] It is another object of some aspects of the present 
invention to provide a decentraliZed and differentiated con 
tent and application delivery system that alloWs content 
providers to directly control the delivery of content based on 
regional and temporal preferences, client identity and con 
tent priority as Well as the characteristics of the resources 
that are delivered to the end users. 

[0027] It is yet another object of some aspects of the 
present invention to provide a decentraliZed and differenti 
ated content and application delivery system that delivers 
the content to the end customers, and to alloW end customers 
to customiZe the delivery process based on local preferences, 
content priority, delivery time and the characteristics of the 
resources associated With the delivery. 

[0028] It is yet another object of some aspects of the 
present invention to provide a scalable platform for decen 
traliZed and differentiated content and application delivery 
the can be easily and gradually integrated into existing 
WorldWide Web infrastructure. 

[0029] It is another object of some aspects of the present 
invention to provide a ?exible and fault tolerant DNS system 
that can direct the user requests for a content provider 
resource or resource class either to a local server that Will 

serve the user locally or to the origin site according to the 
user location and the type of resource requested. 

[0030] It is another object of some aspects of the present 
invention to provide an extensible framework for edge 
services, employing a combination of a ?exible pro?le 
de?nition language and an open pluggable edge server 
architecture in order to add neW and unforeseen services on 
demand. 

[0031] In a key aspect of the invention, Which separates it 
from conventional content delivery and distribution systems, 
content providers are enabled to de?ne and carry out 
advanced services on the edges of the internet. The tech 
niques herein disclosed can be seamlessly and gradually 
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integrated into existing Web infrastructure, and can be 
deployed globally or regionally, over the internet, over 
secured extranets and Within corporate intranets. 

[0032] The objects of the present invention are attained by 
a model termed differentiated content and application deliv 
ery (DCAD). In this model, content delivery is completely 
decentraliZed, enabling individual content providers full or 
shared control over their oWn dedicated resources via White 
box, ?ne-grained and explicitly speci?ed delivery charac 
teristics. There are tWo main levels of differentiation: 

[0033] First, there is differentiation betWeen content pro 
viders. Each provider may be allocated its oWn dedicated 
resources, Which are not affected by the demand or the 
delivery characteristics of other providers. Thus, the 
intended delivery characteristics can be guaranteed by the 
system. 

[0034] Second, there is differentiation Within a content 
provider. Since each provider oWns its resources, it can 
allocate different “local” delivery resources to different 
content, Within its global allocation. Since the per-site 
resources are guaranteed, intra-site differentiation can also 
be guaranteed. 

[0035] According to some aspects of the invention, a 
high-degree of decentraliZation and differentiation is pro 
vided by delegation and off-loading of functionality and 
control from an origin site (OS), itself consisting of one or 
more origin Web servers (OWS),) to a neW Web entity Which 
referred to herein as an edge server 

[0036] In some preferred embodiments each origin site has 
a set of subordinate edge servers Which are geographically 
distributed and reside in the “edges” of the internet. There 
are tWo kinds of edge servers: public edge servers, Which 
reside in internet service provider facilities (ISPs) and serve 
individual end-users, and dedicated edge servers, Which are 
located Within a possibly secured private domain such as an 
organiZational intranet. They may be privately oWned or 
supplied by ISPs as customer premise equipment (CPE). 
Unlike conventional content delivery and distribution serv 
ers, Which are shared among content providers and con 
trolled by a centraliZed content delivery and distribution 
provider, each edge server is dedicated to its oWn content 
provider and is controlled by it. This approach does not 
exclude the option to host several virtual edge servers under 
the same physical host edge server, similar to Web hosting. 
But each virtual edge server is separately managed and 
controlled by its oWn origin site. This approach does not 
exclude the option that part or all the control over the 
delivery process and each edge server is de?ned at the target 
site Where the edge server resides or from a third party site. 
Such multiple sources of control may Work in cooperation 
With the origin site. Optionally the sources of control can be 
realiZed by separate policy servers linked to the third party 
site or to the origin site. Subsidiary links to the edge server 
may be provided as Well. 

[0037] Each edge server implements the policy that is 
speci?ed by the content provider and other sources of 
control. Thus, the content provider may control the opera 
tion of its edge servers, although a speci?c policy can 
delegate some or all the control to the edge servers, to a local 
policy derived at the target site, or in other cases to a 
different (third party) source of control. The behavior and 
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evolution of edge servers, directed from the origin site, 
locally or from a third party location, is speci?ed in a neW 
content delivery markup language (CDML), the encoding of 
Which is facilitated by a high-level and easy-to-use content 
delivery authoring and deployment tool, and in a more 
advanced content delivery scripting language (CDSL). 

[0038] An improved mechanism of domain name resolu 
tion is employed. Using edge DNS servers it is possible to 
achieve redirection of HTTP requests using dynamic cache 
replacement. In some embodiments the cache of the Edge 
DNS server is modi?ed by trusted entities, While on other 
embodiments, the Edge DNS server reregisters domain 
name entries in regional DNS name servers. 

[0039] In some preferred embodiments CDML may be 
partitioned into at least some of the folloWing distinct 
speci?cations. These speci?cations include, ?rst, the 
description of the resources at the origin site. Such as the 
protocol, resource type, author, creation time, keyWords, 
location of replicas, location of the source code that created 
the object, target groups, special events related to the 
resource, a list of edge servers that can serve the resource, 
etc. Second, the description of the target groups is speci?ed 
in terms of region, language, interest, organiZation type, 
security level, edge server speci?cation and capabilities, 
communication speeds, subgroups, type of events, etc. 
Third, the delivery policy and actions that relate the delivery 
of resources to target groups and noti?cation triggered for 
such deliveries are speci?ed. Fourth, there is a speci?cation 
of the DNS and HTTP redirections policies. Fifth, the load 
balancing policy to be carried by the edge server is speci?ed. 
Sixth, there is a description of the environment and the 
programming resources for conducting dynamic content 
generation. In some preferred embodiments CDML is based 
on XML, and the resource description part is an extension of 
resource de?nition frameWork (RDF). 

[0040] Edge servers are integrated into the Web’s control 
and data How in the folloWing manner. The URLs of some 
of the origin server’s resources objects and pages may be 
slightly modi?ed to include the domain name of a regional 
edge server. Since, hoWever, all regional servers are mapped 
to a domain name selected from a ?xed small set of domain 
names, the set of regional addresses is small and bounded. 
Within each edge system a request for a URL is ?rst resolved 
in terms of the domain name system (DNS). The client 
regional DNS system may return for each domain name 
either the netWork address of a local edge server or the 
netWork address of one of the origin servers. Thus, for 
selected domain names in the set, requests for the origin 
site’s content arrive at a regional, or private edge server, and 
the edge server handles the requests according to the speci 
?ed policy. If there is no regional edge server, the request is 
directed to the origin site. 

[0041] In some preferred embodiments the client regional 
DNS system is composed of forWarding DNS resolution 
requests for certain Zones in the OS domain name to a 
special local DNS entity termed the EdgeDNS. The 
EdgeDNS is responsible to return the IP address of either the 
edge server or another server for resources that Whose URL 
resides in these domains. The control over Which resources 
Zones are directed to the edge servers may be controlled via 
the edge server policy. 
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[0042] The differentiated content and application delivery 
model supports several types of edge-level differentiation, 
alone, or in combination, each of Which can be mapped to 
various edge-level services: 

[0043] 1. Content based differentiation. This basic char 
acteristic alloWs one to specify different priority to different 
content. This may affect the priority on the cache in terms of 
replacement scheme, the frequency of invalidation and mir 
roring policy. For example, in e-commerce, resources that 
are associated With a transaction should be assigned a 
relatively high priority. Also, applications that can migrate 
can be executed at the edge server, thereby off-loading the 
origin site and improving response time. 

[0044] 2. Regional and group differentiation. This charac 
teristic alloWs one to differentiate delivery based on the 
location or the organiZation membership of the edge server. 
Thus, the same resource may have different priorities in 
different edge servers, permitting optimiZed use of 
resources. Or, the same URL may be translated to different 
physical resources, depending on the region or organiZation 
in Which the request is made. Or, a certain resource may be 
visible, in Whole or in part, to only some organiZations, but 
not to others. 

[0045] 3. Temporal differentiation. Content may be priori 
tiZed based on time to address different access patterns 
during the day, or during holidays and other special days. 

[0046] 4. Customer-based differentiation. The identity, 
preference, and group membership of the customer may 
impact the de?nition of both the delivery and the content. 

[0047] The folloWing services are supported by the edge 
server: 

[0048] 1. Advanced Caching and Mirroring. This is the 
dominant functionality in most current content delivery and 
distribution services. Unlike conventional client-based 
caches and other content delivery and distribution based 
caches, the content of edge server caches and their validation 
policies are controlled by the origin site, the target site or a 
third party site, using the service policy. Aunique feature of 
the differentiated content and application delivery model 
according to the invention is the capability of the content 
provider to set cache policies based on regional, temporal, 
and other ?ne-grained characteristics. This also includes full 
mirroring and pre-position of content at regular times or at 
When certain conditions are met, for example When the 
netWork is unloaded or When a certain changes are intro 
duced to the content. Another capability is the active update 
and invalidation of cached resources at regular times, or 
When certain conditions are met. 

[0049] 2. Quality of service. The priority or privileges of 
certain resources objects or contents at certain edge servers 
is based on their relative importance. Also certain clients can 
receive different priority or privileges for different content at 
certain edge server. The quality of service policy may affect 
storage allocation, processing priority or communication 
priority. In some preferred embodiments communication 
priority is regulated by the queuing-policy for reception of 
a request or transmission of a response. In other preferred 
embodiment of the invention, communication priority is 
assigned by applying netWork marking, e.g. term-of-service 
(TOS) bits at the IP header or loWer level LAN priority) or 
by allocating such ?oWs netWorking resources via signaling 
















































































