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INTERNET HOSTING SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to US. patent applica 
tion Ser. No. [Not Yet Assigned] (attorney docket 244/083), 
entitled “MULTI-THREADED NAME SERVER” and [Not 
Yet Assigned] (attorney docket 244/084), entitled “E-MAIL 
ADVERTISEMENT SELECTION METHOD AND APPA 
RATUS”, both ?led on the same day hereWith, and both of 
Which are incorporated herein by reference in their entirety. 

FIELD OF THE INVENTION 

[0002] The ?eld of the present invention generally relates 
to networking, and more particularly, to methods and tech 
niques for hosting internet services on a netWork. 

BACKGROUND 

[0003] The Internet has become a very popular global 
electronic communication netWork that has brought about a 
Wide variety of on-line services and development of the 
World Wide Web The number of computers and 
users accessing the Internet continues to increase rapidly. 

[0004] Computer’s on the Internet generally exchange 
information in the form of packets or datagrams With each 
other using unique addresses, knoWn as host addresses. The 
most common form of a host address is an Internet Protocol 

(IP) address, Which is presently a four part sequence of 
numbers that uniquely identify a particular computer on the 
Internet. An example of a host address is the IP address 
“206.71.200.33”. 

[0005] Users commonly access the Internet through one or 
more clients and servers. Each client and server generally 
consists of hardWare equipment executing one or more 
softWare processes that maintain connections to various 
netWorked computers. Perhaps the most common tool 
employed by users for connecting to the Internet is a client 
or user program called a “broWser”. Netscape Corporation’s 
Navigator and Microsoft Corporation’s Internet Explorer are 
tWo forms of broWsers, also knoWn as “Web clients”. Other 
forms of interaction on the Internet include electronic mail 
(e-mail), Wherein one user sends electronic messages 
addressed to another user, usually through a mail client such 
as Qualcomm’s Eudora Lite mail client. 

[0006] User’s generally don’t use host addresses to con 
nect their clients to remote computers or servers on the 

Internet. Rather, users employ host names, or “domain 
names” to access a particular computer or server on the 
Internet. In current Internet parlance, domain names are 
generally comprised of alphanumeric characters that corre 
spond to a host address on the Internet. An example of a 
domain name is “yahoo.com”. 

[0007] Domain names generally comprise multiple parts. 
A root name or top level domain is the ending suffix on a 
domain name. Examples of top level domains, or root 
names, include “edu”, “com”, and “org”. Second level 
domains immediately folloW a top level domain (generally 
a period, also knoWn as “dot”, separates levels of a domain). 
Examples of second level domains include “mit”, “yahoo” 
and “icann”. Multiple additional domain levels can be added 
to a domain to yield a complete domain name, such as 
“WWW.yahoo.com.” 

Jan. 24, 2002 

[0008] As used in a Web client, the domain name might be 
“http://WWW.yahoo.com” (the “http://” portion specifying 
the hypertext transfer protocol (HTTP) proxy), Whereas in a 
mail client, the domain might be in the format of an e-mail 
address, such as “mailto:alice@smith.com” (the “mailtoz” 
portion specifying the simple mail transfer protocol (SMTP) 
proxy). 
[0009] To provide a transparent mapping betWeen host 
names and host addresses to users, a domain name system is 
employed. The domain name system, or DNS, in current use 
on the Internet is generally described in a technical speci 
?cation knoWn as Internet RFC 1034, entitled “Domain 
Names—Concepts and Facilities,” and additional features 
thereof are described in a related technical speci?cation 
knoWn as Internet RFC 1035, entitled “Domain Names— 
Implementation and Speci?cation,” both of Which are 
authored by P. Mockepetris. 

[0010] The domain name system described in RFC 1034 
has three major components: (1) domain name space and 
records, Which collectively comprise a tree-type data struc 
ture used for the mapping; (2) name servers, Which are 
server programs that hold information about the tree struc 
ture and point to other name servers that hold information 
about the tree structure; and (3) resolvers, Which are client 
programs that extract information from name servers in 
response to client requests. 

[0011] One con?guration for a domain name system 
(DNS), and the DNS envisioned by RFCs 1034 and 1035, is 
depicted as a How diagram in FIG. 1. A shared database 
holds domain space data for a local name server and a 
resolver that are associated With a local host. 

[0012] The contents of the shared database Will typically 
be a mixture of authoritative data maintained by periodic 
refresh operations from master ?les by the name server, and 
non-authoritative cached data from previous resolution 
requests or maintenance queries that Were ansWered by one 
or more foreign name servers. The contents of the shared 
database is generally in the form a ?at ?le comprising a 
plurality of resource records (RRs). Resource records cor 
relate a particular host name or domain name With its host 
address and other protocol information on the Internet. As 
such, resource records generally comprise a number of 
?elds. It should be noted that the name server is responsible 
for maintaining current resource records for the domain 
names for Which it is the authority and any other non 
authoritative domain names speci?ed by the domain name 
system. 

[0013] The shared database is generally not a typical 
database. The shared database is called such because it 
represents a plurality of resource records distributed among 
various computer systems (or other domain name systems) 
throughout the Internet. Although the shared database might 
have someWhat current resource records for Which it is the 
authority (or in its “Zone”), the resource records for Which 
it is not the authority must be periodically updated or 
“refreshed” from multiple foreign resolvers or from foreign 
name servers. Theses refresh operations are performed to 
account for changes in the mappings betWeen host names 
and host addresses. This process occurs for authoritative 
resource records too. The shared database is thus a distrib 
uted resource record database and is inextricable tied to 
other authoritative domain name systems on the Internet in 
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order to operate in vieW of RFC 1034 and 1035. As such, a 
highly coherent or synchronized vieW of the database is 
unlikely, given the highly distributed nature of the Internet 
and the number of domains therein. 

[0014] When a user program, such as the broWser, requests 
information from, or attempts to send information to a 
particular host name, a resolution request is passed in the 
form of a query to the resolver. The query uses as arguments 
a proxy, a host name, and other data. The resolver Will check 
the shared database for a corresponding host address to the 
host name in the shared database or from the name server. 
If a corresponding resource record exists in the shared 
database, it Will be returned to the resolver and then to the 
user program. HoWever, if a resource record does not exist, 
then the resolution request is passed on to a local name 
server (for authoritative data) or to a foreign name server 
(for non-authoritative data). 
[0015] The set of domains for Which a particular name 
server is the authority is commonly referred to as a Zone. 
Data outside the Zone is the responsibility of another name 
server. When a resolution request is made for non-authori 
tative data—data that is also not present in the shared 
database—the response is handled as a “Zone transfer”. To 
resolve the resolution request, the request is passed on to a 
foreign name server, preferably the name server that is the 
authority for the domain name. Various techniques can be 
employed to resolve such requests for non-authoritative 
data. 

[0016] In particular, it is noted that because a foreign name 
server Will resolve such requests, the latency betWeen the 
query and the response can be great. The prior domain name 
system, as described in RFC 1034, envisions that Zone 
transfers should be non-blocking, meaning that Zone trans 
fers should be handled immediately—that a second Zone 
transfer should not Wait for a ?rst Zone transfer to be 
completed before handling the second Zone transfer. Thus, 
valuable execution processing cycles Will not be Wasted 
While the foreign name server performs the Work. 

[0017] HoWever, When authoritative requests are made or 
requests for non-authoritative data that is contained in the 
shared database, knoWn domain name systems block con 
current or subsequent requests until earlier requests have 
been handled. This is likely so because the name server can 
be responding to either local or foreign resolvers and 
because the authoritative name server must perform the 
Work dictated by the request, such as checking resource 
records and formulating a response. The responses, of 
course, can vary depending on the type of the request, such 
as a mail exchange, hypertext transfer protocol, etc. Han 
dling the resolution request can also involve querying for 
eign resolvers and/or foreign name servers. The varied 
nature of the Work performed by the name server suggests 
that it is either not efficient, or not prudent to share execution 
memory or resources When responding to resolution requests 
Where the name server must perform the Work. Moreover, 
the existing domain name system Was designed to be por 
table, meaning it is capable of running on a variety of 
operating systems. HoWever, there is no good portable 
multi-threaded application programming interface available 
on the market today. Furthermore, the overhead involved 
With multi-threading simply isn’t effectively amortiZed over 
the small number of domain names most domain name 
systems support. 
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[0018] One option to overcome the draWbacks of over 
Working a domain name system is to employ multiple name 
servers and attempt to balance the Workload on each name 
server. A separate computer system, a load balancer, is 
disposed betWeen remote systems and multiple name serv 
ers. The load balancer intercepts incoming resolution 
requests and assigns those requests in a round-robin fashion 
to one of the multiple name servers. Such a technique, 
hoWever, can further drain existing system resources, and it 
can require additional hardWare (e.g., a separate computer 
system for each name server) to implement. Additionally, 
redundant information is must be stored in each of the 
multiple name servers such that each name server is capable 
of handling the same sets of authoritative and non-authori 
tative resolution requests. 

[0019] Perhaps the most common domain name system 
softWare used today is the Berkeley Internet Name Domain, 
commonly referred to as “BIND”. BIND (the most current 
version of BIND is Ver. 8.2) is an open source, general 
purpose implementation of a domain name system protocol. 

[0020] Whereas BIND may be adequate for most large 
scale hosts supporting a limited number of domains, BIND 
may not be suitable, or may prove to be inadequate, for 
systems in Which the host is designed to be a name server for 
many domains—particularly in the order of the thousands or 
more of domain names. 

[0021] For example, one draWback to BIND is that When 
resource records are updated, the host softWare often needs 
to be restarted, causing undesirable delays or doWn time. 
Another draWback or limitation is that BIND is a blocking 
server, meaning that only one “thread” exists for ansWering 
queries to resolve a domain name in the server’s Zone. (As 
used herein, a “thread” refers to a part of a computer 
softWare code that can execute independently relative to 
other parts of the code.) The BIND system described above, 
“single threaded”, meaning that its code may activate more 
than one processor, but it does so in a Way that at any given 
time only a single processor is active—only one thread is 
alloWed to ansWer queries in the server’s Zone at a particular 
time. If a name server using BIND serves hundreds, or 
thousands, of domain names, the latency betWeen a resolve 
request and the response can be signi?cant. 

[0022] These limitations or draWbacks to BIND are com 
pounded by the fact that groWth of the Internet is continuing 
to expand at a very rapid rate, Which results in the constant 
addition of a large number of neW domain names on a daily 
basis. This rapid groWth of domain names is stressing the 
infrastructure of the Internet. Resource records need to be 
frequently updated, and IP addresses sometimes change. 
Since BIND often requires the host softWare to be restarted 
When resource records are updated, a system based on BIND 
is not Well suited to maintaining an ever-expanding collec 
tion of domain names. Further, BIND, in its present imple 
mentations, lacks a suitable mechanism for handling the 
potentially large number of queries to resolve domain names 
Where the system has hundreds or thousands of domain 
names and is continuously expanding. 

[0023] Given the groWth of the Internet and the fact that 
many casual users of the Internet Would like to maintain 
domain names, but are often unable to do so due to costs 
associated thereWith, the inventors have recogniZed that it 
Would be advantageous to provide an improved name server 
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and domain name hosting system that is scalable and that is 
able to ansWer simultaneous requests for thousands of 
different domain names, and to implement such a system on 
a single computer system or network. 

SUMMARY OF THE INVENTION 

[0024] A method and apparatus for providing netWork 
services is provided. According to one aspect of the inven 
tion, a multi-threaded name server handles multiple concur 
rent name requests, and is particularly Well suited for a host 
system controlling information relating to a large number of 
domain names. In a preferred embodiment as described 
herein, a multi-threaded name server comprises a request 
dispatcher thread capable of spaWning multiple child 
threads. For each name request received by the request 
dispatcher thread, the request dispatcher spaWns a child 
thread to handle the request. The child threads query a host 
name cache to determine Whether the host name cache 
comprises a host name matching a host name in the name 
request. The result is a multi-threaded, non-blocking name 
server capable of handling multiple concurrent name 
requests for a large number of domain names. 

[0025] In one embodiment, one or more additional net 
Work services are also provided, preferably using a central 
iZed database. For eXample, in a particular embodiment, 
electronic message forWarding services are provided 
Wherein an advertisement is associated With an electronic 
message based on the message contents. In another embodi 
ment, Web services are provided Wherein hypertext markup 
language (HTML) pages are dynamically generated. In still 
another embodiment, both electronic message forWarding 
services and Web services are provided on by the same 
system using the centraliZed database. 

[0026] Further embodiments, enhancements and varia 
tions of the foregoing are also described herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] The ?gures in the accompanying draWings depict 
details of the invention by Way of eXample and not by Way 
of limitation, in Which like reference numerals refer to like 
parts, in Which: 

[0028] FIG. 1 is a block diagram illustrating a con?gu 
ration for a domain name system as knoWn in the prior art. 

[0029] FIG. 2 is a diagram of a multi-threaded name 
server in accordance With a preferred embodiment as 
described herein. 

[0030] FIG. 3 is a diagram illustrating operation of a 
multi-threaded name server. 

[0031] FIG. 4 is a ?oWchart depicting acts performed by 
a request dispatcher thread. 

[0032] FIG. 5 is a ?oWchart depicting acts performed by 
a request handler thread. 

[0033] FIG. 6 is a ?oWchart depicting acts performed by 
a database coherency thread. 

[0034] FIG. 7 is a diagram depicting an e-mail forWarding 
and advertisement insertion system in accordance With a 
preferred embodiment as described herein. 
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[0035] FIG. 8 is a diagram depicting a hypertext transfer 
protocol services system. 

[0036] FIG. 9 is a block diagram of a Web server including 
a Web cache system. 

[0037] FIG. 10 depicts a database schema according to a 
preferred embodiment as described herein. 

[0038] FIG. 11 is a diagram depicting an integrated inter 
net domain hosting system. 

[0039] FIG. 12 is a block diagram of a computer system 
Which may be utiliZed in connection With one or more 
preferred embodiments as described herein. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Multi-threaded Name Server 

[0040] FIG. 2 is a conceptual diagram of a multi-threaded 
name server 275 according to a presently preferred embodi 
ment as described herein. As shoWn in FIG. 2, the multi 
threaded name server 275 comprises a database 291 Which 
may store, among other things, IP addresses and related 
information. The multi-threaded name server 275 further 
comprises a random-access memory 290 comprising an 
address table 292 and a cache 293. A database coherency 
manager 283 interacts betWeen the information stored in the 
database 291 and the cache 293. A request dispatcher 282 
accesses information from the memory 290, and particularly 
the cache 293 and/or address table 292, to respond to queries 
or foreign requests as further described herein. 

[0041] It Will be appreciated by those skilled in the art that 
many possible physical arrangements of memory for the 
database 291 and random access memory 290 eXist, and the 
present invention is not to be limited by the conceptual 
depiction in FIG. 2. For eXample, the database 291 may, in 
certain embodiments, be physically located at a site remote 
from the physical location of the multi-threaded name server 
275, so long as it is accessible to the database coherency 
manager 283. Further, the address table 292 and cache 293 
are conveniently depicted as sharing the same random 
access memory 290, but it is not necessary that they are 
physically stored in the same memory hardWare. Those 
skilled in the art Will understand that there are many equiva 
lent Ways of arranging and implementing the features 
depicted in FIG. 2. 

[0042] A netWork interface 284 connects the multi 
threaded domain server 275 to an electronic communication 
netWork, such as the Internet 276. A local netWork interface 
281 connects the multi-threaded domain server 275 to a 
local netWork or system controller 280, Whereby the multi 
threaded domain server 275 may be maintained or repro 
grammed. 

[0043] In operation, resolution requests are received by 
the multi-threaded name server 275 over the Internet 276 
from resolver softWare on a remote domain name system. 
The request dispatcher 282 spaWns a neW child thread to 
process each neW resolution request received by the multi 
threaded name server 275. The child threads (referred to 
herein as “request handler threads”) handle resolution 
requests and returns information (e.g., the desired host 
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name) to the request dispatcher 282, Which may pass the 
information back to the source from Which the resolution 
requests Were initiated. 

[0044] FIG. 3 is a block diagram depicting in more detail 
operation of a multi-threaded name server 300 according to 
a presently preferred embodiment as described herein. 
ShoWn in FIG. 3 are a database 344, address table 336 and 
hash table 332 Which are generally analogous to the ele 
ments having the same descriptors shoWn in FIG. 2, the hash 
table 332 being an implementation of the cache 293. 

[0045] As shoWn in FIG. 3, incoming resolution requests 
304, 308 and 312 are received by the multi-threaded name 
server 300. The resolution requests 304, 308, and 312, as 
noted, typically originate from resolver softWare on remote 
client systems. A continuously running request dispatcher 
thread 316 spaWns a neW child thread (i.e., a request handler 
thread) to process each neW resolution request 304, 308 and 
312. Thus, request handler threads 320, 324 and 328 are 
spaWned by the request dispatcher thread 316 in response to 
resolution requests 304, 308 and 312, respectively. The 
request dispatcher thread 316 may be managed, for example, 
by an appropriate softWare management routine such as 
request dispatcher 282 shoWn in FIG. 2. Information 
retrieved from the inbound resolution request, such as the 
host name, is passed to the particular request handler thread 
320, 324 or 328 spaWned by the request dispatcher thread 
316. 

[0046] The child threads (e.g., request handler threads 
320, 324 and 328) spaWned by the request dispatcher thread 
116 are executed concurrently, that is, they are “multi 
threaded”. (As used herein, “multi-threaded” refers to a 
technique for thread execution Whereby the program execu 
tion code is shared by more than one concurrently running, 
or “active” thread. Whereas the program variables and 
pointers can vary betWeen tWo or more threads, they are 
executing the same block of program code. Generally speak 
ing, more than one process or processor can be active at any 
given time. This is in contrast to single threaded program 
ming Where only a single process or processor is alloWed to 
be active at a particular time.) According to one embodi 
ment, the processes are executed concurrently by a single 
processor. HoWever, in other embodiments, multiple pro 
cessors perform the threads concurrently. In a preferred 
embodiment, the multiple processors can not only execute 
concurrently, but also simultaneously. Thus, the name server 
is non-blocking. 
[0047] FIG. 4 is a ?oWchart depicting steps performed by 
the request dispatcher thread 316 in accordance With a 
preferred process ?oW. Represented by the ?oWchart in FIG. 
4 is processing of multiple request handler threads corre 
sponding to resolution requests 304, 308 and 312 (see FIG. 
3). In step 404, the request dispatcher thread 316 receives 
one or more resolution requests (e.g., resolution requests 
304, 308 and/or 312). In response, in step 408, a neW child 
thread (e.g., request handler thread 320, 324 and/or 328, 
respectively) is spaWned to handle the request. Preferably 
the resolution request 304, 308 or 312, or at least the host 
name and type associated With the resolution request 304, 
308 or 312, is passed to the child (i.e., request handler) 
thread 320, 324 or 328 as part of process of spaWning a neW 
request handler thread 320, 324, 328 (step 408). 
[0048] According to a presently preferred embodiment, 
the multi-threaded name server 275 only responds to reso 
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lution requests for domains to Which it is the authority. The 
multi-threaded name server 275 preferably does not resolve 
other host names for Which it is not the authority. Also, there 
is no local resolver for handling outWard bound host name 
resolution requests (although one could be used). This 
operation differs from traditional name servers employed by 
Internet access or Internet service providers Which usually 
employ general purpose name servers that handle both 
outbound host name resolution requests as Well as inbound 
resolution requests, regardless of Whether the name server is 
the authority. 

[0049] FIG. 5 is a ?oWchart depicting steps performed by 
the child threads (such as request handler threads 320, 324 
and 328 shoWn in FIG. 3), in accordance With one embodi 
ment as described herein. As shoWn in FIG. 5, in step 504, 
the individual request handler threads 320, 324, 328 ?rst 
parse the resolution request 304, 308 and 312, respectively. 
The host name associated With the resolution request 304, 
308 and 312 is identi?ed as part of step 504. In a next step 
508, the host name hash table 332 is queried by the request 
handler thread 320, 324 or 328. Speci?cally, the request 
handler thread 320, 324 or 328 searches the host name hash 
table 332 for a matching host name. According to one 
embodiment, only second level and top level domains are 
queried at this stage—in other Words, domain names of the 
format “yahoo.com” as opposed to names such as “WWW 
.yahoo.com”. HoWever, third level (and beyond) domains 
can also be queried as part of step 308. 

[0050] In a preferred embodiment, Zone transfers are not 
performed by domain name server 275, as the domain name 
server 275 only responds to resolution requests for Which it 
is the authority. 

[0051] According to one embodiment, a host name hash 
table 332 (see FIG. 3) comprises a plurality of host names 
(e.g., “yahoo.com”, “mit.edu” and “icann.org”). Host 
addresses, such as Internet protocol (IP) addresses need not 
be stored in the host name hash table 332, nor does other 
protocol information. Instead, the IP addresses and other 
protocol information are stored in a separate location, such 
as address table 336. Such a con?guration reduces redun 
dancy in the hash table 332, as a small number of IP 
addresses and common protocols can correspond to many 
more host names. 

[0052] Returning to the description of FIG. 5, based on 
the query in step 508, a test is performed in step 512 to 
determine Whether the host name exists in the host name 
hash table 332. If it does, then a responsive message, 
including the host address, is sent from the request handler 
thread 320, 324 or 328 to the requester (e.g., the IP address 
provided by the requester in the resolution request 304, 308 
or 312). According to one embodiment, the request handler 
thread 320, 324 or 328 retrieves a host address correspond 
ing to the resolution request type (e.g., Webserver, mail 
exchanger, etc.) and returns the host address in the response. 
HoWever, if the host name hash table 332 does not contain 
the host name, then in step 520 the request handler thread 
320, 324 or 328 terminates and no response is returned to the 
requester. 

[0053] Returning to FIG. 3, the database coherency thread 
340 of the multi-threaded name server 300 is preferably 
running continuously. According to one embodiment, the 
multi-threaded name server 300 itself executes the database 
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coherency thread 340; however, according to alternative 
embodiments, the database coherency thread 340 can be a 
remote procedure call, and/or a “daemon” executing on a 
processor separate from a processor physically associated 
With the multi-threaded name server 300. 

[0054] The database coherency thread 340 monitors the 
centraliZed database 344 for updates to host names for Which 
the multi-threaded name server 300 is the authority. Addi 
tions, deletions and modi?cations to the host names in a 
domain name table in the database 344 are propagated by the 
database coherency thread 340 as soon as possible to the 
host name hash table 332. In this Way, the database coher 
ency thread 340 synchroniZes the vieW of the host names 
from the host name hash table 332 With the data stored in 
database 344. Moreover, the name server 300 does not have 
to be restarted When the domains are updated in the host 
name hash table 332. Thus, variations betWeen the data 
stored in the host name hash table 332 and the database 344 
are minimal and transient. 

[0055] FIG. 6 is a ?oWchart illustrating the general steps 
performed by the database coherency thread 340 in accor 
dance With a preferred embodiment as described herein. As 
shoWn in FIG. 6, the database coherency thread 340 oper 
ates in a continuous loop. In a ?rst step 604, the database 
coherency thread 340 causes the domain name table in the 
database 344 to be scanned for neW domain name informa 
tion. The domain name information can include such things 
as additions of neW data and deletions or modi?cations of 
existing data. In step 608, the neWly updated domain name 
information is stored in the host name hash table 332. That 
is, information added to the domain name table of database 
344 is added to the host name hash table 332; information 
modi?ed in the domain name table of database 344 is 
modi?ed in the host name hash table 332; and information 
deleted from the domain name table of database 344 is 
deleted from the host name hash table 332. According to one 
embodiment, only the domain name is stored in the host 
name hash table 332, as the information used for the 
response can be draWn from the address table 336. HoWever, 
in other embodiments, the host name hash table can com 
prise additional information, such as information detailing 
requests for the particular domain name—e.g., a counter, 
and/or a reference URL (the URL from Which the request 
Was made—e.g., “yahoo.com”). 
[0056] Because the multi-threaded name server 300 
responds only to requests for Which it is the authority, 
resource records stored in the database 344 can be minimal 
in siZe. Moreover, because the name server 300 is the 
authority for numerous domains, the database 344 can 
eliminate redundancies and unnecessary ?elds in the 
resource records that might not otherWise be standardiZed in 
systems not leveraging this economy of scale for speed, 
scalability and administration. Accordingly, the address 
table 336, or a similar, modi?ed table can hold a single 
instance of the various pro?les (e.g., host name addresses 
and other protocol information) of resource records sup 
ported by the name server 300. These advantages alloW the 
multi-threaded name server 300 to be used in service envi 
ronments previously not served or contemplated, due to 
limitations of traditional name server architectures. 

E-mail Advertisement Selection 

[0057] Once the multi-threaded name server 300 has 
responded to a resolution request, the original resolution 
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request Will be directed toWard the host address included in 
the request handler’s response. According to a presently 
preferred embodiment of the invention, the same computer 
system that acts as the authority for the numerous host 
names also acts a mail transfer agent. 

[0058] In the preferred embodiment, the mail transfer 
agent receives (or retrieves, as the case may be) electronic 
messages (e.g., via simple mail transfer protocol, also 
knoWn as “SMTP”, or post of?ce protocol, version 3, also 
knoWn as “POP3”, or internet message access protocol, also 
knoWn as “IMAP”, or Lotus Development’s cczMail system, 
etc.), processes the electronic messages according to tech 
niques described herein, and then forWards the messages to 
an intended recipient corresponding to the host name iden 
ti?ed in the database 344. It is noted that electronic mes 
sages, or “e-mail messages” are not limited to any particular 
type of e-mail messages, as is noted in the various systems 
speci?ed above; rather, e-mail message generally refers to 
any electronic message betWeen tWo users connected, at the 
same time (e. g., instant messaging) or at separate times (e. g., 
traditional e-mail applications/clients), to a netWork. 

[0059] To process the e-mail messages, the mail transfer 
agent scans the contents of an e-mail message and selects an 
advertisement to associate With the e-mail message based on 
the location of certain key Words or phrases in the message 
body, and also, if desired, upon personal information stored 
about the intended recipient or other criteria. 

[0060] While the e-mail advertisement presentation sys 
tem is described beloW With reference to particular preferred 
embodiments, it should be understood that in other embodi 
ments, the e-mail advertisement presentation system 
described beloW can be a stand-alone system, as such 
services are not necessarily dependent upon the manner in 
Which a resolution request Was ansWered. 

[0061] An overvieW of the e-mail advertisement presen 
tation process is as folloWs, keeping in mind that the order 
of the particular steps described may vary depending upon 
the preference of the system designer. After receiving an 
e-mail message from a mail agent or other means, the system 
extracts the intended recipient information from an e-mail 
message header. A demographic pro?le of the intended 
recipient is generated (or selected, as the information already 
exists). Next, a set of advertisements matching the demo 
graphic pro?le of the intended recipient is selected from a 
table of advertisements. The contents of an e-mail message 
body are used to form a query to apply to a set of adver 
tisements matching the demographic pro?le of the intended 
recipient. Next, the query is applied to the set of selected 
advertisements, and an advertisement (or possibly a set of 
advertisements) is selected and associated With the e-mail 
message. Ultimately, the advertisement is presented to the 
intended recipient, by either inserting the advertisement into 
the e-mail message body, or attaching the advertisement to 
the e-mail message, or inserting the advertisement in or 
attaching the advertisement to a subsequent e-mail or other 
message transmitted to the intended recipient at a later time. 
Other embodiments of e-mail advertisement presentation in 
accordance With the principles described herein Will also be 
apparent upon revieW of the present disclosure, including 
the accompanying text and ?gures. 

[0062] FIG. 7 is a schematic depicting a presently pre 
ferred e-mail forWarding system 700 for selecting and 
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inserting an advertisement into an e-mail message 704. The 
e-mail message 704 generally comprises tWo parts, a header 
708, Which identi?es routing information, such as the SMTP 
“Mail From” and “Rcpt To” data, and a body 712. The “Mail 
From” and “Rcpt To” sections of the e-mail header 708 are 
sometimes referred to as the SMTP “envelope”, as they 
contain both forWard and reverse path information, just as a 
“snail-mail” (i.e., regular postal) envelope Would have 
af?xed to it a destination address and return address. The 
body 712 of the e-mail message 704 contains other infor 
mation, such as, for example, a subject header and the text 
of the e-mail message 704 itself. 

[0063] According to a preferred embodiment as described 
herein, once the e-mail message 704 is received by the mail 
transfer agent 716, the mail transfer agent 716 examines the 
header 708 of the message. The e-mail processor extracts 
from the e-mail message 704—and particularly the e-mail 
header 708—information identifying the intended recipi 
ent(s) 720 of the e-mail message 704. For example, if the 
“Rcpt To” ?eld indicates that the e-mail message 704 is 
directed to intended recipient “alice@smith.com”, then the 
intended recipient username (“alice”) and domain name 
(“smith.com”) are extracted by the e-mail processor. 

[0064] The intended recipient information 720 extracted 
from the e-mail message 704 is then used to query a database 
744 (Which may be, in some embodiments, the same as 
database 344 shoWn in FIG. 3, Where the multi-threaded 
name server 300 is used in the same system as the e-mail 
processor). (An embodiment of an exemplary database 
schema for a database is described beloW With reference to 
FIG. 9, but other types of database schema may also be used 
depending upon the particular needs of the system, as Will be 
apparent to those skilled in the art.) After extraction of the 
relevant information from the message header 708, the 
domain names served by the system 700 are queried for the 
extracted domain name to ensure that it is a “valid” (i.e., 
recogniZed) domain name. This con?rmation process can be 
accomplished, for example, by re-querying the host name 
hash table 332 (in embodiments Where the e-mail processor 
is used in conjunction With the multi-threaded name server 
300), or by querying a mail table in the database 744. Once 
the domain name (e.g., “smith.com”) is con?rmed, then the 
username (e.g., “alice”) is also con?rmed by the e-mail 
processor, this time by querying the username in the mail 
table (although alternatively, a single query to the mail table 
could be used in some embodiments to con?rm the validity 
of both the username and domain name). 

[0065] If both the username and domain name are suc 
cessfully con?rmed, then the pair is matched to information 
identifying a forWarding e-mail address 732 (e.g., 
“alice987@hotmail.com”) for the intended recipient. 
According to a presently preferred embodiment, the for 
Warding e-mail address 732 is an address to a remote e-mail 
service that is not part of the e-mail forWarding system 700, 
although in alternative embodiments the forWarding e-mail 
address 732 could be to an e-mail service that is operated in 
conjunction With the e-mail forWarding system 700. The 
forWarding address 732 is used to relay or forWard the e-mail 
message 704 by the mail transfer agent 716 to the remote (or 
other) e-mail system, after further processing by the e-mail 
forWarding system 700 as described beloW. 

[0066] In one embodiment, a demographic pro?le corre 
sponding to the recipient address 720 is established by 
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querying the database 744. The query can be performed on 
a favorites table, or a client table, or some other table 
comprising demographic information on the intended recipi 
ent (e.g., favorites table 964 or client table 912 in FIG. 9). 
The demographic pro?le generated on the intended recipient 
720 is then used to create a sub-set of advertisements from 
an ads table (e.g., ads table 960 in FIG. 9). This sub-set of 
advertisements from the ads table is particularly focused 
toWards the demographic pro?le matching the intended 
recipient 720. 

[0067] Next, the mail transfer agent 716 examines the 
body 712 of the e-mail message 704. Keywords or phrases 
are extracted from the body 712 and a query is generated. 
According to one embodiment, the query can logically OR 
each of the Words together. The query, preferably a struc 
tured query language (SQL) query, can be recreated and 
applied to the ads or ads keyWord tables multiple times in 
different formats. For example, a rank or score can be given 
to each query. Queries With the logical operator AND 
betWeen the keyWords having a greater signi?cance than 
queries using the logical operator OR. 

[0068] In another embodiment, the ad selection process 
does not have to perform multiple levels of queries, Wherein 
each query narroWs the set of advertisements likely to match 
the intended recipient’s demographic pro?le. Rather, a 
single query based upon the contents of the e-mail message 
body 712 and the demographic pro?le of the intended 
recipient 720 can be created. 

[0069] Various other combinations of the above tech 
niques, or enhancements thereto, are also possible. For 
example, the e-mail body 712 can be subjected to tWo types 
of searches, the ?rst search being for keyWords or phrases 
stored in the ad keyWord table table (e.g., ad keyWord table 
968 in FIG. 9). The keyWords providing the basis of the 
query on the body 712 could have been ?rst reduced by 
?ltering out advertisements not matching the demographic 
pro?le of the intended recipient 720. 

[0070] In another embodiment, all or a portion of the 
advertisements can be selected Without regard to demo 
graphic and/or personal information-of the intended recipi 
ent 720. For example, some advertisements might have 
“super Words” that do not have to match any particular 
demographic or personal information. For instance, if a 
popular movie has been released (e.g., “Jurassic Park”), the 
message body 712 can be examined for part or all of the 
phrase (the phrase being considered a “super Word”). The 
selection of advertisements having super Words can be 
performed in combination With the selection of advertise 
ments matching demographic pro?les, as is described above. 

[0071] It is contemplated in various embodiments that a 
signi?cant number of advertisements may be stored in the 
database 744. Moreover, it is also contemplated in various 
embodiments that a signi?cantly greater number of e-mails 
(possibly thousands or tens of thousands) are received for 
processing during a relatively short period of time. It is 
therefor preferred that the database 744 be partitioned or 
indexed in a meaningful manner, or that subsets of record 
data (e.g., advertisements, advertisement demographics, 
and/or user demographics) are organiZed to reduce the 
burden of processing queries on the database 744. (Parti 
tioning and indexing refer to data organiZation techniques, 
examples of Which are generally knoWn in the art of rela 
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tional database management systems, and Which are avail 
able in commercially available databases such as Oracle 
Corporation’s ORACLE 8iTM database or Microsoft Corpo 
ration’s SQL Server 7.0 database, for example.) Accord 
ingly, the advertisements can be organized (e.g., indexed or 
partitioned) by target Zip code, target age group, target 
income level, or other such personal or demographic data so 
as to increase processing speed. 

[0072] Additionally, for optimiZation purposes, data sets 
or “snapshots” of commonly performed queries can be 
periodically created that reduce the number of records that 
must be queried When selecting an advertisement. For 
example, the structured query language (“SQL”) pseudo 
code shoWn in Table 1 can be used to create a snapshot to 
be queried at a later time. Although only one snapshot is 
shoWn, the concept is equally applicable to virtually any 
subset of data from the database 744, including “super 
Words”. Thus, according to this technique, multiple snap 
shots can be used as the basis for queries When selecting an 
advertisement. 

TABLE 1 

CREATE SNAPSHOT dailyiadsiwesticoastiyuppie 
AS SELECT Zip, state, city, income, age, sex, keywords, ad ID 
FROM ad table 
WHERE income >= 45000 AND 
age <= 45 AND ( 
state=CA OR 
state=WA OR 
state=OR ) 

GROUP BY Zip, keywords; 

[0073] Further details regarding various Ways in Which 
advertisements may be selected using a snapshot pro?le 
according to various embodiments disclosed herein Will noW 
be described. When selecting an advertisement, demo 
graphic information pertaining to the intended recipient 720 
is queried to select the demographic pro?le snapshot best 
matching the intended recipient 720. If, for example, the 
intended recipient 720 matches a “West coast yuppie” pro 
?le, then the daily_ads_West_coast_yuppie snapshot can be 
queried for advertisements directed toWards the intended 
recipient’s more speci?c demographic pro?le. 

[0074] For example, perhaps only female West coast yup 
pies are the target audience, the target age range is 22 
through 30, and the target income is greater than $50,000. 
The daily_ads_West_coast_yuppie snapshot is then queried 
for advertisements matching the target criteria. For example, 
using the queried data set from the snapshot, one or more 
key Word queries may be structured and then applied to the 
message body 712. Conversely, the message body 712 can 
be used to form the key Word query (as shoWn in FIG. 7) 
Which can be applied to the queried snapshot. Where the 
message body 712 is used to form the query, certain Words 
or Word types can be ignored—such as: “for”, “the”, “a”, 
“an”, “or”, “on”, “with”, “so”, etc‘ 

[0075] FIG. 7 shoWs a general ?oW diagram of an 
embodiment of the process described above. It is noted that 
if demographic information of the intended recipient 720 is 
not knoWn, then the demographic information of the client 
Who is the registered contact for the corresponding domain 
name (e.g., “smith.com”) can be used. 
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[0076] Assuming that there is only one hit (i.e., one 
selected advertisement) based on the contents of the mes 
sage body 712, then the corresponding advertisement iden 
ti?er (“ad ID”) from the ad keyWord table 966 can be used 
to select an advertisement to insert into the e-mail message 
704. It may also occur, hoWever, that multiple advertise 
ments match the demographic and/or key Word criteria 
pertaining to the intended recipient of the e-mail message 
704. If there is more than one advertisement hit based on the 
contents of the message body 712, there are a variety of 
Ways to select one of the advertisements (or more than one) 
for association With the e-mail message 704. For example, 
one of the advertisements can be selected at random and 
associated With the e-mail message 704, or else the adver 
tisements can be rotated in a round robin fashion, or, 
alternatively, the query hits can be ranked in a priority order 
(e.g., by value) and the highest priority (e.g., most valuable) 
advertisement selected. 

[0077] Some advertisements can have more than one key 
Word or phrase associated With them, making the likelihood 
of hits greater in response to a query of the message body 
712. Also, some advertisers might give greater Weight a 
particular demographic ?eld, key Word/phrase, or data set 
than other advertisers, such as by paying a premium for 
matching demographic insertions. If the advertiser pays 
more for the advertisement placement, then that advertiser’s 
advertisements can, in the event of multiple matching adver 
tisements, be given priority over other advertisers Who are 
not Willing to pay as much for each selected advertisement. 
In another embodiment, Where a tie results, advertisements 
associated With key Words in a particular location in the 
message body 712 (for example, closest to the start of the 
message body 712, or in a subject header) are ranked higher 
than advertisements associated With key Words found else 
Where in the message body 712 (e. g., later occurring Words). 

[0078] Alternatively, as illustrated in FIG. 7, Where more 
than one key Word hit results (e.g., content text 724 and 
728), then more than one advertisement (e.g., advertise 
ments 736 and 740) can be associated With the e-mail 
message 704 or intended recipient. 

[0079] In a preferred embodiment as disclosed herein, the 
selected advertisement is inserted into the message body 712 
to form a modi?ed e-mail message body 748. Where mul 
tiple advertisements are selected, multiple advertisements 
(such as advertisements 736 and 740 shoWn in FIG. 7) may 
be inserted into the body 712 of the e-mail message 704, 
resulting in modi?ed message body 748. Similarly, the 
forWarding e-mail address 732 can be inserted back into the 
message header 708 to form message header 744, or else the 
original message header 708 can simply be retained. 

[0080] In an alternative embodiment, the advertisement is 
not inserted into the message body 712, but instead is sent 
as an attachment to the e-mail message 704. When the e-mail 
message 704 With the attached advertisement is received, 
softWare at the recipient’s computer station detaches the 
advertisement and displays it in a selected portion of the 
user’s computer screen, or else the recipient’s e-mail server 
can detach the advertisement and instruct the recipient’s 
computer station as to Where to place the advertisement. 

[0081] In another embodiment, the advertisement is sent 
apart from the original e-mail message 704. In such an 
embodiment, the advertisement can be queued or ?agged for 
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delivery at a later time. For example, if a hit on a key Word 
“football” Was found, and the advertisement is for a football 
sporting event, then the advertisement may be sent closer to 
a time When the sporting event Will occur. Such a technique 
may be referred to as “asynchronous” advertisement pre 
sentation, since the advertisement is not delivered concur 
rently With the original e-mail message 704. When sent at 
the later time, the advertisement may be associated With a 
different e-mail message sent to the same intended recipient, 
or else it could be sent as its oWn, self-contained e-mail or 
advertisement message. As a variation of the above, When a 
key Word match occurs but no current advertisement is 
available for that key Word, a later advertisement may be 
sent to the intended recipient after a neW advertisement 
matching that key Word is added to the database 744 after the 
fact. To facilitate asynchronous advertisement presentation, 
the e-mail processor may maintain a queue of “delayed” 
advertisements, ranked in chronological order of When the 
advertisement is due to be sent. 

[0082] In various embodiments, location placement infor 
mation can also be included With the advertisement. Loca 
tion placement information controls Where on a computer 
screen the message Will be displayed When the message is 
opened. If location placement information is included With 
the e-mail message, then the client’s computer station is 
preferably con?gured With softWare capable of placing the 
advertisement according to the location placement informa 
tion included With the advertisement. 

[0083] Once the e-mail message to be forWarded has been 
constructed, the mail transfer agent 716 forWards (or relays) 
the e-mail message 704 on to the intended recipient at the 
forWarding e-mail address 732. 

[0084] The advertisement inserted or attached to the 
e-mail message 704 can be in any of a variety of formats. 
The database 744 may maintain information as to What types 
of ?les the intended recipient’s computer station (or mail 
system) supports (e.g., MIME, UUE, text, binary, etc.). If, 
for example, the information in the database 744 indicates 
that the computer station at the forWarding e-mail address 
supports binaries or other graphics ?les, then an advertise 
ment corresponding to such a type may be preferred. If no 
knoWn format types are found in the database 744, then the 
advertisement is preferably inserted or attached as an ASCII 
text message, since such a format is the most likely to be 
supported by the recipient’s softWare. Uniform resource 
locators (URLs), or hypertext markup language (HTML) 
banners can also be inserted into the body 712 of the 
message, Which can link the recipient’s computer to an 
external site When the message is read “on line”. 

[0085] According to one embodiment, advertisement 
selection and/or presentation information is stored in the 
database 744. For example, Whenever a particular advertise 
ment is inserted into or attached to the e-mail message 704, 
a counter corresponding to the advertisement is incre 
mented. Preferably, a record is generated that conveys 
information identifying the demographic information corre 
sponding to the advertisement insertion. For example, the 
birth date and Zip code corresponding to the e-mail forWard 
ing address 732 can be stored in an advertisement placement 
or “counter” table in the database 744 (e.g., ad counter table 
968 in FIG. 9). A neW record can be generated for every 
advertisement placed, thus a body of demographic informa 
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tion can be maintained and fed back to the particular 
advertiser and used as a basis for billing. 

[0086] According to one embodiment, the particular 
advertiser pays an overhead charge plus an insertion fee 
based upon the contents of the advertisement counter table 
in the database 744. The value/cost of the insertion can vary. 
For example, if the advertiser is targeting a particular age 
group of consumers, then advertisement insertions into 
e-mail message 704 that match that age group may have the 
highest value. Similarly, the advertiser may Want to target 
consumers in a particular geographic location, such as a 
local movie theatre or car dealer might. Accordingly, a 
value/cost of the advertisement increases as the advertise 
ment counter demographics more closely match the intended 
audience demographics. At the close of a particular billing 
cycle, the advertisement counter table can be analyZed. A 
report can be generated detailing the demographics of the 
insertions and a cost computed that Weights target demo 
graphic information more heavily than insertions missing 
the target. 

[0087] The same principles discussed above can be 
applied to outbound electronic messages Where a computer 
system hosts electronic message services or Where the 
computer system routes electronic messages through an 
electronic advertisement selection system prior to delivering 
the electronic messages to a remote system (or the same 
system). In such an embodiment, rather than forWarding the 
electronic message to a recipient address, the content of the 
outbound electronic message is used as the basis for a 
keyWord query. If demographic information is also used as 
the basis for selecting an advertisement, then the demo 
graphic information used in selecting the advertisement can 
be draWn from the sender of the electronic message, rather 
than the intended recipient’s demographic information, 
Which may not exist. 

Hypertext Transfer Protocol Services 

[0088] In another embodiment as set forth and described 
herein, a system including a name server (such as multi 
threaded name server 300 shoWn in FIG. 3) not only acts as 
the authority for numerous host names, responds to resolu 
tion requests, and directs the requests toWard the host 
address included in the request handler’s response, but it 
also provides hypertext transfer protocol services. 

[0089] FIG. 8 depicts a How diagram and presently pre 
ferred embodiment of the hypertext transfer protocol ser 
vices system 800 according to one embodiment as described 
herein. The hypertext transfer protocol services system 800 
is, as mentioned, preferably used in conjunction With a 
system acting as the authority for numerous host names. 
According to the system and process depicted in FIG. 8, a 
hypertext transfer protocol (“HTTP”) request 804 is 
received at a Webserver. The Webserver, although not shoWn 
physically in FIG. 8, is embodied in the process by Which 
an HTTP request and response is handled. The HTTP request 
804 comprises, among other things, a host name. The host 
name associated With the HTTP request 804 is extracted by 
an HTTP softWare process (not shoWn) and a database 844 
(Which may be the same as database 344 shoWn in FIG. 3, 
assuming the functionality of the FIG. 3 and FIG. 8 systems 
and processes are at least partially combined) is searched for 
a corresponding template. The host name may, if desired, 


















