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METHOD AND APPARATUS FOR PERFORMING 
FRAME PROCESSING FOR A NETWORK 

COPYRIGHT NOTICE 

[0001] Aportion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Of?ce 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to data communica 
tions netWorks and, more particularly, to sWitching data 
frames through data communications netWorks. 

[0004] 2. Description of the Related Art 

[0005] Frame processing is performed at nodes of net 
Works, such as local area netWorks (LANs). By processing 
frames, the nodes are able to determine hoW to forWard or 
sWitch frames to other nodes in the netWork. 

[0006] FIG. 1 is a block diagram of a conventional frame 
processing apparatus 100. The conventional frame process 
ing apparatus 100 is suitable for use in a LAN, namely a 
token-ring netWork. The conventional frame processing 
apparatus 100 receives data frames from a plurality of ports 
associated With the LAN. The data frames are processed by 
the conventional frame processing apparatus 100 to effec 
tuate a sWitching operation. In particular, data frames 
received from each of the ports are processed such that they 
are either dropped or forWarded to other ports being serviced 
by the conventional frame processing apparatus 100. 

[0007] The conventional frame processing apparatus 100 
includes physical layer interfaces 102, 104, 106 and 108. 
The physical layer interfaces 102-108 individually couple to 
a respective port of the token-ring netWork. Coupled to each 
of the physical layer interfaces 102-108 is a token-ring chip 
set. In particular, token-ring chips sets 110, 112, 114 and 116 
respectively couple to the physical layer interfaces 102, 104, 
106 and 108. As an eXample, each of the token-ring chip sets 
110-116 includes a TMS380C26 LAN communications pro 
cessor token-ring chip as Well as TMS380FPA PacketBlaster 
netWork accelerator and TMS44400 DRAM, all of Which are 
available from Texas Instruments, Inc. of Dallas, TeX. 

[0008] Although the token-ring chip sets 110-116 could 
each couple to a data bus directly, to improve performance 
the conventional frame processing apparatus 100 may 
include bus interface circuits 118 and 120. The bus interface 
circuits 118 and 120 couple the token-ring chip sets 110-116 
to a data bus 122. The bus interface circuits 118-120 transmit 
a burst of data over the data bus 122 for storage in a frame 
buffer 124. By transmitting the data in bursts, the bandWidth 
of the data bus 122 is able to be better utiliZed. A frame 
buffer controller 126 controls the storage and retrieval of 
data to and from the frame buffer 124 by Way of the bus 
interface circuits 118 and 120 using control lines 128, 130 
and 132. The frame buffer 124 stores one or more data 
frames that are being processed by the conventional frame 
processing apparatus 100. 
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[0009] An isolation device 134 is used to couple a bus 136 
for a microprocessor 138 to the data bus 122. The micro 
processor 138 is also coupled to a microprocessor memory 
140 and a frame buffer controller 126. The microprocessor 
138 is typically a general purpose microprocessor pro 
grammed to perform frame processing using the general 
instruction set for the microprocessor 138. In this regard, the 
microprocessor 138 interacts With data frames stored in the 
frame buffer 124 to perform ?ltering to determine Whether 
to drop data frames or provide a sWitching destination for the 
data frames. In addition to being responsible for frame 
?ltering, the microprocessor 138 is also responsible for loW 
level buffer management, control and setup of hardWare and 
netWork address management. 

[0010] Conventionally, as noted above, the microproces 
sors used to perform the frame processing are primarily 
general purpose microprocessors. Recently, a feW special 
iZed microprocessors have been built to be better suited to 
frame processing tasks than are general purpose micropro 
cessors. An eXample of such a microprocessor is the CXP 
microprocessor produced by Bay NetWorks, Inc. In any 
event, these specialiZed microprocessors are separate inte 
grated circuit chips that process frames already stored into a 
frame buffer. 

[0011] One problem With conventional frame processing 
apparatuses, such as the conventional frame processing 
apparatus 100 illustrated in FIG. 1, is that the general 
purpose microprocessor is not able to process data frames at 
high speed. As a result, the number of ports that the 
conventional frame processing apparatus can support is 
limited by the speed at Which the general purpose micro 
processor can perform the ?ltering operations. The use of 
specialiZed microprocessors is an improvement but places 
additional burdens on the bandWidth requirements of the 
data paths. Another problem With the conventional frame 
processing apparatus is that the data path to and from the 
physical layer and the frame buffer during reception and 
transmission of data has various bottlenecks that render the 
conventional hardWare design inef?cient. Yet another dis 
advantage of the conventional frame processing apparatus is 
that it requires a large number of integrated circuit chips. For 
eXample, With respect to FIG. 1, the bus interface circuits 
118 and 120 are individually provided as application speci?c 
integrated circuits (ASICs) for each pair of ports, the token 
ring chip sets 110-116 include one or more integrated circuit 
chips for each port, and various other chips. 

[0012] Thus, there is a need for improved designs for 
frame processing apparatuses so that frame processing for a 
local area netWork can be rapidly performed With feWer 
integrated circuit chips. 

SUMMARY OF THE INVENTION 

[0013] Broadly speaking, the invention is an improved 
frame processing apparatus for a netWork that supports high 
speed frame processing. The frame processing apparatus 
uses a combination of ?Xed hardWare and programmable 
hardWare to implement netWork processing, including frame 
processing and media access control (MAC) processing. 
Although generally applicable to frame processing for net 
Works, the improved frame processing apparatus is particu 
lar suited for token-ring netWorks and ethernet netWorks. 
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[0014] The invention can be implemented in numerous 
ways, including as an apparatus, an integrated circuit and 
network equipment. Several embodiments of the invention 
are discussed below. 

[0015] As an apparatus for ?ltering data frames of a data 
communications network, an embodiment of the invention 
includes at least: a plurality of protocol handlers of the data 
communications network, each of the protocol handlers 
being associated with a port of the data communications 
network; and a pipelined processor to ?lter the data frames 
received by the protocol handlers as the data frames are 
being received. In one embodiment, the pipelined processor 
provides a uniform latency by sequencing through the 
protocol handlers with each clock cycle. Preferably, the 
apparatus is formed on a single integrated circuit chip. 

[0016] As an integrated circuit, an embodiment of the 
invention includes at least a plurality of protocol handlers, 
each of the protocol handlers corresponding to a different 
communications port; a receive buffer for temporarily stor 
ing data received from the protocol handlers; framing logic, 
the framing logic controls the reception and transmission of 
data frames via the protocol handlers; and a ?lter processor 
to ?lter the data frames received by the protocol handlers 
such that certain of the data frames are dropped and other 
data frames are provided with a switching destination. 
Optionally, the integrated circuit further includes a transmit 
buffer for temporarily storing outgoing data to be supplied to 
said protocol handlers, and the ?lter processor further oper 
ates to ?lter the data frames being supplied to said protocol 
handlers for transmission. 

[0017] As network equipment that couples to a network 
for processing data frames transmitted in a the network, an 
embodiment of the invention includes: a network processing 
apparatus for processing data frames received and data 
frames to be transmitted, a frame buffer to store the data 
frames received that are to be switched to other destinations 
in the network, and switch circuitry to switch the data frames 
in said frame buffer to the appropriate one or more protocol 
handlers. The network processing apparatus includes at least 
a plurality of protocol handlers, each of said protocol 
handlers corresponding to a different communications port 
of the network; and a frame processing apparatus to pro 
cesses the data frames received from said protocol handlers 
and the data frames to be transmitted via said protocol 
handlers. 

[0018] The advantages of the invention are numerous. One 
advantage of the invention is that a frame processing appa 
ratus is able to process frames faster, thus allowing the frame 
processing apparatus to service more ports than convention 
ally possible. Another advantage of the invention is that the 
frame processing apparatus according to the invention 
requires signi?cantly fewer integrated circuit chips per port 
serviced. 

[0019] Other aspects and advantages of the invention will 
become apparent from the following detailed description, 
taken in conjunction with the accompanying drawings, 
illustrating by way of eXample the principles of the inven 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] The present invention will be readily understood by 
the following detailed description in conjunction with the 
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accompanying drawings, wherein like reference numerals 
designate like structural elements, and in which: 

[0021] FIG. 1 is a block diagram of a conventional frame 
processing apparatus; 

[0022] FIG. 2 is a block diagram of a frame processing 
apparatus according to an embodiment of the invention; 

[0023] FIG. 3A is a block diagram of MAC circuitry 
according to an embodiment of the invention; 

[0024] FIG. 3B is a block diagram of a protocol handler 
according to an embodiment of the invention; 

[0025] FIG. 4 is a block diagram of a ?lter processor 
according to an embodiment of the invention; 

[0026] FIG. 5 is a block diagram of a ?lter processor 
according to another embodiment of the invention; 

[0027] FIG. 6A is a block diagram of an instruction 
selection circuit according to an embodiment of the inven 
tion; 
[0028] FIG. 6B is a diagram illustrating the conteXt 
switching utiliZed by a ?lter processor according to the 
invention. 

[0029] FIG. 7 is a block diagram of an address calculation 
circuit according to an embodiment of the invention; 

[0030] FIG. 8 is a block diagram of a CAM and a table 
RAM for implementing forwarding tables and associated 
interface circuitry illustrated in FIG. 2; and 

[0031] FIG. 9 is a block diagram of an aligner according 
to an embodiment of the invention; and 

[0032] FIG. 10 is a block diagram of a switching circuit. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0033] The invention relates to an improved frame pro 
cessing apparatus for a network that supports high speed 
frame processing. The frame processing apparatus uses a 
combination of ?Xed hardware and programmable hardware 
to implement network related processing, including frame 
processing and media access control (MAC) processing. 
Although generally applicable to frame processing for net 
works, the improved frame processing apparatus is particu 
lar suited for token-ring networks and ethernet networks. 

[0034] Embodiments of the invention are discussed below 
with reference to FIGS. 2-10. However, those skilled in the 
art will readily appreciate that the detailed description given 
herein with respect to these ?gures is for explanatory 
purposes as the invention eXtends beyond these limited 
embodiments. 

[0035] FIG. 2 is a block diagram of a frame processing 
apparatus 200 according to an embodiment of the invention. 
The frame processing apparatus 200 includes physical layer 
interfaces 202-206. Each of the physical layer interfaces 
202-206 are associated with a port of the frame processing 
apparatus 200, and each port is in turn coupled to a node of 
a network. The network may be a local area network 
EXamples of LANs include token-ring networks and ether 
net networks. Each of the physical layer interfaces 202-206 
also couple to media access controller (MAC) circuitry 208. 
The MAC circuitry 208 performs media access control 
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operations and ?ltering operations on the data frames being 
processed by the frame processing apparatus 200. In one 
embodiment, the MAC circuitry 208 is itself an integrated 
circuit chip. The details on the construction and operation on 
the MAC circuitry 208 are discussed in detail below With 
respect to FIGS. 3A-9. 

[0036] The MAC circuitry 208 couples to forwarding 
tables 210 by Way of a table bus 212. The forWarding tables 
210 store information such as destination addresses, IP 
addresses, VLAN or bridge group information Which are 
used by the MAC circuitry 208. The forWarding tables 210 
are coupled to the MAC circuitry 208 through a bus 212. 
Additional details on the forWarding tables 210 are provided 
in FIG. 8 beloW. 

[0037] During reception, the MAC circuitry 208 receives 
incoming data frames, and then ?lters and processes the 
incoming data frames. The processed data frames are then 
stored in a frame buffer 214. During transmission, the MAC 
circuitry 208 also receives the processed data frames from 
the frame buffer 214, ?lters and forWards them to the 
appropriate nodes of the netWork. Hence, the MAC circuitry 
208 is capable of performing both receive side ?ltering and 
transmit side ?ltering. 

[0038] The frame buffer 214 is coupled to the MAC 
circuitry 208 through a data bus 216. The data bus 216 also 
couples to sWitch circuitry 218. The data frames stored in the 
frame buffer 214 by the MAC circuitry 208 have normally 
been ?ltered by the MAC circuitry 208. The sWitch circuitry 
218 is thus able to retrieve the data frames to be sWitched 
from the frame buffer 214 over the data bus 216. The sWitch 
circuitry 218 performs conventional sWitching operations, 
such as level-2 and level-3 sWitching. The sWitch circuitry 
218 and the MAC circuitry 208 send and receive control 
signals over a control bus 220. Acontrol bus 222 is also used 
to communicate control signals betWeen the frame buffer 
214 and the sWitch circuitry 218. The sWitch circuitry 218 is 
further described With respect to FIG. 10 beloW. 

[0039] The frame processing apparatus 200 further 
includes output queues and buffer management information 
storage 224. The output queues and buffer management 
information storage 224 is coupled to the sWitch circuitry 
218 over a bus 226. The sWitch circuitry 218 monitors the 
output queues and buffer management information storage 
224 to determine hoW to manage its sWitching operations. In 
addition, the frame processing apparatus 200 may further 
include an ATM port 227 that is coupled to the sWitch 
circuitry 218 and thus coupled to the frame buffer 214 and 
the output queues and buffer management information stor 
age 224. 

[0040] Amicroprocessor 228 is also coupled to the sWitch 
circuitry over bus 230 to assist With operations not directly 
associated With the reception and transmission of data 
frames. For example, the microprocessor 228 performs 
con?guration of the MAC circuitry 208 during initialiZation, 
gathering statistical information, etc. The microprocessor 
228 is coupled to a processor random-access memory 
(RAM) 232 over a processor bus 234. The processor RAM 
232 stores data utiliZed by the microprocessor 228. The 
MAC circuitry 208 is also operatively coupled to the pro 
cessor bus 234 by an isolation device 236 and an intercon 
nect bus 238. 
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[0041] FIG. 3A is a block diagram of MAC circuitry 300 
according to an embodiment of the invention. The MAC 
circuitry 300, for example, may be the MAC circuitry 208 
illustrated in FIG. 2. 

[0042] The MAC circuitry 300 includes a plurality of 
protocol handlers 302. The protocol handlers 302 couple to 
physical layer interfaces and individually receive and trans 
mit data over the physical media of the netWork coupled to 
the physical layer interfaces. A received data bus 304 
couples the protocol handlers 302 to an input multiplexer 
306. The input multiplexer 306 is in turn coupled to a receive 
FIFO 310 through receive bus 308. Hence, data being 
received at one of the protocol handlers 302 is directed along 
a receive data path consisting of the received data bus 304, 
the input multiplexer 306, the receive bus 308, and the 
receive FIFO 310. 

[0043] The protocol handlers 302 preferably implement in 
hardWare those features of the 802.5 speci?cation for the 
MAC layer that need to be implemented in hardWare, the 
remaining other features of the MAC layer are left to 
softWare (i.e., hardWare programmed With softWare). For 
example, the protocol handlers 302 incorporate hardWare to 
perform full repeat path, token generation and acquisition, 
frame reception and transmission, priority operation, latency 
buffer and elasticity buffer. In addition, various timers, 
counters and policy ?ags are provided in the protocol 
handlers 302. The balance of the MAC layer functions are 
performed in softWare in other portions of the MAC cir 
cuitry 300 (i.e., by the ?lter processor) or by the micropro 
cessor 228. 

[0044] A ?lter processor 312 is coupled to the receive 
FIFO 310 through a processor bus 314. The processor bus 
314 is also coupled to an output multiplexer 316. The output 
multiplexer 316 is also coupled to a ?lter variables RAM 
318 over a ?lter variables bus 320. The ?lter variables RAM 
318 also couples to the ?lter processor 312 to provide ?lter 
variables to the ?lter processor 312 as needed. In one 
embodiment, the ?lter variables RAM 318 includes a 
receive ?lter variables RAM 318-1 for use by the ?lter 
processor 312 during receiving of frames and a transmit 
?lter variables RAM 318-2 for use by the ?lter processor 
312 during transmission of frames. 

[0045] In order to accomplish sophisticated level-2 
sWitching in hardWare (i.e., With user level ?lters, bridge 
groups, VLANs, etc.) at Wire speed as Well as level-3 
sWitching, signi?cant amounts of frame processing must be 
performed by the frame processing apparatus 200. Although 
frame processing could be implemented in hardWired logic, 
such an approach Would be unreasonable given the com 
plexities of the frame processing. The ?lter processor 312 
Within the MAC circuitry 208 is a programmable solution to 
the problem. The ?lter processor 312 can be implemented by 
a small core of logic (e.g., less than 15K gates) that can be 
dynamically programmed. The ?lter processor 312 prefer 
ably forms an execution pipeline that executes instructions 
over a series of stages. The instruction set is preferably small 
and tailored to frame examination operations. A received 
frame being processed has an execution context Where each 
frame contains its oWn set of operating variables. In other 
Words, the ?lter processor 312 is specialiZed for performing 
frame processing operations in a rapid and ef?cient manner 
in accordance With directions provided by program instruc 
tions. 
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[0046] In general, the ?lter processor 312 performs ?lter 
processing and other processing associated With forwarding 
frames. Each frame must be processed extensively to deter 
mine frame destinations. This includes extracting the frame 
destination address (DA) and looking it up in the forWarding 
tables 210. Additionally, other ?elds may be attached to the 
destination address (DA) for context speci?c lookups. As an 
example, this could include VLAN or bridge group infor 
mation. For layer-3 functionality, IP addresses can be 
extracted and passed through the forWarding tables 210. In 
general, the ?lter processor 312 alloWs up to tWo arbitrary 
?elds in either the received frame or variable memory to be 
concatenated and sent through the forWarding tables 210. 
Furthermore, many frame ?elds must be compared against 
speci?c values or decoded from a range of values. The ?lter 
processor 312 preferably alloWs single instruction methods 
of comparing and branching, comparing and storing (for 
building complex Boolean functions), and lastly range 
checking, branching or storing. Customer con?gured ?lters 
can also be performed through this processing logic. Custom 
con?gured ?lters are, for example, used for blocking traf?c 
betWeen particular stations, netWorks or protocols, for moni 
toring traffic, or for mirroring traf?c. 

[0047] In one embodiment, the ?lter variables RAM 318 
is a 128x64 RAM that holds 64 bytes of variables for each 
port. The ?lter variables RAM 318 is preferably a dual port 
RAM Where both the read and Write ports are used by the 
?lter processor 312. The ?rst 64 bytes of variables for a port 
are alWays Written out to the frame buffer 214 With a status 
Write for each frame processed by the ?lter processor 312. 
The status Write thus contains the control information that 
results from the frame processing. As an example, the 
control information includes beginning location and ending 
location Within the frame buffer 214, status information 
(e.g., CRC error, Rx over?oW, Too long, Alignment error, 
Frame aborted, Priority), a forWarding map, and various 
destinations for the frame. The remaining 32 bytes can be 
Written by request of the ?lter processor 312. This alloWs 
softWare or external routing devices easy access to variables 
that can be used to store extracted data or Boolean results in 
a small collected area. Instructions should not depend on 
initialiZed values for any variable as the RAM entries are 
re-used on a frame basis and thus Will start each frame 
initialiZed to the values Written by the last frame. Note that 
many variables have a pre-de?ned function that is used by 
the sWitch circuitry 218 for forWarding frames. 

[0048] The microprocessor 228 is able to read or Write any 
location in the ?lter variables RAM 318. Generally, the 
microprocessor 228 reads information from the ?lter vari 
ables RAM 318 for diagnostic purposes. It can, hoWever, be 
used by functional softWare in order to pass in parameters 
for a port that are ?xed from frame to frame but program 
mable during the lifetime of a port. Examples of this include 
the spanning tree state (blocked or not blocked). 

[0049] The ?lter variables RAM 318 may also be double 
buffered. In one embodiment, there are tWo 64 byte areas per 
port, and alternate frames received for a port re-use a given 
64 byte area. As a result, frame processing can begin on a 
subsequent frame While the buffer system is still Waiting to 
unload the previous frame’s variables. This is an important 
point for softWare since port control parameters must be 
Written to both areas. 
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[0050] In one embodiment, the ?lter variables RAM 318 
also contains status registers for each port. The status 
registers are updated With the progress of the processing of 
each frame. Status information in the status registers is 
primarily for the bene?t of the ?lter processor 312. The 
status registers are normally Written by the protocol handlers 
302 but can also be updated by the ?lter processor 312. 

[0051] An instruction RAM 322 is also coupled to the 
?lter processor 312 to supply the instructions to be executed 
by the ?lter processor 312. The instruction RAM 322 stores 
the instructions executed by the ?lter processor 312. The 
instructions are Written to the instruction RAM 322 by the 
microprocessor 228 and read from the instruction RAM 322 
by the ?lter processor 312. For example, in one embodiment 
having 64-bit instruction Words, the instruction RAM 322 
can be a 512x64 RAM having a single port. All ports of the 
frame processing apparatus 200 share the same instruction 
set for the processing carried out by the ?lter processor 312. 
Also, With each port having a unique variable space Within 
the ?lter variables RAM, the ?lter processor 312 is able to 
support execution speci?c to a port or group of ports. 
Grouping of ports is, for example, useful to form subnet 
Works Within a netWork. 

[0052] Further, a table interface 324 provides an interface 
betWeen the forWarding tables 210 and the ?lter processor 
312. The forWarding tables 210 store destination addresses, 
IP addresses, VLAN or bridge group information Which are 
used by the ?lter processor 312 in processing the frames. 
Additional details on the table interface are described beloW 
With reference to FIG. 8. 

[0053] A buffer 326 receives the output data from the 
output multiplexer 316 and couples the output data to the 
data bus 216. In addition to being coupled to the buffer 326, 
the data bus 216 is coupled to a transmit FIFO 328. The 
output of the transmit FIFO 328 is coupled to a transmit bus 
330 Which is coupled to the protocol handlers 302 and the 
?lter processor 312. The transmit data path through the 
MAC circuitry 300 consists of the data bus 216, the transmit 
FIFO 328, and the transmit bus 330. 

[0054] The MAC circuitry 300 further includes a FIFO 
controller 322 for controlling the receive FIFO 310 and the 
transmit FIFO 328. The FIFO controller 332 couples to the 
control lines 220 through a frame buffer interface 334. The 
FIFO controller 332 additionally couples to framing logic 
336 that manages reception and transmission of frames. The 
framing logic 336 is coupled to the ?lter processor 312 over 
control line 338, and the FIFO controller 332 is coupled to 
the ?lter processor over control line 340. The framing logic 
336 further couples to a statistics controller 342 that controls 
the storage of statistics in a statistics RAM 344. Exemplary 
statistics are provided in Table 1 beloW. 

[0055] The data is streamed to and from the frame buffer 
214 through the FIFOs 310, 328 for providing latency 
tolerance. The frame buffer interface 334 handles the 
unloading of data from the receive FIFO 310 and Writing the 
unloaded data to the frame buffer 214. The frame buffer 
interface 334 also handles the removal of data to be trans 
mitted from the frame buffer 214 and the loading of the 
removed data into the transmit FIFO 328. The output queues 
and buffer management information storage 224 is used to 
perform buffer address management. 
[0056] In one embodiment, Whenever a block of data in 
the receive FIFO 310 is ready for any of the ports, the frame 
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buffer interface 334 generates a RxDATA request to the 
switch circuitry 218 for each ready port. Likewise, Whenever 
the transmit FIFO 328 has a block of space available for any 
port, the frame buffer interface 334 generates a TxDATA 
request to the sWitch circuitry 218. Buffer memory com 
mands generated by the sWitch circuitry 218 are received 
and decoded by the frame buffer interface 334 and used to 
control burst cycles into and out of the tWo FIFOs 310, 328. 

[0057] The framing logic 336 tracks frame boundaries for 
both reception and transmission and controls the protocol 
handler side of the receive and transmit FIFOs 310, 328. On 
the receive side, each time a byte is ready from the protocol 
handler 302 it is Written into the receive FIFO 310, and the 
framing logic 336 keeps a count of valid bytes in the frame. 
In one embodiment, this count lags behind by four bytes in 
order to automatically strip the FCS from a received frame. 
In this case, an unload request for the receive FIFO 310 Will 
not be generated until a block of data (e.g., 32 bytes) is 
knoWn not to include the FCS. Each entry in the receive 
FIFO 310 may also include termination ?ags that describe 
hoW much of a Word (e.g., 8 bytes) is valid as Well as marks 
the end of frame. These termination ?ags can be used during 
unloading of the receive FIFO 310 to properly generate 
external bus ?ags used by the sWitch circuitry 218. Subse 
quently received frames Will be placed in the receive FIFO 
310 starting on the next block boundary (e.g., next 32 byte 
boundary). This alloWs the sWitch circuitry 218 greater 
latency tolerance in processing frames. 

[0058] On the transmit side, the protocol handler 302 is 
noti?ed of a transmission request as soon as a block of data 
(e.g., 32 bytes) is ready in the transmit FIFO 328. As With 
the receive side, each line may include termination ?ags that 
are used to control the end of frame. The protocol handler 
302 Will automatically add the proper FCS after transmitting 
the last byte. Multiple frames may be stored in the transmit 
FIFO 328 in order to minimiZe inter-frame gaps. In one 
embodiment, each port (channel) serviced by the frame 
processing apparatus 200 has 128 bytes of storage space in 
the FIFOs 310, 328. Up to tWo (2) frames (of 64 bytes) can 
be simultaneously stored in each of the FIFOs 310, 328. 
Preferably, data is moved in bursts of four 64 bit Wide 
cycles. This alloWs the reception of the data stream to have 
better tolerance to inter-packet allocation latencies and also 
to provide the ability to transmit on successive tokens at 
minimum Inter Frame Gaps (IFGs). Status information is 
sent from the framing logic 336 to external logic indicating 
availability of received data, or transmit data, as Well as 
received status events. 

[0059] The transmit FIFO 328 may have a complication in 
that data can arrive from the frame buffer 214 unpacked. 
This can happen When softWare modi?es frame headers and 
links fragments together. In order to accommodate this, the 
frame buffer interface 334 may include a data aligner that 
Will properly position incoming data based on Where empty 
bytes start in the transmit FIFO 328. Each byte is Written on 
any boundary of the transmit FIFO 328 in a single clock. 

[0060] In one embodiment, the receive FIFO 310 is imple 
mented as tWo internal 128x32 RAMs. Each of the eight 
ports of the frame processing apparatus 200 is assigned a 
16x64 region used to store up to four blocks. Frames start 
aligned With 32 byte blocks and ?ll consecutive memory 
bytes. The receive FIFO 310 is split into tWo RAMs in order 
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to alloW the ?lter processor 312 to fetch a Word siZed 
operand on any arbitrary boundary. To accommodate this, 
each RAM half uses an independent read address. 

[0061] Because of the unaligned Write capability, the 
transmit FIFO 328 is slightly more complex. It is made of 
tWo 64x64 RAMs together With tWo 64x4 internal RAMs. 
The 64x64 RAMs hold the data Words as received from the 
frame buffer 214 While the 64x4 RAMs are used to store the 
end of frame (EOF) ?ag together With a count of hoW many 
bytes are valid in the data Word. Assuming data arrived 
aligned, each double-Word of a burst Would Write to an 
alternate RAM. By using tWo RAMs split in this fashion, 
arbitrarily unaligned data can arrive With some portion being 
Written into each RAM simultaneously. 

[0062] The statistics RAM 344 and the ?lter processor 
statistics RAM 323 are responsible for maintaining all per 
port statistics. A large number of counters are required or at 
least desired to provide Simple NetWork Management Pro 
tocol (SNMP) and Remote Monitor (RMON) operations. 
These particular counts are preferably maintained in the 
statistics RAM 344. Also, the microprocessor 228 is able to 
read the statistics at any point in time through the CPU 
interface 346. 

[0063] In one embodiment, a single incrementer/adder per 
RAM is used together With a state machine to process all the 
counters stored in the statistics RAM 344. Statistics gener 
ated by receive and transmit control logic are kept in the 
statistics RAM 344. In one embodiment, the statistics RAM 
344 is a 128x16 RAM (16 statistics per port) and are all 16 
bits Wide except for the octet counters Which are 32 bits Wide 
and thus occupy tWo successive memory locations. The 
microprocessor 228 is ?agged each time any counter reaches 
0><C00, at Which point it must then read the counters. 

[0064] Table 1 beloW illustrates representative statistic 
that can be stored in the statistics RAM 344. In order to limit 
the number of counters that must be affected per frame, 
frames Will be classi?ed ?rst into groups and then only one 
counter per group Will be affected for each frame. For 
example, a non-MAC broadcast frame properly received 
Without source routing information Will increment a counter 
storing a count for a DataBroadcastPkts statistic only. 
Hence, in this example, to count the total number of received 
frames, the microprocessor 228 has to add the DataBroad 
castPkts, AllRoutesBroadcastPkts, SingleRoutesBroadcast 
Pkts, InFrames, etc. Normally, statistics are only incre 
mented by one, except for the octet counters Where the siZe 
is added to the least signi?cant Word and the over?oW (if 
any) increments the most signi?cant Word. An additional 
con?guration bit per port may be used to alloW the receive 
statistics to be kept for all frames seen on the ring or only for 
frames accepted by the port. 

TABLE 1 

Grp Statistic Purpose 

A RxOctet hi Received octets in non-error frames except 
through octets 

A RxOctet 10 Received octets in non-error frames except 
through octets 

A RxThruOctet hi Received octets in non-error source routed 
frames Where this ring is not terminal ring 
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TABLE l-continued 

Grp Statistic Purpose 

A RxThruOctet lo Received octets in non-error source routed 
frames where this ring is not terminal ring 

A TxOctet hi Transmitted octets 
A TxOctet lo Transmitted octets 
B RxPktUnicast Received unicast LLC frames wo/RIF or w/RIF 

and directed 
B RxPktGrpcast Received groupcast LLC frames wo/RIF or 

w/RIF and directed 
Received broadcast LLC frames wo/RIF or 
w/RIF and directed 

B RxPktBroad 

B RxPktThrough Received LLC source routed directed frames 
passed through switch 

B TxPktUnicast Transmitted unicast LLC frames 
B TxPktGrpcast Transmitted groupcast LLC frames 
B TxPktBroad Transmitted broadcast LLC frames 
C RxFPOver Receive frame dropped, ?lter processor busy 

on previous frame 
C RxFIFOOver Receive frame dropped, RxFIFO over?ow 
C TxFIFOUnder Transmit frame dropped, TxFIFO underflow 

[0065] Statistics generated by the ?lter processor 312 are 
kept in the ?lter processor statistics RAM 323. In one 
embodiment, the ?lter processor statistics RAM 323 is a 
512x16 RAM for storage of 64 different 16 bit counts for 
each port. These statistics can be used for counting complex 
events or RMON functions. The microprocessor 228 is 
?agged each time a counter is half full, at which point it must 
then read the counters. 

[0066] The frame processing apparatus 200 also provides 
an interface to the microprocessor 228 so as to provide the 
microprocessor 228 with low-latency access to the internal 
resources of the MAC circuitry 208. In one embodiment, a 
CPU interface 346 interfaces the MAC circuitry 300 to the 
microprocessor 228 via the interconnect bus 238 so that the 
microprocessor 228 has access to the internal resources of 
the frame processing apparatus 200. Preferably, burst cycles 
are supported to allow software to use double-word transfers 
and block cycles. The microprocessor 228 is also used to 
read and write control registers in each of the protocol 
handlers 302 to provide control of ring access as well as 
assist with the processing of the MAC frames. Also, by 
providing the microprocessor 328 with access to the internal 
resources, the microprocessor 228 can perform diagnostics 
operations. The CPU interface 346 can also couple to the 
forwarding tables 210 so as to provide initialization and 
maintenance. 

[0067] The CPU interface 346 further couples to the 
protocol handlers 302 and a special transmit circuit 350. The 
special transmit circuit 350 couples to the protocol handlers 
302 over bus 352. Moreover, the protocol handlers 302 
couple to the framing logic 336 over control lines 354. 

[0068] The special transmit circuit 350 operates to trans 
mit special data, namely high priority MAC frames. The 
special transmit circuit 350 is used within the MAC circuitry 
300 to transmit high priority frames without having to put 
them through the switch circuitry 218. As part of the ring 
recovery process, certain MAC frames (e.g., beacon, claim 
and purge) must be transmitted immediately, and thus 
bypass other frames that are queued in the switch circuitry 
218. Also, for successful ring poll outcomes on large busy 
rings, certain high-priority MAC frames (i.e., AMP and 

Jan. 24, 2002 

SMP) are transmitted without being blocked by lower pri 
ority frames queued ahead of them in the output queues 224. 

[0069] The special transmit circuit 350 includes an inter 
nal buffer to store an incoming high priority frame. In one 
embodiment, the internal buffer can store a block of 64 bytes 
of data within the special transmit circuit 350. The MAC 
processing software (microprocessor 228) is noti?ed when a 
frame is stored in the internal buffer and then instructs the 
internal buffer to de-queue the frame to the protocol handler 
302 for transmission. The MAC processing software there 
after polls for completion of the transmission and may 
alternatively abort the transmission. The special transmit 
circuit 350 may also be written by the microprocessor 228 
via the CPU interface 346. 

[0070] FIG. 3B is a block diagram of a protocol handler 
356 according to an embodiment of the invention. The 
protocol handler 356 is, for example, an implementation of 
the protocol handler 302 illustrated in FIG. 3. 

[0071] The protocol handler 356 implements physical 
signaling components (PSC) section and certain parts of the 
MAC Facility section of the IEEE 802.5 speci?cation. In the 
case of token ring, the protocol handler 356 converts the 
token ring network into receive and transmit byte-wide data 
streams and implements the token access protocol for access 
to the shared network media (i.e., line). Data being received 
from a line is received at a local loopback multiplexer 358 
which forwards a selected output to a receive state machine 
360. The receive state machine 360 contains a de-serializer 
to convert the input stream into align octets. The primary 
output from the receive state machine 360 is a parallel byte 
stream that is forwarded to a receive FIFO 362. The receive 
state machine 360 also detects errors (e.g., Manchester or 
CRC errors) for each frame, marks the start of the frame, and 
initializes a symbol decoder and the de-serializer. Further, 
the receive state machine 360 parses the input stream and 
generates the required ?ags and timing markers for subse 
quent processing. Additionally, the receive state machine 
360 detects and validates token sequences, namely, the 
receive state machine 360 captures the priority ?eld (P) and 
reservation ?eld (R) of each token and frame and presents 
them to the remaining MAC circuitry 300 as current frame’s 
priority ?eld (Pr) and current frame’s reservation ?eld (Rr). 
The receive FIFO 362 is a FIFO device for the received data 
and also operates to re-synchronize the received data to a 
main system clock. 

[0072] The protocol handler 356 also has a transmit inter 
face that includes two byte-wide transmit channels. One 
transmit channel is used for MAC frames and the other 
transmit channel is used for LLC frames (and some of the 
management style MAC frames). The LLC frames are 
supplied over the transmit bus 330 from the switch circuitry 
218. The MAC frames are fed from the special transmit 
circuitry 350 over the bus 352. These two transmit channels 
supply two streams of frames to a transmit re-synchronizer 
364 for synchronization with the main system clock. The 
re-synchronized transmit signals for the two streams are then 
forwarded from the transmit re-synchronizer 364 to a trans 
mit state machine 366. 

[0073] The transmit state machine 366 multiplexes the 
data from the two input streams by selecting the data from 
the bus 352 ?rst and then the data from the bus 330. The 
transmit state machine 366 controls a multiplexer 368 to 
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select either one of the input streams supplied by the 
transmit state machine 366 or repeat data supplied by a 
repeat path supplier 370. While Waiting for the detection of 
a token of the suitable priority, the transmit state machine 
366 causes the multiplexer 368 to output the repeat data 
from the repeat path supplier 370. OtherWise, When the 
transmit state machine 366 detects a token With the proper 
priority, the transmit state machine 366 causes the multi 
plexer 368 to output frame data to be transmitted, and at the 
end of each frame, inserts a frame check sequence (FCS) and 
ending frame sequence (EFS), and then transmits the inter 
frame gap (IFG) and a token. The transmit state machine 366 
is also responsible for stripping any frame that it has put on 
the token-ring netWork. The stripping happens in parallel 
With transmission and folloWs a procedure de?ned in the 
802.5 speci?cation. As suggested in the 802.5 speci?cation, 
under-stripping is avoided at the expense of over-stripping. 

[0074] The output of the multiplexer 368 is supplied to a 
priority state machine 372. The priority state machine 372 
implements the 802.5 speci?cation priority stacking mecha 
nism. For example, When priority stacking is in use, i.e., 
When the priority of the token is raised, the repeat path is 
delayed by up to eight (8) additional bits. Once the priority 
stacking is no longer in use, the priority delay is removed. 

[0075] The output of the priority state machine 372 is 
forWarded to a ?xed latency buffer 374 that, for example, 
inserts a ?xed latency of a predetermined number of bits 
(e.g., 24 bits) to ensure that a token can circulate around the 
token-ring. The output from the ?xed latency buffer 374 is 
supplied to an elasticity buffer 376 as Well as to the loopback 
multiplexer 358 for loopback purposes. The elasticity buffer 
376 provides a variable delay for clock rate error tolerance. 

[0076] The output of the priority state machine 372 as Well 
as the output of the elasticity buffer 376 are supplied to a 
multiplexer 378. The data stream to be transmitted from 
either the priority state machine 372 or the delayed version 
from the elasticity buffer 376 are then provided to a Wire 
side loopback multiplexer 380. The Wire-side loopback 
multiplexer 380 also receives the input data stream When a 
loopback is desired. The Wire-side loopback multiplexer 380 
couples to one of the physical layer interfaces 202-206 and 
outputs either the output from the multiplexer 378 or the 
input data stream for loopback. The protocol handler 356 
also includes a protocol handler register bank 382 that 
includes various control registers. 

[0077] Since the frame processing apparatus 200 can 
support several connection modes (e.g., direct attachment, 
station, RI/RO expansion), functionality at poWer-up and 
during insertion have con?gurable deviations from the 
speci?cation. First, direct attachment and RI/RO expansion 
require that the frame processing apparatus 200 repeat data 
at all times. The protocol handler 356 includes a Wire-side 
loopback path implemented by the Wire-side loopback mul 
tiplexer 380 for this purpose. This situation alloWs for 
accurate detection of idle rings (based on detecting lack of 
valid Manchester coding), instead of depending on the crude 
energy detect output from the physical layer interfaces 
202-206. In addition, the normal initialiZation process of 
sending loop-media test frames is not applicable When 
connectivity has been ascertained prior to any insertion 
attempt. As such, this step of the initialiZation can be 
eliminated for all attachment modes besides station. For 
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applications Where the lobe testing is desirable or required, 
normal station attachment for RI/RO Where phantom drive 
is generated can be utiliZed. 

[0078] Each frame of data that is received is processed 
through the ?lter processor 312 to determine Whether or not 
the frame should be accepted by the port and forWarded. The 
?lter processor 312 is preferably implemented by special 
iZed general purpose hardWare that processes programmed 
?ltering instructions. Embodiments of the specialiZed gen 
eral purpose hardWare are described in detail beloW With 
reference to FIGS. 4 and 5. 

[0079] In processing a frame of data, the ?lter processor 
312 can execute a plurality of instructions (e.g., up to 512 
instructions). Each instruction is capable of extracting ?elds 
from the frame of data and storing them in a storage device 
(i.e., the ?lter variables RAM 318). Likewise, frame ?elds 
can be compared against immediate values and the results of 
comparisons stored in the ?lter variables RAM 318. Lastly, 
?elds can be extracted, looked up in the forWarding tables 
210 and the results stored in the ?lter variables RAM 318. 
Each port also includes some number of control registers 
that are set by the microprocessor 228 and can be read by the 
?lter processor 312 during execution of the ?ltering instruc 
tions. For example, these control registers are typically used 
to store virtual ring (VRING) membership numbers, source 
routing ring and bridge numbers, etc. 

[0080] The execution of ?ltering instructions by the ?lter 
processor 312 is generally responsible for tWo major func 
tions. First, the ?lter processor 312 must determine a des 
tination mask and BP DEST (backplane destination) ?elds 
used by the sWitch circuitry 218 for forWarding the frame. 
Second, the ?lter processor 312 must determine Whether or 
not to accept the frame in order to properly set the AR 
(address recogniZed) and FC (frame copied) bits in the FS 
(frame status) ?eld. 
[0081] While the ?lter processor 312 is processing a 
current frame, subsequent frame are placed in the receive 
FIFO 310. The processing time for the current frame thus 
should complete before the receive FIFO 310 is ?lled 
because When the receive FIFO 310 over?oWs frames are 
dropped. For the AR/FC function, all instructions that deter 
mine the acceptance of a frame must ?nish executing before 
the FS byte is copied off of the Wire, else the previous 
settings Will be used. In order to help the instructions to 
complete in time, execution is preferably scheduled as soon 
as the frame data that an instruction depends on arrives. As 
an example, the ?lter processor 312 can alloW all required 
instructions to complete before or during the reception of the 
CRC. Also, it is suf?cient to provide the ?lter processor 312 
With a single execution unit to supports all of the ports of the 
frame processing apparatus 200, particularly When the ports 
are serviced in a round robin fashion as discussed beloW. 

[0082] The ?lter processor 312 also performs transmit side 
?ltering. To reduce circuitry, the same execution unit that 
performs the receive side ?ltering can perform the transmit 
side ?ltering While the reception side is idle. For half-duplex 
operation the use of the single execution unit should provide 
acceptable; hoWever, for full duplex operation a second 
execution unit is provided to perform the transmit side 
?ltering. 
[0083] Additionally, the ?lter processor 312 operates to 
perform RIF scanning required to forWard source routed 
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frames. For each received frame of data that has a RIF, 
circuitry in the framing logic 336 operates to scan this ?eld 
looking for a match betWeen the source ring and bridge and 
an internal register. If a match is found the destination ring 
is extracted and placed in a register visible to the ?lter 
processor 312. Thereafter, the destination ring stored in the 
register can be used to index a table Within the forWarding 
tables 210. 

[0084] FIG. 4 is a block diagram of a ?lter processor 400 
according to an embodiment of the invention. Even though 
the ?lter processor is a high speed pipelined processor, the 
circuitry implementing the ?lter processor 400 is minimal 
and compact so as to ?t Within the MAC circuitry 208. The 
?lter processor 400 is one embodiment of the ?lter processor 
312 together With the RAM 322 illustrated in FIG. 3. The 
?lter processor 400 has ?ve (5) distinct pipeline stages. 
Generally, the stages are described as instruction fetch, 
operand fetch, decode, execute and Write. 

[0085] In the ?rst (instruction fetch) stage of the ?lter 
processing pipeline, the ?lter processor 400 retrieves an 
instruction to be next executed. More particularly, the 
instruction is retrieved from an instruction RAM 402 using 
a program counter obtained from a program counters storage 
404. The program counters storage 404 stores a program 
counter for each of the protocol handlers 302 being serviced 
by the MAC circuitry 300. The instruction retrieved or 
fetched from the instruction RAM 402 is then latched in a 
fetched instruction Word (I-Word) register 406. This com 
pletes the ?rst stage of the ?lter processing pipeline. 

[0086] In the next (operand fetch) stage of the ?lter 
processing pipeline, a cancel circuit 408 produces a cancel 
signal 410 to notify the program counters storage 404 to 
activate a Wait counter for the particular protocol handler 
302 being serviced. The Wait counter provides a Waiting 
period during Which processing for the protocol handler 302 
currently being processed in this stage of the processing 
pipeline undergoes no processing during the Wait period. 
This stage also includes an address calculation circuit 412 to 
calculate one or more addresses 414 used to access stored 

data in a memory storage device or devices. An operand 
fetch (op-fetch) output register 418 stores various data items 
that are determined in or carried-through 416 the operand 
fetch stage of the ?lter processing pipeline. 

[0087] In the next (decode) stage of the processing pipe 
line, the instruction is decoded, a mask is produced, a 
function may be produced, the fetched operands may be 
aligned, and a branch target may be determined. In particu 
lar, a mask and function circuit 420 produces preferably a 
mask and a function. The mask Will be used to protect data 
in a Word outside the active ?eld. A carry-through link 422 
carries through the decode stage various data items from the 
operand fetch output register 418. An aligner 424 receives 
the one or more operands from the data storage device or 
devices over a link 426 and possibly data from the operand 
fetch output register 418. The aligner 424 then outputs one 
or more aligned operands. A branch target circuit 428 
determines a branch target for certain instructions. A decode 
stage output register 430 stores the items produced by the 
decode stage, namely, the mask, function, carry through 
data, aligned operands, branch target, and miscellaneous 
other information. 

[0088] In the next (execute) stage, an arithmetic logic unit 
(ALU) 432 performs a logical operation on the aligned 
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operands and possibly the function and produces an output 
result 434. The ALU 432 also controls a selector 436. The 
selector 436 selects one of the branch target from the decode 
stage output register 430 and a program counter after having 
been incremented by one via an adder 438, to be output as 
a next program counter 440. The next program counter 440 
is supplied to the program counter storage 404 to update the 
appropriate program counter stored therein. The output 
result 434 and carry through data 442 are stored in an 
execute stage output register 444 together With other mis 
cellaneous information. 

[0089] In the last (Write) stage of the ?lter processing 
pipeline, an aligner 446 aligns the output result 434 obtained 
from the execute state output register 444 to produce an 
aligned output result 448 knoWn as processed data. The 
processed data is then Written to a determined location in the 
memory storage device or devices. 

[0090] The ?lter processor 400 services the protocol han 
dlers 302 in a round robin fashion. In particular, With each 
clock cycle, the ?lter processor 400 begins execution of an 
instruction for a different one of the protocol handlers 302. 
By this approach, the processing resources of the ?lter 
processor 400 are distributed across the ports requiring 
service so that certain ports do not monopoliZe the process 
ing resources. 

[0091] FIG. 5 is a block diagram of a ?lter processor 500 
according to another embodiment of the invention. The ?lter 
processor 500 is a detailed embodiment of the ?lter proces 
sor 312 together With the instruction RAM 322 illustrated in 
FIG. 3. The ?lter processor 500 is also a more detailed 
embodiment of the ?lter processor 400. The ?lter processor 
500 is a pipelined processor having ?ve (5) stages. Gener 
ally, the stages are described as instruction fetch, operand 
fetch, decode, execute and Write. 

[0092] The ?lter processor 500 receives an instruction 
from an instruction RAM 501. The instruction RAM 501 is 
an internal 512x64 RAM that holds instruction Words. Since 
the port number can be read from the ?lter variables RAM 
318, execution speci?c to a port or group of ports can be 
supported. In one embodiment, protocol handlers share the 
same instruction set. The instruction RAM 501 is initialiZed 
by the microprocessor 228 at boot-up. While dynamic code 
changes are alloWed, execution is preferably halted to pre 
vent erroneous execution. 

[0093] A fetch controller 502 produces an instruction 
select signal 504 that is used to select the appropriate 
instruction from the instruction RAM 501. The fetch con 
troller 502 produces the instruction select signal 504 based 
on program counters 506 and Weight counters 508. Speci? 
cally, the fetch controller 502 selects the appropriate instruc 
tion in accordance With the program counter 506 for the 
particular protocol handler 302 being processed in any given 
clock cycle and its associated Wait counter 508. If the 
associated Wait counter 506 is greater than Zero, the pipeline 
executes transmit instructions retrieved from the instruction 
RAM 501. OtherWise, When the associated Wait counter 506 
is not greater than Zero, the processing continues using the 
program counter for the particular protocol handler 302. 

[0094] In any event, the operation of the fetch controller 
502 is such that operates to sWitch its processing to each of 
the protocol handlers 302 With each clock cycle by selecting 
























































